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1. EZ|Configuration > Category > Connection > Serial , AEZFHERIIRE , M TR :

Category:

= Seszzion Options contraling local zenal ines

_ : Select a senal line
= Terminal o
. Keyboard Senal ine to connect to

Configure the zenal line

SWindow Speed [baud)
Appearance
- Behaviour
Transglation Stop bitz
- Selection

: . Colaurs

=- Connection Flows control

D ata bitz

Farity

About | [ Open J | Carcel |

2. B F Category > Session , 1##ESerial 2 BI{EREREL A , REIZ—TOpen , W TEFMT :



ﬁ PuTTY Configuration ﬂj

Categorny:
=l S_naaaicun* | B azic options for pour PUT T zezzion
L.Dgglng Specify the destination vou want to connect to
=~ Terminal
- Keyboard
- Bell COM1 115200
- Features Connection type:
- Window ' Raw () Telnet ¢ Rlogin ¢ 55H @ Serial
By
Eppea.ranc:e Load, zave or delete a stored session
- Behaviour
- Tranzlation Saved Sessions
- Selechion
I::::I::n_urs Default Settings 5 e
=~ Connechion Azzezzment] |—'| e
i EE% 360 —55‘“3
- Telnet EE 3' Delete
- Rilogin BE3-3E0 x
- 55H
el Cloze window an exit:
[ Always O Mever @ Only on clean exit
| About | $ [ Open J | Cancel
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ﬁ PuTTY Configuration 2

Categony:
= 5_&33iun¢ Basic options for your PUTTY session
L.Dggmg specify the destination you want bo connect to
=) Terminal
L ozt Mame [or [P addreszz)
----- K.eyboard :
el 10101010 22
: i Features Connection type:
- Window " Raw ) Telnet ) Rlogin @ S5H ) Serial
Pl
ppea.ranc:e Load. zave or delete a stored zeszion
- Behaviour
Tt Saved Seszionz
- Selection
Ty ':':'I':'_L"E Default Settings Load
=)+ Cannection Azzezsment] |
..... Data BE1 F SEI"."E-'
i 05350 —
- Telnet EES- Delete
- Rlogin BB3-360 >
- 55H
""" Serial Cloze window an exit:
) Always () Mever @ Only on clean exit
About $ | Open | | Cancel
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ﬁ PuTTY Configuration

|

Categony:

=- S_essin:nn
= Terminal

- K.eyboard

— RBell

- Features
=) wWindow

- Appearance
- Behaviour
- Transzlation
- Selection

- Colours
onhechon
—Data

- Pramy

- Telnet

- Rlogin

o

0l
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Lnggiﬂg@ =

Sbout

O phions controlling zeszion logging

Seszion logging:
() Haone ) Printable output
1 55H packets

packetz and raw data

@ Al zession output
T

Log file name:
ZIE::E:l::.tn:n hsconfigwestatuz Caphure log | Browse. .. ||

[Log file name can contain &5, &b, &0 for date, &T for
tire, and &H far host name)

YWhat to do if the log file already exists:

[0 Always ovensrite it

@ Always append ta the end of it:]

[T Ak The UEer eveny fime

/| Flugh lag file frequently

Optionz specific to 55H packet logging

V| Omit known password fields
|| Omit session data

[ Open ] | Cancel
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& VCSorExpressway - PuTTY
login as: admin === 0

Uzing kevboard-interactive authentication.
Password:

S alarms:

T Brror In=secure pas=sword in use - The adwmin user has the default password

set

* warning Security alert - The THS agent dacabase has the default LDAP passw
ord sst

* warning Configuration warning - The VCE is running in a legacy THS Agent m
ode: ywou are recommmehded to switch yvour system to use a different mode

* warning Insecure password in use — The root user has the default password
set

* warning SJecurity alert — The THS agent database has the default replicatio
n password set

Last login: Thu Jun 19 05:12:21 EDT 2014
Welcomwe to VCS1-Concrol

TANDEERG VC3 Release X¥7.2.1 —/——"———
SW Relesmse Date: 2012-09-25

L) 4

AR ARER—EERRE  RULUZRER, IRELEERETEINER , KEREE
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4. ¥ Axstatus@n 5 I #ZEnters :

@ VCSorbxpressway - PuTTY

login as: admin
Uzing keyboard-intersctive authentication.
Password:

5 alarms:

¥ Brror Insecure password in uwse - The admin user has the default password

et

* warning SGecurity alert — The THS agent database has the default LDAP passw
ord set

* warning Configuration warnimg — The VC3 is runhing in a legacy TH3 Agent m
ode; wvou are recommended to switch your system Lo use a different mode

* warning Insecure password inm use — The root user has the default password
set

¥ warning Security alert = The THS agent database has the default replicatio
n password set

Last login: Thu Jun 19 08:12:21 EDT 2014
Welcome to VCS1-Control

TANDEERG WC3 BRelease X7.2.1

SW Release Date: 2012-09-25
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@ VC5SorExpressway - PuTTY

Count: 0O
Max: O
Publications:
Presentities:
Count: 0
Max: 0O

ConferenceFar

F end

FindMeManager:

*s/end

Inactive

Policy:

dend
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1. B3> T >R i B SHRC k.
2. & #EStart new log , ARZEEImmediately Stop logging.
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xstatus

*s SystemUnit:



Product: "TANDBERG VCS"
Uptime: 24963390

SystemTime: "2014-06-19 14:58:59"

TimeZone: "US/Eastern"
LocalTime: "2014-06-19 10:58:59"
Software:
Version: "X7.2.1"
Build: "296181"
Name: "s42700"
ReleaseDate: "2012-09-25"
ReleaseKey: Nhkk,kkhkhkkhkkhkhkhrxkkkhkkhkkxxn
Configuration:
NonTraversalCalls: 500
TraversalCalls: 200
Registrations: 2500
Expressway: False
Encryption: True
Interworking: True
FindMe: True
DeviceProvisioning: True

DualNetworkInterfaces: False

AdvancedAccountSecurity: False

StarterPack: False

EnhancedOCSCollaboration: True

Hardware:
Version: "VMWare"
SerialNumber: "******xxu
*s/end

*s Ethernet 1:
MacAddress: "00:50:56:A1:70:06"
Speed: 10000full
Ipvd:
Address: "10.10.10.10"
SubnetMask: "255.255.255.0"
*s/end

*s Ethernet 2:
MacAddress: "00:50:56:A1:70:04"
Speed: 10000full
Ipvd:
Address: "192.168.0.100"
SubnetMask: "255.255.255.0"
*s/end

*s Options:
Option 1:
Key: "116341X300-1-tt!1trtrrrrpe

Description: "300 Non-traversal Calls"

Option 2:
Key: "116341pP00-1-ttrtrrrren

Description: "Device Provisioning"

Option 3:
Key: "116341G00-1-ttrrrrrrrpe

Description: "H323-SIP Interworking Gateway"

Option 4:
Key: "116341U000-1-tt11trrrrrpn
Description: "FindMe"

Option 5:
Key: "116341C00-1-ttrrrrrrpn

Description: "Enhanced OCS Collaboration"

Option 8:
Key: "116341Y200-1-tt!1trtrrrrrpe

Description: "200 Traversal Calls"



Option 9:
Key: "116341X200-1-!1t1rrrrpn
Description: "200 Non-traversal Calls"

*s/end
*s IP:
Protocol: IPv4
Ipvd:
Gateway: "10.10.10.1"
*s/end

*s ExternalManager:

Status: Active

Address: "10.10.10.104"

Protocol: HTTP

URL: "tms/public/external/management/systemmanagementservice.asmx"
*s/end

*s Feedback 1:
Status: Off
*s/end

*s Feedback 2:
Status: Off
*s/end

*s Feedback 3:
Status: On
URL: "http://10.10.10.104/tms/public/feedback/code.aspx"
Expression: "/Event/CallDisconnected"
Expression: "/Event/CallConnected"
Expression: "/Event/CallFailure"
Expression: "/Event/RegistrationAdded"
Expression: "/Event/RegistrationChanged"
Expression: "/Event/ResourceUsage"
Expression: "/Event/AuthenticationFailure"
Expression: "/Status/Warnings"

*s/end

*s ResourceUsage:
Calls:
Traversal:
Current: 0
Max: O
Total: O
NonTraversal:
Current: 0
Max: 1
Total: 2
Registrations:
Current: 0
Max: 3
Total: 42
*s/end

*s Calls: /
*s/end

*s Zones:
DefaultZone:
Name: "DefaultZone"
Bandwidth:
LocalUsage: 0
ClusterUsage: 0



LocalZone:
DefaultSubZone:
Name: "DefaultSubZone"
Bandwidth:
LocalUsage: 0
ClusterUsage: 0
TraversalSubZone:
Name: "TraversalSubZone"
Bandwidth:
LocalUsage: 0
ClusterUsage: 0
ClusterSubZone:
Name: "ClusterSubZone"
Bandwidth:
LocalUsage: 0
ClusterUsage: 0
Searches:
Current: 0
CurrentDirected: 0
Total: 64081
Dropped: 0
MaxSubSearchExceeded: 0
MaxTargetsExceeded: 0
Zone 1:
Name: "TraversalZone"
Bandwidth:
LocalUsage: 0
ClusterUsage: 0
Status: Active
Type: TraversalClient
TraversalClient:
Peer 1:
H323:
Status: Active
Address: "10.10.10.102"

Port: 6001
LastStatusChange: "2014-04-03 09:50:35"
SIP:

Status: Active
Address: "10.10.10.102"
Port: 7001
LastStatusChange: "2014-04-03 09:49:13"
Server: "TANDBERG/4102 (X7.0)"
*s/end

*s Alternates: /
*s/end

*s Links:
Link 1:
Name: "DefaultSZtoTraversalSzZ"
Bandwidth:
LocalUsage: 0
ClusterUsage: 0
Link 2:
Name: "DefaultSzZtoDefaultz"
Bandwidth:
LocalUsage: 0
ClusterUsage: 0
Link 3:
Name: "DefaultSZtoClusterSz"
Bandwidth:
LocalUsage: 0
ClusterUsage: 0



Link 4:
Name: "TraversalSZtoDefaultZz"
Bandwidth:
LocalUsage: 0
ClusterUsage: 0

Link 5:
Name: "ZoneOOlToTraversalSz"
Bandwidth:

LocalUsage: 0
ClusterUsage: 0
*s/end

*s Pipes: /
*s/end

*s Registrations: /

*s/end
*s SIP:
Ethernet 1:
Ipvd:
UDP:
Status: Inactive
TCP:
Status: Active
Address: "10.10.10.10:5060"
TLS:
Status: Active
Address: "10.10.10.10:5061"
IPv6:
UDP:
Status: Inactive
TCP:
Status: Inactive
TLS:
Status: Inactive
Ethernet 2:
Ipvd:
UDP:
Status: Inactive
TCP:
Status: Inactive
TLS:
Status: Inactive
IPv6:
UDP:
Status: Inactive
TCP:
Status: Inactive
TLS:
Status: Inactive
Transport:
Server 19857:

Socket:
Type: "SERV_UDP"
State: "INUSE"
ID:
Local: 85393
Global: 0
Buffer:
Input:
Length: 20000
Output:
Length: 20000



Local:
Address: "127.0.0
Remote:
Address: ""
Network:
Number: 1
Certificate:
Subject:
Name: ""
TLS:
Cipher:
Name: ""
Last:
Packet:
Received: 0
Close:
In: 20
Secure: False
X509:
Certificate:
Verified: False
Queue:
Max:
Size: 0
Add:
Failures: 0
Flow:
Token: ""
Server 19856:
Socket:
Type: "SERV_TCP"
State: "INUSE"
ID:
Local: 150928
Global: 1
Buffer:
Input:
Length: 0
Output:
Length: 0
Local:
Address: "127.0.0
Remote:
Address: ""
Network:
Number: 1
Certificate:
Subject:
Name: ""
TLS:
Cipher:
Name: ""
Last:
Packet:
Received: 0
Close:
In: 20
Secure: False
X509:
Certificate:
Verified: False
Queue:
Max:
Size: 0

.1:5060"

.1:5060"



Add:
Failures: 0
Flow:
Token: ""
Server 19855:
Socket:
Type: "SERV_TLS"
State: "INUSE"
ID:
Local: 216463
Global: 2
Buffer:
Input:
Length: 0
Output:
Length: 0
Local:
Address: "127.0.0.1:5061"
Remote:
Address: ""
Network:
Number: 1
Certificate:
Subject:
Name: ""
TLS:
Cipher:
Name: ""
Last:
Packet:
Received: 0
Close:
In: 20
Secure: True
X509:
Certificate:
Verified: False
Queue:
Max:
Size: 0
Add:
Failures: 0
Flow:
Token: ""
Server 19854:
Socket:
Type: "SERV_UDP"
State: "INUSE"
ID:
Local: 281998
Global: 3
Buffer:
Input:
Length: 20000
Output:
Length: 20000
Local:
Address: "[::1]:5060"
Remote:
Address: ""
Network:
Number: 1
Certificate:
Subject:



Name: ""
TLS:
Cipher:
Name: ""
Last:
Packet:
Received: 0
Close:
In: 20
Secure: False
X509:
Certificate:
Verified: False
Queue:
Max:
Size: 0
Add:
Failures: 0
Flow:
Token: ""
Server 19853:
Socket:
Type: "SERV_TCP"
State: "INUSE"
ID:
Local: 347533
Global: 4
Buffer:
Input:
Length: 0
Output:
Length: 0
Local:
Address: "[::1]:5060"
Remote:
Address: ""
Network:
Number: 1
Certificate:
Subject:
Name: ""
TLS:
Cipher:
Name: ""
Last:
Packet:
Received: 0
Close:
In: 20
Secure: False
X509:
Certificate:
Verified: False
Queue:
Max:
Size: 0
Add:
Failures: 0
Flow:
Token: ""
Server 19852:
Socket:
Type: "SERV_TLS"
State: "INUSE"



ID:

Local: 413068
Global: 5
Buffer:
Input:
Length: 0
Output:
Length: 0
Local:

Address: "[::1]:5061"
Remote:

Address: ""
Network:

Number: 1
Certificate:

Subject:

Name: ""
TLS:
Cipher:
Name: ""
Last:
Packet:
Received: 0
Close:

In: 20
Secure: True
X509:

Certificate:

Verified: False
Queue:

Max:

Size: 0

Add:

Failures: 0
Flow:
Token: ""
Server 19851:
Socket:

Type: "SERV_TCP"

State: "INUSE"

ID:

Local: 478603
Global: 6
Buffer:
Input:
Length: 0
Output:
Length: 0
Local:

Address: "10.10.10.10:5060"
Remote:

Address: ""
Network:

Number: 2
Certificate:

Subject:

Name: ""
TLS:
Cipher:
Name: ""
Last:
Packet:
Received: 0
Close:



In: 20
Secure: False
X509:
Certificate:
Verified: False
Queue:
Max:
Size: 0
Add:
Failures: 0
Flow:
Token: ""
Server 19850:
Socket:
Type: "SERV_TLS"
State: "INUSE"
ID:
Local: 544138
Global: 7
Buffer:
Input:
Length: 0
Output:
Length: 0
Local:
Address: "10.10.10.10:5061"
Remote:
Address: ""
Network:
Number: 2
Certificate:
Subject:
Name: ""
TLS:
Cipher:
Name: ""
Last:
Packet:
Received: 0
Close:
In: 20
Secure: True
X509:
Certificate:
Verified: False
Queue:
Max:
Size: 0
Add:
Failures: 0
Flow:
Token: ""
Client 7747:
Socket:
Type: "TLS_OUTG"
State: "INUSE"
ID:
Local: 825433667
Global: 654
Buffer:
Input:
Length: 5120
Output:
Length: 20000



Local:
Address: "10.10.10.10:27573"
Remote:
Address: "10.10.10.102:7001"
Network:
Number: 2
Certificate:
Subject:
Name: ""
TLS:
Cipher:
Name: "DHE-RSA-AES256-SHA"
Last:
Packet:
Received: -1798628722
Close:
In: 900
Secure: True
X509:
Certificate:
Verified: False
Queue:
Max:
Size: 1
Add:
Failures: 0
Flow:
Token: ""
*s/end

*s H323:
Registration:
Status: Active
Ipvd:
Address: "10.10.10.10:1719"
CallSignaling:
Status: Active
Ipvd:
Address: "10.10.10.10:1720"
Assent:
CallSignaling:
Status: Inactive
H46018:
CallSignaling:
Status: Inactive
*s/end

*s Applications:
Presence:
UserAgent:
Status: Inactive
Presentity:
Count: 0
Server:
Subscriptions:
Count: 0
Max: O
Expired: 0
Subscribers:
Count: 0
Max: 0
Status: Inactive
Presentities:
Count: 0



Max: 0
Publications:
Presentities:
Count: 0
Max: O
ConferenceFactory:
Status: Inactive
NextAlias: ""
External 1:
Status:
ClusterStatus:
ClusterState: "Disabled"
LastUpdate:
Time: "Time not set"
SecondsSinceLastRefresh: "1403189939"
*s/end

*s FindMeManager: /
*s/end

*s TURN:
Server:
Status: Inactive
*s/end

*s Policy: /
*s/end

OK

xcommand xconfig

*c xConfiguration Login Remote Protocol: LDAP

*c xConfiguration Login Remote LDAP Server Address: ""

*c xConfiguration Login Remote LDAP Server FQDNResolution: AddressRecord
*c xConfiguration Login Remote LDAP Server Port: 389



*c
*c

xConfiguration
xConfiguration

XXXXXXKXXXXXX"

*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c

managementservice.

*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c

xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration

xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration

Login Remote
Login Remote

Login Remote
Login Remote
Login Remote
Login Remote
Login Remote
Login Remote
Login Remote

LDAP
LDAP

LDAP
LDAP
LDAP
LDAP
LDAP
LDAP
LDAP

SystemUnit Name:

VCS BindUsername: ""
VCS BindPassword: "{cipher }XXXXXXXXXX

VCS BindDN: ""

BaseDN Accounts: ""

BaseDN Groups: ""

Encryption: Off

SASL: DIGEST-MD5

CRLCheck: None

DirectoryType: ActiveDirectory
"VCS1l-Control"

SystemUnit Maintenance Mode: Off

Option 1 Key:

Option
Option
Option
Option
Option

O o0 Ul i W N

Option
Ethernet
Ethernet
Ethernet

Ethernet
Ethernet
Ethernet
Ethernet
IPProtocol:
IP Gateway:
IP QoS Mode:
IP QoS Value

Key:
Key:
Key:
Key:
Key:
Key:
1 Speed:
1 Ip V4
1 Ip V4
Ethernet 1 IP V6
2
2
2
2

Speed:
Ip V4
Ip V4
IP V6
Ipvd

"10.1
None
: 0

IP V6 Gateway: ""
IP DNS Domain Name: "######.local"
IP DNS Hostname:
IP Ephemeral PortRange Start: 40000
IP Ephemeral PortRange End: 49999
IP RFC4821 Mode:
Administration Te
Administration SS
Administration HT
Administration HT
Administration LC
ExternalManager Address: "10.10.10.104"

ExternalManager Path: "tms/public/external/management/system

asmx"

Auto

Address: "10.10.10.10"
SubnetMask: "255.255.255.0"
Address: ""

Auto

Address: "192.168.0.100"
SubnetMask: "255.255.255.0"
Address: ""

0.10.1"

"VCS1l-Control"

Disabled

lnet Mode: Off
H Mode: On

TP Mode: On

TPS Mode: On
DPanel Mode: On

ExternalManager Protocol: HTTP

ExternalManager Server Certificate Verification Mode: On

Registration
Registration
Registration
Registration
Registration
Registration
Registration
Registration
Registration
Registration
Registration

),9,9,9.:9.9,9,9.9.9.9.9.9.9.9.9.9,9.9.9.0.4

*c xConfiguration Registration

status='504"

Rest
Rest
Rest
Rest
Rest
Rest
Rest
Rest
Rest
Rest
Rest

Rest

rictionPolicy Mode: None

rictionPolicy Service Protocol: HTTP
rictionPolicy Service TLS Verify Mode: On
rictionPolicy Service TLS CRLCheck Mode: Off
rictionPolicy Service Server 1 Address: ""
rictionPolicy Service Server 2 Address: ""
rictionPolicy Service Server 3 Address: ""
rictionPolicy Service Path: ""
rictionPolicy Service Status Path: "status"
rictionPolicy Service UserName: ""
rictionPolicy Service Password: "{cipher}

rictionPolicy Service DefaultCPL: "<reject

reason='Registration Policy Unavailable'/>"

*c xConfiguration Alternates ConfigurationMaster: 1

*c xConfiguration Alternates Cluster Name: ""

*c xConfiguration Alternates Peer 1 Address: ""



*c xConfiguration Alternates Peer 2 Address: ""
*c xConfiguration Alternates Peer 3 Address: ""
*c xConfiguration Alternates Peer 4 Address: ""
*c xConfiguration Alternates Peer 5 Address: ""

*c xConfiguration Alternates Peer 6 Address: ""

*c xConfiguration Transform 1 Description: "Transform destination aliases to
URI format"

*c xConfiguration Transform State: Enabled

Priority: 1

Pattern String: "(["@]*)"
Pattern Type: Regex

*c xConfiguration Transform
*c xConfiguration Transform
*c xConfiguration Transform
*c xConfiguration Transform Pattern Behavior: Replace

Pattern Replace: "\1@#####.local"

*c xConfiguration Call Loop Detection Mode: On

S

*c xConfiguration Transform

*c xConfiguration Call Routed Mode: Always

*c xConfiguration Call Services CallsToUnknownIPAddresses: Indirect

*c xConfiguration Call Services Fallback Alias: ""

*c xConfiguration H323 Mode: On

*c xConfiguration H323 Gatekeeper Registration UDP Port: 1719

*c xConfiguration H323 Gatekeeper Registration ConflictMode: Reject

*c xConfiguration H323 Gatekeeper CallSignaling TCP Port: 1720

*c xConfiguration H323 Gatekeeper CallSignaling PortRange Start: 15000

*c xConfiguration H323 Gatekeeper CallSignaling PortRange End: 19999

*c xConfiguration H323 Gatekeeper TimeToLive: 1800

*c xConfiguration H323 Gatekeeper CallTimeToLive: 120

*c xConfiguration H323 Gatekeeper AutoDiscovery Mode: On

*c xConfiguration H323 Gateway CallerId: ExcludePrefix

*c xConfiguration SIP Mode: On

*c xConfiguration SIP Domains Domain 1 Name: "######.com"

*c xConfiguration SIP Domains Domain 2 Name: "######.local"

*c xConfiguration SIP Routes Route 1 Method: "SUBSCRIBE"

*c xConfiguration SIP Routes Route 1 Request Line Pattern: ".*@(%localdomains$%
%ip%) "

*c xConfiguration SIP Routes Route Header Name: "Event"
*c xConfiguration SIP Routes Route Header Pattern: " (ua-profile|phonebook).*"
Authenticated: Off

Address: "127.0.0.1"

Port: 22400

Transport: TCP

*c xConfiguration SIP Routes Route
*c xConfiguration SIP Routes Route
*c xConfiguration SIP Routes Route
*c xConfiguration SIP Routes Route
*c xConfiguration SIP Routes Route Tag: "Provisioning"

Method: "INFO"

Request Line Pattern: ".*@(%localdomains$

*c xConfiguration SIP Routes Route

NN R R R R R R

*c xConfiguration SIP Routes Route
Sip%) "

*c xConfiguration SIP Routes Route 2 Header Name: "Content-Type"

*c xConfiguration SIP Routes Route 2 Header Pattern: "application/tandberg-
phonebook\+xml"

Authenticated: Off

Address: "127.0.0.1"

*c xConfiguration SIP Routes Route 2
2

*c xConfiguration SIP Routes Route 2 Port: 22400
2
2

*c xConfiguration SIP Routes Route
*c xConfiguration SIP Routes Route Transport: TCP

Tag: "Phonebook"

*c xConfiguration SIP Registration Standard Refresh Strategy: Maximum

*c xConfiguration SIP Routes Route

*c xConfiguration SIP Registration Standard Refresh Minimum: 45
*c xConfiguration SIP Registration Standard Refresh Maximum: 60
*c xConfiguration SIP Registration Outbound Refresh Strategy: Variable
*c xConfiguration SIP Registration Outbound Refresh Minimum: 300
*c xConfiguration SIP Registration Outbound Refresh Maximum: 3600
*c xConfiguration SIP Registration Outbound Flow Timer: 0

*c xConfiguration SIP Registration Proxy Mode: Off

*c xConfiguration SIP Registration Call Remove: No

*c xConfiguration SIP Session Refresh Value: 1800

*c xConfiguration SIP Session Refresh Minimum: 500

*c xConfiguration SIP UDP Mode: Off

*c xConfiguration SIP UDP Port: 5060



*c
*c
*c
*c
*c
*c
*c
*c
*c
*c

Mode:

*c

Behavior:

*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c

zone for H.323 devices

*c
*c
*c
*c
*c
*c
*c

xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
On
xConfiguration
Fail
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration

xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration

@H###### . local . *"

*c
*c
*c
*c
*c
*c
*c
*c

xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration

SIP TCP Mode: On

SIP TCP Port: 5060

SIP TCP Outbound Port Start: 25000

SIP TCP Outbound Port End: 29999

SIP TLS Mode: On

SIP TLS Port: 5061

SIP TLS Certificate Revocation Checking Mode: Off

SIP TLS Certificate Revocation Checking OCSP Mode: On

SIP TLS Certificate Revocation Checking CRL Mode: On

SIP TLS Certificate Revocation Checking CRL Network Fetch

SIP TLS Certificate Revocation Checking Source Inaccessibility

SIP Require UDP BFCP Mode: On

SIP Require Duo Video Mode: On

SIP Authentication Retry Limit: 3

SIP Authentication NTLM Mode: Auto

SIP Authentication NTLM SA Lifetime: 28800

SIP Authentication NTLM SA Limit: 10000

SIP Authentication Digest Nonce ExpireDelta: 300

SIP Authentication Digest Nonce Maximum Use Count: 128

SIP Authentication Digest Nonce Limit: 10000

SIP Authentication Digest Nonce Length: 60

SIP GRUU Mode: On

SIP MediaRouting ICE Mode: Off

Interworking Mode: RegisteredOnly

Interworking Encryption Mode: Auto

Interworking Encryption Replay Protection Mode: Off

Interworking BFCP Compatibility Mode: Auto

Interworking Require Invite Header Mode: On

Traversal Media Port Start: 50000

Traversal Media Port End: 52399

Authentication UserName: ""

Authentication Password: "{cipher }XXXXXXXXXXXXXXXXXXXXXX"

Authentication LDAP AliasOrigin: LDAP

Authentication ADS ADDomain: ""

Authentication ADS Workgroup: ""

Authentication ADS MachinePassword Refresh: On

Authentication ADS SPNEGO: Enabled

Authentication ADS SecureChannel: Auto

Authentication ADS Encryption: TLS

Authentication ADS Mode: Off

Authentication ADS Clockskew: 300

zZones Policy Mode: SearchRules

zZones Policy SearchRules Rule 1 Name: "Local zone ? no domain"

Zones Policy SearchRules Rule 1 Description: "Search local
(strip domain) "

zZones Policy SearchRules Rule 1 Priority: 48

Zones Policy SearchRules Rule 1 Protocol: Any

Zones Policy SearchRules Rule 1 Source Mode: Any

Zones Policy SearchRules Rule 1 Authentication: No

Zones Policy SearchRules Rule 1 Mode: AliasPatternMatch

zZones Policy SearchRules Rule 1 Pattern Type: Regex

Zones Policy SearchRules Rule 1 Pattern String: " (.+)

zZones Policy SearchRules Rule 1 Pattern Behavior: Replace

Zones Policy SearchRules Rule 1 Pattern Replace: "\1"

zZones Policy SearchRules Rule 1 Progress: Continue

zZones Policy SearchRules Rule 1 Target Type: Zone

zZones Policy SearchRules Rule 1 Target Name: "LocalZone"

Zones Policy SearchRules Rule 1 State: Enabled

Zones Policy SearchRules Rule 2 Name: "Local zone ? full URI"

Zones Policy SearchRules Rule 2 Description: "Search local

zone for SIP and H.323 devices

with a domain"




*c xConfiguration Zones Policy SearchRules Rule 2 Priority: 51

*c xConfiguration Zones Policy SearchRules Rule 2 Protocol: Any

*c xConfiguration Zones Policy SearchRules Rule 2 Source Mode: Any

*c xConfiguration Zones Policy SearchRules Rule 2 Authentication: No

*c xConfiguration Zones Policy SearchRules Rule 2 Mode: AliasPatternMatch

*c xConfiguration Zones Policy SearchRules Rule 2 Pattern Type: Regex

*c xConfiguration Zones Policy SearchRules Rule 2 Pattern String: " (.+)
@###### . local. . *"

*c xConfiguration Zones Policy SearchRules Rule 2 Pattern Behavior: Leave

*c xConfiguration Zones Policy SearchRules Rule 2 Pattern Replace: ""

*c xConfiguration Zones Policy SearchRules Rule 2 Progress: Continue

*c xConfiguration Zones Policy SearchRules Rule 2 Target Type: Zone

*c xConfiguration Zones Policy SearchRules Rule 2 Target Name: "LocalZone"

*c xConfiguration Zones Policy SearchRules Rule 2 State: Enabled

*c xConfiguration Zones Policy SearchRules Rule 3 Name: "Traversal zone search rule"
*c xConfiguration Zones Policy SearchRules Rule 3 Description: "Search traversal
zone (Cisco VCS Expressway)"

*c xConfiguration Zones Policy SearchRules Rule 3 Priority: 100

*c xConfiguration Zones Policy SearchRules Rule 3 Protocol: Any

*c xConfiguration Zones Policy SearchRules Rule 3 Source Mode: Any

*c xConfiguration Zones Policy SearchRules Rule 3 Authentication: No

*c xConfiguration Zones Policy SearchRules Rule 3 Mode: AnyAlias

*c xConfiguration Zones Policy SearchRules Rule 3 Progress: Continue

*c xConfiguration Zones Policy SearchRules Rule 3 Target Type: Zone

*c xConfiguration Zones Policy SearchRules Rule 3 Target Name: "TraversalZone"
*c xConfiguration Zones Policy SearchRules Rule 3 State: Enabled

*c xConfiguration Zones Policy SearchRules Rule 4 Name: "External IP address

search rule"
*c xConfiguration Zones Policy SearchRules Rule 4 Description: "Route external
IP address"

*c xConfiguration Zones Policy SearchRules Rule 4 Priority: 100

*c xConfiguration Zones Policy SearchRules Rule 4 Protocol: Any

*c xConfiguration Zones Policy SearchRules Rule 4 Source Mode: Any

*c xConfiguration Zones Policy SearchRules Rule 4 Authentication: No

*c xConfiguration Zones Policy SearchRules Rule 4 Mode: AnyIPAddress

*c xConfiguration Zones Policy SearchRules Rule 4 Progress: Continue

*c xConfiguration Zones Policy SearchRules Rule 4 Target Type: Zone

*c xConfiguration Zones Policy SearchRules Rule 4 Target Name: "TraversalZone"
*c xConfiguration Zones Policy SearchRules Rule 4 State: Enabled

*c xConfiguration Zones Policy SearchRules Rule 5 Name: "LocalZoneMatch"

*c xConfiguration Zones Policy SearchRules Rule 5 Description: "Default rule:
queries the Local Zone for any alias"

*c xConfiguration Zones Policy SearchRules Rule 5 Priority: 50

*c xConfiguration Zones Policy SearchRules Rule 5 Protocol: Any

*c xConfiguration Zones Policy SearchRules Rule 5 Source Mode: Any

*c xConfiguration Zones Policy SearchRules Rule 5 Authentication: No

*c xConfiguration Zones Policy SearchRules Rule 5 Mode: AnyAlias

*c xConfiguration Zones Policy SearchRules Rule 5 Progress: Continue

*c xConfiguration Zones Policy SearchRules Rule 5 Target Type: Zone

*c xConfiguration Zones Policy SearchRules Rule 5 Target Name: "LocalZone"

*c xConfiguration Zones Policy SearchRules Rule 5 State: Enabled

*c xConfiguration Zones DefaultZone Authentication Mode: DoNotCheckCredentials
*c xConfiguration Zones DefaultZone SIP Record Route Address Type: IP

*c xConfiguration Zones DefaultZone SIP TLS Verify Mode: Off

*c xConfiguration Zones DefaultZone SIP Media Encryption Mode: Auto

*c xConfiguration Zones LocalZone DefaultSubZone SIP Media Encryption Mode: Auto
*c xConfiguration Zones LocalZone DefaultSubZone Authentication Mode:
DoNotCheckCredentials

*c xConfiguration Zones LocalZone DefaultSubZone Registrations: Allow

*c xConfiguration Zones LocalZone DefaultSubZone Bandwidth Total Mode: Unlimited
*c xConfiguration Zones LocalZone DefaultSubZone Bandwidth PerCall Inter Mode:
Unlimited

*c xConfiguration Zones LocalZone DefaultSubZone Bandwidth PerCall Intra Mode:
Unlimited



Unlimited
LocalZone TraversalSubZone Bandwidth PerCall Mode:

*c xConfiguration Zones LocalZone TraversalSubZone Bandwidth Total Mode:

*c xConfiguration Zones
Unlimited

*c xConfiguration Zones LocalZone SIP Record Route Address Type: IP
"TraversalZone"

15

*c xConfiguration Zones Zone 1 Name:

*c xConfiguration Zones Zone HopCount:
H323 Mode: On
SIP Mode: On
Type: TraversalClient

TraversalClient Authentication Mode:

*c xConfiguration Zones Zone

*c xConfiguration Zones

*c Zones Zzone

1

1

Zone 1
xConfiguration 1
1

*c xConfiguration Zones Zone DoNot
CheckCredentials
*c xConfiguration
"###H###auth”

*c xConfiguration Zones Zone 1 TraversalClient

" {cipher } XXXXXXXXX XX XXX XX XX XXX XX XXXKXXXXXKXK "

Zones Zone 1 TraversalClient Authentication UserName:

Authentication Password:

*C Zones Zone 1 TraversalClient Registrations: Allow
H323 Protocol: Assent
H323 Port: 6001

SIP Protocol:
SIP Port: 7001
SIP Transport: TLS
SIP TLS Verify Mode:
SIP Ooff
SIP Media Encryption Mode: Auto
RetryInterval: 120

Address: "10.10.10.102"
Address: ""

Address:
Address:
Address:

Address:

xConfiguration

*c xConfiguration Zones Zone TraversalClient

*c xConfiguration Zones Zone TraversalClient

*c xConfiguration Zones Zone TraversalClient Assent

*c xConfiguration Zones Zone TraversalClient

*c xConfiguration Zones Zone TraversalClient

*c xConfiguration Zones Zone TraversalClient Off

*c xConfiguration Zones Zone TraversalClient Poison Mode:

*c xConfiguration Zones Zone TraversalClient

*c xConfiguration Zones Zone TraversalClient

*c xConfiguration Zones Zone TraversalClient Peer 1

*c xConfiguration Zones Zone TraversalClient Peer

nou

*c xConfiguration Zones Zone TraversalClient Peer

nou

*c xConfiguration Zones Zone TraversalClient

e e

nou

*c xConfiguration Zones Zone TraversalClient Peer

2
3
Peer 4
5
*c xConfiguration Zones Zone 1 TraversalClient Peer 6 "

*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c
*c

xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration

Bandwidth
Bandwidth
Bandwidth
Bandwidth
Bandwidth
Bandwidth
Bandwidth
Bandwidth
Bandwidth
Bandwidth
Bandwidth
Bandwidth
Bandwidth
Bandwidth
Bandwidth
Bandwidth
Bandwidth
Bandwidth
Bandwidth
Bandwidth
Bandwidth
Bandwidth
Bandwidth
Bandwidth
Bandwidth
Bandwidth
Bandwidth
Bandwidth
Policy
Policy
Policy
Policy
Policy

Default:
Downspeed PerCall Mode:
Downspeed Total Mode:
Link 1
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link 5
AdministratorPolicy Mode:

384

Name:
Nodel
Node2
Pipel
Pipe2
Name:
Nodel
Node2
Pipel
Pipe2
Name:
Nodel
Node2
Pipel
Pipe2
Name:
Nodel
Node2
Pipel
Pipe2
Name:
Nodel
Node2
Pipel

uou oo RS RWWW W WwWNDNDNDNNRE R R

Pipe2

On
On

"DefaultSZtoTraversalSzZ"

Name:
Name:
Name:
Name:

"DefaultSubZone"

"TraversalSubZone"

"o

"o

"DefaultSztoDefaultz"

Name:
Name:
Name:
Name:

"DefaultSubZone"
"DefaultZone"

"o

"o

"DefaultSZtoClusterSz"

Name:
Name:
Name:
Name:

"DefaultSubZone"
"ClusterSubZone"

"o

"o

"TraversalSZtoDefaultz"

Name:
Name:
Name:
Name:

"TraversalSubZone"

"DefaultZone"

"o

"o

"Zone00lToTraversalSz"

Name:
Name:
Name:
Name:

AdministratorPolicy Service
AdministratorPolicy Service
AdministratorPolicy Service
AdministratorPolicy Service

"TraversalZone"

"TraversalSubZone"

"o

"o

Off
Protocol:

TLS Verify Mode:
TLS CRLCheck Mode:
Server 1 Address:

HTTP
On
Off

"o



*c xConfiguration Policy AdministratorPolicy Service Server 2 Address: ""
*c xConfiguration Policy AdministratorPolicy Service Server 3 Address: ""
*c xConfiguration Policy AdministratorPolicy Service Path: ""

*c xConfiguration Policy AdministratorPolicy Service Status Path: "status"
*c xConfiguration Policy AdministratorPolicy Service UserName: ""

*c xConfiguration Policy AdministratorPolicy Service Password: "{cipher}
).0.9.0.9.0.0.0.0.9.0.9.0.0.0.0.0.0.0.0.9.0.0.0.0.0.:0.0.0.0.0.0.0.0.0.:¢

*c xConfiguration Policy AdministratorPolicy Service DefaultCPL: "<reject
status='504"' reason='Admin Policy Unavailable'/>"

*c xConfiguration Policy FindMe Mode: Off

*c xConfiguration Policy FindMe CallerId: IncomingID

*c xConfiguration Policy FindMe UserDeviceRestriction: Off

*c xConfiguration Applications ConferenceFactory Mode: Off

*c xConfiguration Applications ConferenceFactory Alias: ""

*c xConfiguration Applications ConferenceFactory Template: ""

*c xConfiguration Applications ConferenceFactory Range Start: 1

*c xConfiguration Applications ConferenceFactory Range End: 65535

*c xConfiguration Applications OCS Relay Mode: Off

*c xConfiguration Applications OCS Relay OCS Domain: ""

*c xConfiguration Applications OCS Relay OCS Routing Prefix: "ocs"

*c xConfiguration Applications Presence Server Mode: Off

*c xConfiguration Applications Presence Server Publication ExpireDelta: 1800
*c xConfiguration Applications Presence Server Subscription ExpireDelta: 3600
*c xConfiguration Applications Presence User Agent Mode: Off

*c xConfiguration Applications Presence User Agent ExpireDelta: 3600

*c xConfiguration Applications Presence User Agent RetryDelta: 1800

*c xConfiguration Applications Presence User Agent Presentity Idle Status: Online
*c xConfiguration ResourceUsage Warning Activation Level: 90

*c xConfiguration Services AdvancedMediaGateway Zone Name: ""

*c xConfiguration Services AdvancedMediaGateway Policy Mode: Off

OK
exit
Bye!
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