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BABERN , BRENEIICUCMAMVCSHRES , METCHEERILNES K RREMSIPHE

WEIVCSE®

EEREBERLT , IBVCSRAEMFEEEFES, TEEEE L , BftElMaintenance > Certificate
management > Server certificate. #Z— T "Show server certificate. , EERB—E#HHEE , HF
DEREFNRHEESR :

Server certificate
wcl; Mate: This VLS s par of & clasber but s nattha conSgUrASHn Magler. Any confgaralion changas mada on this VTS may be ket Moad nfarmalion can be Sesd on the Chisterng halp paga
Senver certidicate dats

Seryer certificabe PEM Fie  Show senver cerhificabe

CurrenSy iaded cerificals expires on Sep 30 2014

Resed o defaul server certificate |

ATREBBREERES

MIIDHzCCA0igAwIBAgIBATANBgkghkiGO9wOBAQUFADCBmMjFDMEEGAIUECgw6VGVLE
CcGI9YYXJIS5TIENl1cnRpZml jYXR1IDU4ANZCcONWYWLTISYTAEMTF 1My 1hNTE4ALTAWNTAL
Njk5NWIOYjFDMEEGAIUECWw6VGVECcGIYYXJIS5IEN]1cnRpZml jYXR1IIDU4NZcONWYwW
LTISYTAtMTF1My1hNTE4LTAWNTAINGk5NWIOYjEOMAWGAIUEAWWEY212zY28wHheN
MTMwOTMwMDcXNz IwWhcNMTQwOTMwMDcxNz IwWjCBmj FDMEEGA1UECgwb6VGVEcGIy
YXJS5IENl1cnRpZmljYXR1IDU4ANZcONWYWLTISYTAtMTF1IMy1hNTE4LTAWNTAINI kS




NWIOYJjFDMEEGALIUECWw6VGVtcGI9yYXJIS5IEN]l1cnRpZmljYXR1IIDU4NZcONWYWLTIS
YTAtMTF1My1hNTE4LTAWNTAINFkS5NWIOYjEOMAWGALIUEAWWEFY21zY28wgZ8wDQYJ
KoZIhveNAQEBBQADGYOAMIGJIAOGBAKWvVOb+Y1zrKoABSBVPSGR7avVEMTYPipLO0I/
L21fyyjo05qv91zDCgy7PFZPxkD1d/DNLIgpl]jjUqdfFV+64r80kESwWBO+4DFlut
tWZLQluKzzdsmvZ /b4 1lmEtosE1HNxH7rDYQsqgdRA4ANgNDIV1IOgVFCEV4c7ZvAV4S
ESmI9YNYIAGMBAAG] czBXMAKGA1UJEWQCMAAWIAYJIYIZIAYb4QgENBBCWEFVR1bXBv
cmFyeSBDZXJ0aWzZpY2F0ZTAABgNVHQ4AEFgQU+knGYkeeiWgAjORhzQgRCHba+nEw
HwYDVROjBBgwFOAUPHCEOXSBH1AZZN153S/Lv6cxNDIwDQYJKoZ IThveNAQEFBQAD
gYEAZk1IMSfi49pl1jIYQYdOATjOiashYVEgGUUMFr4V1hokM90ByGGTbx8jx6Y/S
plSyT4ilU5uiY0DD18EkLzt8y3jFNPmHYAw/ £2 fBOJ3mDAGbiQdmbLAeD2RRUSY 7
12c3zT16WL6hsj+90GAsI/TGthQ2n7yUWP16CevopbJeliA=

BRI RIRRE  URRBEER , FEREARPC LEMAOpenSSL , REAMR LFEBIHR(H

#SSL Shopper):

Certiflcate Tntormation;

Common Mame: csco
Organization: Temporary Certificate 587 745f0-29a0-11e3-a518-00505699504b

Organization Unit: Temporary Certificate 58774500 29a0- L1e3-a5s18-005

-
)
-
& validl From: September 30, 201

"".ﬂ"ul'.-iliﬂ To: Septembas 20, 2014

&) 1ssuer: cisco, Temporary Certificate 58774 5f0-29a0-1 123-a518-005056995b4b
Key Size: 1024 bit
-

Serial Number: 1 (0]
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BEFEABEEANBEIHBERBEMCARENEE. EHELBENFMRESR ,

TelePresence Certificate Creation and Use with Cisco VCS Deployment Guide,

UTBRENETOAERAVCSASERBRERRE AR LEXREE

1. BrootfE i & & B & AZIVCS , BBIOpenSSLIF 4 MR FASE -

~ # openssl

OpenSSL> genrsa -out privatekey.pem 1024
Generating RSA private key, 1024 bit long modulus
.................................. +H+ e+t
................ +H+ e+t

e is 65537 (0x10001)

2. FRALFBAELEBREHEEFRCCSR):

OpenSSL> req -new -key privatekey.pem -out certcsr.pem

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

B2 RBCisco
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Country Name (2 letter code) [AU]:BE

State or Province Name (full name) [Some-State]:Vlaams-Brabant
Locality Name (eg, city) []:Diegem

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Cisco
Organizational Unit Name (eg, section) []:TAC

Common Name (e.g. server FQDN or YOUR name) []:radius.anatomy.com
Email Address []:

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

OpenSSL> exit

3. AERBEERE !

~ # openssl x509 -reqg -days 360 -in certcsr.pem -signkey privatekey.pem -out vcscert.pem
Signature ok

subject=/C=BE/ST=Vlaams-Brabant/L=Diegem/0=Cisco/0OU=TAC/CN=radius.anatomy.com
Getting Private key
~ #

4. ERAEERETH

~ # 1ls -1ltr *.pem

-rw-r--r-- 1 root root 891 Nov 1 09:23 privatekey.pem
-rw-r--r-- 1 root root 664 Nov 1 09:26 certcsr.pem
-rw-r--r-- 1 root root 879 Nov 1 09:40 vcscert.pem

5 AWINSCPTEHEX , WE FEIMEEL  WEVCSTLERARR  CEENRBNELEN
B

Sarver certificate

L i, Reode: This WCS i part of & clusher bul i not the configuration master. Any configursion changes made on this VOS5 may b kekl. More information can B Tound on the Clstering help pag

H Server certificate dais

Sercer cartificals PEM Fila  Show senver canifcals |

Curranlly loaded camiScals axpras on Sap 30 2014

Russl 1o daisull sarver oltificKis

Certificate signing request [C5R)

Certificpie: negutst There & ne cerlificaby $igning request n progress

Generate -:5&|

Uplosd new certificate

Select the server privals key fil=

“Co\privabekey.pem” | Chnm...: 1

Select the server oortificate file

“C-Wwescert penT Choose... | i

Upkiad asrvar cartificals dala
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1. #CUCM T #CallManager.pemi® &, E AR "EXRFAEE, 5HH , EMILL > BREE
, ARBIBIZIW T B F B M CallManager.pemF &

Certificate Configuration

(81, Regenerste [, Downiosd [§)) Generatocsr (3] Downosd CsR

- Certificate Settings

File Name CallManager.pem

Certificate Name CallManager

Certificate Type certs

Certificate Group product-cm

Description Self-signed certificate generated by system

— Certificate File Data
] "

Version: V3

Senal Number: 136322006787293084267780831508134358913

SignatureAlgorithm: SHALwithRSA (1.2.840.113549.1.1.5)

Iszuer Name: L=Peg3, ST=Diegem, CN=MFCI1Pub, OU=TAC, O=Cisco, C=BE

Validity From: Wed Aug 01 12:28:35 CEST 2012

To: MonJul 31 12:28:34 CEST 2017
Subject Name: LePeg3, STeDiegem, CNeMFCI1Pub, OUsTAC, O=Cisco, CeBE
Key: RSA (1.2.840.113549.1.1.1)
Key value:

30518902818100e608e60chd1a9984097e9c574793463630535d0025825be7445c00abfacdd06aci0aZel 381cdlcobabisbans0
b48dd54c883c3004e4dbsfd4ed0f27bc2 14 7dedala661b19dc07 7ca7aefa0f8caf608656d 7 cf 7bad 727 3f6440ea1d8boB97 3253
eScad651f33d19d91365f1c8d6257a93f8ef3ed1a28170d2088a548e7d7edc8110203010001

Extensions: 3 present

(]

Extension: KeyUsage (OID.2.5.29.15)
Critical; false
Usages: digitalSignature, keyEncipherment, dataEncipherment, keyAgreement, keyCertSign,

Extension: ExtieyUsageSyntax (010.2.5.29.37)

Critical: falzse

Usage oids: 1.3.6.1.5.5.7.3.1, 1.3.6.1.5.5.7.3.2, 1.3.6.1.5.5.7.3.5,
1
[

= [ Regenerate |[ Generate CSR [ Download CSR ]

2. B BEFIBAVCS LW ZEECATESE. EVCS L , EfnElMaintenance > Certificate
management > Trusted CA certificate , A% iZ1EShow CA certificate:

Trusted CA certificate
-‘l__;_ Hoda: This VO & par of & chisber bul & o the configuralica Sasber. Aay configuiation changes Sade an s VO3S may b logl. Mons mformaton can B fund o the Cluslerng help paga.
I Upload
Sedect the Tie containing trusted CA cerlificabes Choose.. | i
ch corat e oo Gk coae ]|

Uplsad CA cartificale| Resells ﬂrnuimumﬂ




RERM—EHRE K BRENEENRERSE

. KFTEENZEENRECRIXAERY, FEXAmiESFHMRCallManager.pemiBR |, &
HEANR , WEZARHEIENSEERECRNE —XAERNES :

CallManagerPub

MIICmMDCCAgGgAWIBAGIQZ0o7WOmM]jKYy9JP228PpPvgTANBgkghkiGOwOBAQUFADBe
MQswCQYDVQQGEwWIJCRTEOMAWGA1UEChMFQ21zY28xDDAKBgNVBASTAIRBQZERMABG
A1UEAXMITUZDbDFQAWIxDzANBgNVBAGTBkRpZWA1bTENMASGA1UEBXMEUGVNMzAe
FwOxMjA4MDEXMDI 4MzVaFw0xNzA3MzEXMDI4MzRaMF4xCzAJBgNVBAYTAKJFMQ4w
DAYDVQQKEwVDaXNjbzEMMAOGA1UECXMDVEFDMREwWDWYDVQQDEWhNRKNsSMVB1YJEP
MAOGA1UECBMGRG11Z2VEMQOwCwWYDVQQHEWRQZWczMIGEMAOGCSOGSIb3DQEBAQUA
A4GNADCBiQKBgQDmMCOYMvRGZhAL +nFAHk0Y2P1NJACglvnRFwAQ/ rNgGrPCiwTge
0cxgsGtGQLSN1UyIPDAESNUufROQPJ7whRISKGMYbGAwHEKeuig+MT2CGltfPebly
¢ /ZEDgHYVG1 zJT5srWUEfMIGAKTZfHI1iV6k/jvPtGigXDSCIgEjnl+3IEQIDAQAR
01cwVTALBgNVHQ8EBAMCArwwJwYDVRO1BCAWHgYIKwYBBQUHAWEGCCsGAQUFBWMC
BggrBgEFBQCcDBTAABgNVHQ4EFgQUK4 j YX606BANLCalbKEN6YV7BpkQwDQYJKOZ I
hvceNAQEFBQADgYEAKEGDARAMOtX4C1hEatQE3ptT6L6RRAYP80DA3dIGEOYWhA2H
Agrw771loieva297AwgcKbPxnd517/aBIxvmF8TIi0Skjy+dIW0aszZWfei9STXVGn
NSr1CyAt8UJTh0DSUjGHtnv7yWse5BBIMBDR/ rmWxIRr1IRzAIJDeygLIg+wc=

WMRCUCMER P E ZEMRMRES , FAHELEN S [RES.

4. BERBFEACATrust.pem , A% L — T Upload CA certificate , LAEHER FEEIVCS:

Trusted CA certificate
" i~/ Bote: This VCEis pan of & cusler bul it Aol the configuralicn Sasber, Any Sonfiguraton changss Sade an this VOS5 may b el Nons mfermaton can B2 fund on the Cluslerng help pags,

Upload

Selact the fie containing trusted CA cerificates "CACATrust pem” Chogse... | i

C& cerlificate FEM Fie _Show CA cemcals i

Uplzad CA petificale || Resel 1o deTouk CA cendcale |

VCSREMEECUCMEHRNREE.
5. BiFrBVCSARBREHRLIBRE.
&= Wt VCS MR AR L MBCUCMM AR AR

CUCMEEFEFVCSIEHMNEE
LTBREMNE T W LEECUCM EEKHIVCSEEE R CallManager-TrustEE

1. EOSEEHE L , EMIRL >-BEREE WA AZELE  AEIEUE K REMBLEE
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Upload Certificate fCertificate chain
EJ—% Upload File H Close

—Status

® Status: Ready

—Upload Certificate/Certificate chain

CEl"tiﬁEE'tE |Ca|lManager-tru5t LI
Name

De=scription

Upload File |"Ci\wescert.pem”

- | Upload File | | Close |

® *_ indicates required item.

2. fFRIBVCSfARES LEE S, EREVCSEFANEECUCMMAIRES LHTHIRE  EBERETT
CallManagerfR#&HI FR B & %o

SIPE#R
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MEHAET , 552 BICisco TelePresence Cisco Unified Communications Manager with Cisco
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