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20.193.45 66 4B520-5062 [ACK] Seqed AC Win-14720 Len~0 TSval=3875387345 TSecr-244315393
146.20.193.45 1?2 16.2.2 TP 48520 5062 266 4B520-5062 [PsH, ACK] Seqel Ack=l Win=14720 Len=200 TSval=3875387340 TSecr=i44315303
172.16.2.2 146.20.193.4% TCH 5062 48520 66 $062-48520 [ACK] Segel Acke=201 Wine=300S0 Len=0 TSval=444315405 TSecr=3875387348
1?2 16, Z 2 146,20, 193,45 2802 5062-48520 [ack] Seqel Ack=201 win=30080 Lem=2736 TSval=444315436 TSecr=3875387349
5 6 3 26 Sb-48520 [P q P35 Ack=ZOL win=10080 Len=1360 TSval-4443154 56 TSecr=3575 387349

173 2007=09=200 14:
l?i 201? 09 ?0 14

B ER  ERMREFEWireshark P ERRBRENERA RN, ERIMmMIT175=2ExpresswayEix El
Cisco Webexth B E, B , MR SEHREETHRE , AELIEEE—H. JUFEHAMESL L#
BUHRE , MELERS EDBBEANL BN MEENE,

1a, BRHBIEASSL

SHEETLSEFR , B t&tcp.port==50621BBHE. A& A R-—TABRTHE-—EERZ
, RERERBAR...... UTEAR.

Filter:  tcp.port==5062 Bﬁmrﬁﬂm Clear Apply Save
Mao. Time Source Destination Protocol S Port D Port Length Info
2017-09-26 12:29:22.801586 146.20.193.7 i - S
5 2017-09-26 1 172.16.2.2 Mark Packet (toggle)
6 2017-09-26 12:29:22.812818  146.20.193.73 172.16.2.2 TCP 39427 5062 Ignore Packet (toggle)
7 2017-09-26 12:29:22.813951  146.20.193.73 172.16.2.2 TCP 39427 5062 (© Sat Time Rafarence (toggle)
8 2017-09-26 12:29:22.813967 172.16.2.2 146.20.193.73 TCP 5062 39427 : 3
9 2017-09-26 12:29:22.842476 172.16.2.2 146.20.193.73 TCP 5062 39427 © Time Shift...
10 2017-09-26 12:29:22.842491 172.16.2.2 146.20.193.73 TCP 5062 30427 Edit Packet
11 2017-09-26 12:29:22.854838 146.20.193.73 172.16.2.2 TCP 39427 5062 i§) Packet Comment..
12 2017-09-26 12:29:22.855441  146.20.193.73 172.16.2.2 TP 39427 5062
13 2017-09-26 12:29:22.856148 146.20.193.73 172.16.2.2 TCP 39427 5062 Manualky Resclve Address |
14 2017-09-26 12:29:22.886778  146.20.193.73 172.16.2.2 TcP 39427 5062 P o .
15 2017-09-26 12:20:22.888012  146.20.193.73 172.16.2.2 TCP 39427 5062 pply3s Fillet !
16 2017-09-26 12:29:22.888027  172.16.2.2 146.20.193.73 TcP 5062 39427 Prepare a Filter '
17 2017-09-26 12:29:22.889249  146.20.193.73 172.16.2.2 TCP 39427 5062 Conversation Filter v
18 2017-09-26 12:29:22.890429  146.20.193.73 172.16.2.2 TCP 39427 5062 Colorize Conversation r
19 2017-09-26 12:29:22.890441  172.16.2.2 146,20.193.73 TCP 5062 39427 SCTP v
20 2017-09-26 12:29:22.890861  146.20.193.73 172.16.2.2 TCP 39427 5062 o Tol ha
21 2017-09-26 12:29:22.931331  172.16.2.2 146.20.193.73 TP 5062 39427
22 2017-09-26 12:29:22.948520  146.20.193.73 172.16.2.2 Tce 30427 5062 EaRow LD STeas
23 2017-09-26 12:29:22.948537 172.16.2.2 146.20.193.73 TCP 5062 39427 Follow S5L Stream
24 2017-09-26 12:29:22.948868  172.16.2.2 146.20.193.73 TCP 5062 39427 = .
25 2017-09-26 12:29:22.964782 146.20.193.73 172.16.2.2 TCP 39427 5062 Py 1
26 2017-09-26 12:29:22.965978  146.20.193.73 172.16.2.2 TP 39427 5062 Drctece] Datirancns v i
27 2017-09-26 12:29:22.965086  172.16.2.2 146.20.193,73 TCP 5062 30427 [QE DR AL
28 2017-09-26 12:29:22.967140  146.20.193.73 172.16.2.2 TCP 39427 5062 2 i 5
29 2017-09-26 12:29:22.968398  146.20.193.73 172.16.2.2 TCP 30427 5062 | & Print...
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1b. FAESIP TLSIE

ERIEWireshark iR IEF#SIP TLSERE RS50628 , BRI B EBEFNMEFMEN , S FERE
o BEHETIEN
- B Wireshark
- BfE TARWE. > TEIRE,
- BEFRHEIZEFESIP
. #4SIP TLSEERE A5062 , AREIZ— T Apply
- 54T SE R B ASE AR E15061 , 0T B PR
SIP TCP ports: | 5060
SIP TLS Port: | 5062
Display raw text for SIP message:
MRBESFTHEENHEE  E2FENERET169F175E 15, 31758 RExpressway-EBFE , 10

RE[IETH TEE , AIUSRE AR EREFEET.

||||||

Mo, Time Fource Wnfo
G0 FOAT-09-20 34532013, 29I607 246, 20,193.45 THAFFI-S062 " [FVYN] S0 WA= 600" L=l HSS=1380 SACK PERN=1 TSval=187 SIS 13T THecr=0 We=128
1 7. . ACK] Seq-0 ACk=1 ! Len=0 SACK_PERM-Y 1 Tsecr

K] Seqel Ack=l Wirml4720 Lens0 TSval=3875367 348 TSecr=444315193

2. Wiresharki@ &

EROWERCHER K FRATCHEPERINENTEECZRBEZEL, BRELKREBNR
ERBIRIIEEEEN , EXREHMALUBEWireshark RERZAE. T E—L&£E A WiresharkiB
REe , TRARENERESTLSEFMNFMENR -

. tcp.port==5062
. ss|Etcp.port==5062
- ssl.handshake.certificate && tcp.port==5062

3.ftPcapiRlNEE

ENETUEESEENRE ([ARRF. BHPN ) PEIER, MRETNEEERERIEEEESH
FE  TUEERENSHEGRERIZEFE, UTRUAIHEEZ S TLSIEF FIZEMCisco
Webex®& SHH .

1. f£ Fssl.handshake.certificate && tcp.port-5062i& E==2#EH

2. ®HEFRBWebexfalfkesttiut 6 7E "EHA L WA PHENTHEENERD,

. EERTHMENAY K EHRLEEFE> TLSRE-EFHE-NE. KE  EHhHEH
#—ERFERIBCA,

4. B—THERBEBNRE | ARERIBEZEEXport Selected Packet Bytes... ( [EHiEEMNER BT
#8...... ) , MTER.



@ Filter Capture

— T Selected Packet
Fiiter | sci handshake. certificate B top ports « 5062 = | Expression... Clear doph;  Save
Ne. Time Source Destination Protecol 5 Port O Port Length Info
260 2017-06-13 18:31:38. T19606 108.101.251.5 172.17.31.10 TSV 2 5062 28351 776 Server Wello, certificate, serw @y Exchange, certificate mequest, Server wWello Done
721009 172.17.31.10 198.101.251. 5 TLSVL. 3 28351 5062 2222 certificate
104,239, 149,135 172.17.31.10 TLSV. @ 5062 28352 776 server Wello, cervificate, Server Key Exchange, certificate Request, Server wello Done
172.17,31.10 104,239.149,135  TLsVL.: 28352 5062 2222 Cartificate

TR 7
certificates Length: 5550
certificates (5550 bytes)

certificate Lengrh: 2338

4 cortificate (id-at-commonnames=HydrantID SSL ICA GIy
cerfficate Length: 1467
@ cortificate (id-at-commonName=Quovadis Root CA 2,1d-at-orgard
5 Handshake Protocol: Server Key Exchange
Handshake Type: Server Key Exchange (12}
sngth: 397
oiffie-nellman Server Parass
Ishake Protocol: Certificate Regquest
indshake Type: Cervificate Request (13)
wngth: 34
srriffcate types count: 3
srrificate types (3 types)
gnature Hash algorithss Length: 26

(1] e 30 B2 0 00 a0 04 02 0
50 98 2d b8 54 a2 56 30 36

Eport Subetud Pockt Byt |
Edit Packet

5. 1B =T R.cero
6.EM T REFNERUFAMEE , W TEAR.

Certificate

General | Details | Certification Path

L_R Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer

» Proves your identity to a remote computer

* Allows secure communication on the Internet
»2.23.140.1. 2.2

e 1,3.6,1.4 1.8024.0,3,900.0

*Refer to the certification authority's statement for details.

Issued to: |Zsip-cfa-01.dscospark. com

Issued by: HydrantID 55L ICA G2

valid from 11/ 16/ 2016 to 11/ 16/ 2018

|Install Certificate... | | Issuer Statement |

Learn more about certificates

Cox



4. FAEExpressway H 5550 84k Bl
Expressway - B/ {E H 5581840 , AT B R E iF iR ExpresswayE 2 B ERHITHEE

- developer.ssl|
- developer.zone.zonemg

RRBERT , B AR BRERINFOMAI. RER/DEBUGIRBIR , B LIRBE IR
BENBERENES , ARBRINEERE. EWMENREEREEES W IR HEE,

#1117 Cisco Webexfd] iR 85 3% & 1 SANBR &EHY Expressway-E R 1,

2017-09-22T11: 11: 19. 485-04: 00 aner-expressway0l tvcs: UTCTi ne="2017-09-22 15:11: 19, 485"

Modul e="devel oper.ssl" Level ="I NFO' CodelLocati on="ppcnai ns/ssl/ttssl/ttssl_openssl.cpp(1974)"
Met hod="::ttssl _conti nueHandshake" Thread="0x7f576cbee700": Detail ="Handshake in progress"
Reason="want read/wite"

2017-09-22T11: 11: 19. 564- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-22 15:11: 19, 564"

Modul e="devel oper. ssl" Level ="DEBUG' CodelLocati on="ppcmai ns/ssl/ttssl/ttssl_openssl.cpp(1960)"
Met hod="::ttssl _conti nueHandshake" Thread="0x7f576chee700": Detail ="Handshake succeeded"
2017-09-22T11: 11: 19. 564- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-22 15:11: 19, 564"

Modul e="devel oper. ssl" Level ="DEBUG' CodelLocati on="ppcmai ns/ssl/ttssl/ttssl_openssl.cpp(1629)"
Met hod=":: TTSSL_retri eveCommonNane" Thread="0x7f576cbee700": Detail="Found common name in peer
certificate" CommonName="1l2sip-cfa-0l.ciscospark.com"

2017-09-22T11: 11: 19. 564- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-22 15:11: 19, 564"

Modul e="devel oper.ssl" Level ="DEBUG' CodelLocati on="ppcmai ns/ssl/ttssl/ttssl_openssl.cpp(1654)"
Met hod=":: TTSSL_retri eveAl t Nanmes" Thread="0x7f576cbee700": Detail="Found DNS alt-name in peer
certificate" AltName="1l2sip-cfa-0l.ciscospark.com"

2017-09-22T11: 11: 19. 564- 04: 00 aner - expressway01l tvcs: UTCTi ne="2017-09-22 15:11: 19, 564"

Modul e="devel oper. ssl" Level ="DEBUG' CodelLocati on="ppcmai ns/ssl/ttssl/ttssl_openssl.cpp(1654)"
Met hod=":: TTSSL_retri eveAl t Nanes" Thread="0x7f576cbee700": Detail="Found DNS alt-name in peer
certificate" AltName="1l2sip-cfa-01l.wbx2.com"

2017-09-22T11: 11: 19. 564- 04: 00 aner - expressway01l tvcs: UTCTi ne="2017-09-22 15:11: 19, 564"

Modul e="devel oper. ssl" Level ="DEBUG' CodelLocati on="ppcmai ns/ssl/ttssl/ttssl_openssl.cpp(1654)"
Met hod=":: TTSSL_retri eveAl t Nanes" Thread="0x7f576cbee700": Detail="Found DNS alt-name in peer
certificate" AltName="1l2sip-cfa-0l-web.wbx2.com"

2017-09-22T11: 11: 19. 564- 04: 00 aner - expressway01l tvcs: UTCTi ne="2017-09-22 15:11: 19, 564"

Modul e="devel oper. ssl" Level ="DEBUG' CodelLocati on="ppcmai ns/ssl/ttssl/ttssl_openssl.cpp(1654)"
Met hod=":: TTSSL_retri eveAl t Nanes" Thread="0x7f576cbee700": Detail="Found DNS alt-name in peer
certificate" AltName="l2sip-cfa-web.wbx2.com"

2017-09-22T11: 11: 19. 564- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-22 15:11: 19, 564"

Modul e="devel oper. ssl" Level ="DEBUG' CodelLocati on="ppcmai ns/ssl/ttssl/ttssl_openssl.cpp(1654)"
Met hod=":: TTSSL_retri eveAl t Nanes" Thread="0x7f576cbee700": Detail="Found DNS alt-name in peer
certificate" AltName="callservice.ciscospark.com"

2017-09-22T11: 11: 19. 564- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-22 15:11: 19, 564"

Modul e="devel oper. ssl" Level ="DEBUG' CodelLocati on="ppcmai ns/ssl/ttssl/ttssl_openssl.cpp(1654)"
Met hod=":: TTSSL_retri eveAl t Nanmes" Thread="0x7f576cbee700": Detail="Found DNS alt-name in peer
certificate" AltName="callservice.call.ciscospark.com"

Expressway-EAMTLSE#F ¥ B EICisco Webex/E & DNSE1Z#Y R :

2017-09-22T11: 11: 19. 564- 04: 00 aner - expr essway01 tvcs: UTCTi me="2017-09-22 15:11: 19, 564"
Modul e="devel oper. zone. zonengr" Level =" DEBUG'

CodelLocat i on="ppcnai ns/ oak/ zones/ ZoneManager . cpp(1226) "

Met hod="ZoneManager : : get DNSZoneByTLSVer i f ySubj ect Name" Thr ead="0x7f577f 0a0700":

t hi s="0x56408ff 81220" getDNSZoneByTLSVerifySubjectName classified subject name
callservice.ciscospark.com into DNS zone Hybrid Call Services DNS

2017-09-22T11: 11: 19. 564- 04: 00 aner - expr essway01 tvcs: UTCTi me="2017-09-22 15:11: 19, 564"
Modul e="devel oper. zone. zonengr" Level =" DEBUG'



CodelLocat i on="ppcnmai ns/ oak/ zones/ ZoneManager . cpp(1183) "

Met hod="ZoneManager : : get DNSZoneByTLSVer i f ySubj ect NanmeLi st" Thread="0x7f 577f 0a0700" :

t hi s="0x56408ff81220" Detail =" Searched for DNS Zones by Subject Name" Found="True"

Candi dat es="1 2si p- cf a- 01. ci scospar k. com 2si p- cfa-01. ci scospar k. com 2si p-cf a- 01. wbx2. com 2si p-
cfa-01-web. wbx2. com 2si p- cf a- web. wbx2. contal | servi ce. ci scospar k. conf MatchedZone="Hybrid Call
Services DNS" MatchedIdentity="callservice.ciscospark.com"

2017-09-22T11: 11: 19. 564- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-22 15:11:19, 564"

Modul e="devel oper. zone. zonengr" Level =" DEBUG'

CodelLocat i on="ppcnai ns/ oak/ zones/ ZoneManager . cpp( 1054) "

Met hod="ZoneManager : : get ZoneByl dentiti es" Thread="0x7f577f 0a0700": this="0x56408ff81220"

Det ai | =" get ZoneByl dentiti es, match complete" ldentitites="{CN | 2sip-cfa-01.ciscospark.com Alt-
DNS: | 2sip-cfa-01.ciscospark.com Alt-DNS: |2sip-cfa-01.wbx2.com Al t-DNS: | 2sip-cfa-01-

web. wbx2. com Al't-DNS: |2sip-cfa-web.wbx2.com Alt-DNS: callservice.ciscospark.com Alt-DNS:
callservice.call.ciscospark.com, Alt-DNS: |2sip-a-Whbexcall.ciscospark.com Alt-DNS: |2sip-prod-
11-df w publ i c. wbx2. com Al't-DNS: | 2si p-prod-12-dfw public.wbx2.com Alt-DNS: |2sip-I|2sipprodal-
294-ri ad- public. wbx2.com Al't-DNS: | 2sip-I2sipprodal-817-riad-public.wbx2.com Alt-DNS: | 2sip-

| 2si p- prod- wpsj c-web. ci scospark.com Alt-DNS: | 2sip-I2sip-prod-wpsjc-web. wbx2. com Alt-DNS:

| 2si p- | 2si p- pr od- wpdf w- web. ci scospark.com Al t-DNS: | 2sip-12sip-prod-wodf wweb. wox2. com Alt-
DNS: | 2si p-cfa-02. wbx2. com Al't-DNS: Webexcnr-wpa. ci scospark.com Alt-DNS: Wbexcnr -

wpb. ci scospark.com Alt-DNS: Wbexcnr-wpc. ci scospark. com Alt-DNS: |2sip-wpa-01. wbx2.com Alt-
DNS: | 2si p-wpa-02. wbx2. com Alt-DNS: | 2si p-wpb-01. wbx2. com Alt-DNS: |2sip-wpb-02. wbx2. com Alt-
DNS: | 2si p-wpc-01. wox2.com Alt-DNS: | 2sip-wpc-02. wbx2. con}" MatchMechanism="DNSZoneMatch"
MatchedZone="Hybrid Call Services DNS"

LR %)t B2Expressway-EFCisco Webex 2 KM ETLSHEMEBEN R E BB E,
I/ 1. Expressway-E R EE 2R Cisco Webex ¥ B B EE M8 (CA)

EdExpressway-EE#B AR Cisco Webex Rl fR 25 8 A L2SIPRIARER. LLL2SIP{RAR==AS H A Al AR
BHB , FHEMAREEN LA BB AHydant SSL ICA G2, Al fkes H 5 2 A& #QuoVadis
Root CA2MVRFERBMWERE , W TEAAT.

HiEE EEER TERHE,



Certificate &3 Certificate 5

General | Details | certification Path | General | petais | Certification Path
f; Certificate Information ﬁ. Certificate Information
This certificate is intended for the following purpose(s): This certificate is intended for the following purpose(s):
» All issuance polices #2.23.140.1.2.1
» All apphcation polces *2,23.140.1.2.2

»1.3.6.1.4.1.8024.0.2.100.1.2
»1,3.6.1.4.1.8024.0.3.900.0
+ All application policies

* Refer to the certification authority’s statement for details.

Issued to: QuoVadis Root CA 2 Issued to: HydrantlD 551 ICA G2
Issued by: QuoVadis Root CA 2 Issued by: QuoVadis Root CA 2
Valid from 11/ 24f 2006 to 11/ 24/ 2031 Valid from 12/ 17/ 2013 to 12/ 17/ 2023
Instal Certificate...| | Tssuer Statement Install Certificate... | | Issuer Statement |

Learn more about certificates

Learn more about certificates

i OK L oK

Serial: 0509 Serial: 7517 16 77 83d043 7e b5 56 c3 57 04 e 4563 b8 ebd3 ac

EExpresswayZ B A E DTt RENE — S 2E STCPE#M ., £ STCP Connecting®® , S$2&#K
Dst-port=5062{8., —BE A AFTERSLE T UERNESE , MU EHTLSEF , 7E¥ﬁ%ﬂﬂ
EREEETEFHAFZKRERR

2017- 09- 20T10: 49: 18. 427- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-20 14:49: 18, 426"

Modul e="devel oper.ssl" Level ="|I NFO' CodelLocati on="ppcnai ns/ssl/ttssl/ttssl_openssl.cpp(1974)"
Met hod="::ttssl _conti nueHandshake" Thread="0x7f29ddefa700": Detail ="Handshake in progress"
Reason="want read/wite"

I RExpressway-EREECisco WebexZH B FEE , B LAFEHExpressway-EAl AFEIEF TR &
S BENEBFEE . Expressway-EHFEE# P BB LT BEHRE B[ LREE -

2017-09- 20T10: 49: 18. 724- 04: 00 aner - expressway0l tvcs: Event =" Inbound TLS Negotiation Error"
Service="SIP" Src-ip="146.20.193.73" Src-port="58531" Dst-ip="172.16.2.2" Dst-port="5062"

Detai |l =" self signed certificate in certificate chain" Protocol ="TLS" Level ="1" UTCTi ne="2017-09-
20 14:49:18, 724"

2017- 09- 20T10: 49: 18. 724- 04: 00 aner-expressway0l tvcs: UTCTi ne="2017-09-20 14:49: 18, 724"

Modul e="devel oper.ssl" Level ="ERROR' CodelLocati on="ppcnai ns/ssl/ttssl/ttssl_openssl.cpp(68)"

Met hod=":: TTSSLError Qut put" Thread="0x7f 29ddef a700": TTSSL_conti nueHandshake: Failed to
establish SSL connection i Result="-1" error="1" bServer="true"

| ocal Address="["1Pv4'' TCP' ' 172.16.2. 2:5062']" renot eAddress="["'1Pv4' ' TCP' ' 146. 20. 193. 73: 58531' |
ssl _error_reason="error: 14089086: SSL routines:ssl3_get_client_certificate: certificate verify
failed"

2017- 09- 20T10: 49: 18. 724-04: 00 aner-expressway0l tvcs: UTCTi ne="2017-09-20 14:49: 18, 724"

Modul e="network.tcp" Level ="DEBUG': Src-ip="146.20.193.73" Src-port="58531" Dst-ip="172.16.2.2"
Dst - port ="5062" Detail ="TCP Connection C osed" Reason="self signed certificate in certificate
chain"

Expressway$izRHEAIREEERE HACSIATREETNEERRE . Wireshark L FFEH#
SRR, 1ﬁf£W|resharkﬁ*#ﬁliﬁ?E TN AERE , BULUEEHES EaWebexf—i'“%/T,H\
FER , ExpresswayEHEIB S , WEREERMCARRHNES ﬁDTIFﬁfTo



__Selected Packet

146.20.193.73 172.16.2.2  B1F B 2 204 cervificate, client By ‘.3\\_1'&!“;!;0
172.16.2.2 46.2 Svl. i

17262
146.20.193.73
172.16.2.2
L146:20.193.73

| [FIN, ACK] Seqe3T8l acke=5913 wWinsdddlf LensD T5val=G665604070 Tsecr=3018035214
e varify, change Cipher Spec, Hello Request, kello Request
Pl

£ Frame 19: 73 bytes on wire (584 bits), 73 bytes captured (584 bits) ~—

# Evhernet I, Src: veware_ 58:9f:31 (00:0c:29:58:9:¥1), Ost: e0:Oe:da:cB:8c:f3 (ed:0e:da:cB:Bc:fl) H“m\\h
# Interret Protecol version 4, Sre: 172.16.2.2 (172.16.2.2), Dst: 146.20.193.73 (146.20.193.73) e
# Transsission contral Provocel, Src Port: 5062 (5062), Dst Porr: $7538 (57538). Seq: 3774, Ack: 5933, Lem: 7 ~—
secure Sockets Layer SR
TLSvL. I Record Layer: alert (Level: Fatal, oescription: unkmown Ca) e,
© " e: Alert (31 s
ve M:“\’fﬁ 1.2 {0\6301) Expressway-E RSTs Connection

Le

ssage
Level: Fatal (2}
pescription: unknown ca (48)

BRRTER

ATHREERER , B EMRExpressway EfSfECisco WebexH EB R ME, HARTUHE M
fEWireshark IR IREUE LB E W G H FEFExpressway FHZEFXCARE/MRERE , B
Expresswayiefft T —BEEBEMNF £

. & AExpressway-E
. BE ZE Applications > Cloud Certificate management
. 1#1£Get Certificatesi®1& , 1T ElFT R
f Status System Configuration Applications Users Maintenance
| Cisco Collaboration Cloud certificate management
I \__}__ VCS Expressway does not regigter for any Hybrid Services.: For Call Service Connect, it must have a secure traversal zone to WVC5S Control

- CA root certificate management

For zome hybrid services, the WVC5 Expressway needs fo trust the Cas that sign the Collaboration Cloud certificates, and you can install them here.

Get cerificates

KB | Cisco Webex3& E/8 3 48 L B 3|Expressway-EZEFCARE(H#HM>RL>ZEHECARE
)o

BI/2. Expressway-E Cisco Webex’ E&DNSEE FWTLSEMBRE S BT EMH®

ERERTLSEFN -y , BEFURBEREATLSERRE. EEWER T EECisco Webex
CABESL , ExpresswayiE €iR 1B & FTEE R MY % E M Subject Alternate Name(SAN ) i 2k 5 38 &
£ | LR FE EBcallservice.ciscospark.com&EE., MRIEFREE , AFWAE LR,

FEHFERHID , Cisco Webexfd REFE A H RF IR M IGExpressway-E, BEER L B25BTRH
SAN, FEERBLL TR : Expressway EMZEcallservice.ciscospark.com SANHRE & , BT FZH
. EMELRGE  EEEDEAREEPEIELSA TGS

2017-09-20T11: 17: 42. 701- 04: 00 aner - expressway0l tvcs: Event =" Inbound TLS Negotiation Error"
Service="SIP" Src-ip="146.20.193. 45" Src-port="46049" Dst-ip="172.16.2.2" Dst-port="5062"

Detai |l =" Peer's TLS certificate identity was unacceptable" Protocol ="TLS" Level ="1"

UTCTi ne="2017-09-20 15:17: 42, 700"

2017-09-20T11: 17: 42. 701- 04: 00 aner - expressway0l1 tvcs: UTCTi me="2017-09-20 15:17: 42, 700"

Modul e="network. tcp" Level ="DEBUG': Src-ip="146.20.193.45" Src-port="46049" Dst-ip="172.16.2.2"
Dst - port="5062" Detail ="TCP Connection C osed" Reason="Peer's TLS certificate identity was
unacceptable"

mREEAWireshark 2 Tt BEETF |, BRI Cisco Webex H REFEE R , Expressway RST®
ERAZERELER , WTEA R



Selected Packet

71 2007-09-20 15:17:41, 646845 146.20.193.45 172,16.2.2 TLsvl. i 46049 062 294 certificate, €Hent Key Exchange 4
722 172.16.2.2 1 0.193.45 TER 5082 45049 9 [& k=-5933 w
146.20.193. 45 172.16.2.2 : 062
2.2 L4 9
L
1

1
2

46.20.193.45 = 5062 46049

46, 20,193, 45 TLSwl. 3062 46049
1 5
1

wi
d Handshake age
TO7 Atk=653 Wined7104 Lane0 TSval=d4T644800 TSecr=3878716745
bled POU]

Winel Lened

) spe
66 5062-46040 [FIN, acK]
1434 [TCP segment of a rea
54 506746049 [R3

Expressway-E RSTs Connection

SAN Value

EERFUHENEE , BUNEE S E RS RRENWebex EEDNSEE, IREHE
Expressway-E xConfiguration , RIFJAE# "EIFEE ) Mo ARENAEETLSHEETEERR.
¥ MxConfiguration , FFEE , EERHRFN , F—EEFSEESE1. UTREKE LABEREN
xConfiguration,

*c xConfiguration Zones Zone 6 DNS SIP TLS Verify Mode: "On"
*c xConfiguration Zones Zone 6 DNS SIP TLS Verify Subject Name: "calllservice.ciscospark.com"

WRBIFT R , TLSERFE I #E & MELE Acallservice.ciscospark.com , T+~ =2
callservice.ciscospark.com. ( EEZENN "1 ),

BRRTR
RTHRWEE , KABRATLISREEHERR

. & AExpressway-E

. & B|Configuration > Zones > Zones

. 1#1#Webex Hybrid Services DNS Zone

- IS TLSE B % W% E Acallservice.ciscospark.com
EERE

MIEE - ERERBFERKRTA , B2H, NEE RExpressway#H{THBEEE LUK ElWebexiE
EDNSEIFHHHFE,

BHEE : ExpresswayfRiEx12.5 R ESRA M T —EHFHH "Webex, [EiF, tWebexEiFTEIE
FEEWebex ETBAMENEREHEE, EEREFLTEEERTE "TLSEREBEXEEN, M 7
TLSRREIEEHE, . ABEE , MRLEETExpresswayVIBEHIX12.5HEF/MRA , BEME
FAWebex &1,

3. Expressway-EFR [EICisco Webex{#i% St B B

EREMTLSEF MW —EB2 , Cisco Webex%BfEFExpressway-EEE, Cisco WebexEBHET
WAHCANTREE, BF , EX8HExpressway-EE E HCisco WebexX BN HCAZK R B

, TLSIEF 2RI, BIBRET , Expressway-ERETLSEFHEEBZEERE K BEHFESEHLH
CAEEMN, ATEELZENBEESE (BEENPTEBE ) , X HEExpressway-E L8 LBRH
MBEZEFECAREESF,

MB KM BUAEH |, Cisco WebexH§IEBExpressway EEE, WS I R AR 408 1T i EEHEBR IS
, A1 LA{E FAExpressway-Ef B 2 i B 55 Mtcpdump. 2 #TExpressway-EZ2 B H 68 |, 82 F FE
UTRBEUAERS



2017-09-19T11: 12: 09. 721- 04: 00 aner - expressway0l tvcs: Event =" Inbound TLS Negotiation Error"
Service="SIP" Src-ip="146.20.193. 45" Src-port="33441" Dst-ip="172.16.2.2" Dst-port="5062"

Det ai | =" ss1lv3 alert certificate unknown" Protocol ="TLS" Level ="1" UTCTi ne="2017-09- 19

15:12: 09, 721"

2017-09-19T11: 12: 09. 721- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 15:12: 09, 721"

Modul e="devel oper.ssl" Level ="ERROR' CodelLocati on="ppcmai ns/ssl/ttssl/ttssl _openssl.cpp(68)"
Met hod=":: TTSSLError Qut put" Thread="0x7fc67c6ec700": TTSSL_conti nueHandshake: Failed to
establish SSL connection i Resul t="0" error="1" bServer="true"

| ocal Address="["1Pv4' ' TCP' ' 172.16. 2. 2: 5062' ] " renot eAddress="["'1Pv4' ' TCP' ' 146. 20. 193. 45: 33441' ] "
ssl _error_reason="error:14094416: SSL routines:ssl 3_read_bytes: sslv3 alert certificate unknown"
2017-09-19T11: 12: 09. 721- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 15:12: 09, 721"

Modul e="network. tcp" Level ="DEBUG': Src-i p="146.20.193. 45" Src-port="33441" Dst-ip="172.16.2.2"
Dst - port="5062" Detail ="TCP Connection Closed' Reason="Got EOF on socket"

ZZH%ﬁWwesharkE’JﬂFF DATLLRRE | B2 E B|Expressway-EHH REEE ﬂﬂ%lﬁﬁﬁiﬁ@ —IJ«XE
B REERFREEE. A%, Cisco WebexBIEEIWTLSIEF , ¥YER rikil]CAJ SEERAE , WT
BT Ro

i Selected Packet
40 2007-09-19 15:12:09. 610059 172.16.2.2 146, 20.193.45 TLSvl. 5062 33441 2600 Server Hello, Certificate, Server key Exchange, Certificate mequest, Server nello Done
42 J017-09-19 15:12:09. 664330 146.20.193.45 172.16.2.2 e 33441 5062 66 334415062 [ACK] Seq=201 Ack=1360 Win=l7536 Len=0 TSval=3701981688 TSecr=3I60011709
43 2017-09-19 15:12:09. 664651 146.20.193. 45 172.16.2.2 TR 33441 5062 66 33441=5062 [ACK] Seqe20l Ack=2535 WineZ0450 Len=0 TSval=3791983685 TSecr=360911709
45 2017-09-19 15:12:09. 72142 146.20.193.45 172.16.2.2 TLSVE. 33441 5062 3 Alert (Lavel: Fatal, Descripeion: certificate unknown)
4672017~ 15:12:000721515  146.20.193.45 l.n 16,: 53 TP 33441 5062 u 334415062 [FIN, -  Acks2535 3 T
AT R0AT-09-89 15112300, TS ATAGLT 14620019345 TP s062 EELLI 86 « in=300860 I.'lnnil TSval=3609E1821 TSecr=3791963754
48 2017-09-15 15:12:00. 751022 146. 20.153.45 172.16.2.2 TER 313441 5062 66 334415062 |Ach| se L 200 Ack=25 1v-20680 Len=0 TSwal-3751981775 TSecr=360011821

TV 00 by b 600 b Ta] D&00 b
= Ethernetr II, src: veware_58:9f 31 (00:0c:29:58:97:31), psu: elide:daicEiBc:fd (edile:daicBiBe:fl)
& Intarnat Protocol version 4, Srcr 172.16.2.2 (172.16.2.2), Ost: 146.20,193.45 (146.20.193.45 - g
@ Transmission Control Frotacol, Src POrt: 5062((5062}- DST PorT: 33441 Eilaal).(sm: 1, Ack: 301, Len: 2534 Spark Rejects the Handshake “Certificate Unknown" error
= Secure Sockets Layer
# TLswi.2 mecord Layer: mandshake protocol: server mello
TLEV1.2 Record Layer: Handshake Provocol: certificare
Content Type: Handshake (223
version: TLS 1.2 (0x0303)
ength: 1722
nandshake protecel: Certificate
Handshake Type: Certificate (11)
Le-— : 1 13

Langth: 1715
= {e (i!lca(es (1715 bytes)
certificate Langth: 1712
certificare (id-at-comsormane=amer -expresswaytl, ciscotac. ner,id-at-organizationalunitvane=ponain Control validaved)
& signedCartificate -~
@ algorithardentifier (sha?SGwithrRSAEnCryption, — &
Padding: 9 ! vREsee) — Expressway-E Server Certificate

encrypted: 23238dab2dasddlibed 3228delelfaefOelizabfbasizsar. ..
ﬁg S ==
BN .
/kjj_* .

ATHRLERGIPHREE , BSBEEEEExpressway-EREMS RN P REMBCALEIZEE
CAREE :

S ER1.% AExpressway-E,

3 BR2.38 & ZMaintenance > Security > Trusted CA certificate.

S B3 IRZBUIKZBHTIEUploadi#E T KIChoose File,

S B4 REEEBEXpressway-ERF S R HCAEE,

SERS. RIERINCABR,

S ER6. ¥ 2B Expressway-ERERF I RWATECARE (HFE. B ) EET R,
SER7 RIERIMCABR,

TERIIBREE  FEEIESRRIRP T EExpressway EARESH S XIS RN TREEHE, U
TREAWiresharkz T @RS S EINARATEH,



——— Selected Packet
1426 cortificate d—

66 4B520-5062 [ACx] Seqe20]l Ack=1369 Winel7336 Len=0 TSvale=3875367396 TSecr=444315436

65 48520-5062 [acn] Seqe201 Ack=2737 win=20480 Lens0 T5val=3875387390 Tecr=444315436

66 48520-5062 [ACK] Seqs201 Ack=4007 win=23206 Lens0 TSval=3875387400 TSecr=444315436

715 server Key Exchange

66 485205062 [acx] Seqe-201 Ack-4746 win=286112 Len-0 TSval=38
. i e

14:22:13. 336358 172.16.2.2
14:22:13.354189 146.20.193.45
14:22:13, 354615 146,20.193.45
355985 146.20.193.45
355999 172.16.2.2
~368530 146,20,

175 2017 =06=20 1:6 20.193.4%

IBT41L TSecr-444315455

teRiBe:f3)
2 20 9! 45 (146, 193.45)
Trarsaission Control Protecal, Src Port: soaz (3042}, Dst Fnrl'. uszu (485200, Seq: 2737, Ack: 201, Len: 1360
[2 Reazsembled TEP Segments {3932 bytes): W17T4(2642), #L75(1298)]
Secure Sockets Layer
TLsv1. 2 Record Layer: Wandshake protocol: Certificate
Content Type: mandshake {22)
version: TLS 1.2 (0x0303)
Length: 3933
5 Handshake Srotocol: Certificate
mandshake Type: certificate (11)
Length: 3829
certificates Length: 3528
Cervificates (3926 bytes)
certificate Length: 1712
4 —pE certificate (1d-at-commorname-amer-expressnaydl. ciscotac, net, d-at-organd zationalunicnase=posain control validated)
cerrificate Length: 1236
&f —p i Corvificate [12;{-:m;m-«u Daddy Secure Certificate suthority - 62, id-at-organizatfonalunituiseshetp: //certs, godaddy. com/repos tor, §d-AT-0r gani Zat formase=-GoDaddy. com, Inc. ,1d-at-T0calityNimest
\g\e certificate Length: 962
& e Certificate {id-at-commontiame=go Daddy Root Certificate suthority - 62,id-at-organizatiorsame=GoDaddy.com, Inc. ,id-at-localityMame=Scottsdale, id-at-statedrProvinceName=ir izona, 1d-at-countrykame=us)

4. By XS L ¥ B TLSEF

Expresswayf#R A RIBEEB RXBER, BRZERT , ZBRAEROAB X BETEERBIMFE
AE®R, BE , ffAExpresswayfB R s RE , B ABETEABRAK K EEESFITEME
MRS R, LL45E [ R T B Bh IR HE ZE Bh A T8 B9 FE P B A R AAT R SR AR P B AR o

f£ FlExpressway 9B A5t , AN EHEHNAEETLSEF . WAPAR , WIEF AR
5062 F U TCPEM% T AT, EEBER T , B EHEERE  LREDH AHRETE
FELRR.

Thr ead="0x7f 6496669700": TTSSL_conti nueHandshake: Failed to establish SSL connection i Result="-
1" error="5" bServer="fal se" |ocal Address="["'IPv4'' TCP'"'172.17.31.10:28351']"

2017-06-13T13: 31: 38. 760-05: 00 vcse tvcs: Event ="oOutbound TLS Negotiation Error" Service="S|P"
Src-ip="172.17.31.10" Src-port="28351" Dst-ip="198.101.251.5" Dst-port="5062" Detail ="No SSL
error available, probably remote disconnect" Protocol ="TLS' Conmon-

nane="cal | servi ce. ci scospark. coni' Level ="1" UTCTi ne="2017-06-13 18: 31: 38, 758"

2017-06-13T13: 31: 38. 760- 05: 00 vcse tvcs: UTCTi me="2017-06-13 18: 31: 38, 758" Modul e="network. tcp”
Level ="DEBUG': Src-ip="172.17.31.10" Src-port="28351" Dst-ip="198.101.251.5" Dst-port="5062"
Det ai | =" TCP Connecti on Cl osed" Reason="Got EOF on socket"

HRERNTHENAERE | B2E B Expressway-E[ECisco Webex tH R T RS, EALLERIRBE
Cisco WebexF GBI TCP RST , 1 N EIFf Ro

___—Selected Packet
2222 certificate #—

66 5062-28351 [ACK] Seqe6087 Ack=35279 win=40448 Len=0 Toval=3255749920 TSecr=-3080565402
pec, Encrypted Handshake Message

172.17.31.10 198.101. 251. %
198,101,251, % 172.17.31.10

Src:t Muware_80: 34364 (00:50:56:80738764), Dat: pan.\to-ﬂ 00 :1b:17:
= InTernet MU(D:DI wersion 4, Src: 172.17.31.10 (172.17.31.10), 198, I.DI. 251. 5 ('IW 101 251 52
= Transmission contral Protocol, Sre Porti 26351 (28351), Dst Pﬂ'( WGI (5062), Seq: 3123, ack: 6087, Len: 2156
# [2 reasieshled TP Segaents (5052 bytes): #262(2896), #261(2156))
Secure Sockets Layer
TLEwl, 2 Becord Layer: nandshake Protocal: certificate

content Type: Handshake (22) -
version: TLS 1.2 (0x0301) Unexpected RST with no error code
Length: 5047

#arndshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 5043
cerrificates Length: 5040
certificates (5040 bytes)
cervificate Length: 1611
A —pp Cortificate (id-at-commoniamg=vose. id-at-organizationalunitNase=Bosain Control validated)
ga("ﬂ cerrificate Longth: 1236
(g--cereificate (id-at-comsonnase=Go Daddy Secure Certificate authority - 2, id-at-organizatfonalunitsaseshiep://certs. godaddy. con/repositor  1d-ax-organtzat foruasescosaddy. com, Inc. ,fd-at-localitynasessc
o cervificate Length: 1153
—pcortificate (id-at-comsonName=Go Daddy Moot Certificate authority - G2.id-at-organizationdame=Gobaddy. com, Inc.,id-at-localitynase=scottsdale,fd-at-stateorprovinceName=arizona, id-at-countrynane=us)

o \,‘,\9 cercificate Length: 1028
LA _‘(erxlﬂca‘e {fd-at-organizatfonalunitname=Go Daddy ¢lass 2 Cervification aut,id-at-organizationnase=The Go Daddy Group. Inc. ,id-at-cowntryNase=us)

W e

E—F , BUseEF AExpressway-EREFEEE, EEMRILEE , BLEEAREELREN
P

£

Expressway-E2 & HCisco WebexEEH A HCAZE ?
Expressway-Ez¥ & 2 BExpressway-ER &S RNEMFEE RS F B LEZICisco WebexiZ



A0\ (https://admin.ciscospark.com)?
EUREBEBERT , BRAFRETRRMACisco WebexiZ#| /O R EEExpressway-ERE., EEKE
Expressway-Ez# &% HHCisco WebexEER A HCAZE, BiBEWiresharkiBHEERESER
B(WERR) , BAUEIERERH L RCAZE A BiEEEX FCisco Webex. Rt , thRERE
T FEERExpressway EFEE1HE .

W MREEE—DRE , BN ABNABTEEEERS, B2 , PEAFPRD
SSLIEFRE—AEEMNER . MREERE L ( BRES3. ) , MR Cisco Webex N EEExpressway-
ERE A6 GXEFINEERRNWSSLERER., HEBIERT , RE A AWSSLIEER,

B EE : INREERR NN EENER HE | BT EEEIRECisco WebexIRIEH
TCP RST,

R TT B

HRALMBERRFR , #EAGEBHEBTFLERELENZERK, ZEKXEASHMAREY
ExpresswayfB R A RFERA TEMENNERABRE , IREATHERET , AIEZAZRBE, (
VCS# I FExpressway S B IERE) WMiF4RIAERET FRAMLIIENRE,

RIRE5. Expressway-EFHI 22 3 CAZE , {ECisco Webexi2#lh LBA T iRARE

BRI ER B FExpresswayR T R |, ¥ BRI BE LN HCAE B IExpressway-ERER , &E
SREMBIHRER. FRIBED | Bi§Expressway-EffREEEFS ( SERZES ) LEZICisco
WebexiZHIH Oy , MEXKITERELTLSHRE,. 2% , BHRESEBHLHCAZEEWEXpressway-
EFRE , BERE = MCisco WebexiZH|H LBIRAMRSERS. LEBMBNE , IRKIRE LED
Cisco WebexiZH|Hly |, B ENEE XM ExpresswayETLSIEF BB RN B S M,

#&Expressway-EXZ BT BFFic sk AERE |, LREE JEEE LR ECisco Webex NEEExpressway-
EFXRERFBIN BFLEESR | HlWExpressway-EREIEH T EHE R Expressway-EE & R H Cisco
WebexEEN A HCABBNER. LT REETLSIEF BB EExpressway-E B 508k AT HiEFH
REHRA

2017- 09- 20T10: 22: 13. 669- 04: 00 aner - expressway0Ol tvcs: Event =" Inbound TLS Negotiation Error"
Service="SIP" Src-ip="146.20.193.45" Src-port="48520" Dst-ip="172.16.2.2" Dst-port="5062"

Det ai | =" ss1lv3 alert certificate unknown" Protocol ="TLS" Level ="1" UTCTi ne="2017-09- 20

14:22: 13, 668"

2017-09- 20T10: 22: 13. 669- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-20 14:22:13, 668"

Mbdul e="devel oper. ssl" Level ="ERROR' CodelLocati on="ppcnai ns/ssl/ttssl/ttssl_openssl.cpp(68)"

Met hod=":: TTSSLError Qut put" Thread="0x7f4a2c16f700": TTSSL_conti nueHandshake: Failed to
establish SSL connection i Resul t="0" error="1" bServer="true"

| ocal Address="["1Pv4' ' TCP' ' 172.16.2.2:5062']" renoteAddress="["'1Pv4'' TCP' ' 146. 20. 193. 45: 48520' ] "
ssl _error_reason="error:14094416: SSL routines:ssl 3 _read_bytes: sslv3 alert certificate unknown"
2017-09- 20T10: 22: 13. 669- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-20 14:22:13, 668"

Mbdul e="network.tcp" Level ="DEBUG': Src-ip="146.20.193. 45" Src-port="48520" Dst-ip="172.16.2.2"
Dst - port="5062" Detail =" TCP Connection Closed" Reason="Got EOF on socket"

s fEWireshark VB EETRR , BRI LAEIEEE ElExpressway EEFE175THEREEE., %172
#% , Cisco WebexIRIZEIGIEBZEE , LR REBERAER , W TEMT.


https://admin.ciscospark.com
/content/dam/en/us/td/docs/telepresence/infrastructure/vcs/config_guide/X8-9/Cisco-VCS-Basic-Configuration-Control-with-Expressway-Deployment-Guide-X8-9.pdf
/content/dam/en/us/td/docs/telepresence/infrastructure/vcs/config_guide/X8-9/Cisco-VCS-Basic-Configuration-Control-with-Expressway-Deployment-Guide-X8-9.pdf

__—Selected Packet

=T 4
48320 66 48520-5062 [ack) sequ20l Acks=13

75 201
T TCR 17536 Lenwd TSvale3s75387398 TSecr=444315436
177 2ou7 TCP 48%20 062 66 48520-5062 [ACK) Seq=201 Ack=27 20480 Len=0 TSval=3575387399 TS E{r—--HBl‘J-?G
iTs 2017 TCP 48320 062 66 $8520-5062 [ack] seq-201 Ac 23296 Len=0 Tsval-3ET5387400 Tse J
179 2087 193.45 LSV Z 5062 48520 715 server Key Exchange
180 200 7 2.2 TR 45520 S062 66 48520-5062 [ACK] Seqe20l Ack=S746 Win=26112 Len=0 TSval=3875387411 TSecr=44431545%5
197 2017-09- 20 L-I 223 lJ 668592 146.20.193.45 172.16.2.2 TLSVL. 48320 062 73 alert (Level: Fatal, Descr ip'[ 0¢ per riffcare unkmnown)
198 01 FI00520 1472 F 3T 6EEEAA 14630163745 ARIFTABNTE TER EELEL] BOBE 66 265305062 TEN. £ckT A TdE I.rln-bﬂl} Uonmll TSUal=3E7 5387711 Tocradad3l
i Frame 175: 1426 bytes on wire (11408 bits), 1426 byres captured (11408 birs)
4 Ethernet II, Sre: veware 58:0f:31 (00:0c:29:58:9F:31), osu: e0:0e:darc8:Be:f2 (ed:0e:da:cs:8c:f3)
il Internet Protocol Version 4, Src: 172.16.2.2 (172.16.2.2), Dst: 146.20.193.45 (146.20,193.45) -
i Transmissfon Control Provocol, Src Port: 5062 (3062), Ost Port: 48520 (485200, Seq: 2737, Ack: 201, Lenm: 1360 e
[2 reassesbled TCP Segments (3938 bytes): wi7a(2642), #175{1296)] -
Secure Sockets Layer = = =
TLEV1.2 Record Layer: handshake Protecol: Cervificate Spark sends a “Certificate Unknown" Error

Content Type: Handshake (22)
version: TLS 1.2 (0x0303)

Lan 3933

ake Protocol: certificate

Hary
Wandshake Type: Certificate {11)
vength: 3929
cervificares Length: 3826
certificates (3926 bytes)
ot  certificate u‘rql’.i 1712
{" —p cernifi caue {1d-at-commonnases=amer -expr essnaytl, ciscotac, net 1 d-ax-or gand zat lonalunithasescosain contral validated)
A® Certificate Length: 1234
e.\" P Cor tiucate (1d-ar-commornase-Go Daddy Secure Certificate authority - 62, id-at-organizationalunitnase-hrep://eerts. godaddy. com/reposiner, 1d-at-organizat fonnase-cobaddy. com, 1n€. ,1d-ar-loealitys
certificate Length: 969
& A - certificate (id-at-commorhasme=Go Daddy Root Certificate authority - G2,id-at-organizationNamesGodaddy. com, Inc..id-at-localitynasesscortsdale, id-at-stateorProvincesamesarizona, id-at-countrynase

w o®

MR EEEExpressway-EFENEBFEER T , AT UEBEREEAUEEEXpressway-E
1.HCisco WebexEEHN L HCAZE | B

2IBE(ERF INEEE R

EEBBRT , mEEMERY. EXRPEXpressway-EEF R BN

fRIRTT B

£ EB81.% A Cisco Webex Control Hub,
S ER2 R B % HiEEServices.

S ER3. LIRS M+ T ##ESettings.

S B8R4 R E T Call Service ConnectEZB4 , # 48 Certificates for Encrypted SIP Calls 755 , Bi#ERE
FHIHTAFENES, NRR , BE-—TREZENIRME T

S E25.1#2FRemove,
FIRE : BITOMIEEEE , BERFEMBRZ BT EA LEEIWebexZH P LR E

B E1ECisco WebexiZ & F /0 E{EExpressway-EREMFMEN , FREESMWUIEISRATLL
oo

FIiE6. Expressway R A ¥4 R0 ¥ BR Bl Cisco WebexiB & DNS[E 15

AVTLSEHMINEEHETLSHETESRBESHER , WMEHLTERSWUDNSED LRE. HERRA
Tx12.SZETJH’\JExpresswayFﬁ§§§UE’JFﬂrﬁ*ﬂﬁk“o Ex2RESKREAP BT —EBA "
Webex, BEHFBHAR, ZEAABEREWebex B ENFERE, NREFLET

x12.53 EBWebex;EA M |, B FFWebex ZoneZ Bl , LUE B BHfL BB A WY AR IS5
(callservice.webex.com), Et{EEE%F'JTLSJ'E?EﬁF'i?;eL\E’JWebex%’ﬁ%E’ﬂ TFREREH®) HTE
, I S FF AR ThiE AR B Expressway Fl A Uk ¥R

MREFEANR25UATHERRBRAE , RELZEEAWebexEiH , MIAFEEEEBETHMNRNA
,/,\/T\ill]ﬂaﬁkﬂﬁﬂ%LlIEExpresswayiliH%)wEﬂ?ﬂ4¥159& |WebexiE& DNSIn__ui'EE’JF'ﬁmEo


https://collaborationhelp.cisco.com/article/en-us/0q4utq
https://collaborationhelp.cisco.com/article/en-us/0q4utq
https://admin.ciscospark.com/#/login
/content/en/us/td/docs/voice_ip_comm/cloudCollaboration/spark/hybridservices/callservices/cmgt_b_ciscospark-hybrid-call-service-config-guide/cmgt_b_ciscospark-hybrid-call-service-config-guide_chapter_01001.html#reference_48C1397691BF52CE705EA4BDAC105133
/content/en/us/td/docs/voice_ip_comm/cloudCollaboration/spark/hybridservices/callservices/cmgt_b_ciscospark-hybrid-call-service-config-guide/cmgt_b_ciscospark-hybrid-call-service-config-guide_chapter_01001.html#reference_48C1397691BF52CE705EA4BDAC105133

ZURET R =EDER :

1. Expressway-E$%3 Cisco Webex# &,

2. Expressway-E#&ECisco WebexBEURER B FEHRTLSRBFAERBERNFERAEER
HA 7 : callservice.ciscospark.com,

3. Expressway-E&iBCisco Webex/E & DNS[E 13 5 B A M iE 4R,

MBERFFIRI , AIRTEFRE LN, WMREExpressway-E LB & T Business-to-business , Al
AL E A FEER[E1E , W R I{ABusiness-to-Business F RIZMHHVIE SR AETEA,

BEHEMFR—&K K SLARKERADE AREENENTRERBELBENER T K RAREAER
BB RBR W — i EHEEIERST, A TREEERTCPER , REEMUHRA

2017-09- 22T10: 09: 56. 471- 04: 00 aner - expr essway01 tvcs: UTCTi me="2017-09-22 14:09: 56, 471"

Mbdul e="network.tcp" Level ="DEBUG': Src-ip="148.62.40.52" Src-port="44205" Dst-ip="172.16.2.2"
Dst - port="5062" Detail ="TCP Connecting"

2017-09- 22T10: 09: 56. 471- 04: 00 aner - expr essway01 tvcs: UTCTi me="2017-09-22 14:09: 56, 471"

Mbdul e="network.tcp" Level ="DEBUG': Src-ip="148.62.40.52" Src-port="44205" Dst-ip="172.16.2.2"
Dst - port="5062" Detail ="TCP Connection Established"

BE , TCPERCEY , TISEFRUTNEE, BEFRHERTA , C2FICRRERLREE.

2017- 09- 22T10: 09: 57. 044- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-22 14: 09: 57, 044"

Modul e="devel oper.ssl" Level ="|I NFO' CodelLocati on="ppcnai ns/ssl/ttssl/ttssl_openssl.cpp(1974)"
Met hod="::ttssl _conti nueHandshake" Thread="0x7f044e7cc700": Detail ="Handshake in progress"
Reason="want read/wite"

2017-09-22T10: 09: 57. 123-04: 00 aner - expressway0l tvcs: Event="Inbound TLS Negotiation Error"
Service="SIP" Src-ip="148.62.40.52" Src-port="44205" Dst-ip="172.16.2.2" Dst-port="5062"
Detai |l =" Peer's TLS certificate identity was unacceptable" Protocol ="TLS" Level =

UTCTi me="2017- 09- 22 14:09: 57, 123"

2017- 09- 22T10: 09: 57. 123-04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-22 14:09: 57, 123"

Modul e="network.tcp" Level ="DEBUG': Src-ip="148.62.40.52" Src-port="44205" Dst-ip="172.16.2.2"
Dst - port="5062" Detail ="TCP Connection Closed' Reason="Peer's TLS certificate identity was
unacceptable"

#fpcapVAEBERE RN , &0 LAIE i b BE 7

- EEEEERST , UK

EEBLEREREECH D ERE,
ERO NS ERER , ITLIE BlExpressway-EEi%E TRST, EZHB{EIBHCisco Webex R i
, IR BERHEATREER. A, BULEE  RESEAFTNERER | B
Expressway-EF{E{ECisco WebexZy £ CAHY R, &8 , FEEIEN "TREEEPHNEERSE
%J Hgiﬂn/\o /u\—_l-l’)\?'gﬁij@néﬁ%ﬂiﬁﬁﬂ ﬂﬂ.FﬁfT\o



Mo Time Source Destination Protocol S Port 0 Per Length Infe - Selected Packet
U AL/ -09-27 18 148, b 4. 52 1/2.16: 40 ¢ TCR 4405 3042 1434 |TCP Seqment oT a reassenn|ec—eo0]
61 2007-09-22 14: 172.16.2.2 148,62.40.52 TCF 3062 44205 66 506244205 [ FEl_Sﬂq'-:T-ib ACk=3673 Win=41728 Len=0 TSval=1009284589 TSe
62 2007-00-22 14: 148.62.40. 52 172.16.2.2 TLsvl. i 44205 5062 294 certificate ®Tient Key Exchange
63 20017-09-22 14: 172.16.2.2 148.62.40.52 TP 5062 44205 66 506244205 [ACK] Sequd746 Acks=5901 wine=dd416 Lens0 TESval=100028531 TSe
64 2017-09-22 14: 148.62.40.52 172.16.2.2 TLEV1.Z 44205 5062 386 certificate verify, change Cipheér Spec. Hello Reguest, Hells Réquest
65 2017-00-22 172.16.2.2 148.62.40.52 TCR 5062 44205 66 SO62-44205 [ACK] Seqe4746 Ack=6221 Win=47104 Len=0 TSval=100028573 TSe
66 2017-09-22 12294 172.16.2.2 0. TLEVL.Z 5062 44205 117 change Cipher Spec, Emcrypted Handshake Message
67 2007-08-22 143 123364 172.16.2.2 E 5062 44205 66 5062-44205 [FIM, ACK] Seq=d797 Ack=G6221 Win=47104 Lens0 TSval=10092857
68 2017-09-22 164863 A8, . 52 5062 66 44205=5062 [ACK] Seqmf2ll Acked797 WinmZ6624 Len=0 TSval=128002473 TSe
69 2007-09-22 48,

1434 [TcP segment of a reassesbled PDU]

34 5062-44205 [R5T] Seq=4798 win=0 Len=0

.
| Frame 623 YL 3 5), 294 bytes captured {2352 bits, o
¢ Ethernet IX, Src; e0:0e:da:cB:8¢:T3 (e0;0e:da;cB:8c:F3), Dst: vmware 58:5F:31 (00:0c:29:58;9F:31) \\_\
% Internet Protocol Version 4, Src: 148.62.40.52 (148.62.40.52), Ost: 172.16.2.2 (172.16.2.2) =
i Transmission control Protocol. Sec Port: 44205 (44205), DSt Port: 5062 (5062), Seq: 5673, Ack: 4746, Len: 228 ‘\\
i [5 reassesbled TCP Segments (5700 bytes): #54(1368), #56(1368), #39(1368), #60(1368), #62(228)] -
= Secure Sockets Layer \
TLSV1.2 Record Layer: Mandshake Protocol: Multiple sandshake Messages
Content Type: Handshake (22) Expressway-E sends the RST
version: TLS 1.2 (0x0303)
wgeh: 5695

wishake Protecol: certificate
fandshake Type: Certificate (11)
-ength: 5553

serrificates Length: 5550
ertificates (5550 bytes)

& cervificate Length: 2338
secl —pcervificate (id-ar-commonNames125ip-cfa-01. ciscospark. com,id-at-organizationame=Cisco Systems, Inc,,id-at-localitynamessan Joseé,id-ar-sTaredrProvincenamesCa, §d-at-CoUnTryNamesUs)
a Certificate Length: 1736
N certificate {id-at-commoniame=HydrantID 55L ICA GZ,id-at-organizationkasestiydrantIn (avalanche cloud Corporation),id-at-countrynamesus)
cervificate vength: 1467
\0@' Q’oot...certiFl':.ﬂc {id-at-commonName~quovadis Root CA 2,id-at-organizationname-quovadiz Limited, id-at-countryName=-am)
% Hamdshake Protocol: Client Key Exchange

& — T Webexfal fR25 BB LA ERFELURBFEHEZ KB H(dnsName) , TTLARRE LIBRARE I H
callservice.ciscospark.com,

B EWireshark:Certificate > Extension > General Names > GeneralName >
dNSName:callservice.ciscospark.com

EXTEEBEWebexBREEREE,

ERAEMURRETISHREGFAERBEEEN, WEFR | tRMEHExConfiguration , BIATLAZERH ©
EiFEE, HoUEENAEETLSHEXERME, BMxConfiguration , EEIEN—HRE , 8%
BUAMRREES1—EITBNES. UTERE LIRBERENxConfiguration, RER , TLSERF
FHEEBRRESE,

*c xConfiguration Zones Zone 6 DNS SIP TLS Verify Mode: "On"
*c xConfiguration Zones Zone 6 DNS SIP TLS Verify Subject Name: "callservice.ciscospark.com"

BETRUEHFRVITLSHEBALYBM, ESEREEBTHBTLSERERLEMREIWebex/ESDNSE
o AR AxConfiguration¥f b 1T 4. fExConfiguration® , TLSE A Vh ¥ $E ADNS ZIP
TLSERBAW S B, MARFIFTR , BEREHROS,

*c xConfiguration Zones Zone 6 DNS SIP TLS Verify InboundClassification: "Off"
*c xConfiguration Zones Zone 6 Nane: "Hybrid Call Services DNS"

MBWERES "B , EEWREFMILVCSERMBAMTLSEREMRI RS, Rt , B
AFERRE , W HIMREExpressway ELBE T "HEFE, |, ASREA "OEILE, AR
RENESHRAAETRENRH.

R R

ATERIEEE  SFEERESTIUDNSEH LN TLSEEAUBBRRES "Hl1 . LTET/IL
BRIENIER,

. B AExpressway-E

. Bfn ZConfiguration > Zones > Zones
EERAFUDNSES
CHRTLSEBAILHR |, 55EEOn
OEEMT

b WON -



BHEE . BRERBFEHETA , 528, KB RExpressway# 1T RE 5 E UK EWebexiE
EDNSEIHHEFE,

/7. Expressway-Eff AR B #E R R E

£— RSP RSEFISFBES | Expressway-EREN BB B  RNERATLUERERMA
RESES. BEARE , ERTHEMN , BACisco WebexiZlth iy A S R H B ERA LIPS
#, (Serwces > Settings(#EHybrid Call Card T)> Upload(#£ Certificates for Encrypted Calls T))

MREATERMBESIPR UK BB IER , BB R ,U\ﬂAﬂzﬁnx{nE}%ﬁh{ RYRE &8
LEZACHRE. IREAHCHER  FRAIREUNREREBNEF, ' XFEINBREES R
rﬁ&ﬁzmﬁﬁﬁ&aﬁ%mmm 1

ﬁﬁAﬁt 15N B BT PEHERRES | SR |, EAMRBUARMEWL S E, RN 2B EFEIE

B, BIEFEST ERWebexTE A2 iRES, AL , MREER R Expresswayi S & 5 & IR Hireny
: ﬁ“\%?éﬁ'ﬂ?ﬂllﬂ%?']i%Expressway-Eﬂﬂj—:Jtlzf%hﬂ:o 7N R Y 3 B Cisco WebexFEF I H B Ky ith A&
i A EF AL R, EERENT , Expressway-EMExpressway-CE SR £ 0TS HE

RMEARR,

EHEBEEERT , FIRBEAMESRE, FHExpressway-Ei2SF P& | AUBEERUREEE ﬁ
BRES. LEEF AR ABRDE A SRS R4 T EE R, SEBILs D, BABRE
EXWEIBES0622 I TCPER, BIBEExpressway-ERZETHEFESE "TCP $ﬁ&J , ﬁ?ﬁv%
B "Dst-port=5062_ ZEHTE , IUREERERTEL,

2017- 09- 26T08: 18: 08. 428- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-26 12:18: 08, 426"

Modul e="network. tcp" Level ="DEBUG': Src-ip="146.20.193.45" Src-port="59720" Dst-ip="172.16.2.2"
Dst-port="5062" Detail="TCP Connecting"

2017- 09- 26T08: 18: 08. 428-04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-26 12:18: 08, 426"

Modul e="network. tcp" Level ="DEBUG': Src-ip="146.20.193.45" Src-port="59720" Dst-ip="172.16.2.2"
Dst-port="5062" Detail="TCP Connection Established"

RELEHEFRTCPEREEY , AN MBEEBRENHEETLSEF. ENEEEENKTEHE
RETEEIRY , ?E¥%E&E_?é%ﬂiiﬂ(Detallf'sslw alert certificate unknown")

2017- 09- 26T08: 18: 08. 441- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-26 12:18: 08, 441"

Modul e="devel oper.ssl" Level ="1 NFO' CodelLocati on="ppcmai ns/ssl/ttssl/ttssl_openssl.cpp(1974)"
Met hod="::ttssl _conti nueHandshake" Thread="0x7f930adab700": Detail="Handshake in progress"
Reason="want read/write"

2017- 09- 26T08: 18: 08. 455- 04: 00 aner - expressway0l tvcs: Event="I|nbound TLS Negotiation Error"
Service="SIP" Src-ip="146.20.193. 45" Src-port="59720" Dst-ip="172.16.2.2" Dst-port="5062"
Detail ="sslv3 alert certificate unknown" Protocol ="TLS" Level ="1" UTCTi me="2017-09- 26

12:18: 08, 455"

2017- 09- 26T08: 18: 08. 455-04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-26 12:18: 08, 455"

Modul e="devel oper. ssl" Level ="DEBUG' CodelLocati on="ppcrai ns/ssl/ttssl/ttssl_openssl.cpp(1997)"
Met hod="::ttssl _conti nueHandshake" Thread="0x7f930adab700": Detail="Handshake Failed"
Reason="want error ssl"

2017- 09- 26T08: 18: 08. 455- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-26 12:18: 08, 455"

Modul e="devel oper. ssl" Level ="ERROR' CodelLocati on="ppcmai ns/ssl/ttssl/ttssl_openssl.cpp(68)"
Met hod=":: TTSSLError Qut put" Thread="0x7f 930adab700": TTSSL_continueHandshake: Failed to
establish SSL connection i Result="0" error="1" bServer="true"

| ocal Address="["1Pv4' ' TCP' ' 172.16. 2. 2: 5062' ] " renoteAddress="["'1Pv4' ' TCP' ' 146. 20. 193. 45: 59720' ] "
ssl _error_reason="error:14094416: SSL routines:ssl 3_read_bytes: sslv3 alert certificate unknown"

2017- 09- 26T08: 18: 08. 455- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-26 12:18: 08, 455"
Modul e="network.tcp" Level ="DEBUG': Src-ip="146.20.193.45" Src-port="59720" Dst-ip="172.16.2.2"



Dst-port="5062" Detail="TCP Connection Closed" Reason="Got EOF on socket"

FHlR2 1R Expressway-ER2 BT A S R RN E R T , 71 LLF T Certificate UnknowniE 2R B
Cisco WebexJ3 @ , 20~ EFf R

Mo Time

Fiter: top ports 25062 Save

Proteced S Port O Past Length Ints

3 2017-09-26 12:18:08. 415918 TCR ST 5062 74 SAT20=5062 [SYN] Seg=d win=14600 Len=0 M55=1380 SACK_PERM=1 TSwval=31375166 Tsecr=0 W

4, 20017 -09-26 12:18:08. lﬂ'iﬂﬁ TP 5062 59720 74 5062-59720 [M. ACK] Seq=D acksl ﬂﬂmmm SACK_PERM=]l TSval=055270%

7 e 59720 S082 66 59720-5062 [ACK] Seq=1 Ack=1l Wirm14720 Lan=0 TSval=091375177 TSecr=-955270515

TLSvl.: 59720 3062 266 Client H(-Tlo
TCP 5062 59720 66 5062-59720 [ACK] Seg=1 ack=201 win=30080 Len=0 TS5val=955270527 TSecr=91375178
TLSvl. i 5062 59720 1780 Server Hello, (grtif\'r:lo w(mr key Exchange, certificate Reguest, Server Hello Do
TCP 59720 SO62 66 59720-5062 [ACK] 5eq=200 Ack-1360 Win=17536 Lén=0 TSval=S1375204 TSecr=355270540

TCP 59720 5062 66 59720-5062 [ACK] Sequ20l -l(l.l-l 15 win=20352 Lens0 r.»ahgl} S’I)'C lSPU QSS? 0540
e P TF

Certificate Unknown
Sourced from Spark

MRIEMER EHExpressway-EMNFERARBIZFS , TUEE "EHAZE. M "FHEEREEL T

@A

B 2007
5 201

FEERFHIT ) (rtp.ciscotac.net)y ARELHM ALK EFHEENERER , W TEFIR.

-09-26 12:18:08. 440978 172.16.2.2 146. 20.193.45 TLSVL. : 5062 59720 1780 Server nello, certificate, Server Key

7-00-26 12:18:08.453269 146.20.193.45 172.16.2.2 TP 59720 5062 66 59720-5062 [ack] =201 Ack=1369 win=
e e e T
Selected Packet

# TLSVA. 2 Record Layer: Handshake Protocol: Seérver Hella
TLSVL. 2 Record Layer: Handshake protocol: certificate
Content Type: Mandshake (22)
wersfon: TLS 1.2 (0x0303)
Length: 1158

Handshake protocol: certificate
wandshake Type: Certificate (11)
Length: 1154
cervificates Length: 1151

= certificates (1151 bytes)

cervificate Length: 11438
certificate (fd-at-commonName=amer-expresswayll . id-at- nrqamzatlonawnltuarc-Tempurary certificate b3521a
- signedcertificate

Mo SAN

# TLSV1.2 Record Layer: Handshake Protocol: Server Key Exchange o
5 TLsvi. 2 Recerd Layer: Handshake Protocel: multiple wandshake Messages

[l

= Extension Id: 2.5.29.35 (id-ce-authoritykeyidentifier) Tsswed by: Temporary CA 013624222246 4701993
1ne:

Desnain Vertheation
W 3 LHEOLE it
Cortificate 1121 Cincotae n

Ganersl | Dewds | Cersicason Path

] Certificate Infe

version: v3 (2)

serialmumber: 1
@ signature {sha256withRSAEnCryption)
# tssuer: rdnsequence (0)
a validity
© subject: rdnsequence (0)
¥ subjectPublickeyInfo
extensions: 6 ftess
— = extension (id-ce-basicConstraints)
Extension Id: 2.5.29.19 {id-ce-basicConstraints)
Basicconstraintssyntax [0 lenguh)
Extension (ne_cert_exts.comment)
Extension Id: 2,16.840.1.113730.1.13 (ns_cert_exts.comment)
Comment: Temporary Certificate
Extension (id-ce-subjectreyIdentifier) h
Extension Id; 2,5.29.14 (id-ce-subjectreyIdentifier) I
subjectreyIdentifier: F236e03cob2caablStcd?db07964e099c4510ccE Imaed to: smer-wgremndl
extension (id-ce-authoritykeytdentifier)

Windaws does nat have encugh information to verfy
this certificate.

& author ityweyIdentifier B 2905k 180T

Extension (id-ce-keyusage)
Extensfon Id: 2.5.29.15 (id-ce-keyusage) wabd from 9/ 26/ 2017 v 9/ 3:( 218
Padding: 5

& Keyusage: e0 (digitalsignature, contentcommitment, keyEncipherment)

Extension (id-ce-extkeyusage}
Extension Id: 2.5.29.37 (id-ce-extkeyUsage)

© KeyPurposelIDs: 2 items

rithmrdentifier (sha2S6withrRSAEncryption) Leam more about cerfcates

ing: 0

'—  ypted: aaSacfl23856ab22aS7f0a8as12b37c54643cc55e60d137. ..

.

& EExpressway-Ef R R E T EH LA HCARAZBCAE R,

fRRT B
ATEREREE , SEWERE

1.

fFExpressway-E& & H Cisco WebexEEH L HCAKE,
& AZElExpressway, EfinZl#M>R2>RREEEE. #EGenerate CSR. BMIAFTENEEE
# , L {RAdditional alternative names## {i ‘@ & Webex Control HubH 51l i ¥y Verified
Domain. ¥ — T "Generate CSR, . #SCSRIBMHEE=ZHF L HCAETHER., BREEFER

, B> >ARRTE. ESelect the server certificate file3Z 32 Y Upload New
CertificateZB 2 & , i##EChoose File , A& I1ZIEHZ BB/, EIEUpload server certificate
data. ¥ ZMaintenance > Security > Trusted CA certificate, TiRBESZEECAREN
ERZENLETY  BEREER, BEAHCARENTMBRMPECARS, EEAppend
CA certificate. = #TRXEIExpressway-E,

. BAEBCAZEBExpressway-ERE , AR AZBCARExpressway-E L EZ|Cisco Webexi® #l

il
B AZElExpresswayBfn F i M>R2 >R RERE. RIEELECSRAAMENEEEN , Uk


https://collaborationhelp.cisco.com/article/en-us/0q4utq
https://collaborationhelp.cisco.com/article/en-us/0q4utq

2a,

{RAdditional alternative namest {2 & Webex Control HubH %] i #9Verified Domainiz — T
FGenerate CSR. #CSRIEMGE=ZF LN HCAETERBELRER , EMI#E-ZT2 >R

£5 7% &1E Select the server certificate file55 12 #Y Upload New CertificateZh % , i#1E Choose

File , $A%%1B1Z 2238 E 1 & 512 1F L H AR5 7 | ¥ ¥ E B =Maintenance > Security >

Trusted CA certificate T ZIE B S ZEECARBNERZ 2N LMY |, BISBRENER, &8

NHCARMMEMBMPECATEE, E#ZAppend CA certificate. = X EExpressway-Eo

#& A EBCARExpressway-EFE & L EFCisco WebexiZ &l H /s

1.LUEH 8 5 15 % A Cisco Webex3Z & d 0,

2. RERK.

JEERESHUREF THEE.

4.7£ Certificates for Encrypted SIP Calls&B % #1#1EUpload.
5% 12 W EPCAFExpressway-ERE,

A¥  BERWebexB A it

LFEEAMBRWebexB| AV HEHS SRV EEN : "TERREAICisco Webex B
FilsE—ESENERAK K FEENERER  BEXuEFATE. o ATHRLERE  ESRRE
A 1T L ST U B L R A9 IR LR AR @ SR ER R A BB

LENE Loy

~No ok~ WON -

8.

9

. Cisco Webex & F IR0l 75 3 2 FF 04

R0 5 B FE A IR 86

. I 9 7 Bl Cisco WebexIR1E

. Cisco WebexIR1E S ERIFEE F £ Cisco Webexiz & OBt ERISIP B ZHTDNSEH

. Cisco WebexIRI% E & BB E50621F #R F| Expressway

. Cisco Webex3RZEERHITERMTLSIEF

. Cisco Webex3#R 15 [ ExpresswayEi%SIP INVITE |, %SIP INVITE[E T &SR B4 it & 14 %

[IPEEE
Cisco WebexE2 12 58 5 SIP 1% 75
Cisco Webex 1t 35 i EIX FiZ R,

T

5 '& £ Cisco Webex app > Cisco Webex environment > Expressway-E > Expressway-C > On-
Premises Collaboration Endpoint/IP Phone , 1~ EFf '~


https://admin.ciscospark.com/#/login

o Alice calls Bob using her Spark client.

Bob’s Spark client rings and call is forked to

Expressway.
+14085551234

HekClemmplmpan Bob’s endpoint rings; Spark Remote Device

is triggered.

2
\k’
. park-R
o Call is extended to Cisco Collaboration
RD bob@example.call.ciscospark.com Cloud through remote destination on Spark

Remote Device; Cloud blocks the loop.

*
o0
w ‘ Expressway-C Expressway-E

i Y
&

bob@example.com 4

Cisco Unified CM  bob@example.call.ciscospark.com

22

+14085551235
alice@example.com

313106

LA 2t WebexZ A th ELRE SR HEAY A U PP I B SR B — Lo % B,
1. Cisco Webex$& E T Expressway-E DNS SRV/E M

FEEE BRI WebexZEI At FFULRRER | BRWebex# 5 — BB 5 B2 I Biig A i
Expressway, #_EFfiR , Cisco Webex#% E SR IE1ECisco WebexiZ #lH 0 MBS MW R E R
FHHNEEESIPERBITSRVER , LUERF A Expresswayo

MREEFEExpressway-EZ T HiEAEH B RETHEDRR , BIF&€FF|2R B Cisco WebexH)
FERFRE, MREBELAESTCPER , £ E T Dst-port=5062 , 1T F F|2K H Cisco WebexHy
EAIEBEHMTLSIEF HSIP Invite,

MRBEEEREN , BSERESIPEW#EECisco WebexiZ# R OFHNEER R, BEFLIERR
EEFARTEREEHETHED R, REERIRIESRERAEEENMDNSHLE, Cisco
Webex 2 & Al LUEREISRVEHPIREHE , AR A #thExpressway 2 & EF Cisco WebexEEHNE
WEE,

1. & ACisco Webex Control Hub

2. 1BIBIRK

3. i###Hybrid Call card# B SettingsLinko

4.7 TR RIGELR, o H , BRFESIP Destinationfield AR A HSIP SRVt i1k 4915
5. MRWMANGHKIER , - TARURREHEESE R,

6. ITEMT , BRALUEREER A HBSFHREBEHAEESIP SRVELE , I TEFTT.



https://admin.ciscospark.com
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SIP Destination o

S

a Your SIP Destination is not configured comectly. View test results

EiZView testresults , BRI URREZHREABREENEE , WTNEFR.

Verify SIP Destination &

DNS Lookup failed. Check that a DNS or SRV record exists for your SIP Destination and that it resolves 10 one or more valid IP addresses,

ERE—ERE , BETLUEAnslookupEHSRViL#R. U TRETALLETURISIPEEREF
EHBT.

C:\ User s\ pst 0j ano>nslookup

> server 8.8.8.8

Defaul t Server: googl e-public-dns-a.googl e.com
Address: 8.8.8.8

> set type=SRV

> _sips._tcp.ntls.rtp.ciscotac. net

Server: googl e-public-dns-a. googl e.com
Address: 8.8.8.8

DNS request tined out.

timeout was 2 seconds.

DNS request tined out.

ti meout was 2 seconds.

*** Request to googl e-public-dns-a. google.com tined-out

m EERREERATTR nslookupnp THEE , AERERI[HEREAS8.8.8.8 , ERHGoogle
DNSfafRes. && , 3R 545 T B L B HISRVEZ 6. JtI:HT,i@:‘IL,LﬁéHEEEEE SEEESRViL
o %%ﬁ%%%s}zﬂi%ﬁﬁﬂj’o

fERF =R

1. EAREAR LN HE RN ILE EBExpressway-EELE 2N H#SIP SRVith it

2. BLEAS R AT BExpressway-ER 2 1P ik 4 F 1 F

3. BEESIPEZLSEARSE1hETHSIP SRVibiEHIE, & ACisco Webex Control Hubi&
B IR#2 2R S I+ A Ay SettingsiZ & /£ Call Service ConnectEf4 , #£SIP Destinationi# {2
g A RN HSIP SRVt NS, BIEF#T

MEE . WREEEFANSIP SRVICHEHAR S ERCEBH , RMBFEECisco Webex
Control HubdiEE £ EM FIiHEASIPE R it | %T&*EIEA;H\:DNS SRViZE , TR

BRFEFFE : _sips._tcp.mtls.example.com
12 55 JIE = #1511

BEE:10

BEE : 5062


https://admin.ciscospark.com

B#& : us-expel.example.com

b IRERE % #5 H Cisco Webex'BEE 5% 5T F o

BREBRAG R

WREFRAESIPSRVic#H (YL EFFEEURTH ) |, AMMAISIHFRE ™ : 5062, /Y

Expressway2 i IPHsit, BBHITIIRE , WebexIRIEFRERSRVEN , MEEEERE
%Expressway_Pub_IP%:5062, (:Rfl : 64.102.241.236:5062 )

1. #SIP B 28 & A&\ 1t A %Expressway_Pub_IP%:5062, ( =4l : 64.102.241.236:5062 )
’é)\Cisco Webex Control Hubi#1E [RME1E B S I~ PV SettingsiZAEE " MO PRFGERR o
289 TSIP Destination s 1 F#i A %Expressway_Pub_IP%:5062, ZZf1F

ﬁl?ﬁz\éﬁ S ERSIPE Z it M/HSRVECHMNFFMENA. 552E (Cisco WebexBEE ﬂ?ﬂﬂﬂﬁi%ﬁﬂﬁ
Em) = {Cisco Webex)BEE 45T F M) MABNEBERES M IWURKEEHFEITS

2. E i : 50624 FH I A ¥ BIExpressway

DNS#HrERK % , Cisco WebexIRiE E R EiBIE50622 7 BIDNSE HIBREFIRE M P it I TCPIE
#Ro LEIPHuEAS AR B AN Expressway-ERY 22 HIP#i s, #15R Cisco WebexIRIE LR IV L TCPELR
, BIFER ¥ A ZPERBEY A SL P ILAS Sk B, L AFTE 1S T AV IE AR B2 45 F P B H fth B R Webex A Uk FF AL #
EAE : A EBFERE,

R E FAExpressway® & B ¥ I B EETHEHRR , BT 2 FEIR B Cisco WebexHyE AR &
o MBRBERIESTCPER , 158 T 2IDst-port=50620EFEHR EH , bt FTEE ¥ B Cisco

WebexE’Mﬂ—Hﬁ:ﬁ‘EE’JMTLST?ERSIP Invite, EHFAExpressway-EZ2 KT B n%nBﬁ%EJH: BRTRERE
, RSt AEA AT SERFE S L

1. Rp KB AN EENE R T HE

2. M AEREERER

. FEHREEMSAIFEITE
HAREERASE T EBEEANENCisco WebexiZ |4y , W E HBERE A Expresswayhy
Cisco WebexIRi%E , At E = AT AN RKEENEREF . BTN TCPIER -

1. & ACisco Webex Control Hub

2. BBRK

3. EF R A& MM~ AySettingsLink

4. 178 "HMREER, Hoh , BRESIPEEREW ANELER
5 & —T Test, ZZI]'FFJ?H_'\O

SIP Destination @

64.102.241.236:5062 ‘ P

Q Your SIP Destination is not configured correctly. View test result

6.HRAEANK , ZTNR-TRANBRBREFREFMENR W TER,


/content/en/us/td/docs/solutions/PA/maroon/spark/hybdsrvs.html
https://admin.ciscospark.com
/content/en/us/td/docs/solutions/PA/maroon/spark/hybdsrvs.html
/content/en/us/td/docs/voice_ip_comm/cloudCollaboration/spark/hybridservices/callservices/cmgt_b_ciscospark-hybrid-call-service-config-guide/cmgt_b_ciscospark-hybrid-call-service-config-guide_chapter_0110.html#task_67E3DD9B30843F3A802A0E548877CD55
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Verify SIP Destination &

IP address lookup
P
64.102.241.236

Test for 64.102.241.236:5062

Tests Result Details
Connecting to IP Successful
Socket test Falled TCP Connection failure: Check network connectivity, connection

speed, and/or firewall configuration.
S5L Handshake

Ping

mEBEFRR , BRI AEEEEHELRE64.102.241.236: 5062H#Socket,EJ;it9eﬂﬂzo BRT
Expressway i B /@R AN , KENRBENMEMERESR Bt EREA T HNRBRAE
K IEACL/INAT/ER BB

R B

FH A 45 E BRE T R HCisco WebexIRIFEH A it e E 51 #2HY | IEB,U\%EH%EE‘EHEBEAH“EE
BE, MALT—ERENSERNSARLE  ELEEESRERELEOAS, LEETL
B KEACL. NATEEX B ESHRAR,

3. I FHE : Expressway-ERTE3§5062 L (51

EERKRENCERZE AERN, BRZERT , BEMHABRESEBES0620Y 7 2 4 LW R
A, E%ﬂ‘ﬁtﬁﬁ%'fﬁiﬂi&ﬁﬂl‘aﬂl‘% AR LA IR Fi850624% BH Lk A 35 ElExpressway ) HBSH
W, CERESAESARTENARREEERNT AL T LMK, 5—AEE2
KABEEMEIERE, ?*f%: RZEABBRMEExpressway-E LB Aiicek , UEEMMRS
AUEEEREINTCPER, TMEBEESEHAFRTER , WEMT.

2017-09-19T14: 01: 46. 462- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 18: 01: 46, 461"
Modul e="network. tcp" Level ="DEBUG': Src-ip="146.20.193.73" Src-port="40342" Dst-ip="172.16.2.2"
Dst-port="5062" Detail =" TCP Connecting"

EEEERT  LABEARKERTRE. Bit, #SAREDHER , UARH A,

MRDEAFRLREPIISERTHE | ATURBRERER HERH XE, LT 2Expressway-ExRE
HEIB5062M 15 SR E R S ME RS, LIBEEIRME Atep.port==5062/E 5 FE A KBRS ETER
, TN BT

Filter Capture Spark TCP SYN packet received

Filter: | tep.port==5062 e

58q=0 Win=14600 Leén=0 M55=13

i Frame 55: 74 bytes on wire (592 bits), 74 captured (592 bits)

7 Ethernet II, Src: eD:0e:da:c8:8c:f3 (eu:oe:da::a:sc:ﬂ) Dst: vmware_58:9f:31 (00:0c:29:58:9f:31)
i Internet Protocol vers‘lon 4, src: 146.20.193.73 (146.20.193.73), Dst: 172.16.2.2 (172.16.2. 2)

+ Transmission Control Protocel, Src Port: 34351 (34351), Dst Port: 5062 (5062}, Seq: 0, Len: O

Immediate RST sent from the Expressway



W Expressway-EXERMER THEF T LLE R , TCPIE5062 LM REARMPH A FEHIE |, (BERR
ERET, EEREHEITS6H |, BT LLE BExpressway EE#IIATCP SYNE RS BiE % 3 BNEI%
RST, EALE , BRI LK E B BB Expressway-EZ W E R T HEEF ; B4 ERExpressway-ERY

AEHBEEETHESER, REFR , ZEE A EExpressway-EBEEBER TN AERR. AIHR
REITREMER B

1. Expressway-Ez%E T —LE ] REPE LE R 2 HY B A & 45 Al
2. Expressway-ER G ETLSTHRE R/ K E B EIBIE50620 R &

Expressway-E 9 B K & Th BE L 1A System > Protection > Firewall rules > Configuration . TELLIRIE
hRELRER  THRERABERE,

BEEHET B Expressway-ER B EEEEER5062 LHWAHETLSRE., EA BB Web T HE
CLIABRERE FHHITIHIRKE,

R 2% Hnetstat -an | grep :5062' , FRSES —LETEEUNEL,

~ # netstat -an | grep ':5062'

tcp 0 0 172.16.2.2:5062 0.0.0.0:* LISTEN <-- Outside
Interface

tcp 0 0 192.168.1.6:5062 0.0.0.0:* LISTEN <-- Inside Interface
tcp 0 0 127.0.0. 1: 5062 0.0.0.0:* LI STEN

tcp 0 0 ::1:5062 oo LI STEN

t Al @B Expressway-EFIWeb N HHEB L EH . FSBEUATTRRELER
1.5 AExpressway-E
2. 5 EI4EN T B >85> A 158

3. ESIPHIPES0628 5], (MAIBREER , WTEMT)

Local inbound ports

RELCRKRMEEZEIME , JUEEENREETIER., #CLIAERE , B&ETnetstat -
an | grep 5062' @ H I PR :

~ # netstat -an | grep ':5062'

tcp 0 0 127.0.0.1:5062 0.0.0.0:* LI STEN
tcp 0 0 ::1:5062 Lo LI STEN
~ #

SN, Web UUTRERER T4 AR THHNESTLSE



Local inbound ports

17286 2T 5061

TLE poet

BBLER , B0 LB EExpressway-EXR B EEHETLSHRE.
RRAR
AT RANLEE , BXARRBRAEETLSE R i EExpressway-E EA§HH ETLSEERE £5062:

1. & AExpressway-E
2. BB FConfiguration > Protocols > SIP
3. FR "HETLS, EXEZRES "R
4. BREQTLSIERE A5062
5. #—T "Save, , I TFEMTo

SIP

Configuration

Mutual TLS port

/4. Expressway-EzCA X S AW A RYSIP3E B

ERAREWILRBER , FIRHAERBHBETR. 3% HREBRAIRT A AL AR % =0
( ExpresswayBii#E2s ) 384 [ Cisco Webexift W EFAIEFTH . ExpresswayBiftss TG EH
Unified CMELEH ERA R IURFEHNERE |, AREVEDirectory URIFUnified CMEF LRI BF £
FQDN, £ AlicefBob® AT R :

H#&URI B 1Y 3t 3% B R
bob@example.com emea-cucm.example.com
alice@example.com us-cucm.example.com

IR AlicesiBobiE 1TFEAY | BIIFEAY & B& HR B E A b Unified CM |, BA{E 7E B8 A1 B 4% AU R & 2 5 AT LA
$#H = Z E Cisco WebexRD,

MR AliceEMNBob , &MU & B FAlice#IUnified CMEZEEFQDN(us-cucm.example.com),
1R 55 47 Cisco Webex[a Expressway-EFiE AMERISIP INVITE , A ESIPEREHRZE AT ER

FRURI sip:bob@example.com



%A sip:us-cucm.example.com;Ir

#tExpresswayfI A ERE , ESRAREAKHATWN K MAREBFERURI , T2EI1BEREHBHRE
(us-cucm.example.com) — ZERLER T , Alice#Unified CMEEE,

BB ERRE , QA AEFExpressway Bl B R E N F R BE L TENBEIRE R, BHEF
FIEHEMAES FIUREERFURTELRR—5 , HEEKLEL M EZREEL,

7 #Expressway LR ET HEE 2 BT , 55E E {8 B st /ey -

1. SIPFERURIAE 24 W 75 #9H #&URI,
2. "SIP FROM. #{IKIEXi&EMSIA "First Name Last Name.
<sip:WebexDisplayName@subdomain.call.ciscospark.com>#J £ J5

FERLER , SR LR AR E#&URI, EWEHEFMERREW S Cisco Webex SIPibiti#
BUWAR. NREREULEMENR , I TINVITESIP:, LS , &F)@EiBExpresswayiE1T
HFFESIPREL, FBIH AMMUASIP INVITER |, B KB ERSIPFRIID, EHEXER

, WA ERBIEIDE S B AN AR Bt Y ERARBER PR EE B

HREEBEEN S — SR EEFLEACRWIER, B EEEEXpressway-CLES
REF  BMAZFURECHBBEIKE. NRE , EURFEERERHKRE,

FiHSEH |, TLAE ElExpressway-C 2 W ZI R B Expressway-ERIINVITE,

2017-09-19T14: 16: 15. 836-04: 00 rtpl2-t pdne-118-VCSC tvcs: UTCTi ne="2017-09-19 18: 16: 15, 830"

Modul e="net wor k. si p" Level ="DEBUG': Acti on="Received" Local -ip="192.168.1.5" Local -port="26847"
Src-ip="192.168.1.6" Src-port="7003" Msg- Hash="11449260850208794722"

S| PMSG

| NVI TE sip:jorobb@rtp.ciscotac.net SIP/ 2.0

Via: SIP/2.0/TLS 192.168. 1. 6: 7003; egr ess-

zone=Hybri dCal | Servi ceTraver sal ; branch=z9h&bKc81c6c4dddef 7ed6be5bdce9868f b019913; pr oxy-cal I -

i d=a82052ef - 6f d7- 4506- 8173- e73af 6655b5d; r port

Via: SIP/2.0/TLS 192.168. 1. 6: 5073; branch=z9hG4bKb0eba6d700df df 761a8ad97f f f 3c240124; x- ci sco-

| ocal -service=nettle;recei ved=192. 168. 1. 6; r port =43119; i ngr ess- zone=Def aul t Zone

Via: SIP/2.0/TLS 64.102. 241. 236: 5061; egr ess-

zone=Def aul t Zone; br anch=z9hG4bK6f e399bae58f b0d70c9d69b8e37e13e5912. 4248943487bf f 4af 6f 649b586¢769
6bb; proxy-cal | -i d=f 2d15853- c81f - 462f - b3e5- c08124f 344a3; recei ved=172. 16. 2. 2; rport =25016

Via: SIP/2.0/TLS

192. 168. 5. 66: 5062; br anch=z9hG4bKO0f 455ca79cf 1b0af 5637333aa5286436; r ecei ved=146. 20. 193. 45; r port =35
464; i ngress-zone=Hybri dCal | Ser vi cesDNS

Via: SIP/2.0/TLS 127.0.0. 1: 5070; br anch=z9hG4bK- 383039-

8f 0d64025c04d23b6d5e1d5142db46ec; r port =52706

Call -1 D: 9062bca7eca2afe71b4a225048ed5101@27.0.0.1

CSeq: 1 INVITE

Contact: <sip:192.168.1.6:5073;transport=tls>;call-type=squared

From v"pstojano test"

; tag=872524918
To: <sip:jorobb@tp.ciscotac. net>
Max- Forwar ds: 15
Rout e:



Recor d- Rout e: <si p: proxy-cal | -i d=a82052ef - 6f d7- 4506- 8173-
e73af 6655b5d@92. 168. 1. 6: 7003; transport=tls;lr>
Recor d- Rout e: <si p: proxy-cal | -i d=a82052ef - 6f d7- 4506- 8173-
e73af 6655b5d@92. 168. 1. 6: 5061; transport=tls;lr>

EENR , BT (FHEFQDN ) NEiF. BR , REENRKHEME (BHE
FQDN ) cucm.rtp.ciscotac.net# T Z:&8E, HR , BEFHEE 2 B IELE I 7 =404 Not
Found.

2017-09-19T14: 16: 15. 836-04: 00 rtpl2-tpdne-118-VCSC tvcs: Event="Call Attempted" Service="S|P"
Src-ip="192.168.1.6" Src-port="7003" Src-alias-type="SIP" Src-alias="sip:pstojano-
test@dmzlab.call.ciscospark.com" Dst-alias-type="SIP" Dst-alias="sip:jorobb@rtp.ciscotac.net"
Cal | -seri al - nunber ="a3e44231-f 62a- 4e95- a70e- 253701a89515" Tag="73c276e2-3917- 4a0c- 9f c5-
ddde83b49f d0" Protocol ="TLS" Aut h="NO' Level ="1" UTCTi ne="2017-09-19 18: 16: 15, 832"
2017-09-19T14: 16: 15. 836-04: 00 rtpl2-tpdne-118-VCSC tvcs: Event =" Search Attempted" Service="S|P"
Src-alias-type="SIP" Src-alias="pstojano-test@dmzlab.call.ciscospark.com' Dst-alias-type="SIP"
Dst-alias="sip:jorobb@rtp.ciscotac.net" Call -seri al - nunber ="a3e44231-f 62a- 4e95- a70e-
253701a89515" Tag="73c276e2-3917-4a0c- 9f c5- ddde83b49f d0" Detail ="searchtype: | NVI TE" Level ="1"
UTCTi ne="2017-09-19 18:16: 15, 834"

2017-09-19T14: 16: 15. 836-04: 00 rtpl2-tpdne-118-VCSC tvcs: Event =" Search Completed’ Reason="Not
Found" Service="SIP" Src-alias-type="SIP" Src-alias="pstojano-test@dmzlab.call.ciscospark.com"
Dst-alias-type="SIP' Dst-alias="sip:jorobb@rtp.ciscotac.net" Call-seri al - nunber="a3e44231-f 62a-
4e95- a70e- 253701a89515" Tag="73c276e2-3917- 4a0c- 9f c5- ddde83b49f d0" Detail="found:false,
searchtype: INVITE, Info:Policy Response" Level ="1" UTCTi ne="2017-09-19 18:16: 15, 835"
2017-09-19T14: 16: 15. 836-04: 00 rtpl2-tpdne-118-VCSC tvcs: Event="Call Rejected" Service="S|P"
Src-ip="192.168.1.6" Src-port="7003" Src-alias-type="SIP" Src-alias="sip:pstojano-
test@dmzlab.call.ciscospark.com" Dst-alias-type="SIP" Dst-alias="sip:jorobb@rtp.ciscotac.net"
Cal | -seri al - nunber =" a3e44231-f 62a- 4e95- a70e- 253701a89515" Tag="73c276e2-3917- 4a0c- 9f c5-
ddde83b49f d0" Detail="Not Found" Protocol ="TLS"' Response-code="404" Level ="1" UTCTi ne="2017-09-
19 18:16: 15, 835"

2017-09-19T14: 16: 15. 836-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi me="2017-09-19 18:16: 15, 830"
Modul e="net wor k. si p" Level ="I NFO': Acti on="Recei ved" Local -i p="192.168.1.5" Local -port="26847"
Src-ip="192.168.1.6" Src-port="7003" Detail ="Receive Request Method=I NVI TE, CSeq=1, Request-
URI=sip:jorobb@rtp.ciscotac.net, Call-|D=9062bca7eca2af e71b4a225048ed5101@27.0.0.1, From
Tag=872524918, To-Tag=, Msg- Hash=11449260850208794722, Local -

Sessi onl D=daf 7¢278732bb5a557f b57925df f cbf 7, Renpt e- Sessi onl D=00000000000000000000000000000000"
2017-09-19T14: 16: 15. 836-04: 00 rtpl2-t pdne-118-VCSC tvcs: UTCTi me="2017-09-19 18:16: 15, 836"
Modul e="net wor k. si p" Level ="I NFO': Action="Sent" Local -i p="192. 168. 1.5" Local - port="26847" Dst -
i p="192.168. 1. 6" Dst-port="7003" Detail =" Sending Response Code=404, Method=I NVITE, CSeq=1,
To=sip:jorobb@rtp.ciscotac.net, Call-1D=9062bca7eca2af e71b4a225048ed5101@27.0.0.1, From
Tag=872524918, To- Tag=96b9aleaf 669a590, Msg- Hash=254718822158415175, Local -

Sessi onl D=00000000000000000000000000000000, Renot e- Sessi onl D=daf 7¢278732bb5a557f b57925df f cbf 7"

2017-09-19T14: 16: 15. 836-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi me="2017-09-19 18:16: 15, 836"

Modul e="net wor k. si p" Level ="DEBUG': Action="Sent" Local -ip="192.168.1.5" Local -port="26847" Dst-
i p="192. 168. 1. 6" Dst-port="7003" Mg-Hash="254718822158415175"

S| PVMBG

| SIP/2.0 404 Not Found

Via: SIP/2.0/TLS 192.168. 1. 6: 7003; egr ess-

zone=Hybri dCal | Servi ceTraversal ; branch=z9h&GbKc81lc6c4dddef 7ed6be5bdce9868f b019913; pr oxy-cal | -

i d=a82052ef - 6f d7- 4506- 8173- e73af 6655b5d; recei ved=192. 168. 1. 6; r port =7003; i ngr ess-
zone=Hybri dCal | Servi ceTraversa

Via: SIP/2.0/TLS 192.168. 1. 6: 5073; branch=z9hG4bKb0eba6d700df df 761a8ad97f f f 3c240124; x- ci sco-

| ocal -service=nettle;recei ved=192. 168. 1. 6; r port =43119; i ngr ess- zone=Def aul t Zone

Via: SIP/2.0/TLS 64.102. 241. 236: 5061; egr ess-

zone=Def aul t Zone; br anch=z29hG4bK6f e399bae58f b0d70c9d69b8e37e13e5912. 4248943487bf f 4af 6f 649b586¢769
6bb; proxy-cal | -i d=f 2d15853- c81f - 462f - b3e5- c08124f 344a3; recei ved=172. 16. 2. 2; rport =25016

Via: SIP/2.0/TLS

192. 168. 5. 66: 5062; br anch=z9hG4bKOf 455ca79cf 1b0af 5637333aa5286436; r ecei ved=146. 20. 193. 45; rport =35
464; i ngress-zone=Hybri dCal | Servi cesDNS

Via: SIP/2.0/TLS 127.0.0. 1: 5070; branch=z9hG4bK- 383039-



8f 0d64025c04d23b6d5el1d5142db46ec; r port =52706

Call -1 D: 9062bca7ecaafe71b4a225048ed5101@127.0.0.1
CSeq: 1 INVITE

From "pstojano test"

; 1ag=872524918
To: <sip:jorobb@tp.ciscotac. net>;tag=96b9aleaf 669a590
Server: TANDBERG 4135 (X8.10. 2)
War ni ng: 399 192.168. 1.5:5061 "Policy Response”
Sessi on-1D: 00000000000000000000000000000000; r enpt e=daf 7c278732bb5a557f b57925df f cbf 7
Content-Length: O

HETIfEAFRML , SEFIETHFART  ESEEERBIRMAR[HRE (FHEFQDN ) #HTH

2017-09-22T13: 56: 02. 215-04: 00 rtpl2-tpdne-118-VCSC tvcs: Event =" Search Attempted" Service="S|P"
Src-alias-type="SIP" Src-alias="pstojano-test@dmzlab.call.ciscospark.com" Dst-alias-type="SIP"
Dst-alias="sip:jorobb@rtp.ciscotac.net" Call -seri al - nunber="17aa8dc7-422c- 42ef - bdd9-

b9750f bdOedf " Tag="8bd936da- f 2ab- 4412- 96df - d64558f 7597b" Det ai | ="sear chtype: | NVI TE" Level ="1"
UTCTi me="2017-09-22 17:56: 02, 215"

2017-09- 22T13: 56: 02. 218-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-22 17:56: 02, 217"
Modul e="networ k. cpl " Level ="DEBUG': Renote-ip="192.168.1.6" Renpte-port="7003" Detail ="CPL:
<routed> "

2017-09- 22T13: 56: 02. 218-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-22 17:56: 02, 218"
Modul e="networ k. cpl " Level ="DEBUG': Renote-ip="192.168.1.6" Renpte-port="7003" Detail ="CPL:

<l ocation clear="yes" url="sip:cucmrtp.ciscotac.net;Ilr" diversion="" dest-url-for-

nessage="si p:j orobb@tp. ci scotac. net" sip-route-set="" dest-service=""> added
sip:cucmrtp.ciscotac.net;lr to |location set "

2017-09- 22T13: 56: 02. 218-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-22 17:56: 02, 218"
Modul e="networ k. cpl " Level ="DEBUG': Renote-ip="192.168.1.6" Renote-port="7003" Detail ="CPL:
<proxy stop-on-busy="no" tineout="0"/>"

2017-09- 22T13: 56: 02. 218-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-22 17:56: 02, 218"
Modul e="net wor k. search" Level ="DEBUG': Detail ="Search rule 'Inbound M5 to CM5' did not match
destination alias 'cucmrtp.ciscotac.net;lr""

2017-09- 22T13: 56: 02. 218-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-22 17:56: 02, 218"
Modul e="net wor k. search" Level ="DEBUG': Detail ="Search rule 'nultiway' did not match destination
alias 'cucmrtp.ciscotac.net;lr""

2017-09- 22T13: 56: 02. 218-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-22 17:56: 02, 218"
Modul e="net wor k. search" Level ="DEBUG': Detail ="Search rule 'WbEx Search Rule' did not match
destination alias 'cucmrtp.ciscotac.net;lr""

2017-09- 22T13: 56: 02. 218-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-22 17:56: 02, 218"
Modul e="net wor k. search" Level ="DEBUG': Detail ="Search rule 'ISDN | nbound' ignored due to source
filtering"

2017-09- 22T13: 56: 02. 218-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-22 17:56: 02, 218"
Modul e="net wor k. search" Level ="DEBUG': Detail ="Search rule 'recalls into CM5 did not match
destination alias 'cucmrtp.ciscotac.net;lr""

2017-09- 22T13: 56: 02. 218-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-22 17:56: 02, 218"
Modul e="net wor k. search" Level ="DEBUG': Detail ="Search rule ' CEtcp-rtpl2-tpdne-118-ucnpub’ did
not match destination alias 'cucmrtp.ciscotac.net;lr""

2017-09- 22T13: 56: 02. 218-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-22 17:56: 02, 218"
Modul e="net wor k. search" Level ="DEBUG': Detail ="Search rul e ' Conference Factory' did not match
destination alias 'cucmrtp.ciscotac.net;lr""

2017-09- 22T13: 56: 02. 218-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-22 17:56: 02, 219"
Modul e="net wor k. search" Level ="DEBUG': Detail ="Search rule 'Inbound B2B Calling'" did not match
destination alias 'cucmrtp.ciscotac.net;lr""

2017-09- 22T13: 56: 02. 218-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-22 17:56: 02, 219"
Modul e="net wor k. search" Level ="DEBUG': Detail ="Search rule '"Calls to C sco Wbex' did not match
destination alias 'cucmrtp.ciscotac.net;lr""



2017-09-22T13: 56: 02. 218-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi me="2017-09-22 17:56: 02, 219"

Modul e="net wor k. search" Level ="DEBUG': Detail ="Consi dering search rule 'as is local' towards
target 'Local Zone' at priority '"1" with alias 'cucmrtp.ciscotac.net;lr""
2017-09-22T13: 56: 02. 219-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi me="2017-09-22 17:56: 02, 219"

Modul e="net wor k. search" Level ="DEBUG': Detail="Considering search rule 'Hybrid Call Service
Inbound Routing' towards target 'CUCM1ll' at priority '2' with alias 'cucm.rtp.ciscotac.net;lr'"

R BT LUE FExpressway-Ci§ FE AL IF #2883 FUnified CM(192.168.1.21),

2017- 09- 22T13: 56: 02. 232-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi me="2017-09-22 17:56: 02, 232"

Modul e="net wor k. si p* Level ="DEBUG': Action="Sent" Local -ip="192.168.1.5" Local -port="25606" Dst -
i p="192. 168. 1. 21" Dst-port ="5065" Msg- Hash="866788495063340574"

SI PMBG

| INVITE sip:jorobb@rtp.ciscotac.net SI P/ 2.0

Via: SIP/ 2.0/ TCP 192. 168. 1. 5: 5060; egress-

zone=CUCM11; br anch=z9h&4bK251d6daf 044e635607cc13d244b9ea45138220. 69ccb8de20a0e853¢c1313782077f 77b
5; proxy-cal | -i d=17aa8dc7-422c- 42ef - bdd9- b9750f bdOedf ; r port

Via: SIP/2.0/TLS 192. 168. 1. 6: 7003; egress-
zone=HybridCallServiceTraversal; br anch=29h&4bKba323da436b2bc288200d56d11f 02d4d272; pr oxy-cal | -

i d=32c76cef-e73c-4911- 98d0- e2d2bb6f ec77; recei ved=192. 168. 1. 6; r port =7003; ingress-
zone=HybridCallServiceTraversal

Via: SIP/2.0/TLS 192.168.1.6:5073; branch=z9h&bK06cde3f 662d53a210b5b4b11b85500c19; x- ci sco-| ocal -
servi ce=nettl e;recei ved=192. 168. 1. 6; r por t =42533; i ngr ess- zone=Def aul t Zone

Via: SIP/2.0/TLS 64.102. 241. 236: 5061; egr ess-

zone=Def aul t Zone; br anch=z9h&bK297799f 31d0785f f 7449e1d7dbe3595b271. 2ed90cbed5b79c6cf f ad9ecd84cc8
337; proxy-cal | -i d=3be87d96- d2e6- 4489- b936- 8f 9cb5ccaabf ; recei ved=172. 16. 2. 2; r por t =25005

Via: SIP/2.0/TLS

192. 168. 4. 146: 5062; br anch=z29hG4bK043ca6360f 253c6abed9b23f bef f 9819; r ecei ved=148. 62. 40. 64, r port =36
149; i ngress- zone=Hybri dCal | Servi cesDNS

Via: SIP/2.0/TLS 127.0.0. 1:5070; branch=z9hG4bK- 353038-

8c648a16c2c5d7b85f a5¢c759d59aa190; r port =47732

Cal |l -1 D. daala6f ab546ce76591f c464f 0a50ee32@27.0.0.1

CSeq: 1 INVITE

Contact: <sip:192.168.1.6:5073;transport=tls>;call-type=squared

From "pstojano test" <sip:pstojano-test@nzlab.call.ciscospark.conp;tag=567490631

To: <sip:jorobb@tp.ciscotac. net>

Max- Forwar ds: 14

Route:

Recor d- Rout e: <sip: proxy-cal |l -i d=17aa8dc7-422c- 42ef - bdd9-

b9750f bdOedf @92. 168. 1. 5: 5060; transport=tcp; |l r>

Recor d- Rout e: <sip: proxy-cal |l -i d=17aa8dc7-422c- 42ef - bdd9-

b9750f bdOedf @92. 168. 1. 5: 5061; transport=tls;lr>

Recor d- Rout e: <si p: proxy-cal |l -i d=32c76cef-e73c-4911-98d0-
e2d2bb6fec77@92. 168. 1. 6: 7003; transport=tls;lr>

Recor d- Rout e: <si p: proxy-cal |l -i d=32c76cef-e73c-4911-98d0-
e2d2bb6fec77@92. 168. 1. 6: 5061; transport=tls;lr>

Al l ow. | NVI TE, ACK, BYE, CANCEL, | NFO, OPTI ONS, REFER, SUBSCRI BE, NOTI FY
User - Agent: TANDBERG 4352 ( X8.10. 2- b2bua- 1. 0)

247 7 & B R B 2| Expressway-CHY 2 i B sERC & LA S E 85 53(404 Not Found)#® , ‘&R LLE R
DMEBRBTRANER, FEEEBNSEANT :

1. PRI @B 18 538 Al fEExpressway LB A M H &1,

2. Expresswayff B ATEEASIPREXENEE , AREE ISR HASMEMNSIP INVITERE R
o Z{E T LATEExpressway-CHExpressway-E LW [Ei ( BEMARES. EREFi%. ME) &
B R RA R



WTE , &7 LAE A xConfiguration# 47 Expressway-Ei& B {7l ik 25 M Expressway-C%& F i [E 13 _F A9 &
B, SRR EREMUREERBENBLRESE, BRT ZoneBlEZ S , BEA D EE A&
i —fE BN EER S —EEENESH A, £EHEExpressway-EFEE % WEEE|
Expressway-C , & & {al Bk 25 (2 15 it & 1R Al 6E IEFEER E o

ATHEETHES , TEMXxConfigifREMLESNERBRBAESFURKEE, cBR
TraversalServerEBiZi & 7, ©iEiBSIP TCP#E700382Expressway-CHITERMR-

BEANURBHEES, 2 , Y EARMAERASIPEEXE, Expressway Web M E FEAY L&
Preloaded SIP routes support , xConfigurationsi$# '~ £SIP PreloadedSipRoutes Accept

Expressway-E

*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
VCSC. rtp. ci scotac. net"

*c xConfiguration Zones Zone

Name: "Hybrid Call Service Traversal"

Traversal Server Authenticati on Mode: "DoNot CheckCredenti al s"
Traversal Server Authentication UserNane: "hybri dauth"
Traversal Server Col | aboration Edge: "Of"

Traversal Server H323 H46019 Denul ti pl exi ng Mode: "OFf"
Traversal Server H323 Port: "6007"

Traversal Server H323 Protocol: "Assent"

Traversal Server Registrations: "Al ow

Traversal Server SIP Media AesGecm Support: "OFf"

Traversal Server SIP Media Encryption Mde: "Auto"

Traversal Server SIP Media | CE Support: "OFf"

Traversal Server SIP Multistream Mode: "On"

Traversal Server S|P ParaneterPreservati on Mode: "On"
Traversal Server SIP Poi son Mde: "Of"

TraversalServer SIP Port: "7003"

TraversalServer SIP PreloadedSipRoutes Accept: "On"
Traversal Server SIP Protocol: "Assent"

Traversal Server SIP TLS Verify Mde: "On"

Traversal Server SIP TLS Verify Subject Nanme: "rtpl2-tpdne-118-

NN NN NN NN NN NN NN NN N NN

7 Traversal Server SIP Transport: "TLS"

*c xConfiguration Zones Zone 7 Traversal Server TCPProbe KeepAlivelnterval: "20"
*c xConfiguration Zones Zone 7 Traversal Server TCPProbe RetryCount: "5"

*c xConfiguration Zones Zone 7 Traversal Server TCPProbe Retrylnterval: "2"

*c xConfiguration Zones Zone 7 Traversal Server UDPProbe KeepAlivelnterval: "20"
*c xConfiguration Zones Zone 7 Traversal Server UDPProbe RetryCount: "5"

*c xConfiguration Zones Zone 7 Traversal Server UDPProbe Retrylnterval: "2"

*c xConfiguration Zones Zone 7 Type: "TraversalServer"

FEAUEENEHEESHAA3 (WebexBE ) B, B L , BSRAEXN2EEESFEY
FRIEHDNSEFHEAN EE, AR , WEEER LEANESE , ESHURKER, REBEH
, Expressway-E £ kY18 2 #7 B F & FZ {7 iR 25 [2 12 50 AL & 1IE 7

Aut henti cation: "No"
Description: "Calls to VCS-C'
Mode: "AnyAlias"

Name: "Webex Hybrid"

Pattern Behavior: "Strip"
Pattern Repl ace:

Pattern String:

Pattern Type: "Prefix"
Priority: "15"

Progress: "Stop"

Protocol: "SI P"
SIPTrafficType: "Any"

Source Mode: "Named"

Source Name: "Hybrid Call Services DNS"

*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule

W W Wwwwwwwwwwwww

*c xConfiguration Zones Policy SearchRules Rule



*c xConfiguration Zones Policy SearchRules Rule 3 State: "Enabled"

*c xConfiguration Zones Policy SearchRules Rul e 3 Systentenerated: "No"

*c xConfiguration Zones Policy SearchRules Rule 3 Target Name: "Hybrid Call Service Traversal"
3 Target SIPVariant: "Any"

*c xConfiguration Zones Policy SearchRules Rule 3 Target Type: "Zone"

20 R #3EExpressway-CHIxConfiguration , AJ A & Webex Hybrid BV ER & Fin EiHEFHR. EH
ZEN—EHELERES f&“\ﬁExpressway-E xConfiguration(SIP Port: F7003, ). iEH&BIREMR
JE#EExConfiguration By IEFEE o

*c xConfiguration Zones Policy SearchRules Rule

B R —8 , AUUERREHER (O REETURKER ). A (& F*%F ) AR ASIP
PreloadedSipRoutes Accept ( FEEASIPIEH X E ) ﬁﬂﬁﬂ’JW"‘o 2 tkxConfiguration ¥ ] LA & &I
, ZEREAO, BIFECisco Webex’ES MW RFELBIER | EB{EFEEQEEOno

W MEREFEFASIPEEAIENEZ , RATLUERHER , MR LEREBOFEINVITeE
EE%EE#E»E , BIExpressway- c@;ﬁ#ﬁ HE "NMRFAEESESBTSIEHENSIP INVITERER , Al
PRFERASIPIE B X WEAEA, "

Expressway-C

*c xConfiguration Zones Zone 6 Name: "Hybrid Call Service Traversal"

*c xConfiguration Zones Zone 6 Traversal Client Accept Del egated Credential Checks: "Of"
*c xConfiguration Zones Zone 6 Traversal Client Authentication Mde: "DoNotCheckCredential s”
*c xConfiguration Zones Zone 6 Traversal Client Authentication Password:

"{ci pher}qeh8eq+f uvY1GH&GRLder/ 11 YDd76Q 6Kr HGA7g8bJs="

*c xConfiguration Zones Zone 6 Traversal Cient Authentication UserNanme: "hybridauth”
*c xConfiguration Zones Zone Traversal Client Collaboration Edge: "Of"

*c xConfiguration Zones Zone Traversal Cient H323 Port: "1719"

*c xConfiguration Zones Zone Traversal Cient H323 Protocol: "Assent"

*c xConfiguration Zones Zone Traversal Client Peer 1 Address: "amer-expressway01l.ciscotac. net"”
*c xConfiguration Zones Zone Traversal Client Peer 2 Address:

*c xConfiguration Zones Zone Traversal Client Peer 3 Address:

*c xConfiguration Zones Zone Traversal Client Peer 4 Address:

*c xConfiguration Zones Zone Traversal Client Peer 5 Address:

*c xConfiguration Zones Zone Traversal Client Peer 6 Address:

*c xConfiguration Zones Zone Traversal Cient Registrations: "All ow

*c xConfiguration Zones Zone Traversal Client Retrylnterval: "120"

*c xConfiguration Zones Zone Traversal Client SIP Media AesGecm Support: "OFf"

*c xConfiguration Zones Zone Traversal Cient SIP Media Encryption Mde: "Auto"

*c xConfiguration Zones Zone Traversal Client SIP Media | CE Support: "OFf"

*c xConfiguration Zones Zone Traversal Client SIP Multistream Mbde: "On"

*c xConfiguration Zones Zone Traversal Client SIP ParaneterPreservati on Mde: "On"

*c xConfiguration Zones Zone Traversal Cient SIP Poison Mde: "Of"

*c xConfiguration Zones Zone TraversalClient SIP Port: "7003"

TraversalClient SIP PreloadedSipRoutes Accept: "Off"
Traversal Client SIP Protocol: "Assent”

TraversalClient SIP TLS Verify Mde: "On"

Traversal dient SIP TURN Server Address:

*c xConfiguration Zones Zone Traversal Client SIP TURN Server Port:

*c xConfiguration Zones Zone Traversal Client SIP Transport: "TLS"

*c xConflguratlon Zones Zone 6 Type: "TraversalClient"

L |, BASREERE AEXxpressway-CHREHE FinEEEEIRRR. BN ESARASIPEAZETR
k’ono
RRFR

EERZERBASIPERAXE  FHATUTERE

*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone

(o) IR >R o> RN BN NN Wi e> N>R o) R e) o) I e) B e) M) NN Mo le) M) B« ) N ) B e) B e) I e))

& AExpressway-C
2. B FConfiguration > Zones > Zones



. REREEHUBRKEREFHKES (wmEREFME)
4. #Preloaded SIP routs supporti% & Z0On
5. BEMT
BHEE : 3 R ULIZ =B R T Expressway-C EEVHFE | B R iR WebexiB & W MLE 7] IR 85 (215

FHFERASIPIEH X MEIET , BI7EExpressway-E L AT FMARM P ET B FaiEn, &
EEERT , BKEFTEIFIEZ)ZEEXpressway-C , MExpressway-Ef$ & a?Eﬁﬁﬂ?ﬂuﬂtﬁﬁ

404 Not Found,

5. Cisco Webex & F IE 7 2 I M B FEALE A1 ( BEFE )

WA ERER I 2 - T EEHFUERMNALMUS R, HALEE , BRI A (WS
) #ECisco WebexFEA R#EZBRBEZ HMF M A ( EWS ) BWMEGEX (BH ) . F—EEXH
Cisco Webex* i , £ -EEANHAAPEBRRBER. AT AE S FT~H I E U2 698 Z89 =46

1 i B

Jonathan Robb

|I"".:' '_‘-l."'-"f'

& X

jorobb-CSC Test Phone

% —{B38 Hl(toast) 3R B #£Cisco Webexim I AE (W5 ), LHIERHFUIDIFERX
FUPFERAENETER. 5% /B (toast)?k B A # CTIZ Cisco Webex RD , 2 EL#g ST FEALAY
FRE, £9 , EBTALUTFELETR, ER , MRERB\EAUMFUER ( RECisco Webex’BE
FILERETFM ) , AITAEEEER , W TEMR.



° Alice calls Bob using her Spark client.

Bob’s Spark client rings and call is forked to

Expressway.
+14085551234

bob@example.com Bob’s endpoint rings; Spark Remote Device

\\““ is triggered.
2 park-R i . .
o Call is extended to Cisco Collaboration
= rD bob@example.call.ciscospark.com Cloud through remote destination on Spark
Fle Remote Device; Cloud blocks the loop.
7 Expressway-C Expressway-E

VzZ/

.....

Cisco Unified CM  bob@example.call.ciscospark.com

22

+14085551235
alice@example.com

313106

Alice Bob

REH , BALLE B Alice IEF£ BB HCisco Webex & FEALBob , it B FEIY 4 2 7 B ASith, b FEOY
FEEE 7 B 4EBobEFER H #HURICE, BIEER , RSP , BHURItE P EAEMMAICTI-RDER
Cisco Webex RD, E it , &ML A4 CTI-RDE Cisco Webex RDEF | W L& &% [El Cisco
Webex , B A% E 2 Bbob@example.call.ciscospark.comBt B 7 &% B, Cisco Webex ZE th1E
M H R RBUE S E IR,

A fECisco Webex EfEEUEFEALEL |, Cisco WebexBRHEEAESIPHREFKRE—FE5IE , cEEHX
SIBLLEUHZIREER. Cisco Webexifi AEISIP INVITER#Y 5| 878 &"call-type=squared" , Z{E &
AZ|Contact¥R5EAH ., MRHEHE 2P MBRILE , Cisco Webex B f#F an [ EUE FEAL

FALRET , EUUEFBELHERNES , BIE ERWebex i & Jonathan Robbi 1T FEIY B
, EFAERICisco Webex EA KN EIMEEA (B ) . EEFRRLERE , ZHREFTEWE
Expressway-CHlExpressway-ERY 2 BT A 555 #%. {EAREE , B AR Expressway-E B , BEE
SIP INVITEERE L 7E A 35 Ei% M ¥ 24 Cisco Webex INVITER ContactiZ 38 e B 17 7E call-
type=squaredfB. EMBRHABAIEUE M A RNBRLES . TERIESPEAEXpressway-ER
INVITER R~ /5 ER o

2017- 09- 19T14: 01: 48. 140- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 18: 01: 48, 140"
Modul e="net wor k. si p* Level ="DEBUG': Action="Received" Local -i p="172.16.2.2" Local - port="5062"
Src-ip="146.20.193. 73" Src-port="40342" Msg- Hash="11658696457333185909"

S| PVSG

| INVITE sip:pstojano-test@rtp.ciscotac.net SIP/2.0

Via: SIP/2.0/TLS 192. 168.5. 164: 5062; branch=z9hG&4bK564cd36d87f 3417513¢c9b559dc666f 71, SI P/ 2. O/ TLS
127. 0. 0. 1: 5070; br anch=z9hG4bK- 3237- 5¢5060d07ecc546a0bb861ef 52a5f 507; r por t =43306

Cal |l -1D: 6bc0Oca8210c0b48df 69f 38057ecle48b@27.0.0. 1

CSeq: 1 INVITE

Contact: "I 2sip-UA" <sip:l2sip-UA@ 2si p-cfa-01. wox2. com 5062; transport=t| s>; call-type=squared



<-- Webex inserted value
From: "Jonathan Robb"

; 1ag=540300020
To:

Contact# 5877 7 call-type=squaredfE. LtEF , H O} AABIBEXpressway B I &% HWebexB &
& FE Rl B 23 (2 350 ﬁﬂ’ﬁ—llflﬁsExpressway-EEliﬁ , LARETE tnfu] fE Expressway-E 3 AL, &A%
BRI — MBS |, SRBExpressway-ERE LR A RIBHINVITE,

2017-09-19T14: 01: 48. 468- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 18: 01: 48, 468"

Modul e="network. si p" Level ="DEBUG': Action="Sent" Local -ip="192.168.1.6" Local -port="7003" Dst -
i p="192.168. 1. 5" Dst-port="26686" Msg-Hash="1847271284712495612"

SI PMBG

INVITE sip:pstojano-test@rtp.ciscotac.net S|P/ 2.0

Via: SIP/2.0/TLS 192. 168. 1. 6: 7003; egress-
zone=HybridCallServiceTraversal; br anch=29h&4bKec916b02b6d469abad0a30b93753f 4b0859; pr oxy-cal | -

i d=d7372034- 85d1- 41f 8- af 84- df f ed6d1a9a9; r port

Via: SIP/2.0/TLS 192.168.1.6:5073; branch=z9h&bKd91699370129b4c10d09e269525de00c2; x- ci sco-| ocal -
service=nettle;received=192. 168. 1. 6; r port =43119; i ngr ess- zone=Def aul t Zone

Via: SIP/2.0/TLS 64.102. 241. 236: 5061; egr ess-

zone=Def aul t Zone; br anch=z9h&bK52aac9a181192566e01b98ae0280bdf f 858. 0e65cdf e078cabb269eecb6bcel32
8be; proxy-cal | -i d=ec51e8da- ela3-4210- 95¢c9- 494d12debcd8; recei ved=172. 16. 2. 2; r port =25016

Via: SIP/2.0/TLS

192. 168. 5. 164: 5062; br anch=z9hG4bK564cd36d87f 3417513c9b559dc666f 71; r ecei ved=146. 20. 193. 73; rport =4
0342; i ngress-zone=Hybri dCal | Servi cesDNS

Via: SIP/2.0/TLS 127.0.0. 1: 5070; branch=z9h&4bK- 3237- 5¢5060d07ecc546a0bb861ef 52a5f 507; r por t =43306
Call-1D: 6bc0ca8210c0b48df 69f 38057ecle48b@27.0.0. 1

CSeq: 1 INVITE

Contact: <sip:192.168.1.6:5073;transport=tls> <-- Webex inserted value is now missing

From: "Jonathan Robb"

; 1ag=540300020
To:

Max- Forwar ds: 15
Rout e: <sip:cucmrtp.ciscotac.net;lr>

AR R Expressway-EEiA ElExpressway-CHILELSIP INVITER |, 587 Z Contact¥R ZE it 4> call-
type=squared. FEEELHNSE —E2 , £HE41TH IU\—IJ«XEEU H:'. I:I EiEHER
HybridCallServiceTraversals. IEE,@—IJ«X ETE , Cisco Webex & Fl T2 4 8 5% R UK Z 58 — BB A0
(toast)BY R K R Expressway-E#SIP INVITE ContactfZ 5 A % BReall-type=squarediZ% ., EEZH
BER , RTERREREMR T LEIBHEE,

MY B BB R Expressway LR ERN RSP ILRRBERETRE  ALERHRAENRIFVE



o HIREHFxConfiguration , BRI L E RN EFHHWEES RN, ERHExConfigurationFHEE, , ER

THEARHEEVaITHPNER , ZBREINEAFF. BUUE Itﬁﬁkegress-
zone=HybridCallServiceTraversal, #% Jtl:-’éﬁﬁufﬂ EISIPFRER ViafTh: , R FHMBR.
xConfigurationii AP EREFHE B EEZERK , YRS FWUREE BEHHERAL.

Traversal Server Authenticati on Mdde: "DoNot CheckCredenti al s"
Traversal Server Authentication UserNane: "hybridauth"
Traversal Server Col | aboration Edge: "Of"

Traversal Server H323 H46019 Denul ti pl exi ng Mode: "OFf"
Traversal Server H323 Port: "6007"

Traversal Server H323 Protocol: "Assent"

Traversal Server Registrations: "Al ow

Traversal Server SIP Media AesGecm Support: "OFf"

Traversal Server SIP Media Encryption Mde: "Auto"
Traversal Server SIP Media | CE Support: "OFf"

Traversal Server SIP Multistream Mode: "On"
TraversalServer SIP ParameterPreservation Mode: "Off" <--

*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
Possible Suspect Value

*c xConfiguration Zones Zone 7 Traversal Server SIP Poison Mbde: "Of"
*c xConfiguration Zones Zone 7 Traversal Server SIP Port: "7003"

NN NN N N NN NN NN

*c xConfiguration Zones Zone 7 TraversalServer SIP PreloadedSipRoutes Accept: "On" <==
Possible Suspect Value
*c xConfiguration Zones Zone 7 Traversal Server SIP Protocol: "Assent”

~

*c xConfiguration Zones Zone Traversal Server SIP TLS Verify Mde: "On"
*c xConfiguration Zones Zone 7 Traversal Server SIP TLS Verify Subject Nanme: "rtpl2-tpdne-118-
VCSC. rtp. ci scotac. net"

*c xConfiguration Zones Zone 7 Traversal Server SIP Transport: "TLS"

*c xConfiguration Zones Zone 7 Traversal Server TCPProbe KeepAlivelnterval: "20"
*c xConfiguration Zones Zone 7 Traversal Server TCPProbe RetryCount: "5"

*c xConfiguration Zones Zone 7 Traversal Server TCPProbe Retrylnterval: "2"

*c xConfiguration Zones Zone 7 Traversal Server UDPProbe KeepAlivelnterval: "20"
*c xConfiguration Zones Zone 7 Traversal Server UDPProbe RetryCount: "5"

*c xConfiguration Zones Zone 7 Traversal Server UDPProbe Retrylnterval: "2"

*c xConfiguration Zones Zone 7 Name: "Hybrid Call Service Traversal"

BBAREFUREEREANRE , B UEHRENBERE , S

. SIPFESASIPEHIES : R
. SIPE|BREBER : Off
£ FfEMExpresswayfyWeb T , B LBRELENEER TR,

WA SIPREH 3 3

Switch Preloaded SIP routs support On ( RIAKFEFHANSIPERAZEON ) , FXEFHENEED
B BIREAISIP INVITEER,

MREFLEEIHIER TS IIMARSIP INVITEFER , BIYIBRFERASIPIEHZEREA,
SIP5| B R &
HEEExpresswayfIB2BUAR B RERNE T EIB I B AHMWSIPFERPH 5 &,

Onpreserveslit 215 EEB2BUA Z [E 8 55 R A SIPFE R URIFN B 48 A 51 &0

WREZE , B2BUATTLLE B 7E It B FIB2BUA 2 % 1 55 R Y SIPFE R URIFI Contact 3| &,
RIBIELFESR, xConfigurationSA X call-type=squaredEMIESIP INVITER "B A L ZBEF | &
AILETE , RS M IUREER EE EA4SIP5| 8RB EREAOFBZEE R MERF Cisco Webex &
S RE AN R R,



R TT B

ERZSIP INVITER Contact¥R M call-type=squaredfd , &4 ERE{RExpressway X EBREBIE
SHEEREEFIUNEFSNSIPEIE

1. & AExpressway-E

2. Bfn 2Configuration > Zones > Zones

. BEANESEEMRRENES

4. #SIPE| BREEEREAON

5. RFERE.
HH R R R A R A
MiZE - ERbROIBESD | 85358 B RExpressway-E L IWebex’ B & BB AR EE, HicE , &
Webex;BEAEBREZEFIRHCUCMMBEREE L , SIPSIHREZET S IUREAON, EMER BN
fEExpressway-C LS. MR HEBEEEN , BT BEFRBExpressway-E&# call-type=squared&
BEi£ F|Expressway-C , 3 H & 2 Expressway-CH& H &5,

HYh : AERERE/ = Cisco Webex

#5708 K B Cisco WebexfY H uh A4 it FE Il sk B H 2 EBHERI WS FEEAR : T ERR I Unified
CMEMERMHUZEFIUREESEN S —FEAER , EXiEFIRIS , {EHCisco WebexFE A KRRk
85, 1 EYH NS SETHIEHERR | SRR T It SR I B3 A 1Y I SRAZ AN B EE

CEUE Loyl

1. FAEAR B CHAIPEFZ LI EEHEBR B #URI

2. EAEBH A b BEFEMCTI-RD/Webex-RD3E 32 H.0Y

3. EAEBHN A EFERKRER

4. £ A EBHICTI-RD/Webex-RD#& bt I/ 11 2 2% B UserB@example.call.ciscospark.com#y B 12

5. Unified CM#% 1t FE 1L {E3% | Expressway-C

6. Expressway-C#% I ix E|Expressway-E

7. Expressway-EfEcallservice.ciscospark.comif L #1TDNSZ&E

8. Expressway-E E R BiB #5062 £ EICisco WebexIRE,

. Expressway-E#1Cisco WebexIRIER KRB EIEF
10. Cisco WebexIRIE & #% - ILHEIE Z 55 A & B 7 A B RtWebexFE A
11. A EBH 7 A B RWebexFE i B AR ER

I L 57

©

B ¥ Z 5 i &B on-prem phone > Unified CM > CTI-RD/Webex-RD > Expressway-C >
Expressway-E > Cisco Webex environment > Cisco Webex app , 21T B Ff7=o



o Alice calls Bob using her endpoint.

+14085551234
bob@example.com o Bob’s endpoint rings.

Call extended to the Cisco Collaboration
Cloud through remote destination on
Spark Remote Device; Bob answers on
Spark.

ob@example.call.ciscospark.com

Expressway-C

Cisco
Unified CM

bob@example.call.ciscospark.com

_,o Dial bob@example.com or

/
ﬁ +14085551234

+14085551235 Bob
alice@example.com

313105

MisE : 2R Cisco Webex; B & 585 F M REL

AR TR

MREEEHEE S Cisco Webex® H b7 X I KAV BT , BEEWE Unified CM. Expressway-
CHlExpressway-E A5, BiBIEL AFE , B RA RN 2T EBREN, EEANIUERY

RIBHBZENIER 2 —EARESEREMExpressway " 2F P50, . BiBExpressway# &

FEs ek |, O LURIER R ¥ Cisco Webexty 20 X FF L 2 & B iEExpressway-CHRE,

EFERBEELRG , SUAMTUTRE

1. B AExpressway-E
2% 1R S R Y
B ERE-2 8B iR
BRRLZREEINEREMNWM Webex SIP URIKY B 42 ith 31t 59 FFAY
(user@example.call.ciscospark.com)
MRE ST LR ARBRIRExpressway-ER S F Lo FEITHIFEIL |, 57 Expressway-CEE
BBz
o #rExpressway VR BT A6 BT , 55& = 0] 38 B b ey

1. SIPEERURIAE £ Cisco Webexfi f & B SIPith it

2. SIP FROMB M X KBREAFEWSHA "EFHK, <sip:Alias@Domain>
FEALERA , @R EWFH B SKURI, W 5RE F M K405 B Cisco Webex SIPih it
SEPE A, MREREULEMER , EALES TINVITESIP., |, EXHKIIER
ExpresswayiZ{THIFTESIPFEAY, 35l H H 3G FEILEISIP INVITER |, B LA EI A EHSIP Call-
ID., BITUHRER , BRERIZECall-IDIE S BT B 5HEN AR B b Y ERAH B T B E 2.

BT REY SRR I BRIESERE £ B E TR | BEIfRUnified CMEEMEFEEICisco


/content/en/us/td/docs/solutions/PA/maroon/spark/hybdsrvs.html

Webex3RIEHY i ¥E I — L 8 R REE,
B8 1. Expresswayf& = & #Tcallservice.ciscospark.comit: it

Expressway DNS[EF W ZEZEREIBRE R BRIFFRURIGAERWIHHITONSEH, ERBE—H
, FBEE—ERGl, wRDNSIEE#KEE R URIApstojano-test@dmzlab.call.ciscospark.com#y
Moy, R A A Expressway DNS [E 15 #% £ dmzlab.call.ciscospark.com ( #&RURIEV G ) L#I1T
DNS SRVEF#BEE., MRExpresswayEHTILIRE , BIETEEREUTEHNEE,

_sips._tcp.dnel ab. call.ciscospark.com
Response: 5 10 5061 | 2si p-cfa-01. wox2. com
| 2si p-cfa-01. wbx2. com

Response: 146. 20. 193. 64

MRFHARE |, BEEISRVICHE R A AR UL FIR5061 , A R5062.

EERETEEES062 LR EMETLSIEF |, 3 B EExpressway#Cisco Webex 2 i F BBV 12
HITES. WEENBEER , (Cisco Webex/BE I IR ZEIER) REBPEIEHERE
5061 , AARLIIRIER AL EH EETFWL,

TEExpressway £ BB L ZZEDNS[EIFHSRVEHBEN TS N 2B EExpressway , FHRIFERE
HPEHTERES,

B, 2SS EFRWE S ESEIEExpressway-E , RAKEE (FRESEL K ) XV
WERZEEE, 3% AExpressway-ER9EE—{ESIP INVITER , RECEABERED, EEFEH
WL SR A, RO ERME R, AR MR EREIEZIDNSEE |, #§84 T BEDNSEHELE,

2017- 09-19T13: 18: 50. 562- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 17:18: 50, 556"
Modul e="net wor k. si p* Level ="DEBUG': Action="Recei ved" Local -i p="192.168. 1. 6" Local - port="7003"
Src-ip="192.168.1.5" Src-port="26686" Mg-Hash="4341754241544006348"

S| PMSG

| INVITE sip:pstojano-test@dmzlab.call.ciscospark.com SI P/ 2.0

Via: SIP/2.0/TLS 192. 168. 1. 5:5061; egress-
zone=HybridCallServiceTraversal; branch=z9hG4bK6d734eaf 7a6d733bd1e79705b7445ebb46175. 1d33be65c99c
56898f 85df 813f 1db3a7; pr oxy- cal | -i d=47454¢c92- 2b30- 414a- b7f e- af f 531296bcf ; r port

Via: SIP/2.0/TCP 192. 168. 1. 21: 5065; br anch=z9hG4bK13187594dd412; r ecei ved=192. 168. 1. 21; i ngr ess-
zone=CUCML1

Call-ID: 991f7e80-9cl1517a-130ac-1501a8c0@92. 168. 1. 21

CSeq: 101 INVITE

Cal | -1 nfo: <urn:x-cisco-renotecc: callinfo>; x-cisco-video-traffic-cl ass=DESKTCOP

Renot e- Party-1D: "Jonat han Robb"
<si p: 5010@t p. ci scot ac. net >; party=cal | i ng; screen=yes; pri vacy=of f

Cont act: <sip:5010@92. 168. 1. 21: 5065; transport =t cp>; vi deo; audi o

From: "Jonathan Robb"

; tag=332677~c9cc7ddc- 9592- 49e8- al3c- 79e26f 48eebc- 30106860
To:



Max- Forwar ds: 15

Recor d- Rout e: <si p: proxy-call-i d=47454¢c92- 2b30- 414a- b7f e-
af f 531296bcf @92. 168. 1. 5: 5061; transport=tls;lr>

Recor d- Rout e: <si p: proxy-cal |l -i d=47454¢c92- 2b30- 414a- b7f e-
af f 531296bcf @92. 168. 1. 5: 5060; transport=tcp; |l r>

Al ow. | NVITE, OPTI ONS, | NFO, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRI BE, NOTI FY
User-Agent: Cisco-CUCM11l.5

Expires: 180

Date: Tue, 19 Sep 2017 17:18:50 GVI

Supported: tinmer,resource-priority,replaces, X-cisco-srtp-fallback, X-cisco-original-called
Sessi on- Expi res: 1800

M n- SE: 1800

Al l ow Events: presence

X- TAATag: 2272025a- ce36-49d0- 8d93- cb6a5e90f f el

Session-1 D 75957d4f b66a13e835c10737aa332675; r ennot e=00000000000000000000000000000000
Cisco-Qui d: 2568978048- 0000065536- 0000000148- 0352430272

Cont ent - Type: application/sdp

Content -Length: 714

<SDP Om tted>

FEUESIP INVITER | &A1 LUK EFE R URI(pstojano-test@dmzlab.call.ciscospark.com), Call-
ID(991f7e80-9¢11517a-130ac-1501a8c0), From("Jonathan Robb"
<sip:5010@rtp.ciscotac.net>), To(sip:pstojano-test@dmzlab.call.ciscospark.com)#User-
Agent(Cisco-CUCM11.5), W EILLINVITE® , ExpresswayBRE X BMEBEAR  LUBERSH
LAz ik 3 S —{E[EE . Expresswayi$iR iR S5 RIS TILRE,

2017-09-19T13: 18: 50. 564- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 17:18: 50, 564"

Modul e="net wor k. search" Level ="DEBUG': Detail="Search rule 'B2B calls to VCS-C' did not match
destination alias 'pstojano-test@dmzlab.call.ciscospark.com'"

2017-09-19T13: 18: 50. 564- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 17:18: 50, 564"

Modul e="net wor k. search" Level ="DEBUG': Detail="Search rule 'Webex Hybrid' ignored due to source
filtering"

2017-09-19T13: 18: 50. 564- 04: 00 an®er - expressway0l tvcs: UTCTi ne="2017-09-19 17:18: 50, 564"

Modul e="net wor k. search" Level ="DEBUG': Detail="Search rule 'Calls to Webex' did not match
destination alias 'pstojano-test@dmzlab.call.ciscospark.com'"

2017-09-19T13: 18: 50. 564- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 17:18: 50, 564"

Modul e="net wor k. search" Level ="DEBUG': Detail="Considering search rule 'Webex Hybrid - to Webex
Cloud' towards target 'Hybrid Call Services DNS' at priority '90' with alias 'pstojano-
test@dmzlab.call.ciscospark.com'"

BB LENBERHE , B LB B|Expressway-EEBHEESRAETTHENT , EREERT — @
(Webex Hybrid — E]Webex Cloud)ii 8l #SKRANELIEF A9 , BEAEERESHWURE
DNS[EiH, REMFWIEEEIXZEIDNSES , B LARIEExpressway-E L 84 FDNS SRVEH

2017-09-19T13: 18: 50. 565- 04: 00 aner - expr essway01 tvcs: UTCTi me="2017-09-19 17:18: 50, 565"
Mbdul e="net wor k. dns" Level ="DEBUG': Detail ="Sendi ng DNS query"
Name="dnzl ab. cal | . ci scospar k. coni’ Type="NAPTR (IPv4 and | Pv6)"
2017-09-19T13: 18: 50. 718- 04: 00 aner - expr essway01 tvcs: UTCTi me="2017-09-19 17:18: 50, 718"
Modul e="net wor k. dns" Level ="DEBUG': Detail="Sending DNS query"
Name="_sips._tcp.dmzlab.call.ciscospark.com" Type="SRV (|Pv4 and | Pv6)"
2017-09-19T13: 18: 50. 795- 04: 00 aner - expr essway01 tvcs: UTCTi me="2017-09-19 17:18: 50, 795"
Modul e="net wor k. dns" Level ="DEBUG': Detail="Resolved hostname to:
['IPv4''TCP''146.20.193.64:5061'] (A/ AAAA) Hostname:'l2sip-cfa-01l.wbx2.com' Port:'5061'
Priority:'5' TTL:' 300" Weight:'10' (SRV) Nunber of relevant records retrieved: 2"

ELAENRKEBREF , B LLE F|Expressway-EERFER
URI(_sips._tcp.dmzlab.call.ciscospark.com)i H 44T T SRVE , It B B #F T A E#F of 12sip-
cfa-01.wbx2.com#1#£5061, hostname I2sip-cfa-01.wbx2.comf&4T £146.20.193.64, FHILLEHA



ExpresswayT—EH%B'KHRE’JEEEEEH%TCP SYNE R 2 Ei%%146.20.193.64 , AEEREYT
o, & iBExpressway-E B0k , BRI LU R EREEREE N

2017-09-19T13: 18: 51. 145-04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 17:18:51, 145"

Modul e="network. tcp" Level ="DEBUG': Src-ip="172.16.2.2" Src-port="25010" Dst-ip="146.20.193.64"
Dst-port="5061" Detail="TCP Connecting"

2017-09-19T13: 19: 01. 295- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 17:19: 01, 289"

Modul e="network. tcp" Level ="ERROR': Src-ip="172.16.2.2" Src-port="25010" Dst-ip="146.20.193.64"
Dst- port—"5061“ Detail="TCP Connection Failed"

£ EiRExpressway-ER2 B B e sk XIS B , AT ELE ZlExpressway-EE £ EFELREIP
146.20.193.64 , it LLETEIR TCPi$5061ﬁ$$ﬁ BHERTEEAK, RIKENERTHEDD
o LU AR AR

Expressway-E attempts TCP Connection

Protecol S Pest
TR

en=0 TSval=231154B28 Tﬁﬂl‘dlmm39
- 3 g

TER

The Expressway-E doesn’t receive a SYN-ACK
50 it retries the SYN packet again 3 times

BRIFELER , JLUFRHEE |, B5061 LWREELRIN., ER , BEWWURKEREMSER
TCPiE5062 , ﬁﬁT;E5061o EIJHS , MEEEE A BEExpressway EF TR [E #5062 SRVEC 8%
. BEEROZILRERE , &7 LLfEExpressway-E WebexiE S DNS[E1Z - &5 qfAER Bl B 22

Name: "Hybrid Call Services DNS"

DNS S| P Aut hentication Trust Mde: "Of"

DNS SI P Default Transport: "TLS"

DNS SIP DnsOverride Name: "ciscospark.com"
DNS SIP DnsOverride Override: "Off"

DNS SI P Media AesGecm Support: "OFf"

DNS SI P Media Encryption Mde: "On"

DNS SI P Media I CE Support: "OFf"

S| P Paraneter Preservati on Mde: "Of"

DNS S| P Poi son Myde: "OFf"

DNS SI P Prel oadedSi pRout es Accept: "On"

DNS SI P Record Route Address Type: "IP"

DNS S| P Sear chAut oResponse: "OFf"

DNS SIP TLS Verify | nboundd assification: "On"
DNS SI P TLS Verify Mde: "On"

DNS SIP TLS Verify Subject Nane: "call service. ci scospark. cont
*c xConfiguration Zones Zone DNS SIP UDP BFCP Filter Mde: "Of"

*c xConfiguration Zones Zone SIP UDP I X Filter Mdde: "Of"

f£Expressway-EfxConfiguration® , & a] LAE B MEEDNSZE# #H IRV 45 7% & : DNSOverride
NameHIDNSOverride Override. &/ ttxConfiguration , DNSOverride OverrideZ%E &Off , R it
DNSOverride Name T84 M., & T EF i BEFIE J“‘fEE’JFH , $& 0] LA FAExpressway Web UI&E
HELENER.

*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone

D OO0 6 OO o

%

& B DNSHHR (#ExConfigH E#t £ DnsOverride Override)

A& H UG SIPRERL Gt R R B F B EMNSIPE , MA 5% EEh g, iBEFEHRCisco
WebexBiER#E. 552 Bwww.cisco.com/go/hybrid-services.

B8 8/ (TExConfigHh i§3#% ADnsOverride & 18)



http://www.cisco.com/go/hybrid-services

BMAEZEDNSHEHMNFQDN , MAR7E HIESIP URIEE S, RHBSIP URITSEE,

RELCRETELESR  REAR  WRRELER , SLEERMHUDNSERZETLMEE. IR
# I B IB B Cisco Webex B & I R 15 S B ISR B M & , BB IB IS UDNSHE RS EBRTE
A0n , T EiE S KR E Acallservice.ciscospark.com, MREE SIS LB LIS EERNER

: HIDNS SRVEHBEE =S T, THRExpressway-EZ BT AR AE T HENAETHN A
&

2017- 09- 19T10: 18: 35. 048- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 14:18: 35, 048"

Modul e="net wor k. dns" Level ="DEBUG': Detail="Sending DNS query"
Name="_sips._tcp.callservice.ciscospark.com" Type="SRV (| Pv4 and | Pv6)"

2017-09-19T10: 18: 35. 126- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 14:18: 35, 126"

Modul e="net wor k. dns" Level ="DEBUG': Detail="Resolved hostname to:
['IPv4''TCP''146.20.193.70:5062'] (A/AAAA) ['IPv4''TCP''146.20.193.64:5062'] (A/AAAA)
Hostname: 'l2sip-cfa-02.wbx2.com' Port:'5062' Priority:'5' TTL:'300' Weight:'10' (SRV)

Hostname: 'l2sip-cfa-0l.wbx2.com' Port:'5062' Priority:'5' TTL:'300' Weight:'10' (SRV) Nunber of
rel evant records retrieved: 4"

R TT B

1. & AExpressway-E

2. Bfin E|Configuration Zones > Zones

3. BECHEMN Webex) ESDNSE

4. #1EHDNSFER R E AON

5. 7% Tig, 5% E Acallservice.ciscospark.com

6. fEFEN

B¥EE - 2R Expressway E R E A —EDNSEHE, , AIFEE & —EEBHIDNSESE , SAEEA L
FAELENREFURE —EERA,

[ R 2.38 506248 A 1F H 34 ECisco Webex

B RWebexty 2 X Hut I kA — BB 2 BER , $1UA B Cisco WebexFE F A& 1E #9849 FE A
FER ThiA, &8 BEZFRRETIR, ELEMNER—& , YALLEE  SEEEEXEH
RN TEMB GRS , UE B ERTE, ﬁﬁﬁﬁmﬁﬁﬂ?ﬂwﬁmﬁ%ﬂ $)TEIE\.EE’J$E/T\ , BB R
XN ElFf R B EB 2

AR "EF RENER



pstojano test

Active 15 minutes ago ™

i
& Al v @ |

PT

test

test was unavailable.

EE TR IURIRER, Bl , BT LAEExpressway-ER B B RRB oW RAKBCEER
Expressway £ #V1%5 SFF 5 50 &k 2R E WAL 23ZE 7 ABEEE, B2 R — 4 | 1#.1¢Expressway-C A
Emm$mwfmm%mwmﬁ%°mﬂﬁugﬁﬂmmaﬂﬁ

1. Expressway-E2 B WEIINVITE

2. BERABERS KT IHEER REDNSESE
3. DNSEZ R EH{TDNSE I 1F [EFERYIT L 1T
4. R EBER W EREY TE50620TCPIEF
5 HETLSIEFREKI

2017-09-19T10: 18: 35. 023- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 14:18: 35, 017"

Modul e="net wor k. si p" Level ="DEBUG': Action="Received" Local -i p="192.168.1.6" Local - port="7003"
Src-ip="192.168.1.5" Src-port="26513" Msg- Hash="3732376649380137405"

S| PMSG

| INVITE sip:pstojano-test@dmzlab.call.ciscospark.com S|P/ 2.0

Via: SIP/2.0/TLS 192.168.1.5:5061; egress-
zone=HybridCallServiceTraversal; br anch=z9h&4bk57d8d5c823824bcddf d62f 6f f 7e09f 9939482. 899441b6d60C
444e4ed58951d07b5224; pr oxy-cal | - i d=696f 6f 1c- 9abe- 47f 3- 96a4- e26f 649f b76f ; r port

Via: SIP/2.0/ TCP 192. 168. 1. 21: 5065; br anch=z9h&G4bK12d4b77¢c97a64; r ecei ved=192. 168. 1. 21; i ngr ess-
zone=CUCML1

Call-ID: 6a48de80-9cl11273a-12408-1501a8c0@l92. 168. 1. 21

CSeq: 101 INVITE

Call -Info: <urn:x-cisco-renotecc: callinfo>; x-cisco-video-traffic-cl ass=DESKTCOP
Renot e- Party-1D: "Jonat han Robb"
<si p: 5010@t p. ci scot ac. net >; party=cal | i ng; screen=yes; pri vacy=of f

Contact: <sip:5010@92. 168. 1. 21: 5065; t ransport =t cp>; vi deo; audi o

From: "Jonathan Robb"

; tag=328867~c9cc7ddc- 9592- 49e8- al3c- 79e26f 48eebc- 30106829
To:

Max- Forwar ds: 15
Recor d- Rout e: <si p: proxy-cal | -i d=696f 6f 1c- 9abe- 47f 3- 96a4-
e26f 649f b76f @92. 168. 1. 5: 5061; transport=tls;|r>



Recor d- Rout e: <si p: proxy-cal | -i d=696f 6f 1c- 9abe- 47f 3- 96a4-
e26f 649f b76f @92. 168. 1. 5: 5060; transport=tcp;lr>

Al ow. | NVITE, OPTI ONS, | NFO, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRI BE, NOTI FY
User-Agent: Cisco-CUCM11l.5

Expires: 180

Date: Tue, 19 Sep 2017 14:18:34 GMI

Supported: tinmer,resource-priority,replaces, X-cisco-srtp-fallback, X-cisco-original-called
Sessi on- Expi res: 1800

M n- SE: 1800

Al l ow Events: presence

X- TAATag: b2967a3b- 93f b- 4ca4- b0d7- 131f 75335684

Session-1 D 75957d4f b66a13e835c10737aa328865; r ennot e=00000000000000000000000000000000
Cisco-Guid: 1783160448- 0000065536- 0000000126- 0352430272

Cont ent - Type: application/sdp

Content -Length: 714
<SDP Onmitted>

mEMmABFERAR , INVITEERWRIEE, ER "CFEW, 281 , REExpressway-C IPibit, BIE
, WA L E RS 2 35 5@ 88

2017-09-19T10: 18: 35. 023-04: 00 aner-expressway0l tvcs: UTCTi ne="2017-09-19 14:18: 35, 022"

Modul e="net wor k. search" Level ="DEBUG': Detail="Search rule 'B2B calls to VCS-C' did not match
destination alias 'pstojano-test@dmzlab.call.ciscospark.com'"

2017-09-19T10: 18: 35. 023-04: 00 aner-expressway0l tvcs: UTCTi ne="2017-09-19 14:18: 35, 022"

Modul e="net wor k. search" Level ="DEBUG': Detail="Search rule 'Webex Hybrid' ignored due to source
filtering"

2017-09-19T10: 18: 35. 023-04: 00 aner-expressway0l tvcs: UTCTi ne="2017-09-19 14:18: 35, 022"

Modul e="net wor k. search" Level ="DEBUG': Detail="Search rule 'Calls to Webex' did not match
destination alias 'pstojano-test@dmzlab.call.ciscospark.com'"

2017-09-19T10: 18: 35. 023-04: 00 aner-expressway0l tvcs: UTCTi ne="2017-09-19 14:18: 35, 022"

Modul e="net wor k. search" Level ="DEBUG': Detail="Considering search rule 'Webex Hybrid - to Webex
Cloud' towards target 'Hybrid Call Services DNS' at priority '90' with alias 'pstojano-
test@dmzlab.call.ciscospark.com'"

BIBLENBFESER , B L B ZIExpressway-EBEBUEESKRRETTHET  ERE—EESHE
Bl ( Webex Hybrid — EWebex Cloud ) #3ZEiIBT ., ESRANELIEF A , BEL EES
0y AR ZDNS [ 13, 353 72 WY IE £ X FIDNS[E1 , & 7] AR R Expressway-E 84 #DNS SRVEH#H

o E—YIEREEN, BT, 45  L\ E BBE DNS & 338 88

2017-09-19T10: 18: 35. 048- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 14:18: 35, 048"

Modul e="net wor k. dns" Level ="DEBUG': Detail="Sending DNS query"
Name="_sips._tcp.callservice.ciscospark.com" Type="SRV (| Pv4 and | Pv6)"
2017-09-19T10: 18: 35. 126- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 14:18: 35, 126"

Modul e="net wor k. dns" Level ="DEBUG': Detail="Resolved hostname to:
['IPv4''TCP''146.20.193.70:5062'] (A/AAAA) ['IPv4''TCP''146.20.193.64:5062'] (A/AAAA)
Hostname: 'l2sip-cfa-02.wbx2.com' Port:'5062' Priority:'5' TTL:'300' Weight:'10' (SRV)

Hostname: 'l2sip-cfa-0l.wbx2.com' Port:'5062' Priority:'5' TTL:'300' Weight:'10' (SRV) Number of
relevant records retrieved: 4"

BAILUFREEE , HHLHIEAF | callservice. ciscospark com SRVic#k 2. ERMETR

BEMFsk , £ EBEAES062, EREETAH. W, BREAUINETREZLENTCPEF, W

miﬁﬁmﬁﬁt , B NRESDE AFTHN "TCPELR, , YEFMSIHDst-port="5062"#ITE R,
HEZEISSFEINABRA

2017- 09- 19T10: 18: 35. 474-04: 00 aner-expressway0l tvcs: UTCTi ne="2017-09-19 14:18: 35, 474"

Modul e="network.tcp" Level ="DEBUG': Src-ip="172.16.2.2" Src-port="25026" Dst-ip="146.20.193. 70"
Dst - port ="5062" Detail ="TCP Connecti ng"

2017- 09- 19T10: 28: 35. 295-04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 14:28: 35, 289"

Modul e="network.tcp" Level ="ERROR': Src-ip="172.16.2.2" Src-port="25026" Dst-ip="146.20.193. 70"
Dst - port ="5062" Detail ="TCP Connection Fail ed"



BRI LA AT B S mM a8 MWtcpdump , EREBTCPEEFMNEZHMET , I TE
AT 7Ro

Expressway-E attempts TCP Connection twice

The Expressway-E doesn’t receive a SYN-ACK
so it attempts to retransmit.

LEBF |, &0 LA EExpressway-EIEfERS AL, LB S A HE R BEEWebexIRIEE U TCPELR
. BAEEEE R E R EWebex BB R G EETCP SYNE LS , EREZRIEEEHRNFRZES
ZEFCHERLARN , EEBERTATREEEL, EUHRAP , FEEURENERER LR BN P ELE

B (A, IPSE ) TAHFRERSE,

R B

HABECHRERE Rt ERRHETFNREREES, A NREMAFSEESEA , &
—IJ«X%%%E%E%%E%HIZQFHA%“E’J?WMTE%H:'. DB — S RE, ftéExpresswayEl’ﬂﬁJEHEE
CHRBEREZEEL R EEHNTE —S0RE,

FIE3. Expressway 285 AR M

BERAEEH EExpresswaytaij(E’JﬂE MEBEe—. BESRABEEFETUAREQEY , &
HEFBAUFUNESSAR  WALFEHHFUNESHKRA, ABLEER  SS8E  8F
ExpresswaytE’JIEiEi%mﬁF‘%EéF %25 EEMETERERRABENER. EHSERRT
S RE AR TN, RRAFARTHES LFUSE—F  ERRETE

. #E &R Cisco WebexFEFER THIA L %ER
- EUEFEEEEES

- R EN A B IEE IR

. #YE &R Cisco WebexFE At R &2

HEFfEEMAER—& , BEEZERFHCUCM SDLIR Mt LA K Expressway-CHIER BT B 56, E2LLEI—#
: RPESY S 2 LU R 12 B P 2R R B2 B B 5ch 19, EALAHI— 4 , EFExpressway-E8
SRFIEEEEHFUBSEEF B LN, TARDITHER , i*zf‘iﬂ—ﬂlﬁ*ﬁ%Expressway CH#EA
Expressway-ER #35SIP INVITE,

2017- 09- 25T11: 26: 02. 959- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-25 15: 26: 02, 959"
Modul e="networ k. si p" Level ="DEBUG': Action="Received" Local -i p="192.168.1.6" Local - port="7003"
Src-ip="192.168.1.5" Src-port="25675" Msg-Hash="1536984498381728689"

SI PMSG

| INVITE sip:pstojano-test@dmzlab.call.ciscospark.com SI P/ 2.0

Via: SIP/2.0/TLS 192.168. 1. 5: 5061; egress-
zone=HybridCallServiceTraversal, branch=z9hG4ibKlc7bf 93f f 08014ca5e00bb0b5f 8b184b272412. a81f 2992e38
63ac202a000a3dd599763; proxy-cal | -i d=f 79b8631- 947b- 46d4- a888- 911bf 0150bf e; r port

Via: SIP/2.0/TCP 192. 168. 1. 21: 5065; br anch=z9h&4bK1c8c419938648; r ecei ved=192. 168. 1. 21; i ngr ess-
zone=CUCML1

Call-ID: d58£2680-9¢91200a-1c7ba-1501a8c0@92. 168. 1. 21

CSeq: 101 INVITE

Cal |l -1 nfo: <urn:x-cisco-renotecc:callinfo>; x-cisco-video-traffic-cl ass=DESKTOP

Renot e- Party-1D: "Jonat han Robb"



<si p: 5010@t p. ci scot ac. net >; party=cal | i ng; screen=yes; pri vacy=of f
Cont act: <sip:5010@92. 168. 1. 21: 5065; t ransport =t cp>; vi deo; audi o
From: "Jonathan Robb"

t ag=505817~c9cc7ddc- 9592- 49e8- al3c- 79e26f 48eebc- 30106972
To:

Max- Forwar ds: 15

Recor d- Rout e: <si p: proxy-call-id=f79b8631-947b- 46d4- a888-
911bf 0150bf e@92. 168. 1. 5: 5061; transport=tls;lr>

Recor d- Rout e: <si p: proxy-call-id=f79b8631-947b- 46d4- a888-
911bf 0150bf e@92. 168. 1. 5: 5060; transport=tcp;lr>

Al low. | NVITE, OPTI ONS, | NFO, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRI BE, NOTI FY
User-Agent: Cisco-CUCM11l.5

Expires: 180

Date: Mon, 25 Sep 2017 15:26:02 GMI

Supported: tinmer,resource-priority,replaces, X-cisco-srtp-fallback, X-cisco-original-called
Sessi on- Expi res: 1800

M n- SE: 1800

Al |l ow Events: presence

X- TAATag: 8e8c014d-5d01-4581-8108-5¢ch096778f c5

Session-1 D 75957d4f b66a13e835c10737aa505813; r ennot e=00000000000000000000000000000000
Cisco-GQui d: 3582928512- 0000065536- 0000000240- 0352430272

Cont ent - Type: application/sdp

Content - Length: 714

<SDP Om tted>

{55 F SIP#R 58 A Y I 141D (d58f2680-9¢91200a-1c7ba-1501a8c0) , B Al LA IE D N S Bt ¥ 555
MEBNMEER. ERKBAFPE=[FaPHHEIWIDE , °ATLAF E|Expressway-E B [E]
Expressway-C{&i%x404 Not Found.

2017- 09- 25T11: 26: 13. 286- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-25 15: 26: 13, 286"
Modul e="net wor k. si p" Level ="DEBUG': Action="Sent" Local -ip="192.168.1.6" Local -port="7003" Dst-
i p="192.168. 1. 5" Dst-port="25675" Msg- Hash="12372154521012287279"

S| PMSG:

|SIP/2.0 404 Not Found

Via: SIP/2.0/TLS 192.168. 1. 5: 5061; egr ess-
zone=Hybri dCal | Servi ceTraver sal ; branch=z9hG4bK1c7bf 93f f 08014ca5e00bb0b5f 80184b272412. a81f 2992e38
63ac202a000a3dd599763; proxy-cal | -i d=f 79b8631- 947b- 46d4- a888-
911bf 0150bf e; recei ved=192. 168. 1. 5; rport =25675; i ngr ess- zone=Hybri dCal | Servi ceTr aver sa

Via: SIP/2.0/ TCP 192. 168. 1. 21: 5065; branch=z9h&G4bK1¢c8c419938648; r ecei ved=192. 168. 1. 21; i ngr ess-
zone=CUCML1

Call-ID: d58£2680-9¢91200a-1c7ba-1501a8c0@92. 168. 1. 21

CSeq: 101 INVITE

From: "Jonathan Robb"

; tag=505817~c9cc7ddc- 9592- 49e8- al3c- 79e26f 48eebc- 30106972
To:



Server: TANDBERG/4135 (X8.10.2) Warning: 399 192.168.1.6:7003 "Policy Response"
Session-ID: 00000000000000000000000000000000; remote=75957d4fb66al3e835c10737aa505813 Content-
Length: 0

EERAGHREMYSE :
1. Expressway-Efit & & B [6 Cisco Webex{#iXINVITE
2. Expressway-E& MEHIEE R WA RIERE , 3 HH404 Not FoundsEER.

404 Not Found#s 5838 ¥ = RExpresswayf& £ B B ittt . R ExpresswayfE i B8R AEEMH
ZBABF Rz MEHFEW |, FHib & %k EE B EExpressway-EfxConfiguration, Lt
xConfiguration/ , & 7] LAZ= 8 JEAS W IHEGE ElWebexBEDNSEE VS SR A, Bt
xConfigurationf & #Expressway L B BHVIE BB Al , BT LUIEE "xConfiguration Zones Policy
SearchRules Rule. . EiBE{TILIRE , 818 B EI%EExpressway L 2V B EE SR ANEESRA
AREEHE. "Rue, 2HNMFERBREXERUNEERAN (ERA1) XN, NREEEWHES
RABEIME, STLEAYANGREGIN "Webex, )REFEMEBRA, ERRAUNS
—ESFEREMERESR .*@."\.ciscospark\.com. WX FH{E, ERBRERBENMRINEE,

( BRI FEEEIERE ) EIBRPBIAXxConfiguration#® , BT LUE B8 B 47 Bl6 RS ILEE
#:Cisco Webext IERE# Al

*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule Target Name: "Hybrid Call Services DNS"
*c xConfiguration Zones Policy SearchRules Rule Target SIPVariant: "Any"
c xConfiguration Zones Policy SearchRules Rule 6 Target Type: "Zone"

Eiﬂ]ﬁlﬂ:ﬁﬁ A LA E A AR Check patternBix, EERERNELTH : #B>TE>REHRRN
- B : FIIRINVITE% Y %Request URI(HIHN : pstojano-test@dmzlab.call.ciscospark.com)
- WKXBH  ERARTR
. BXF&8, *@.*\.ciscospark\.com
- WXN1TH - Wb

ﬁ%&ﬁﬁﬂﬂ@Regex?ﬁEIEﬁ , BB REIURERNNER "B, . TEHRBTE—N, 0T
FIT7N

Authentication: "No"

Description: "Outbound calls to Webex"
Mode: "AliasPatternMatch”

Name: "Webex Hybrid - to Webex Cloud"
Pattern Behavior: "Leave"

Pattern Replace:

Pattern String: ".*@.*\.ciscospark\.com"
Pattern Type: "Regex"

Priority: "101"

Progress: "Stop"

Protocol: "SIP"

SIPTrafficType: "Any"

Source Mode: "Named"

Source Name: "Hybrid Call Service Traversal"
State: "Enabled"

SystemGenerated: "No"

O O Oh Oh O h h Oh Oh O Oh Oh O Oh Oh O O O



Check pattern

Alias

Alias # | pstojano-test@dmzlab.call ciscospark.com |

Pattern type Regex ¥ 4

. * ciscosparkicom i

wicr Leave ¥ [ LE
Check paiiem
Result Succeeded
Deetails Aliaz matched pattern
Alias pstojano-test@dmzlab. call.ciscospark.com

BE , BATURRESRAUFEAREER , A2 FHEMEAExpressway TR BEE , LIRET
R A K REiX404 Not Found#YExpressway-E, T HERExpressway#i{TH12 &35 RSB BN RO,

2017-09-25T11:26:02.966-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:02,966"
Module="network.search"” Level="DEBUG": Detail="Search rule 'B2B calls to VCS-C' did not match
destination alias 'pstojano-test@dmzlab.call.ciscospark.com'"

2017-09-25T11:26:02.966-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:02,966"
Module="network.search"” Level="DEBUG": Detail="Search rule 'Webex Hybrid' ignored due to source
filtering"

2017-09-25T11:26:02.966-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:02,966"
Module="network.search"” Level="DEBUG": Detail="Search rule 'Calls to Webex' did not match
destination alias 'pstojano-test@dmzlab.call.ciscospark.com'"

2017-09-25T11:26:02.967-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:02,967"
Module="network.search" Level="DEBUG": Detail="Considering search rule 'to DNS' towards target
'DNS' at priority '100' with alias 'pstojano-test@dmzlab.call.ciscospark.com'"

2017-09-25T11:26:02.968-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:02,968"
Module="network.dns" Level="DEBUG": Detail="Sending DNS query" Name="dmzlab.call.ciscospark.com"
Type="NAPTR (IPv4 and IPv6)"

2017-09-25T711:26:02.982-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:02,982"
Module="network.dns" Level="DEBUG": Detail="Could not resolve hostname”
2017-09-25T711:26:02.982-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:02,982"
Module="network.dns" Level="DEBUG": Detail="Sending DNS query"
Name="_sips._tcp.dmzlab.call.ciscospark.com™ Type="SRV (IPvd and IPv6)"

FEHREIP , BAAEREXpresswayRE 7 MERE SR A, ARFEREAREREIE , BEEESE
AT, HEBNERR L TEE 2% , Expressway Y EI@EIDNSEHEE, MELRIEBRME
xConfi gurahon*éi‘]ﬂ@lﬁ@ B % Webex Hybrid & I Y18 & #7 RI 65 & A Webex Hybrid - to
Webex Cloud , MLENESRIEEESEEERT, Wi ,ERRBEEREESRR (B

DNS ) HRIELAR , AEEFBRETCREEREWebexBEERBRAMNMA, Ak , BTLIEHS
FﬁxConfg EEEJ‘ER Tto DNS, M &5 Al

¢ xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule

Authentication: "No"
Description:

Mode: "AliasPatternMatch”
Name: "to DNS"

Pattern Behavior: "Leave"
Pattern Replace:

Pattern String: "(?!.*@%localdomains%.*§) .*"
Pattern Type: "Regex"
Priority: "100"

Progress: "Stop"

Protocol: "Any"
SIPTrafficType: "Any"

Source Mode: "Any"

Source Name: "Please Select"

I R e e e e N o



*c xConfiguration Zones Policy SearchRules Rule 1 State: "Enabled"

*c xConfiguration Zones Policy SearchRules Rule 1 SystemGenerated: "No"

*c xConfiguration Zones Policy SearchRules Rule 1 Target Name: "DNS"

*c xConfiguration Zones Policy SearchRules Rule 1 Target SIPVariant: "Any"
*c xConfiguration Zones Policy SearchRules Rule 1 Target Type: "Zone"

BAKEBERANE , B LISHUATER :

. X FHEHECisco Webexf#RURIPC &

- BEEFREAR100

- Progress(# =X 1T &)&% € A Stop,
BEASHFRM , EEMUACisco WebexFERURIAGSR LR AIPCE , InRHRAITE |, R
Expresswayi$EIL1E 8 (Z8 ) HiE 8K A., BT E—RR , AAELXIEFRRAT —ERRE
3%, ExpresswayB SRAELEIEFHNIEFRREARREBREELIEF R, UTRES. B8R
Al : XpiEXTA  SAEEEF1EEFRA . BEENTAS SRR ELEF10285 8] : DNSHE
RITA  FLEBEEFSOEARTAP | EELEEES RBlocal(WEBRA , MRRBCEE , A
CREBEZEEBRAUMBEN0) , BABRRTAKRERContinue, MR B/H AlNeighborFIE , BN
SRR BHRADNSGO)EEEBRE —ME. MREBRADNSEE , IERERFEEEEEFER
500 % —R8HA , BEBHEEEL , BRENTARESRSop. BiBILEE , SUTLIMEA "3
DNS_ # "Webex Hybrid - to Webex Cloud R8Iz M2 &5 AEEIERF.

*c xConfiguration Zones Policy SearchRules Rule 1 Name: "to DNS"
*c xConfiguration Zones Policy SearchRules Rule 1 Priority: "100"
*c xConfiguration Zones Policy SearchRules Rule 1 Progress: "Stop"

*c xConfiguration Zones Policy SearchRules Rule 6 Name: "Webex Hybrid - to Webex Cloud”
*c xConfiguration Zones Policy SearchRules Rule 6 Priority: "101"
*c xConfiguration Zones Policy SearchRules Rule 6 Progress: "Stop"

HEE , B EE "to DNS, HREIMNEENMEFER TWebex Hybrid - to Webex Cloud 81 ,
I, "toDNS, RAKELAER. EAENTR (EE ) RER "#LL.) , Expressway-ERftF#E
BWebex Hybrid - to Webex CloudiR 8l , EitFI B R LK. #FRARLEHEELERES PR
ERPEREER. BEBRIRR , AFSSXBIARENWebex BN EBEIRFRA. B
ZRER, ARACE TEANEREEFRA , BT UMARE , EREBKLR. HCisco
WebexB A SG M Hua 3 @r s £ R, ERRUGEE , SREMTUTIR -

1. B AExpressway-E

2. ¥ BConfiguration > Dial Plan > Search rules

3. E#IWebex Hybrid Searchi Rl 3 — T & (4140 : &5 #B:Webex Hybrid — E/Webex Cloud)

4. ¥ Priority[E R E R L H fttSearchi AIEEEZHEWMNE , UEFSFEAMRA., Ao &

SENR/F#87%51:99)

FEREERAAN—RERERRPatternFREEM , ©WHEEESearch rule priority & B A Y &
BEE. B¥ , ONSEBEEERNFH , B B8 HMIEAR b iZ i £ A B 58 H A3
Internet, Bt , RMAZMEKZBEFINBERAUARERABEEIRT , IEREZFL, BE4.
Expressway CPLEL il #& BRExpresswayfi# iR 77 R 5 F {Al B 85 L IR LAY e 0L R 22 5E 5 (CPL) R 1% %
IRREE, MR EPRAIEXpresswayifiR 5 R1E H R Cisco WebexiE S AL AR 4 LA K 3 By M iR S5 55
, BFaZIEMBANEECPLEI MM A, Expressway for Cisco Webex Hybrid_EFYCPLEL &8
EfE EBNREEHER 6 REIMLFUER. ATHRBTMMAEEADE Bk RKR 5
CPLEE#HR. SMEHMH LY X FLLGR—& , ERRIETE .

. #E A E B Cisco Webex FEFAIETR "InA L #40

- ENBFEEEES

- H0UAE F E M A it B IEE RS

- JERENEAERER
SRAHMBR—#& , S SERACUCM SDLEREELA K Expressway-CHIER i H 5. B5ERI—#
, BR8E FRRBELTENEDH AEPREIFUMNRT, B2 —# , EAExpressway-

EESESCHERELFYSREN XK, TERSITHELE , BUEHPRREEXpressway-CHE
AExpressway-ER#]12&2SIP INVITE,



2017-09-25T16:54:43.722-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 20:54:43,722"
Module="network.sip" Level="DEBUG": Action="Received" Local-ip="192.168.1.6" Local-port="7003"
Src-ip="192.168.1.5" Src-port="26404" Msg-Hash="17204952472509519266"

SIPMSG:

| INVITE sip:pstojano-test@dmzlab.call.ciscospark.com SIP/2.0

Via: SIP/2.0/TLS 192.168.1.5:5061;egress-
zone=HybridCallServiceTraversal ;branch=z9hG4bK781a1304234ed%aaec86834368739430283256.34216c32a0d
e36el16590bae364£388b6; proxy-call-id=3bbbf94a-082e-4088-8f5a-5ea7e82f8aac;rport

Via: SIP/2.0/TCP 192.168.1.21:5065;branch=z9hG4bK1cf344a8bll7e;received=192.168.1.21;ingress-
zone=CUCM11

Call-ID: c030£100-9¢916d13-1cdcb-1501a8c0@192.168.1.21

CSeq@: 101 INVITE

Call-Info: <urn:x-cisco-remotecc:callinfo>;x-cisco-video-traffic-class=DESKTOP
Remote-Party-ID: "Jonathan Robb"
<8ip:5010@rtp.ciscotac.net>;party=calling; screen=yes;privacy=off

Contact: <8ip:5010@192.168.1.21:5065; transport=tcp>;video;audio

From: "Jonathan Robb"

;tag=512579~c9cc7ddc-9592-49e8-al3c-79e26£48eebc-30107000
To:

Max-Forwards: 15

Record-Route: <sip:proxy-call-id=3bbbf94a-082e-4088-8f5a-
5ea7e82f8aac@192.168.1.5:5061;transport=tls;1lr>

Record-Route: <sip:proxy-call-id=3bbbf94a-082e-4088-8f5a-
5ea7e82f8aac@192.168.1.5:5060; transport=tcp;lr>

Allow: INVITE,OPTIONS, INFO,BYE,CANCEL,ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY
User-Agent: Cisco-CUCM11.5

Expires: 180

Date: Mon, 25 Sep 2017 20:54:43 GMT

Supported: timer,resource-priority,replaces,X-cisco-srtp-fallback,X-cisco-original-called
Session-Expires: 1800

Min-SE: 1800

Allow-Events: presence

X-TAATag: 4fffefed-0512-4067-ac8c-35828£0a1150

Session-ID: 75957d4fb66al3e835¢c10737aa512577; remote=00000000000000000000000000000000
Cisco-Guid: 3224432896-0000065536-0000000264-0352430272

Content-Type: application/sdp

Content-Length: 714

<SDP Omitted>

{8 F SIPSREE P #Y FE 14 1D (c030f100-9¢916d13-1cdcb-1501a8c0) , AT SABRIEE T B8 HEEH R
RBAFAEER. ERGEARPE=Bda P HFWIDE , &7 A& BExpressway-E B[
Expressway-C{#31%403 Forbidden,
2017-09-25T16:54:43.727-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 20:54:43,727"
Module="network.sip"™ Level="DEBUG": Action="Sent" Local-ip="192.168.1.6" Local-port="7003" Dst-
ip="192.168.1.5" Dst-port="26404" Msg-Hash="9195436101110134622"

SIPMSG:

|SIP/2.0 403 Forbidden

Via: SIP/2.0/TLS 192.168.1.5:5061;egress-
zone=HybridCallServiceTraversal ;branch=z9hG4bK781a1304234ed%aaec86834368739430283256.34216c32a0d
e36e16590bae36df388b6;proxy-call-id=3bbbf94a-082e-4088-8f5a-
5ea7e82f8aac;received=192.168.1.5;rport=26404; ingress-zone=HybridCallServiceTraversal

Via: SIP/2.0/TCP 192.168.1.21:5065;branch=z9hG4bK1cf344a8bll7e;received=192.168.1.21;ingress-
zone=CUCM11

Call-ID: c030£100-9¢916d13-1cdcb-1501a8c0@192.168.1.21



CSeq@: 101 INVITE
From: "Jonathan Robb"

;tag=512579~c9cc7ddc-9592-49e8-al3c-79e26£48eebc-30107000

jtag=64fe7f9eab37029d
Server: TANDBERG/4135 (xX8.10.2)
Warning: 399 192.168.1.6:7003 "Policy Response"
Session-ID: 00000000000000000000000000000000; remote=75957d4fb66al3e835c10737aa512577
Content-Length: 0

EmARExpressway-EJE 48 1t FF 1Y 36 4§ — 403 Forbiddenss SR EiX B|Expressway-CHRE , £RE
4 #r#a A BlExpresswayF #1403 ForbiddenFI RIASIP INVITEZ M B &% B . BB ITEL A
%®E , BREETURIEEHFHOMBEERRE., FIE , SRXEAEANEEFUNEESAR , B
EDEEFUMAFLBEFES(CPLEE. TERRPHN—EFR.

2017-09-25T16:54:43.725-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 20:54:43,725"
Module="network.cpl"™ Level="DEBUG": Remote-ip="192.168.1.5" Remote-port="26404" Detail="CPL:

2017-09-25T16:54:43.725-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 20:54:43,725"
Module="network.cpl"™ Level="DEBUG": Remote-ip="192.168.1.5" Remote-port="26404" Detail="CPL:

2017-09-25T16:54:43.725-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 20:54:43,726"
Module="network.cpl"™ Level="DEBUG": Remote-ip="192.168.1.5" Remote-port="26404" Detail="CPL:

2017-09-25T16:54:43.725-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 20:54:43,726"
Module="network.cpl"™ Level="DEBUG": Remote-ip="192.168.1.5" Remote-port="26404" Detail="CPL:

HALLEBED . B LAREECPLIEBMEL,

2017-09-25T16:54:43.725-04:00 amer-expressway0l tvcs: Event="Search Completed"
Reason="Forbidden" Service="SIP" Src-alias-type="SIP" Src-alias="5010@rtp.ciscotac.net" Dst-
alias-type="SIP" Dst-alias="sip:pstojano-test@dmzlab.call.ciscospark.com" Call-serial-
number="48c80582-ec79-4d89-82e2-e5546£35703c" Tag="4fffefed-0512-4067-ac8c-35828£0a1150"
Detail="found:false, searchtype:INVITE, Info:Policy Response" Level="1" UTCTime="2017-09-25
20:54:43,726"

2017-09-25T16:54:43.725-04:00 amer-expressway0l tvcs: Event="Call Rejected" Service="SIP" Src-
ip="192.168.1.5" Src-port="26404" Src-alias-type="SIP"

Kist: ZEEEERT , BT FHELEFUBERE , BABCPL, FindMeFIRAEBIEE S5 A2 5i
BEEKRKSHMIERT , £ A ExpresswayixConfig R E iF ith B 1E R . ER , YHCPL, R
FERARKE  STEBEIERNRA . TEHRBTEEXpressway-EIEE A A tiCPLERH
xConfig&8 4o



*¢ xConfiguration Policy AdministratorPolicy Mode: "LocalCPL"

EFEFiuRARARE , 2B EEABExpressway-E X B BlConfiguration > Call Policy >
Rules , 21T B R.

Call Policy rules

BAKERR , TURIATEERNRR : .*B&E:..*@dmzlab\.call\.ciscospark\.com.*Action: {5 48 52
Cisco WebexB& W R¥HEEFPRENARTHL , AU ERIFNERCROER.

Field Setting

Source Type From address

Rule applies to Unauthenticated callers

Source pattern J@examplel.call\.ciscospark\.com.”, where example is your
company's subdomain.

Destination pattern

Action Reject

BRARBEEMRLEE SREEFAECPLARNKE , AERFRER.
*@%Webex_subdomain%\.call\.ciscospark\.com.* , H B X &K, *

1. B AExpressway-E

2. W B Configuration > Call Policy > Rules

3. iI2# A Cisco Webex)B & I AL B 1 5% T2 A 357 I

4. g ARBR A.*@%Webex_subdomain%\.call\.ciscospark\.com.*(i#0 :

*@dmzlab\.call\.ciscospark\.com.*)
5. W ABREXA, *
6. BERT

B BE AR WebexBEAHCPLEER /IR T , HBBICisco WebexBARI F . ¥
: Cisco Webex B 2=t 50 &< ##1 B Cisco Webex FIH1. PRI/ AKX HBAG.711, G.7228
AAC-LDUA Y ZARAERRR. BEATURKERZE=-EFENZTARBT/SE : G.711, G.7220
AAC-LD. ER{ZhE I EdCisco WebexIRHEHI LY , X EGAR D —EZARBIRER. ubIRH T
RERACEASEANNEHGRREE , ERARLTURERRSIEM. EiBsEAUnfied CMLHE
EBF/RBERESRE , THERKEFEREELBFEEERL. BRUKEETA , BERATERE
FsEmE , ¥ HWRUnified CMEBRACEA RHSRERRS , AIRERIER/EMTE. TH
R—EFEARRANTRS , FELERT , KITRATHRERAS :
1. Cisco Webex X @& SDPHIEAINVITE , ##G.711, G.7228AAC-LD. Expressway-Ci§
It 5H B HiX BUnified CM , {BUnified CMEC R R E AFFGC.720 T I, Eitt , HARET
HHiRETEES , Unified CMASIERBMELY
2. Unified CME &3 H v FERY4E & Early Offerf@% FICisco Webex , & Bk E#% F
Expressway-CHI#]RINVITER QS E X EG.729F ASDP, A% , Cisco WebexBr{#i% —
{8200 OK ( #SDP ) , #E F\5®(m=audio 0 RTP/SAVP) , B BEF %X HG.729, X
Expressway-CH§LLINVITEMSE BlUnified CM# , Unified CMR B AT 7] AN R RIS ER T
#&Erpny,
3. Unified CM ¥ 34§ tH 34 W4 5 Delayed Offer® Cisco Webex , i& ¥ bk & #iX ZIExpressway-
CHIHIRINVITENSFEESDP, A# , Cisco Webex®r{#i%x —1{f200 OK ( #%SDP ) , Hi
& Cisco WebexZ BN M B X ERESMMAIWET. Expressway-Ci§ 1200 OK{#i% ElUnified
CM , {HUnified CME. R A& ARFG.7201 T, FEit , HARE T A K iRAE S
, Unified CMAS$E@B Y,
10 SR8 M B Bl BRI P RE AR PR A Y B & R AU IR M AR AL Sk B, RIlBRUnified CM SDLEREEZ 5L |, &8
XU RME Expressway H 5. THERHI B AT B BUnified CM &R LA Early OfferfE1T Hi 3 ¥



/content/en/us/td/docs/voice_ip_comm/cloudCollaboration/spark/hybridservices/callservices/cmgt_b_ciscospark-hybrid-call-service-config-guide/cmgt_b_ciscospark-hybrid-call-service-config-guide_chapter_0110.html
/content/en/us/td/docs/solutions/PA/maroon/spark/hybdsrvs.html

Wa91E RAE#2. FRARFIFEFYAEHEECisco Webex , Bt B9 MBI Expressway-Eo AT
=B BWebext#RINVITER B. SN EIHENETAMBRBIRRERG.729 (AM18)
101 ARDTMF , R EESF RTHER.

2017-09-19T710:46:10.488-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 14:46:10,488"
Module="network.sip"™ Level="DEBUG": Action="Sent" Local-ip="172.16.2.2" Local-port="25034" Dst-
ip="146.20.193.64" Dst-port="5062" Msg-Hash="4309505007645007056"

SIPMSG:

INVITE sip:pstojano-test@dmzlab.call.ciscospark.com SIP/2.0

Via: SIP/2.0/TLS 64.102.241.236:5062;egress-
zone=HybridCallServicesDNS;branch=z9hG4bK323e6b15ad0cbb£f409751£67848136£falll5;proxy-call-
id=a3a78ee2-c01b-4741-b29b-55aedea256d42; rport

Via: SIP/2.0/TLS 172.16.2.2:5073;branch=z9hG4bK350703fe46645f0acddef05b35adc5¢c157 ;x~-cisco-local-
service=nettle;received=172.16.2.2;rport=41511; ingress-zone=DefaultZone

Via: SIP/2.0/TLS 192.168.1.6:5061;egress-
zone=DefaultZone;branch=z9hG4bKf71£2bf47233d6ca52b579364594ac6cllls.a402e3£25603£5a77b60bl7ead7d4
bf72;proxy-call-id=bel7a470-0bca-4ad5-8a6c-14872e007efb; received=192.168.1.6;rport=25025

Via: SIP/2.0/TLS 192.168.1.5:5061;egress-
zone=HybridCallServiceTraversal;branch=z9hG4bKfcf4c£fd09d4213a88bd2331cef0bc82b540559.494a140082bd
66357134b%eed43354£8;proxy-call-id=4d4d4e950-babc-4545-ad4a7-
c60a8bl7a8bd;received=192.168.1.5;rport=26513; ingress-zone=HybridCallServiceTraversal

Via: SIP/2.0/TCP 192.168.1.21:5065;branch=z9hG4bK12dd82194c4£7;received=192.168.1.21;ingress-
zone=CUCM11

Call-ID: 44bdd400-9c¢112dbl1-124d95-1501a8c0@192.168.1.21

CSeq: 101 INVITE

Remote-Party-ID: "Jonathan Robb" <sip:5010@rtp.ciscotac.net>;privacy=off;screen=no;party=calling
Contact: <s8ip:172.16.2.2:5073; transport=tls>;video;audio

From: "Jonathan Robb"

Max-Forwards: 14

Record-Route: <sip:proxy-call-id=a3a78ee2-c01b-4741-b29b-
55aedea256d2@64.102.241.236:5062; transport=tls;lr>

Record-Route: <sip:proxy-call-id=a3a78ee2-c01b-4741-b29b-
55aedea256d42@172.16.2.2:5061;transport=tls;1lr>

Allow: INVITE,ACK,BYE,CANCEL, INFO,OPTIONS, REFER, SUBSCRIBE, NOTIFY
User-Agent: TANDBERG/4352 (X8.10.2-b2bua-1.0)

Supported: X-cisco-srtp-fallback,replaces,timer

Session-Expires: 1800;refresher=uac

Min-SE: 500

X-TAATag: 14a0bd87-1825-4ecf-9f3d-4a23cfa69725

Session-ID: 75957d4fb66al3e835c10737aa329445;remote=00000000000000000000000000000000
Content-Type: application/sdp

Content-Length: 1407

v=0

o=tandberg 0 1 IN IP4 64.102.241.236

8=-

c=IN IP4 64.102.241.236

b=AsS:384

t=0 0

m=audio 52668 RTP/SAVP 18 101 <-- CUCM is only supporting G.729 for this call
a=rtpmap:18 G729/8000

a=fmtp:18 annexb=no

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-15

a=crypto:1 AES CM 128 HMAC SHALl 80 inline:...ccccccececccccccccocscsccscscscscccscscssssssscscs
a=crypto:2 AES CM 128 HMAC SHALl 80 inline:...ccccccececccccccccoscscsccscsccscccscscssssssscscs
UNENCRYPTED_ SRTCP

a=crypto:3 AES CM 128 HMAC SHALl 32 inlines..ccccccccccccccccccccoscscsccscsccscccsoscssssssscscs
a=crypto:4 AES CM 128 HMAC SHALl 32 inline:s..cccccccccccccccccccecscsccscscscscccsoscssssssscscs



UNENCRYPTED_ SRTCP

a=sendrecv

a=rtcp:52669 IN IP4 64.102.241.236

m=video 52670 RTP/SAVP 126 97

b=TIAS:384000

a=rtpmap:126 H264/90000

a=fmtp:126 profile-level-id=4280l1le;packetization-mode=1;level-asymmetry-allowed=1
a=rtpmap:97 H264/90000

a=fmtp:97 profile-level-id=4280le;packetization-mode=0;level-asymmetry-allowed=1
a=rtcp-fb:* nack pli

a=crypto:1 AES CM 128 HMAC SHALl 80 inline:...ccccccececccccccccoscscsccscsccscccscscssssssscscs
a=crypto:2 AES CM 128 HMAC SHALl 80 inlines...ccccccececccccccccocscscscscsccscccscscssssscscscs
UNENCRYPTED_ SRTCP

a=crypto:3 AES CM 128 HMAC SHALl 32 inlines..cccccccecccccccccccescscscscscscscccsoscssssssscscs
a=crypto:4 AES CM 128 HMAC SHALl 32 inlines..cccccccccccccccccccoscscsccscscscscccsoscssssssscscs
UNENCRYPTED_ SRTCP

a=sendrecv

a=content:main

a=label:11

a=rtcp:52671 IN IP4 64.102.241.236

WPEAIBRINVITE , Cisco Webex{# 200 OKH BTN, MRFMAWIBIEE , STLIERF
TMRARB[CRE, EREAEN , EANRSEIEFTAE , FUSMEHEER.

2017-09-19T10:46:27.073-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 14:46:27,072"
Module="network.sip" Level="DEBUG": Action="Received" Local-ip="172.16.2.2" Local-port="25034"
Src-ip="146.20.193.64" Src-port="5062" Msg-Hash="5236578200712291002"

SIPMSG:

SIP/2.0 200 OK

Via: SIP/2.0/TLS 64.102.241.236:5062;egress-
zone=HybridCallServicesDNS;branch=z9hG4bK323e6b15ad0cbbf409751£67848136falll5;proxy-call-
id=a3a78ee2-c01b-4741-b29b-55aedea256d42; rport=38245; received=192.168.5.26,SIP/2.0/TLS
172.16.2.2:5073 ;branch=z9hG4bK350703fe46645f0acddef05b35adc5¢c157 ; x~-cisco-local-
service=nettle;received=172.16.2.2;rport=41511; ingress-zone=DefaultZone, SIP/2.0/TLS
192.168.1.6:5061;egress-
zone=DefaultZone;branch=z9hG4bKf71£f2bf47233d6ca52b579364594ac6cl114.a402e3£f25603£f5a77b60bl7ea47d
bf72;proxy-call-id=bel7a470-0bca-4ad5-8a6¢c-

14872e007efb;received=192.168.1.6; rport=25025,SIP/2.0/TLS 192.168.1.5:5061;egress-
zone=HybridCallServiceTraversal ;branch=z9hG4bKfcf4cfd09d213a88bd2331cef0bc82b540559.494a140082bd
66357134b%eed43354£8;proxy-call-id=4d4d4e950-babc-4545-a4a7-
c60a8bl7a8bd;received=192.168.1.5;rport=26513; ingress-
zone=HybridCallServiceTraversal,SIP/2.0/TCP

192.168.1.21:5065;branch=z9hG4bK12dd82194c4£f7; received=192.168.1.21;ingress-zone=CUCM11
Call-ID: 44bdd400-9c¢112db1-12d95-1501a8c0@192.168.1.21

CSeq: 101 INVITE

Contact: "l1l2sip-UA" <sip:12s8ip-UA@l2sip-cfa-01l.wbx2.com:5062;transport=tls>

From: "Jonathan Robb"

Record-Route: <sip:1l2sip-cfa-0l.wbx2.com:5062;transport=tls;lr>,<sip:proxy-call-id=a3a78ee2-
c01b-4741-b29b-55aedea256d42@64.102.241.236:5062; transport=tls;lr>,<sip:proxy-call-id=a3a78ee2-
c01b-4741-b29b-55aedea256d42@172.16.2.2:5061; transport=tls;1lr>

Allow: INVITE,ACK,CANCEL, BYE, REFER, INFO,OPTIONS, NOTIFY, SUBSCRIBE

User-Agent: Cisco-L2SIP

Supported: replaces

Accept: application/sdp

Allow-Events: kpml

Session-ID: ed35426ed3ade6fdc3b058792333df2b;remote=75957d4fb66al3e835c10737aa329445

Locus: 4711a33f-9449-11e7-9bf6-deal2d0£2127

Locus-Type: CALL

Content-Type: application/sdp

Content-Length: 503



v=0

o=linus 0 1 IN IP4 146.20.193.109

8=-

c=IN IP4 146.20.193.109

b=TIAS:384000

t=0 0

m=audio 0 RTP/SAVP * <-- Webex is zeroing this port out

m=video 33512 RTP/SAVP 108

c=IN IP4 146.20.193.109

b=TIAS:384000

a=content:main

a=sendrecv

a=rtpmap:108 H264/90000

a=fmtp:108 profile-level-id=42001E;packetization-mode=1;max-mbps=40500;max-£fs=1620;max-
fps=3000;max-br=10000;max-dpb=3037; level-asymmetry-allowed=1

a=rtcp-fb:* nack pli

a=crypto:1 AES CM 128 HMAC SHALl 80 inline:..cccccccececccccccccccscscscscsscccscsccccsss
a=label:200

BIETLAEATranslatorXRIZHE S RO H iR 0. BB HFEIRESEHACKTR. BE
HEYUEFRTR 2% , MEHBE R EHExpressway-CHEHBYE , 1T BATR.

— — — — — —
Expressway-C Expressway-E Inside Expressway-E Outside Spark
192.168.1.5 E._.-rS.l.G 146.20.193.64
14:46:09.835 INVITE w/ SDP (101 INVITE)
14:46:09.839 100 Trying (101 INVITE}
14:46:09.979 C') INVITE w/ SDP (101 INVITE)
14:46:09.985 (::) 100 Trying (101 INVITE)
14:46:09.998 C) INVITE wy SDP (sendrecv) (101 INVITE)
14:46:10.002 C::) 100 Trying (101 INVITE)
14:46:10.488 INVITE w/ SDP (sendrecy) (101 INVITE)
14:46:10.755 100 Trying (101 INVITE)

180 Ringing (101 INVITE)
(:) 180 Ringing (101 INVITE)

C:’) 180 Ringing (101 INVITE)
180 Ringing (101 INVITE)

200 OK w/ SDP (sendrecv) (101 INVITE)
1
(| 200 OK w/ SDP (sendrecv) (101 INVITE)

oD ACK (101 ACK)

14:46:27.080 ACK (101 ACK)
14:46:27.101 (] 200 OK w/ SDP (sendrecv) (101INVITE)
14:46:27.105 200 OK w/ SDP (sendrecv) (101 INVITE)
14:46:27.133 ACK (101 ACK)
____C") ACK (101 ACK)
BYE (102 BYE)
C%’E (102 BYE) | > BYE from
(:) 200 OK (102 BYE) C U CM

200 OK (102 BYE)

D eve(1028vE)

LT RBYEN SR, BUUERbEBIEAERERCisco-CUCM11.5 , EEKERHE
EEH;niﬂed CMERH ., BERUNS—RE , REKBERERcause=47, WREHN ¥ RERER
A 'R

2017-09-19T10:46:27.175-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 14:46:27,175"
Module="network.sip™ Level="DEBUG": Action="Received" Local-ip="192.168.1.6" Local-port="7003"
Src-ip="192.168.1.5" Src-port="26513" Msg-Hash="237943800593485079"

SIPMSG:

BYE 8ip:192.168.1.6:5071;transport=tls SIP/2.0

Via: SIP/2.0/TLS 192.168.1.5:5061;egress-
zone=HybridCallServiceTraversal;branch=z9hG4bK90a666b3461356£8cd605cec91ed4538240575.494a140082bd




66357134b%eed43354£8;proxy-call-id=4d4d4e950-babc-4545-a4a7-c60a8bl7a8bd; rport

Via: SIP/2.0/TCP 192.168.1.21:5065;branch=z9hG4bK124dd10269d39;received=192.168.1.21;ingress-
zone=CUCM11

Call-ID: 44bdd400-9c¢112db1-12d95-1501a8c0@192.168.1.21

CSeq: 102 BYE

From: "Jonathan Robb" <sip:5010@rtp.ciscotac.net>;tag=329447~c9cc7ddc-9592-49e8-al3c-
79e26f48eebc-30106833

To: <sip:pstojano-test@dmzlab.call.ciscospark.com>;tag=£3734601fb0eb541

Max-Forwards: 69

Route: <sip:proxy-call-id=bel7a470-0bca-4ad5-8a6c-

14872e007e£fb@192.168.1.6:7003; transport=tls;lr>,<sip:proxy-call-id=bel7a470-0bca-4ad5-8a6¢c-
14872e007e£fb@192.168.1.6:5061; transport=tls;lr>

User-Agent: Cisco-CUCM11.5

Date: Tue, 19 Sep 2017 14:46:09 GMT

X-TAATag: 14a0bd87-1825-4ecf-9f3d-4a23cfa69725

Reason: Q.850 ;cause=47

Session-ID: 75957d4fb66al3e835c10737aa329445; remote=ed35426ed3ade6£dc3b058792333d£f2b
Content-Length: 0

R Cisco Webex 4B ER 7 W R FFAMMARES , B ERAERE : aMiXFCisco
WebexH #122INVITEAb. B BlWebex ARKZER TN EB R B, REERFEVNRBINVITENBIS
2B, IUBRBRTCRITRGC.729, BMFHER , EMACisco WebexBEMWYREDBEIER , Xi§
BB TREERE, —X , HhERBE S IR EERAY 5 R &4 (Complete the Prerequisals for
Hybrid Call Service Connect)— SRS ER535I H T X EN S EMMBRRET. RMITLLES : Cisco
Webex3Z L T iR f#iwes

- HA —G.711, G.722, AAC-LD

- ¥/ —H.264
KiEE : OpusF il Cisco Webex;BE& IR HIFILIE, B TIELREA , B LAHEUnified CMIE
EMETFZ BN EARMAIES , ERECisco Webex$ BB HRE, MRAER : ERLEEHE
N, BB ERR Akl E WA Cisco Webex RDFIExpressway-CHISIP Al 2 M Y [E 5 i B
o Bt , MREEMEAEMENEEL, KEHWISTEHHEM, EMREExpressway-C
SIPHHEEN , EBITUUTIRE !

1. B A F|Unified CM,

2. MR ZEDevice > Trunko

3. £ 8 Trunk®& Bk — TFind.

4. ‘&2 1¥Expressway-CH#ll,

5. FotkEMNEE,
EREHEMWYMNCTI-RDIHCisco Webex-RDEVEE it , FESITEL T4 :

1. W EDevice > Phone,

2. BB , & LLREDevice Type contains Webex or CTl Remote Device ( BURRZEF{#ERA K

%E).

3. CEEBEEMNERE.
BEERISMESELNES

1. W ESystem > Device Pool.

2. 8 AN Expressway-C SIPH# gy 8Bt

3. #— T Device Pool,

4. iRk EHERE.

5. 8 AR Webex-RDE,CTI-RDHY & & ith,

6. ¥ — T Device Pool,

7. REEEEE,
REEEBR :

1. BN ERF>EHERA>ER.
2. BB ERMENEEZ—.



/content/en/us/td/docs/voice_ip_comm/cloudCollaboration/spark/hybridservices/callservices/cmgt_b_ciscospark-hybrid-call-service-config-guide/cmgt_b_ciscospark-hybrid-call-service-config-guide_chapter_011.html

3. MEMAC.7T290NMEER < MREFEEEMR.

LB , MREREFEMAG. 7290 ME , AIREREBHRIUIECisco WebexfE AN Z RN FA
WERSE  IEAZ—BAAEXELDENESNERY. £LRFRT BETUTRARE

: Expressway-CH## [Ei5 : R EERWebex-RDEE, : RTPEE UL T £RTP-DevicesHl
ReservingBandwidth [E 15z B R B AR , @A

nnnnnnnnnnnnnnnnnnn

-Region

o
e -
Default - FLT-W {L16, AAC-LD 32000 kbops 32000 ibps
G BesaringBandwidtt re Systern Default (Factory Default |ow loss 8 kbps (G.729 384 kbps 384 kbps
RTP-Dewices e Ty CEIAUN (FBOCTY U I fre 5’, 25% kbps (L1686, AAC-LD 32000 kbps 32000 kbps
RTP-Infrastructure se System Defaut (Factory Default low loss! 256 kbps (L16, AAC-LD 32000 kbps 32000 kbps
G.729 Not Supported by Spark

88 F N Expressway-CHEFTERN & Bt , BRI E X RegionB . FINEBUMNWEFRTES
RTP-Infrastructure , EtCisco Webex-RDFExpressway-CH# 2 M35 E BB HRERTP-
DevicesfIRTP-Infrastructure. MMFTR , &7 SR Z kB4R T WAAC-LD ( Cisco Webex3Z B &
FimETSEc— ) , AP ERRE, ME2.8i8Unified CMBRKEAE B PMERAEREDL
¥R , S2SDPHSIPHEENAX/NEXRIERN. REEL EENRABRBLARBARER
EZAARHE, EFSHURGIRARERL , BREREEN, #ACisco Unified
Communications Manager(Unified CM)F , iB8 XA REISSDPH AESIPEBRNERERT
ZEMN, fEUnified CMBWEERAH , AFNSIPEHEREX/NCHEM , ERLEEEFRREMIEAR
RFERE. MRLPIR , MREFSEAREWREMN Unified CMEL B S WU RIGER , TRERZH
Unified CM LR B A EAEE X NBENE, MRS IEE KR5S T BETE N ES T U R%E
AR |, BRUnified CM SDLERHES) , B A EMEEXpressway B, B TRBIME K SXER
BRLETHERR  ARRBHETERENRERR. EREREAENEE , S4ANE , —
BUnified CMIRLZIB AHSIPHE , EREBEATCPEREFZM T MMExXpressway-Co Hit , AIgEH
RZERARER :

1. Cisco Webex /8K EAINVITEW/ SDPiBX. Expressway-Ch§lt i B 8 2 Unified
CM , Unified CMBIFATCPERF , AESIPHFEHREER.

2. Unified CME 545§ i 3 FE U 4E B Early Offer to Webex , iE % bk 2 #iX 2| Expressway-CH ¥ 4
INVITE T 2SDP, #A# , Cisco Webex® X —{E200 OK ( #SDP ) e A% , A&t
Expressway-C& ElUnified CMEF#I200 OKEMEA X, Unified CMBIEATCPE T , AR
SIPHRE 5 RAGE o

3. Unified CME &1 H v FERY4E R Delayed Offer to Webex , i& % bk 2 3% B|Expressway-CHI #]
HBINVITeR T BESDP., A% , Cisco Webex®#iX —E200 OKFISDP , & #Expressway-
CE BJUnified CMEE , 200 OKiB1H A K, Unified CMBIBATCPEREF , A#ESIPHEE K
.

B Expressway-C HREARMUEERR , EBR TREER. MREMEAH TranslatorX 2 N E
R , B LLE BJExpressway-C IEFEA Cisco Webex 200 OK ( #SDP ) & Z|Unified CM., BER
Unified CMZKETRREASIP ACKHEE(THRIE , tnMFT R


http://translatorx.org/

— — — —
CUCM Expressway-C Expressway-E
14:05:01.183 INVITE (101 INVITE)
14:05:01.190 100 Trying (101 INVITE)
14.05:01.216 I INVITE (101 INVITE)
14:05:01.226 S 100 Trying (101 INVITE)
14:05:04.021 " 180 Ringing (101 INVITE)
14:05:04.025 & 180 Ringing (101 INVITE)
14:05:19.737 200 OK w/ SDP (sendrecv) (101 INVITE)
= 200 OK w/ SDP (sendrecv) (101 INVITE)

CANCEL (101 CANCEL)

14:06:22.829 < 481 Call Leg/Transaction IDaeﬁ Not Exist (101 E.ﬂ.MCELJI

No SIP ACK

H R Unified CMEEZREHNRES , BB X ERASDLIR B LB Unified CM 047 R 2B 1H
o EHFRF , BEFRBEUnified CMABBE R B Expressway-CHI KTE S, ST ARITESR

o

CUCM Traces

53138762.000 |09:05:19.762 |AppInfo |SIPSocketProtocol(5,100,14,707326)::handleReadComplete
send SdlReadRsp: size 5000

53138763.000 |09:05:19.762 |SdlsSig | Sd1ReadRsp |wait
| SIPTCp (5,100,71,1) | sd1TCPConnection(5,100,14,707326)
|5,100,14,707326.4410.36.100.1404* | *TraceFlagOverrode

53138763.001 |09:05:19.762 |AppInfo |SIPTcp - SdlRead bufferLen=5000

53138763.002 |09:05:19.762 |AppInfo |//SIP/Stack/Error/0x0/httpish cache_header_val: DROPPING
unregistered header Locus: c904ecbl-d286-1lle6-bfdf-b60ed9145494

53138763.003 |09:05:19.762 |AppInfo |//SIP/Stack/Info/0x0/httpish msg process_network_msg:
Content Length 4068, Bytes Remaining 3804

53138763.004 |09:05:19.762 |AppInfo |//SIP/Stack/Info/0x0/ccsip_process_network_message:
process_network msg: not complete

53138763.005 |09:05:19.762 |AppInfo |SIPTcp - Ignoring large message from %Expressway-
C_IP%:[5060]. Only allow up to 5000 bytes. Resetting connection.

ESIPHFESRE R , Cisco Webex#% @ B §& =4I+ St 8k B Expressway-E X A 35SIP 6033548 74
B,

Expressway-E Traces

2017-01-04T09:05:40.645-05:00 vcs-expressway tvcs: UTCTime="2017-01-04 14:05:40,645"
Module="network.sip" Level="DEBUG": Action="Received" Local-ip="%Exp-E%" Local-port="25150" Src-
ip="%Webex_ IP%" Src-port="5062" Msg-Hash="2483073756671246315" SIPMSG: SIP/2.0 603 Decline

WMEHR , BUUE=ETENERTEILTR. /ERER , LWEPFHRMN BFREEER
SHHITES , BN FENL4E & HE R 1R 38 457805 B i 35 Cisco Webex, FRRAR :

1. & A FlUnified CM,

2. MR ESystem > Service Parameters.

3. ;B K 1TCall ManagerBR ¥ &9 Al IR 28

4. ERFERTEE "R BF , iIBIECisco Call ManagerfR 1.



5. i###Advancedi®1g,

6. #EClusterwide Parameters(Device - SIP)RXE T , #SIP Max Incoming Message SizeEE ¥ &
18000,

7. BRHE,

8. ¥5E 1T Cisco Call Manager ik # &9 & {f Unified CMEI R EM It 1B,

PEE . EEIPEE, SERRN/RSIPPERANRE , KABFBBZE K. TARRETRE
EERE  UBRABRESBROHIRANER. RIFSNEERWRTLTUNEZEN , FUFEER

cucMLiysmem, B 8RExpressway B EHERR T SR MR M AR R Expressway LA
ARERAER , ERFEAFEARSHBED S TR UFERSXNWRE , ZRARKEESR
A. ERAEX T EExpressway LW #H>T A>REERERETRE. RERNERE , MR
REAREEFAAERRTARESBREEXNFRERITE , AR UTLIRBEIHTFBANRDRE
, ISR Z. HABEFUREER , 887U UNfied CMERFQDNR % 5 A Unified
CMEHFQDNBRENEXFHRITRE. FALRARKE , BT U REREHFERBPIIHN
Unified CMEEEFQDNE| ¥ ( TR B#URI ) ETH. Fl , MRUTEEEA

Expressway , &4 #&cucm.rtp.ciscotac.netii F &jorobb@rtp.ciscotac.netRIZE Check patternZhgE.

SIPMSG:

| INVITE sip:jorobb@rtp.ciscotac.net SIP/2.0

Via: SIP/2.0/TLS 192.168.1.6:7003;egress-
zone=HybridCallServiceTraversal ;branch=z9hG4bRcac6d95278590991a2b516c£57e75827371;proxy-call-
id=abcba873-eaae-4d64-83bd-c4541d4e620c; rport

Via: SIP/2.0/TLS 192.168.1.6:5073;branch=z9hG4bK837b03£2cd91b6bl9bedfc58edb251b£f12;x~cisco-
local-service=nettle;received=192.168.1.6;rport=41913; ingress-zone=DefaultZone

Via: SIP/2.0/TLS 64.102.241.236:5061;egress-
zone=DefaultZone;branch=z9hG4bK524£89592d00££c45b7b53000271676c370.88b5177ac4d7cfcaeleb8£f8be78da
055;proxy-call-id=2db939b2-a49b-4307-8496-23716a2c090b; received=172.16.2.2; rport=25010

Via: SIP/2.0/TLS
192.168.4.150:5062;branch=z9hG4bK92£9e£952712€6610c3e6b72770c1230; received=148.62.40.63; rport=39
986; ingress-zone=HybridCallServicesDNS

via: SIP/2.0/TLS 127.0.0.1:5070;branch=z9hG4bK-313634-
3d27a6£914badee6420287903c9c6ad5; rport=45939

Call-ID: 3e613afbl185751cd£019b056285eb574@127.0.0.1

CSeqg: 1 INVITE

Contact: <s8ip:192.168.1.6:5073;transport=tls>

From: "pstojano test" <sip:pstojano-test@dmzlab.call.ciscospark.com>;tag=145765215

To: <sip:jorobb@rtp.ciscotac.net>

Max-Forwards: 15

Route:

EFEAREENARES R EREHBRESA NS , FYRTUTSE
1. B B> TE>REEN,
2. A BI# , | AUnified CM&EEEFQDN,
3. #Pattern TypeR& & APrefixo
4. }§E X F BELTE RUnified CMEFFQDN,
5. #Pattern1T A5 E ALeave,
6. i®#¥Check pattern,

R Expressway LB &R AR EIER , 238 & EBResults return a SucceedediHB. AT
ThEVCheck#E X R EA , M TEFT R



Check pattern

Alia
Alias ¢ |cucm.rtp.ciscotac.net
Pattern
Pattern fype Prefix. v | 1
Pattern string + |cucm._rtp_ciscotac.net
Pattern behavior Leave bl B
Check pattern
Result
Deetails Alias matched pattern
Aliag cucm.rip_ciscotac net

BRI RER , B (cucm.rtp.ciscotac.net)B2/Y = E # 3\, 5F BB (cucm.rtp.ciscotac.net) EE. &7
MRAR I AR B L RETIE R |, SR ERMEXpresswayEL RARR . ERHRAER
R ERIRExpresswayfE R 18 1A TE B & i MUK B4 E [R5 , Expressway EURAERIE
HEEH. MEE—{YHEERBREWUEITTER. E£Expressway tHIMaintenance > Tools > Locate
BETAUREILocateMAER . 6 E BB AExpressway-C.LH "Z/ 1 ThEEREE A
IR 28— A T LA ik SIPEE B 3] 5K AR A Unified CM#EBFFQDNEE i AU Y — L3R B,

1. B B> T B>EN,

2. & "BI% 1 M{H ¥ A Unified CM#EEFQDN,

3. BREBSIPEAE.

4. RiFiRIBCisco Webex’ B EER SR ES.

5. {8 ##Locate,

BE , SRENEERETIEBER. UTRECHTHEFAE  #R&EROTEAR.

Locate
Locate
#* |cucm.rp.ciscotac.net
Hop count 5 i
Protocol SIF ¥ |1
Hybrid Call Service Traversal T i
ez ¥ !
i
Locate

DTREMNER. HRHRAHERANEME, BFRERHA
- AT ARG Bl AV EE M (True)
RER (EEEB/AR )
- BB ( EERHNEIRE)
- EENEEKRA (BEFUREALER )
- A GA B9 b [E(CUCM11)

Search (1)

State: Completed

Found: True

Type: SIP (OPTIONS)
SIPVariant: Standards-based



CallRouted: True

CallSerial Number: ae73fb64-c305-457a-b7b3-59€a9688c630
Tag: 473a5bl19-9a37-40bf-bbee-6£7bc94e7¢77
Source (1)

Authenticated: True

Aliases (1)

Alias (1)

Type: Url

Origin: Unknown

Value: xcom-locate

Zone (1)

Name: Hybrid Call Service Traversal
Type: TraversalClient

Path (1)

Hop (1)

Address: 127.0.0.1
Destination (1)

Alias (1)

Type: Url

Origin: Unknown

Value: sip:cucm.rtp.ciscotac.net
StartTime: 2017-09-24 09:51:18
Duration: 0.01

SubsSearch (1)

Type: Transforms

Action: Not Transformed
ResultAlias (1)

Type: Url

Origin: Unknown

Value: cucm.rtp.ciscotac.net
SubsSearch (1)

Type: Admin Policy

Action: Proxy

ResultAlias (1)

Type: Url

Origin: Unknown

Value: cucm.rtp.ciscotac.net
SubsSearch (1)

Type: FindMe

Action: Proxy

ResultAlias (1)

Type: Url

Origin: Unknown

Value: cucm.rtp.ciscotac.net
SubsSearch (1)

Type: Search Rules
SearchRule (1)

Name: as is local

Zone (1)

Name: LocalZone

Type: Local

Protocol: SIP

Found: False

Reason: Not Found

StartTime: 2017-09-24 09:51:18
Duration: 0

Gatekeeper (1)

Address: 192.168.1.5:0

Alias (1)

Type: Url

Origin: Unknown

Value: cucm.rtp.ciscotac.net
Zone (2)

Name: LocalZone



Type: Local

Protocol: H323

Found: False

Reason: Not Found

StartTime: 2017-09-24 09:51:18
Duration: 0

Gatekeeper (1)

Address: 192.168.1.5:0

Alias (1)

Type: Url

Origin: Unknown

Value: cucm.rtp.ciscotac.net
SearchRule (2)

Name: Hybrid Call Service Inbound Routing
Zone (1)

Name: CUCM11

Type: Neighbor

Protocol: SIP

Found: True

StartTime: 2017-09-24 09:51:18
Duration: 0

Gatekeeper (1)

Address: 192.168.1.21:5065
Alias (1)

Type: Url
Origin: Unknown
Value: cucm.rtp.ciscotac.net

2 B B SERC SR AR A B Y BB Expressway fif JR 75 SRR I N £ 1T W 0L o SR P R U R R B | BB AR
AW Aficek. WExpresswayIhBE Tl & TR X RFFMAE , BMBExpresswayE P EB
BETHMERBRE, ST ER£SIPER, Expressway il isiil 5% Ry LA & Expressway il
MREREMES, PHARCEISHSTEANEER. TUARE AEREREIAETRH®. R,

&. B, AR, REt. ERERT , IEARARERERINFO , $F BB M REMEART
FAR. ARATRERERSEERMEN HER&EEEINR T8’HA, RBR TR, |, AEEFHERE
FERENER. L THBRAMAREEdeveloper.ssiifi iy B &R , XEESRE (HE
) TLSEFRHRA.

1. B A ZB|Expresswayffl kg% ( 4 ZAEExpressway-ERICLETER ) o

2. ¥l FlMaintenance > Diagnostics > Advanced > Support Log configuration.

3. RN EREBNEE(EHHIER Bdeveloper.ssl) , REBEE—T T,

4. #ELevel5| B354 , {8 EFEEDEBUG,

5. #%—T MSaves o
LR, O ERFIHMYE B iR

1. E A BlExpressway iR 8% ( 4 AHEExpressway-ERICLER ) o

2. Wi B N>R Wi > i A RERC 8%

3. #&#— T Start New Log(E£#:& Ftcpdumpi®Ei1g),

4. EHEE,

5. #2— T Stop Logging.

6. #—T "Download Log. o
HiExpressway2 i A #E5C & , fRCE , B X 1THExpressway-CHIExpressway-EF %4 B F650 8%
: B % , EExpressway-E LB A RERC 8k , REB W B Expressway-CYX B E Aok, LK , &5
ALERZEE, M5 : BBl , Expressway/VCS¥ i B i #3812 2 A BExpresswayfil IR 88 &
BRI EECABRENEN. MRBBIHALIIEERNRE , BASERRFIM B bERED,

I

. Cisco WebexiE & P fR S BHE
. Cisco Webex'E& EXEHF



https://tools.cisco.com/bugsearch/bug/CSCvc70955
https://www.cisco.com/go/hybrid-services-call
/content/en/us/td/docs/solutions/PA/maroon/spark/hybdsrvs.html

. Cisco ExpresswayE ¥ B 155
- i Z BB # - Cisco Systems



https://www.cisco.com/c/zh_tw/support/unified-communications/expressway-series/products-maintenance-guides-list.html
https://www.cisco.com/c/zh_tw/support/index.html
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