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Jabberf i BIBMRAE A

1. R 7 162 B AR FE 50 8% (SRV) M/ ok S £ B 4R 388443

2. VCS Expressway F Y B E T o[ ##Z = A a A

JEBBEE PR FUDSHEREE

4. Expressway-C H 56 BE/R A T 8452 . XCP_JABBERD Detail=f % EFE F# "%IP%, . B
7400:(111)ERFIE LB

5. Expressway-Eff] fR 28 F #E /15 F B8 collab-edge SRVHAY AL E T PTH

6. HAEBIFNWebEx Connecti] A , EEEA

;:E;(_r;tresswav-CﬁHﬁﬁﬁﬁﬁﬁﬁ’éiﬁiﬁﬁ . "EfE{EHIRIES, FEREARES | FESEFFBAER
8.8 & % Microsoft DirectAccess

9. Expresswayx [IDNSZ 3 25 BX

5 B 28

HEFEELM  TAFSIP/2.0 4055

Softphone A | B K=" A"

REFHELGM  FRRE "=EAFEDIBHE

HRFRPAE 7T EFRE . MRAKXK

mEny — FHEARRE

EIBMRAR Y BF /&

BIBMRAM I FPSTN A & 5] 86

CUCMAIM&PRE &

BH IF ¥ CUCMBIASCIIEEE

5061 L #Expressway-CEICUCMKI &£ 2B K HIATLSHE

R FTI-IM&P e B 25 B 18 B #5 58

Hfh 28

Jabber® Fif F W EE X B4 RERET TRIER

B A BB 5 T2 BiBExpressway B /R fEJabberE Fix £

Jabber® FPix 1t & A B 1 R#EF Expressway-EEE

THEIEEA

T

RNENMBNAERE FESERREARNRE RSFREEE,

HRER
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BEAERRHE(MRA)Z AR EEE A EBEK(VPN)JabberThsE I ZBBAAR T R, BRTRAH
RimEAERESRT A ERIABLEEER, MELRIEEEA T FECollaboration Edgefi# R
RETHIEHRRM TRMENREREYMATFEDBERBRABENRE RE&E,

™,

VEGFY

”msR

BREBEBECEMBLUTESE
- BERESBEAEES(CUCM)
. Cisco Expressway#Zt»
. Cisco Expresswayi# #&
. Cisco IMFIAREE(IM&P)
- WindowshxCisco Jabber
. MachxCisco Jabber
. Cisco Jabber for Android
. Cisco iOShixJabber

- R2BHE
- WE B BRI (DNS)

BRATH

AN ERARBBEUAT B ANERRA
- Expresswayhx24<X8.1.13 & & iR A
- CUCM 9.1(2)SUTHE S RAFIM&P 9.1(1) T E S kA
. Cisco Jabber 9.7 & iR 4~

ANHNEARBBEREERTRRANKEMEL. XHEAINAMERERRERER (HK
) BVAAREREAE), MRENEREET , FREACEBEMESAURERNTZE,

BEARBE
Jabberf& & BEBMRAZ A

BLREAR AT REE — RIIRBE 2 , Hh R L BRERSE L EER,
1. &8 IR X5 50 8&(SRV) M/ Sk % H 4R 828443

EfFJabberB FineE AR INEAMRAZ A | X BRI ENSERBZESRVE 8 B o€/ 2B5H R
EJabberE Fin VIR BB , ©45#TDNS SRVEH :

1. _cisco-uds:tt SRVED & AR BEECUCMMAIIREE = A 1 Ao
2. _cuplogin : tESRVEE#& A REE R B HEIM&PRIARES.

3. _collab-edge: Lt SRVEE # AR BEEMRAZ S A A,



MR BB JabberfE A H i |, B KK Z_cisco-udsF_cuploginfISRVEIFE | B R U ZEI_collab-
edgefEfE , Bl g A LB EEHERESRVEEF 5 HHExpressway-E,

_collab-edge SRViC 815 61388443/ Expressway-Ef 52 £ PR EIZ & (FQDN), 1% _collab-edge
SRVAREY , RAENSTA , RMRE AR |, BFEEFHEIE443 , HlJabber® FinfEE A,

& 7] LARERE _collab-edge SRViC#% 2 & I f#4fT , AR £ A Collaboration Solutions Analyzer(CSA)H
SRV E S = A Al LAGH B TCP#8443,

MR BRIESAAIEEE | AITARRMARSEE (B ) HEBRE | HRAEp-ERYER
3 (GW) S A B ph A A 22,

2. VCS Expressway LR BT EZRF A

fEJabber® Fim Zl_collab-edgefV & R%E , T EEIBIE44IEEFHRHELZ £ (TLS)W
ExpresswayBiig , EflftExpresswayRRFRE , ERETLSXRKETJabber®E F i MExpresswayZ
Faﬁ Elgiégﬂo

MR Expressway® BB &Expressway FODNRIFH BB R E |, AIREESXK , XH
JabberZ F i EE Ao

MR A JEIRE |, FEEExpressway L FARER BB R(CSR)ITE , XTI E & HEHExpresswayhy
FODNEAFEAE SR B B(SAN)ZIEER.

FE:MRAEREExpressway-CHExpressway-E 2 [ 2 & Expressway-E #l /A ZB#& ik 2 B 1T
Z2BHA.

EMRAZI ISR 0] K B B BExpressway B S ERIIEEN T — A X :

Table 1. CSR Alternative Name Element and Unified Communications Features

Add These Items as Subject Alternative Names When Generating a CSR for These Purposes
Mobile and Remote Jabber guest XMPP Federation Business to
Sccess Business Calls

Unified CM registrations domains (despite their name, these have more in common Required on - - -
with service discovery domains than with Unified CM Unified CM SIP registration Expressway-E only

domains)
XMPP federation domains = - Required on =
Expressway-E only

IM and Presence Service chat node aliases (federated group chat) — - Required —

Unified CM phone security profile names Required on - - -
Expressway-C only

(Clustered systems only) Expressway cluster name Required on Required on Required on
Expressway-C only Expressway-C only Expressway-C only

3. B B PR BUDSHRAR

Jabberf & % B Th 2 L BEdExpressway-ER Z £ B R % , 8 EREIT851HAE(get_edge_config).
I8 4B B 2 & _cuploginF_cisco-udsHISRVED #%. 1R 1E2#&EL B+ RIR[E_cisco-uds SRVALD #%
, BlJabber® Fin L EEE A,

EEfRIERE |, FFHER_cisco-uds SRV EEATPE |, I B 7] HExpressway-CHEHT.


https://cway.cisco.com/csa/
https://cway.cisco.com/csa/
/content/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/exwy_b_mra-expressway-deployment-guide/exwy_b_mra-expressway-deployment-guide_chapter_0101.html

ERIDNS SRVECEMFFMER , F2EX8.11HMRASBIER,

MBEMALEED SthE—EEBER, MBEEEEEDET , ¥ AREJabber® SR RE T
Al A& E R RIE(UDS) , BIABERESRIEANIBDNSH EESLZPiT — 2B I 7 _cisco-uds SRVEC o

B : EExpresswaylR A X12.52#% , THEEH _cisco-UDS SRViC &8 EAEDNS, HES
I IEEThEEM MM E T |, FFS B BIBCisco Expresswayhy B B) & ik 55 B 2T B I8 B (X12.5).

4. Expressway-C B B JER L\ T 4458 : XCP_JABBERD Detail= % B8R "%IP%, , #
7400:(111)EARMIE R

IR Expressway-EME N HEIEHIZFNIC)EERER , RESERELEFHMUERBIATE S (XCP)HE
BR25. MR Expressway-ERFS A TESE | AIngE @RI ML REE -

1. FEAEENIC,

2. BiERBREESRERE,

3. Use Dual Network InterfacesiZIEzZ EAYes.
ERRILERE | 5548 Use Dual Network Interfacesi®IE E i ANo.

35 1t R B R JR K R Expressway-E1E SEER VRS T EH L EEXCPERE |, e mEBUER X B/BHE,
Expressway-EFETCP£7400 E EEEEXCP &S, MR EFE netstatin To

5. Expressway-E ] B 8% = ## /18] % B€_collab-edge SRV B BT TE

WNEDNSE HELE F I Expressway-E fal iR 285 T #£ & /151 EE_collab-edge SRVIEZ F UK ZI Y IT B
, BlJabber® F i & LB Expressway-EE#l. Jabber® Fin{E FAget_edge_config& e 1Y
xmppEdgeServer/Address jt % 2 31 F|Expressway-EFIXMPPER

LA R #Expressway-EZlJabber® FimfUget_edge_confige FE 1 xmppEdgeServer/Addressy 7R 4l

<xnppEdgeServer >

<server>

<addr ess>exanpl el ab-vcsel. exanpl e URL</ addr ess>
<tl sPort>5222</tl| sPort >

</ server>

</ xnppEdgeSer ver >

ATREEREEN , FHR_collab-edge SRViC#kEEExpressway-EFX #E /5% LHl, 2ALLEER
RS B RIEEERID CSCu083458 , W B B B RI$EE2ID CSCu082526 F ¥t S o X &,

6. A B BIAWebEx ConnectiT A , SEEHA

WindowshRJabber BB RUTRAE :

2014-11-22 19:55:39,122 INFO [0x00002808] [very\WbexCasLookupDirectorlnpl.cpp(134)]
[service-discovery] [WhbexCasLookupDirectorlnpl:: mkeCasLookupWhenNet wor kl s

Avai |l abl e] - makeCasLookupForDonmain result is 'Code: |S WEBEX CUSTOMER, Server:
http://URL server;

Ul: http://exanple URL server';;;.2014-11-22

19: 55: 39, 122 | NFO [ 0x00002808] [overy\WhbexCasLookupDirectorlnpl.cpp(67)]



/content/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-11/Mobile-Remote-Access-via-Expressway-Deployment-Guide-X8-11-4.pdf
/content/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/exwy_b_mra-expressway-deployment-guide/exwy_b_mra-expressway-deployment-guide_chapter_0100.html
http://ecatslab-vcse1.ecatslab.com/
https://tools.cisco.com/bugsearch/bug/CSCuo83458
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo82526
http://loginp.webexconnect.com
http://loginp.webexconnect.com/cas/FederatedSSO?org=odeabank.com.tr%27

[ service-discovery] [WbexCasLookupDirectorlnpl::determ nel sWwebexCustoner] -

Di scovered Webex Result from server. Returning server result.2014-11-22 19:55: 39, 122
DEBUG [ 0x00002808] [ ery\WbexCasLookupUr| Confi gl nmpl . cpp(102)]

[ service-discovery] [WbexCasLookupUrl Configlnpl::setlLastCasUrl] - setting |ast_cas_
I ookup_url : http://exanple URL server2014-11-22

19: 55: 39, 123 DEBUG [ 0x00002808] [ pt er s\ confi g\ Confi gSt or eManager . cpp(286) ]

[ Confi gSt oreManager] [ConfigStoreManager::storeValue] - key : [last_cas_|l ookup_url]
value : [http://exanple URL server/cas/ Federat edSSO?or g=exanple URL]2014-11-22

19: 55: 39, 123 DEBUG [ 0x00002808] [ conmon\ pr ocessi ng\ TaskDi spat cher. cpp(29)]

[ TaskDi spat cher] [Processing:: TaskDi spatcher:: enqueue] - Enqueue ConfigStore:: persist
Val ues - Queue Size: 02014-11-22 19:55: 39, 123 DEBUG [ 0x00002808] [ pters\confi g\ ConfigStore
Manager . cpp(140) ]

[ Confi gSt oreManager] [ ConfigStoreManager::getValue] - key : [last_cas_| ookup_url]

ski pLocal : [0] value: [http://website URL/cas/Federat edSSO?or g=exanpl e URL]

success: [true] configStoreNane: [Local Fil eConfigStore]

ZAEHEmEIWebEx Connect,

BREBXRABRER , HABIEWebEXT REFF AR,
B FEE e
EREHR , SR LERELEER —BHEREA TR,

. # 1t 51 BT 8 Eljabber-config.xmlf, A% #%jabber-config.xmlfE R L EZEICUCM LM TFTP{E
fRES. CEEREFHBEERIIEA,

<?xm version="1.0" encodi ng="utf-8"?>
<config version="1.0">
<Pol i ci es>
<Servi ceDi scover yExcl udedSer vi ces>WEBEX<
/ Servi ceDi scover yExcl udedSer vi ces>
</ Pol i ci es>
</ config>
- REARKNAERE , BETUTHS

msiexec.exe /i CiscoJabberSetup.msi /quiet CLEAR=1 AUTHENTICATOR=CUP EXCLUDED_SERVICES=WEBEX

B EEZRRTEARREBEE.,

- BV —EHENURL , EHHEBRWEBEXMR :

ciscojabber://provision?ServiceDiscoveryExcludedServices=WEBEX

BRBUCHR# 3 3 LUK Al £ Cisco Jabber 12.8 43t ZBE A HERR R LRIV MM EF . 52K

7.;xpressway-0ﬁﬂﬁﬁﬁﬁﬁﬁ;§iﬁﬁ : "EREEHRER, FEREMARSE  EESFFRMAR
BER, "

1N R Efii B Status > Unified Communications3f & FI$8555H 2 , "Configured but with errors. Provisioning
server: Waiting for traversal server info." ¥ AUnified CMEEf M IM&PIRF , F£Expressway-C LB & Y A B
DNSAl 25 BB M{EExpressway-ERYDNS At #%. Expressway-ERYZ{EDNS A& E RV EE A
REEZEENFRAEEEXpressway-E LRI T HRENATHEENICEBBEIRA THRENATHER
NIC , R2 R |, It B =M BRASDNSfE AREE P E EHIDNS Afc#k. Hitk , B&EExpressway-
CH{FEFADNSEHE RN W MBHTExpressway-E FQDNE | &3 Z I MEDNS AR,

BRBR

MR AExpressway-E NICE B 7 FRENAT:


http://loginp.webexconnect.com/cas/FederatedSSO?org=odeabank.com.tr
http://loginp.webexconnect.com/cas/FederatedSSO?org=odeabank.com.tr
http://loginp.webexconnect.com/cas/FederatedSSO?org=odeabank.com.tr
https://support.webex.com/MyAccountWeb/needsupport.do?userType=ht
/content/en/us/td/docs/voice_ip_comm/jabber/12_8/cjab_b_deploy-jabber-on-premises-128/cjab_b_deploy-jabber-on-premises-128_chapter_01101.html

1. M BRExpressway-CH i i& BY DNSal Bk 25 Expressway-E A ZBIP#h ik FIDNS AFE #%o
2. EiBCMD Rl #TExpressway-C & B DNS R ERF {5 F #& P C(ipconfig /flushdns) o
3. EF B Expressway-Cfa RS-

R Expressway-E NICEL & AR R EENATHYENIC:

1. M BRExpressway-CH i i& I DNSa Bk 85 Expressway-E L EBIP# 4 BIDNS AFZ #%o
2. BIBCMDRI#rExpressway CHl{E A & PCH KIDNSHREX (ipconfig flushdns)o
3. EF B Expressway-Cfa RS-

8.8 & ¥ Microsoft DirectAccess

WMREF B Jabber® F ik AHE BIPC L FAMicrosoft DirectAccess , BIEBREFHRRBE AR 7
BEE P ETMRA, DirectAccessifiFliEDNSE B IBFRE BX T AR , MEPCERAVPN—,

&F:Microsoft DirectAccessF % Jabber over MRAX 2, {HAHEHIRTER| I A,
DirectAccess Bl EHEREEERE,

BLEZEF K IPE LE T Microsoft DirectAccess & B RN KBE R P AV FT B DNSEC &%, DirectAccesstT&
BRIBIELEST 4% ( JabberE EREMTBIBMRAM N HDNSEATE L )

. _cisco-udsHISRVEC 8%
. CUPLOGINKEISRVEZ8&(_C)

. _collab-edge Y SRVEE #%
- FfBExpressway Esf 50 &%

9. Expressway /X EIDNSZE# %k B

#EX8.8MRABH%R , Expressway/VCSER BExpE. ExpCHIFTHECUCMESBHEE I IE [ F & [IDNS#*
Ho

BAETRER , F2 BB EIE K55 #9x8.8 3 17 37 B MDNSFC £ 7 Y Bl IR (R 4- AN SR BE 4B B 1%

MR R EPDONSEEETTFTE , Expressway H & W] 822 3R 5| FAreverseDNSLookup By $552
2016-07-30T13:58:11.102-06:00 hostname XCP_JABBERD[20026]: UTCTime="2016-07-30 19:58:11,102"

ThreadlD="139882696623872" Module="Jabber" Level="WARN " CodelLocation="cvsservice.cpp:409" Detail="caught exception:
exception in reverseDNSLookup: reverse DNS lookup failed for address=x.x.x.x"

&E#Expressway-E IPHIPTREE 88 , Expressway-CE U E| —EFQDN, #NRMEDNSU 5517
FQDN , BI&7E AP B RILITIE KRB

2020-04-03T17:48:43.685-04:00 hostname XCP_JABBERD[10043]: UTCTime="2020-04-03 21:48:43,685"
ThreadID="140028119959296" Module="Jabber" Level="WARN " CodeLocation="cvsservice.cpp:601" Detail="Certificate
verification failed for host=xx.xx.xx.xx, additional info: Invalid Hostname"

aE A
BREEROLREM , FAFFSIP/2.0 405753


/content/dam/en/us/td/docs/voice_ip_comm/expressway/release_note/Cisco-Expressway-Release-Note-X8-8.pdf#page=15
/content/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-8/Mobile-Remote-Access-via-Expressway-Deployment-Guide-X8-8.pdf#page=15

3 B Expressway-CHI S B 568 7R SIP/2.0 405 Method Not Allowed JH EVEEFE Jabber® B i X AU ST EE
Ko EMRER R BELFIES5060/5061H89Expressway-CHICUCMz K B BT E £ BRI BA T E
(SIP)E#FTE&E Ko

SIP/2.0 405 Method Not Allowed

Via: SIP/2.0/ TCP 10.10. 40. 108: 5060; egr ess- zone=Col | abZone; branch=z9hG4bK81e7f 5f 1c1
ab5450c0b406c91f cbdf 181249. 81ba6621f 0f 43eb4f 9c0dc0db83f b291; pr oxy- cal | -i d=da9e25aa-
80de- 4523- h9bc- be31eel328ce;rport, SI P/ 2. 0/ TLS 10. 10. 200. 68: 7001; egr ess- zone=Tr aver sa
Zone; br anch=z9h(4bK55f c42260aa6a2e3741919177aa84141920. a504aa862a5e99ae796914e85d35
27f e; proxy-cal |l -i d=6e43b657- d409- 489c- 9064- 3787f c4919b8; r ecei ved=10. 10. 200. 68; rport =
7001; i ngress-zone=Traver sal Zone, SI P/ 2. 0/ TLS

192. 168. 1. 162: 50784; br anch=z9h&4bK3a04bdf 3; r ecei ved=172. 18. 105. 10; r port =50784;

i ngress-zone=Col | abor ati onEdgeZone

From <sip:5151@oll abzone>;tag=ch5c78b12b4401ec236e1642-1077593a

To: <sip:5151@ol | abzone>; tag=981335114

Date: Mon, 19 Jan 2015 21:47:08 GMVI

Call-ID: cb5c78bl-2b4401d7-26010f99-0f a7194d@92. 168. 1. 162

Server: Ci sco-CUCMLO. 5

CSeq: 1105 REGQ STER

Warning: 399 collabzone "SIP trunk disallows REGISTER"

Allow INVITE, OPTIONS, |NFO BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRI BE, NOTI FY
Content-Length: 0O

EEFIFIEE , FEEARECUCMFIE BN EFISIPHEMNSIPHEZLEEER LHNSIPEM
CUCMHIExpressway-CHBEEIHE R AHAIER | 05065, RNEFEEIIEE—SRE, UT2
HHRERE .

CUCM

1. B —EHPSIPHEZLEEER , ZEEREREFIES5060(5065)H 55,
2. BVHESIPREZLHERREBEBNSIPHE WS B Witk E AExpressway-C [Pt | &£
5060,
Expressway-C

1. BV ECUCMI M EEE , BB EETRR5060(5065) , ALBLCUCMELE,
2. fEExpressway-C Settings > Protocols > SIPH , #&{RExpressway-C1{3 #5060 L {5 ESIP,

iﬁl!‘ﬁﬁ‘}fﬁﬂﬂ y ﬁ ] ="Unknown domain"

R B Expressway-CHI &2 Bl B 5588 R E {F="Registration Rejected” Reason="Unknown domain" Service="SIP"
Src-ip="XXXXXX.XXX" Src-port="51601" Protocol="TCP" AOR="sip: XXX . XXX.XXX.XXX",

EREENEE , FREATER

. EENTRFEAERSHEBERHREBERER | JabberBEFBERECUCMPFEALZLERLTS
EmEER?

- R JabberF FinfFALRENEEZLEERR , IRLEEERNEBES AFQDNER
, AR & FQDNE B R B EExpressway-CE & LBl iE ASAN?

- IR JabberF FinFALENEELLERERRE , FEMESystem > Enterprise Parameters >
Security Parameters > Cluster Security Mode , WRERELZLEXRBREST1 , UBH
CUCMEEREEZIRE, MREARO, IEESXNATHALHNBEURERS,


sip:6212@appmtltel02
sip:6212@appmtltel02
mailto:cb5c78b1-2b4401d7-26010f99-0fa7194d@192.168.1.162
https://video.cisco.com/detail/video/5828832832001/resolving-port-conflict-issues-for-mra-phone-registrations?autoStart=true&q=expressway

!ﬂ!‘ﬁﬁﬁﬁﬂﬂ y E "Idle countdown expired"

f£ Jabber® 5 i 81X 5 H S 1Y R R £ B A AR Expressway-E B 55K | 38 &/ 1dle countdown
expired ﬁ%i—% ) puE@E’J'f‘Eﬁ%)#%TFﬁZT‘o

2015- 02- 02T19: 46: 31+01: 00 col | abedge tvcs: UTCTi me="2015-02-02 18: 46: 31, 144"

Modul e="network. tcp" Level ="DEBUG': Src-i p="JabberPubIP" Src-port="4211"

Dst-i p="vCcs-E_IP" Dst-port="5061" Detail ="TCP Connecting”

2015- 02- 02T19: 46: 31+01: 00 col | abedge tvcs: UTCTi me="2015-02-02 18: 46: 31, 144"

Modul e="networ k. tcp" Level ="DEBUG': Src-i p="JabberPubIP" Src-port="4211" Dst-ip=
"VCS-E_IP" Dst-port="5061" Detail ="TCP Connection Established"2015-02-02T19: 46: 49+01: 00
col | abedge tvcs: UTCTi ne="2015-02-02 18: 46: 49, 606"

Modul e="networ k. tcp" Level ="DEBUG': Src-port="4211" Dst-ip=

"VCS-E_IP" Dst-port="5061" Detail ="TCP Connection Closed" Reason="1Idle

countdown expired"

HRBFERRABRERK TES061 ; B2 , EEARNBEEAREEENEAERE , At
TCPE#RERA,

MREBEBREREIEN , Expressway-EBIHEI B X ERE WS FRSIPH A/ FE A B HBR(ALG)IhEE
o BEMSENMEE , BN AFERHILIIEE, MRETHEENMIMTIRIRE  F2EMARBHESNER
XiE,

BRESIPHAI/ALGRIGEME
84,

HANBFEETEFERE , MRAXK

3R BExpressway-ER 2 T A 55 1E 185061 PR RTLSIH A A M , {B1EIE8443R K Ih# {TSSLIETF,

7, 52 B Cisco Expressway-EFMExpressway-CE 7 Fi & & 2 15 5 /Y Kt

2015-08-04T10:14:23-05:00 expe tvcs: UTCTime="2015-08-04 15:14:23,533" Module="network.tcp" Level="DEBUG": Src-
port="24646" Dst-ip="10.2.0.2" Dst-port="5061" Detail="TCP Connecting"

2015-08-04T10:14:23-05:00 expe tvcs: UTCTime="2015-08-04 15:14:23,534" Module="network.tcp" Level="DEBUG": Src-
port="24646" Dst-ip="10.2.0.2" Dst-port="5061" Detail="TCP Connection Established"

2015-08-04T10:14:23-05:00 expe tvcs: UTCTime="2015-08-04 15:14:23,535" Module="developer.ss|" Level="ERROR"
CodelLocation="ppcmains/ssl/ttssl/ttssl_openssl.cpp(67)" Method="::TTSSLErrorOutput" Thread="0x7fae4ddb1700":
TTSSL_continueHandshake: Failed to establish SSL connection

2015-08-04T10:14:23-05:00 expe tvcs: UTCTime="2015-08-04 15:14:23,535" Module="network.tcp" Level="DEBUG": Src-
port="24646" Dst-ip="10.2.0.2" Dst-port="5061" Detail="TCP Connection Closed" Reason="Got EOF on socket"
2015-08-04T10:14:23-05:00 expe tvcs: Event="Inbound TLS Negotiation Error" Service="SIP" Src-port="24646" Dst-ip="10.2.0.2"
Dst-port="5061" Detail="No SSL error available, probably remote disconnect" Protocol="TLS" Level="1" UTCTime="2015-08-04
15:14:23,535"

JabberB5% :

-- 2015-08-04 10:48:04.775 ERROR [ad95000] - [csf.cert.][checkldentifiers] Verification of identity: 'URL address' failed.

-- 2015-08-04 10:48:04.777 INFO [ad95000] - [csf.cert][handlePlatformVerificationResultSynchronously] Verification result :
FAILURE reason : [CN_NO_MATCH UNKNOWN]

-- 2015-08-04 10:48:05.284 WARNING [ad95000] - [csf.ecc.handyiron][ss|_state_callback] SSL alert read:fatal:handshake failure
type=eSIP, isRelevant=true, server=URL server name:5061, connectionState=eFailed, isEncrypted=true,
failureReason=eTLSFailure, SSLErrorCode=336151568

type=eSIP, isRelevant=true, server=192.168.102.253:5060, connectionState=eFailed, isEncrypted=false,
failureReason=eFailedToConnect, serverType=ePrimary, role=eNone

-- 2015-08-04 10:48:05.287 ERROR [ad95000] - [csf.ecc.handyiron][secSSLIsConnected] SSL_do_handshake() returned :
SSL_ERROR_SSL.

3R B Jabberfy 31 @ A EVEE R EEExpressway E IPRISSL 3 ; B EX /Y B & I IE 2K B It [ AR ES
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3813 2015-08-05 12:59:30. 811036000 192.168.1.89 97.84,35.116

1
3829 2015-08-05 12:59:30. 9E0461000 97,84, 35.116 192.168.1.89 TLEV1 LNS Server He]‘lc, certificate tificate reque erver Hello Done
3BB3 2015-08-05 12:59:31. 313432000 192.168.1.89 97.84.35.116 TLSV1 252 certifi te, (_'l ent Ney E h g « Chan g € ph Sp E ypted dshak: g
3887 2005-08-05 12:59:31. 341712000 97.84.35.116 192.168.1.89 TLSV1 Bl & ] t ( 1: Fatal, Description: Handshake Fail )

Handshake Protocol: certificate [
Handshake Type: certificate (11)
Length: 539
certificates Length: 536
cervificates (536 bytes)
certificate Length: 533
| = certificate (id-at-commonName=_internal_pP_ctl_phonep
# signedcertificate
# algorithmidentifier (shawithRSAEncryption)
rPadding: 0
encrypted: 5d1944c311d1741f9b003995eca3b06a0a3edf2bd49aa6oc. . .

FWEBESFHFERE,
RRFR
BIEFWETEFERE, EEMEE—% , 558 A showrunpolicy-map T , EERELULUTRAR

cl ass sec_sip
i nspect sip phone-proxy ASA-phone- proxy

EREFRNAE  UEEFERBEEER,

A — HEBREE
EIBMRARF I R T H

UTR-ERDMAERNEE  ELRETREERENICHMENICEE F HRILEE

. Expressway-E# #JSystem > Network Interfaces > IP T KRB BEFFEENAT, BHEBHNATHAE
EERABREN , BRI ESEBRERBWIP,
- B AR TCP/UDPIEARBIRR. BEIEFE , 552 BICisco Expressway IPIEFE AR EIE

ESTECAEARENATHEMNEM/NIC, U TEBHLENEFENEIEEE

issing

. EUCEEEEH , Expressway-CHE Ef5 @ Expressway-EH E & Y 2 3L IPHb i,
NENE "8+, HEATBHAEP RS, £AVCS Expressway TelePresence EfEASA L
FENATR S H , ARSI BRIASARS M ER L& RHA.
BRI EENEFME , 5528 Cisco Expressway-E#Expressway-CE A Fi & 2B 2 15 5 19 B 84 .

EiBMRAR WY B PSTN K& Bl #6

e R HAX8.5 2 Bl I iR A< ¥ Expressway I PR, BRHEERID CSCua72781 iR T Expressway-
CH{AIE 183G EE 1801 E R B 5 H iR ih H%Eﬁ%iﬂ;ﬁﬁﬁﬂ WMRIFEITHAXS.1.x5X8.2.x , A
DAHRBINRAXS.5 , th AT ABIIT LR 5 HH B9 B3R 5 5% o

MREHSIPEBEERAF183E R B 180 A HEANEARFHER , AITUERNR— 8RR
(CUBE) LfERf#R A=, fln -

voi ce class sip-profiles 11
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response 183 si p-header SIP-StatusLine nodify "SIP/2.0 183 Session Progress”
"SI P/2.0 180 Ri nging"

A% , MAEECUCM > CUBERISIPEL E1E R CUBEZR & Wsip-uafil E&E X T2 A 180 Early
Media,

di sabl e-earl y-nmedi a 180

CUCMAIM&P &

FH I T CUCMBIASCIISE R

#&CUCM#T 38 E|Expressway-CHf , &i&ZIPE L #THECUCMBIASCIISE R,
EExpressway-CHCUCMFTIEEI H ER ER , ©EET—RIIEEgetMlistE N MEENAXLEH, &
LR fl‘@FEgetCallManager, listCallManager. listProcessNode. listProcessNodeService#
getCCMVersion, &E{TgetCallManageri:f2# , ExecuteSQLQuerys% i #% X T 3R T A CUCM Call
Manager-trust=itomcat-trust,

—HBCUCMKEIER L EEH L#IT , CUCMBREHREEHEHMERSE., NREP—EERETSIHE
ASCIIZ T ) E'JJExpresswayQEWebfl\ﬁqﬂiﬁﬁﬁi—“’& ) F{LLR ascii codec can't decode byte 0xc3 in position

42487: ordinal not in range(128).

L REEE A B REEFRID CSCuob489R it , 6 7£X8. 25K H fif iR

5061 L #&Expressway-CEICUCMEY 2 £ 2B 5 Y tH S5 TL S B
B RECUCMMTomcat.pem/CallManager.pem L F A BB SR , LR LHE, LEECE

18 2 RHEERID CSCun30200fF R, AU IE Lt R =R BV R SR 75 7% 2 Ml BRtomcat.pemit #EExpressway-C £
FCUCMELERZEA "TLSERE. .

R HIMEP rl B 88 B8 BI85 ER

FriBIM&PR AR 2§ HF , Expressway-CE#E "l AREF T =IM and Presence Servery =% &AL
AXLEHHTTPEERE "THTTPError:500. , #1mE B L8 IM&P [ BR S

EAFIBIMAP R IRESHY — B , Expressway-CERAXLEH B B HHPEHIMAPEE, ARE
BIEEERID CSCul05131 , BETERRTEY ; A EGEREREA.

HAtbEE
Jabber#® Fil LM EE BIREET TRER

Voicemail
Status: Mot connected

B 7 fEJabber®E Fimsa = BB AR RE R ShiEAR , 2B TEExpressway-C EHHTTPAFEEHEE
Cisco Unity Connection IPisiit s} F#5 ,


https://tools.cisco.com/bugsearch/bug/CSCuo54489
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EffExpressway-CE R ILIRIE | BEITHEIER -
X8.1FIX8.2REN R R

1. ¥ — T Configuration > Unified Communications > Configuration > Configure HTTP server
allow list,
2. #&— T New > Enter IP/Hostname > Create entry.
3. fFfBJabber® Fin , REEFHE A,
X8.5hRHYiBE

1. ¥ — T Configuration > Unified Communications > Unity Connection Servers.
2. ¥ — T New > Enter IP/Hostname , User account credentials > Add Address.
3. FFéfJabber® Fim , RABREHZ A,

Bhig A B A& EiBExpressway M R fEJabber®E Fi Lk

BEBNE RS E RS REFAUDSREMBIHEAR S, EEREF-ETRARNREFRF N Web(d
fR2R. RMERSREEMN,

1. BEEWjabber-config.xmIfES , = M F F i iE 0] E|Web [ R 25 A BT BHE AR Ao LLERRY
BEHERTE .

<Directory>

<Di rect oryServer Type>UDS</ Di r ect or ySer ver Type>

<Phot oUri Wt hToken>htt p:// % P/ Host name% phot 0%ui d%6 j pg<
/ Phot oUri Wt hToken>

<UdsSer ver >% P%</ UdsSer ver >

<M ni nuntChar act er Quer y>3</ M ni munChar act er Query>
</Directory>

2. Expressway-CABAEHTTPRIARES A FF/EE H 5 HWeb Bk 25,
¥ — T Configuration > Unified Communications > Configuration > Configure HTTP server
allow listo 3 — TNew > Enter IP/Hostname > Create entry, FtéfJabberZFin , REEHE
Ao

EXE  ERUDSEHE AR BITWEHEN , 552 EJabberBiig A BB A UE,
Jabber® PR & AR R #¥EZ Expressway-ER &
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Verify Certificate [

Certificate not valid

Your computer cannot confirm the identity of this server.

This could be an attempt by an unknown party to connect to your
computer and access confidential information.

If you are not sure if you should continue, contact your system
administrator. Tell the administrator that Cisco Jabber is prompting you
to accept the certificate.

Show Certificate Accept

W E B MR B AR B P IR EEEIEN LA CAE BN Expressway 2GR E | B XITEMA RS
BEFRDEBSANKICAER,

EffExpressway B HiEZ IR RPZE L JabberEFin , 4B w2 T ES HRERG
. BfTJabberF Fin M E B/ BV BEEHRBEEEREP Y| LExpressway-ERENEEE,

AR MREFEALHARESHEEME  ARBTEIZRLERE  BARDEETSAEREEHE

- AR collab-edgeit # I Unified CMEEHiE 24 B F £ R Expressway-ERE EHISANAF,
Expresswayfrl [RE§ F HICSR I B AR #A Unified CMEEIZ#T18 ASANAYEIE | (R T E
BEAMRA , BIESARZIE, IRHBRFNCATEZBIHEASAN , LETMUUEH ™
CollabEdgeDNS EIE , ZBHEEKFH collab-edge #EFR@EH :

Unified CM registrations domains tp-cisco.com Format  CollabEdgeDNS ﬂ !

Alternative name as it will appear DNS:

DNS:collab-adge._tp-cisco.com
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