HEBRNexus 9000 LRI BN ERTE A SR B E
B 8%

REELE

e
Nexus 90003z #2140 fa] = i
RARR B4 0 F S B B

EREBERR

AHER dFREA WITHEBRNexus 9000 #i# L MY BAE#EA RAIEHE

AR



FERRBER
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AXHFRABT RN G EEREMBER R,
ANHHEARBBEBEERETREANKEMEL. XHPEAZNAMBRERRERER (HK
) BERESRERE) . MREHBEEET , FREACREETMES IRERNTE,

Nexus 900032 2 # tn4a] A

Cisco NX-OSR — B ERRI , BEFIRFTAREMRR. RENRERNERS TR,
#ENexus 9000 L A BAEHHANRREE3E :

- ERAEEETNERTRERERR.
- ERERERARETERFERFTOREE.

« RORFIEEFURER BRI R,

ARBREFHEANFEERENEEER

- EFNHANTEY B HMEE,

s EFMBRACHRETHERR ? REERTHRE? REGBLB 2 £ELETMAR ?RER
fTEER{LIS ? CPU/RIERFERARERIEM?

- RPBBBEBER , KESWERT T,

- MRRMBELINE , FEBEEAEFN , AERERSEH L. It , REIBREMLED,
BRI A EE R EERmP R EILEDFFMER,

REERE

<#root>
N9K#show system reset-reason nodule 1

————— reset reason for Supervisor-module 1 (from Supervisor in slot 1) ---
1) At 21301 usecs after Tue Jan 17 20:29:20 2023

Reason: Reset Requested due to Fatal Module Error

Service: ipfib hap reset

Version: 9.3(8)

BOESR

<tfroot>

NOK#show cor es



VDC Module Instance

Process-name

PID Date(Year-Month-Day Time)

A B

E 2024-01-04 19:17:25

copy core://<module-number>/<process-id>[/instance-num]
copy core://B/E/C ftp://<address>/<directory>

SRS

A

<tfroot>

show | oggi ng

onboard

show | oggi ng onboard kernel -trace

show | oggi ng onboard stack-trace

STACK TRACE GENERATED AT Sun Sep 10 19:06:39 2023 CCT

Tededddht

<snip>

<0>[10925084.
<0>[10925084.
<0>[10925084.
<0>[10925084.

<snip>

<4>[10925085.
<4>[10925085.
<4>[10925085.
<4>[10925085.
<4>[10925085.
<4>[10925085.
<4>[10925085.
<4>[10925085.
<4>[10925085.
<4>[10925085.
<4>[10925085.
<4>[10925085.
<4>[10925085.
<4>[10925085.
<4>[10925085.
<4>[10925085.
<4>[10925085.
<4>[10925085.
<4>[10925085.
<4>[10925085.
<4>[10925085.
<4>[10925085.
<4>[10925085.

show | oggi ng

Tededddht

972289]
980666]
987824]
996200]

040600]
045928]
051732]
059909]
068957]
077136]
084108]
091508]
098471]
105602]
112760]
119890]
127029]
134200]
142134]
150225]
158325]
166130]
173672]
181302]
189541]
196734]
202186]

onboard

Tededddht

Tededddht

[1694343998]
[1694343998]
[1694343998]
[1694343998]

[1694343998]
[1694343998]
[1694343998]
[1694343998]
[1694343998]
[1694343998]
[1694343998]
[1694343998]
[1694343998]
[1694343998]
[1694343998]
[1694343998]
[1694343998]
[1694343998]
[1694343998]
[1694343998]
[1694343998]
[1694343998]
[1694343998]
[1694343998]
[1694343998]
[1694343998]
[1694343998]

exception-1og

Tededddht

R A R kS R R kR S R R

>>>dumps kernel massages
sysServices Unexpected call in interrupt context, serviceld=824
cctri_set_card_offline - EOBC switch reset failed
sysServices Unexpected call in interrupt context,
cctril_set_card_offline - EPC switch reset failed

serviceld=824

Dumping interrupt statistics >>>dump interrupt statict
CPUO CPU1

3: 0 0 axp_irg Armada Error Handler

4: 0 0 axp_irg Armada MBUS unit Error Handle

5: 1012335907 809985523 axp_irg axp_local_clockevent

8: 1260801154 0 axp_irq mv_eth

31: 11230 0 axp_irg mv64xxx_i2c

41: 7111 1 axp_irq serial

51: 2 0 axp_irqg mv_xor.0

52: 2 0 axp_irqg mv_xor.1l

94: 1 0 axp_irg mv_xor.2

95: 1 0 axp_irqg mv_xor.3

107: 0 0 axp_irg axp-temp

168: 0 0 axp_irg cctrl_mrv_nmi_irq

195: 29 0 axp_msi_irg cctrl_sc_msi_irq

196: 0 2399172865 axp_msi_irg linux-kernel-bde

IPIO : 0 O Timer broadcast interrupts

IPI1 : 1711470501 3532640372 Rescheduling interrupts
IPI2 : 0 O Function call interrupts

IPI3 : 44582 118572 Single function call interrupts
IPI4 : 0 0 CPU stop interrupts

PMU: : 0O

Err : O



>>>Check if any exception is raised before reload

ST

ﬁ
i
m
up
G|

<tfroot>

N9K# show processes | og details

Service: ethpm
Description: Test Ethernet Port Manager

Executable:

/isan/bin/ethpm

>>>detail process memory usage prior to crash

Started at Wed Jun 5 18:20:46 2023 (251615 us)
Stopped at Sat Jun 8 00:08:53 2023 (661042 us)

Uptime: 2 days 5 hours 48 minutes 7 seconds

Start type: SRV_OPTION_RESTART_STATELESS (23)

Death reason: SYSMGR_DEATH_REASON_FAILURE_SIGNAL (2)

Last heartbeat 48.10 secs ago

System image name:
System image version: 7.0(3)I7(6)

PID: 28914

Exit code: signal 5 (core dumped)
CWD: /var/sysmgr/work

RLIM T_AS: 1019819820

Virtual Memory:
CODE 1007E000 - 1068DBD4
DATA 1068E000 - 106DC3ES8
BRK 1194F000 - 11CF9000
STACK FFA28650

TOTAL 576004 KB

R HLogflash#y BHEERER

#ENexus 9000 LB —fEREHlogflash , BFEREEMBARNIFE.

<{froot>

N9K#di r | ogflash: | og

3714961 Jan
4194331 Jan
5497842 May
4194341 Jul
4194510 Feb

13 18:05:31 2024
13 17:30:14 2021
11 15:59:00 2021
30 07:25:36 2022
09 14:50:50 2023

grep nessages

messages

messages.
messages.
messages.
messages.

A wWN R

>>>Timit memory usage

>>>memory usage before crash



4194426 Jun 04 05:00:40 2023 messages.5

N9K#show file logflash:log/messages
N9K#show file logflash:log/messages.
N9K#show file logflash:log/messages.
N9K#show file logflash:log/messages.
N9K#show file logflash:log/messages.
N9K#show file logflash:log/messages.

v A WN R

EREERE
ERABENRRA

<tfroot>

NOK#show system reset -reason

————— reset reason for module 1 (from Supervisor in slot 1) ---
1) At 280125 usecs after Fri Aug 4 02:01:14 2023

Reason: Modul e Power Cycl ed

Service: HW check by card-client
Version:

A

Nexus 9000 XXX EN+1ER LR, MRASHBMBERBRLERE , IEREEMHA
=

1. R ERNERR.

2RELAMEBANERNAEMRERS HEFH,
3. ENexus 90005 PDU L R A FHE MR TREEAE R

ERR R

<ttroot>

N9K#show system reset-reason nodule 1

————— reset reason for Supervisor-module 1 (from Supervisor in slot 1)
1) At 21301 usecs after Tue Jan 17 20:29:20 2023
Reason: Reset Requested due to Fatal Module Error



Service: ipfib hap reset

>>>ipfib process reset
Version: 9.3(8)

A

BERBHBEACHSTAEHA)KE , /ORISR, EMREB A ENREBERZAER.
Cisco NX-OSHEE RFFH A Z BURBE MR ETRELER, MRERhaRBWERE ( NX-OSTEH#
EEFMMBHBEETH ) REREFRBBEEISAER , AIBLEEFRAA

<#root>
“show cores’

VDC Module 1Instance Process-name PID Date(Year-Month-Day Time)

1 1 1 ipfib 27446 2023-01-17 20:30:30
copy core://1/27446/1 ftp://<address>/<directory>

AREZBERFEREEBRBY AR O ERNET , FRBBREFERROIEITHER.

- RAOMERTHRTACTZARAER,
- ERBURIEEER , 558 Product > Unexpected Reboot > Software Failure , LA{E [6) IEFEHY B
BtiR3ZFE Ko

EOBCH#[E

2018 Jan 21 01:56:42.789 NIK#XKERN-O-SYSTEM MSG: [4590707.849157] [1516460202] EMON: module 2 is not re
2018 Jan 21 01:56:43.071 N9K#%MODULE-2-MOD_DIAG_FATL: Module 2 (Serial number: xxxxxxxxxx) reported fai

A

EOBCR ZABHEINBENER, ¥ ifkeepalivefEsupervisorflif 2 BE, BNBIWERER
KPSUPHIBEFZEERT OBk, MBEXTEM@ELY , AITTUEBHZEE. B2, MREKEX
ZELEE , AR FEERE,

EOBCAHBMERBEAIME :

1. EOBCHEE, ZALIEZEB1{ERNK FBBEOBCEX,

2EEREPHCPUML A, BREEF/EECPUIL , EEEEEOBCHE ., BB HENexus 9000 HE
7.0(3)I7(3)E T8,

3.EREHE,


http://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi?action=search&counter=0&paging=5&links=reference&index=all&query=%25KERN-0-SYSTEM_MSG:
http://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi?action=search&counter=0&paging=5&links=reference&index=all&query=%25MODULE-2-MOD_DIAG_FAIL:

BE

1 REEFBANEREEZHEREFHCPUNog,
2REEFHEARREHMRE FHBREOBCEX,
IMEKIEREBEE TBFDHENetflow CPUE A ART% -

AMRERBEMNEFTANERTZRBEELE  FERER.

FEARERIEE
<#root>

NOK#show | oggi ng onboard stack-trace

TNl fdeh Rl Nl Nl fdhfdhddhddeNddddhddhNdddhRdhRd Nl Nl Nl Rdk

STACK TRACE GENERATED AT Tue Sep 21 02:27:58 2021 UTC

Fededefdedefhddefhddfhddfhdd Nl hdd N ddfhddeRhdde Nl d A d Al hddRhddnn

<0>[88302546.800770] [1632158876] ERROR: MACHINE: Uncorrectable
<0>[88302546.809202] [1632158876] L2CACHE ERROR: Cause 0x88

<0>[ 88302546. 814368] [ 1632158876] TAG Parity Error

>>>>>Parity error
<0>[88302546.818750] [1632158876] Kernel panic - not syncing: L2CACHE ERROR
<4>[88302546.825212] [1632158876] Cpu: O Pid: 0, comm: swapper/0

A
HEFAMEIBEIONOWEINE , EREFERMIBR
ARZBHERBERTHBENMEEANRR RGN, ELEHRBMBLEN , BAHEN.

REMABREMNSER  WREARRAEAS LEBEFERNER, HR—EAREL TEREER
REHBBABE.

FERRERVESHRKESHEB(SEY) , b RHBERHES BN, ERERBERR , &
FEERRBNIKIUBREERTESR.

MREASNERREERERE | ARLBERATRY , TEERTEMERE.

RERVESR (R ) FERRERRHANEARNRETRNERNYEREERN, EFEBBRAT
, iR EHUEEE,

PCIE#EER



<tfroot>

N9K#show | oggi ng onboard stack-trace

<6>[ 105.196227] CCTRL PANIC DUMP
<6>[ 105.196229]
<6>[ 105.196231] WDT last punched at 105192052644
<6>[ 105.196234] REG(0x60) =
<6>[ 105.196238] REG(0x64) =
<6>[ 105.196241] REG(0x300)

<6>[ 105.196245] REG(0x304)

<6>[ 105.196246]

baadbeef
baadbeef

<0>[ 105.197303] nxos_panic: Kernel panic - not syncing: PCIE Uncorrectable error

>>>>>PCIE Uncorrectable error

&t A

(33

PCIES#RS AMERR . EEHRRMFAAEERR, Lo BERELHERNTE  SELERa8
B RERE R T RE R R

A ERNERTEFENENNEE. PCIEHETAERBTEAHRE TRIENEZRANER TRE,
B8 AT LABRI AN ALY [E S LESHER

B|EMENIBREXENEAINRE. 4 JH'—IIEE’J%““ ﬁE%%ﬁﬁE%i%:ﬁﬁEPClEiE%’Fﬁjﬁo
BRIFELHERER , FTAMENERESWE D AU ERNBGER. FRNHRERRES
BAWE, @PCIE%EE%ZK%méIE.%O —F| , ¥ a%%%’éﬁl %‘—“TT%O

Nexus 90008 R BB ERRIPCIESE R , WRFIRMEMAN |, U LEETERNER.
B ERERIERMEE,

MREASNERREERERE | AIRLBERATRY , TEERTEMERE.
REHRITERHENEREAYERESHN, £EEFRT , FERER,

ERRERE

<#root>
N9K#show system reset -reason

————— reset reason for module 1 (from Supervisor in slot 1) ---
1) At 88659 usecs after Mon Sep 24 18:33:04 2023

Reason: Watchdog Ti neout

Service:
Version: 7.0(3)I7(9)



A

EMMGTRSFEEFERBRARRENEMERKEHNEES K EELEED , ABTHEZMES
R4 B & T AE R B it Y U i s

Nexus 9000&iBFPGAZSB EREXFTIFESI08E, 1E W HEfRNexus 9000AE 54 8 F X B8 #h 42 36 37 B
BB R,

1. BEESAEMNEARRERTEETRA,
2MRBEEBRER , FREZORBENEM EAb B EEECRE R,
3. PR BR IS AR R,

HRCLISFA KM FBEFRRA

<ttroot>

NOK# show system reset -reason

————— reset reason for module 1 (from Supervisor in slot 1) ---
1) At 343832 usecs after Sat

Jan 13 17:58:53 2024

Reason: Reset Requested by CLI command rel oad

Service:

Version: 10.2(5)

>

4) At 282886 usecs after Fri

Jan 12 07:42:33 2024

Reason: Reset due to upgrade

Service:
Version: 10. 3(4a)

>>>>>version prior to upgrading

A

FARRIEA T , Nexus 9000 3 32 a4 < B P B M BB FHIR M B2 4R . Nexus 9000 FHR B E#HH
Ao



=
TR, RECIRARUBRBESCLIEGHEFMEN.
CLIERTEAZH

Sat Jan 13 17:58:40 2024:type=update:id=consolel:user=admin:cmd=reload (REDIRECT)
Sat Jan 13 17:58:47 2024:type=update:id=console0:user=admin:cmd=Rebooting the switch

FREFBRARA -

Fri Jan 12 07:35:52 2024:type=update:id=consoleO:user=admin:cmd=install all nxos bootflash:/nxos64-cs.1

/%\ﬂﬁ%il_%lD

R LR W 828 BNexus 90003 ik F A BAEHHA ., B EHFDERECET CHHKRBIER
, SEBRTACE B,

BREER ID fRERERE & 1E IR
BREEID N

CSCwd53501 HAERSSEE (B O/BRH ) MEHFHA 9.3(13)
BRHERERID 5 e 1

CSCy265993 tahoeORER] , B H AELFHE 9.3(9)

BREEEAD MNERBBAERERE ROSMNEFBA [9.3(3)T7.03)7(8)
CSCvs00400 YE = v ' '
BRIERRID Cisco Nexus Q000EFHBARZOEM — EXERIE

CSCvr57551 BODEER 7.03)17(8)H19.3(4)
BRIEEREID 5 FANexus 9500 1K ARF#Y7.0(3)I7(x) £ H R & 7.03)17(7)
CSCv086286 = '

BREEED s s .

CSCuX38752 SO B MR B HNexus OKEFHEA Tipfiby 7.0(3)17(9)#19.3(2)
ERIERER A OBk TCRAHEE

BREEREID HAREOBCOBKEHLC/FMEFHFFHA BCPUIL A 7.0(3)14(8)F17.0(3)17(3)

CSCvh13039 hrtimer



https://tools.cisco.com/bugsearch/bug/CSCwd53591
https://tools.cisco.com/bugsearch/bug/CSCvz65993
https://tools.cisco.com/bugsearch/bug/CSCvz65993
https://tools.cisco.com/bugsearch/bug/CSCvs00400
https://tools.cisco.com/bugsearch/bug/CSCvs00400
https://tools.cisco.com/bugsearch/bug/CSCvr57551
https://tools.cisco.com/bugsearch/bug/CSCvr57551
https://tools.cisco.com/bugsearch/bug/CSCvo86286
https://tools.cisco.com/bugsearch/bug/CSCvo86286
https://tools.cisco.com/bugsearch/bug/CSCvx38752
https://tools.cisco.com/bugsearch/bug/CSCvx38752
https://tools.cisco.com/bugsearch/bug/CSCvh13039
https://tools.cisco.com/bugsearch/bug/CSCvh13039
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