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NOK# show hardware rate-limiter span Units for Config: kilo bits per second All owed, Dropped &
Total : aggregated bytes since |last clear counters Module: 1 R L Class config Al | owed Dropped
Total +---------------- R R I R R
-+ span 50 0 0O

MRERFRERERERRHIZZESR , BDropped5IiRIFFE , M TNHEHAE R

N9K# show hardware rate-limiter span Units for Config: kilo bits per second Al lowed, Dropped &
Total : aggregated bytes since last clear counters Mdule: 1 R L Oass Config Al owed Dropped
Total +---------------- e S L R S

-+ span 50 0 499136 499136

A LA Fhardware rate-limiter span {kbps}Zi# BB i S EXSPANEICPUE R S FEEMERRH
25 , W EE AR

N9K# configure terminal Enter configuration conmands, one per line. End with CNTL/Z. NOK-
1(confi g)# hardware rate-limiter span 250 NIK-1(config)# end NOK# show running-config | inc
rate-limiter hardware rate-limter span 250 N9K# show hardware rate-limiter span Units for
Config: kilo bits per second Al |l owed, Dropped & Total: aggregated bytes since |ast clear
counters Module: 1 R L Class config Allowed Dropped Total +---------------- EEER TR AEEEEE TR
----------- Fommmme e e --e-e--------------4+ span 250 0 0O
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show hardware rate-limiter spanis SR & H B2 AFFETEER. EHMEEERRRHISEL , WETEES
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N9K# show hardware rate-limiter span

Units for Config: kilo bits per second
Al l owed, Dropped & Total: aggregated bytes since |last clear counters

Modul e: 1

R-L Cass Config Allowed Dr opped Tot a

S [ S o e e e e e e e ea o B o e e e e e aa oo +
span 50 0 499136 499136

WE BRI EEFTENX-OSE M A | WiEIBCSCva3d7512# 1T %o

EREEZOREWNERIEE T /EEBSPANEICPUE B2 5E/INexus 90004 BRI @ , B E
FAshow system internal access-list tcam ingress region span@ . B RHEER S M THITE
2 LRy SRV IB R R B0 T AR

NOK# show systeminternal access-list tcamingress region span | include pkts:
<sni p>
pkts: 56582127, bytes: 4119668263
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NOK# show running-config ospf ! Command: show runni ng-config ospf !Running configuration |ast
done at: Wed Feb 26 16:16:30 2020 ! Time: Wed Feb 26 16:16: 37 2020 version 9.3(3) Bios:version
05.39 feature ospf router ospf 1 interface Ethernetl/1 ip router ospf 1 area 0.0.0.0 NI9K# show
ip ospf interface brief OSPF Process ID 1 VRF default Total nunber of interface: 1 Interface ID
Area Cost State Neighbors Status Ethl/1 1 0.0.0.0 4 DR O up

EtherAnalyzeriZF|SF EH I AEXBEREENIEFH FES10¥W ELE —IROSPF HelloFAl &R

N9K# ethanalyzer local interface inband display-filter ospf limit-captured-frames 0 Capturing on
i nband 2020-02-26 16:19:13.041255 192.168.1.1 -> 224.0.0.5 OSPF Hello Packet 2020-02-26

16:19: 22. 334692 192.168.1.1 -> 224.0.0.5 OSPF Hello Packet 2020-02-26 16:19:31.568034
192.168.1.1 -> 224.0.0.5 OSPF Hello Packet "C 3 packets captured

{BR , Ethernet1/1/TH L& H/TX SPANZICPURERERIELEOM BN E L EHVBR KR
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N9K# show running-config monitor ! Command: show runni ng-confignmonitor !Running configuration

| ast done at: Wed Feb 26 16:20:48 2020 !Tinme: Wed Feb 26 16:20: 51 2020 version 9. 3(3)

Bi os:version 05.39 nmonitor session 1 source interface Ethernetl/1 tx destination interface sup-
ethO no shut NOK# show monitor Session State Reason Description ------- ----------- -~
------------------------------------------- 1 up The session is up NOK# ethanalyzer local
interface inband mirror display-filter ospf autostop duration 60 Capturing on inband 0 packets
captured

HTE@%Cisco Nexus Q000 EM 24 FHERNERIREMEBEN T EE , ERNESEERE
ZNHENEREE LFAENCHEERER.

Cisco Nexus 9000E iR #ESPANZICPUNER

AERAUTHIE
IP: 192.168.1.10 IP: 192.168.1.1
MAC: 308b.b237.6b66 MAC: 28ac.9ed6.0747

Ethernetl/10 Ethernetl/1 Ethernetl/1

SRV01 AGGSW

R EVLAN 10 @AREESRV01(192.168.10.10) B ABBE B 12 4134 B 1 T (ICMP) & BHZ S B AEVLAN
10#8R8192.168.10.1, A5{EFASPANZ|CPUR EEIR 2 FEFEFRLLICMPE B B & K BENIK(ETNX-
OSEX B8R A<9.3(3)KCisco Nexus 93180YC-EX , & EEFHE2E R RBSRVO1EIVLAN 105K
AGGSW,


/content/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/troubleshooting/guide/b-cisco-nexus-9000-nx-os-troubleshooting-guide-93x/b-cisco-nexus-9000-nx-os-troubleshooting-guide-93x_chapter_010001.html#reference_EF208AE32A30415F8F172A5E417868A8

SR ERMNSPANERERRE R Z AN EIR
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EEE)ISPANEERSPANE S, b4k , R A1 ={ESPANRERSPANVEERERERELE [ ( TXH
X ) R E EJJ%1ISPAN:2ERSPAN1’E¥B%E£E’JR,ﬁﬁﬁwﬁ%iﬁnxmxm/ o

FXESPANZEICPUR BS RS By 2 Bl , FEMEREE L B alsk E M HthSPANERSPANE 2B Bt
22, T LLEE Ashow running-config monitorflshow monitords 2R E K I IR1E. AT EHIEEREE
FREEEHMSPANSRERSPANVE R ER IF R B an S RV B o

NOK# show running-config monitor ! Conmand: show runni ng-confignonitor !Running configuration
| ast done at: Tue Feb 25 20:34:04 2020 !Tinme: Tue Feb 25 20:34: 06 2020 version 9. 3(3)
Bi os: version 07.66 NIK# show monitor Note: No sessions configured

FisE : BEASPAN/ERSPANEXEERR R ABEN EMREHNHMER |
9000 & FINX-OSER H AINX-OSEX B8 ix 4~9.3(3) Al B R M 35/ .
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EZSPANZ|CPUES IR EX R RN BABHARETER "sup-eth0y WEKATE , ElSupervisorfI S8 A
HE. AT £ 8 RA&Ethernet1/1089 & A/RX I 2 E R 2 Cisco Nexus 9000% 5l 33 #2285 HY
SuperwsorE’JSPAN BICPUEREXRE R RE,

N9K# configure terminal Enter configuration conmands, one per line. End with CNTL/Z. NOK-
1(config)# monitor session 1 NIK-1(config-nonitor)# source interface Ethernetl/10 rx NOK-
1(config-nmonitor)# destination interface sup-eth0 NIK-1(config-nmonitor)# no shut NOK-1(confi g-
moni tor)# end NIK#

HRR3. MEBSPANBICPUN EE I SR E KRR B R

{# FAshow running-config monitor#show monitords 5 S B & SPANZICPUR B iR E XKV R B B 5%
EFEIE, SPANEICPURYES 12 25/ 2 P& B 1Y 5% 7€ 7T LLiE B show running-config monitords 4 #Y i
HITEE , BT,

NOK# show running-config monitor ! Conmand: show runni ng-confignonitor !Running configuration

| ast done at: Tue Feb 25 20:47:50 2020 !Tine: Tue Feb 25 20:49: 35 2020 version 9.3(3)

Bi os: version 07.66 nmonitor session 1 source interface Ethernetl/10 rx destination interface sup-
ethO no shut

A] LU@EiBshow monitords T B9 i i B8 ¥ SPANZICPURY ES IR fE X PE ER IV IR 1EARRE, B EERE
SPANZ|CPUESIRE XK B HIAMRAES "Tupy , REA "The sessionis ups , BT HIFTR

- 1 up The session is up
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Cisco Nexus 7000 £ &MmEN , B EEE A Cisco Nexus 9000F &,

TH#EREAEthanalyzerZ 5 FTHER S HEEARENBRASPANEICPUE RS EFERNRE
B, FBEE , SEAmimorBARFURERFRENE Wih4192.168.10.10 ( LRFHEH
SRVO18IIP#E it ) BICMPE R SR B RIBEES,

N9K# ethanalyzer local interface inband mirror display-filter "icmp && ip.addr==192.168.10.10"
limit-captured-frames 0

Capt uring on inband

2020- 02-25 21:01:07.592838 192.168.10.10 -> 192.168.10.1 | CWP Echo (ping) request 2020-02-25
21:01: 08. 046682 192.168.10. 10 -> 192.168.10.1 | CWP Echo (ping) request 2020-02-25
21:01: 08. 047720 192.168.10.10 -> 192.168.10.1 | CWP Echo (ping) request 2020-02-25
21:01: 08. 527646 192.168.10.10 -> 192.168.10.1 | CWP Echo (ping) request 2020-02-25
21:01: 08. 528659 192.168.10.10 -> 192.168.10.1 | CWP Echo (ping) request 2020-02-25
21:01: 08. 529500 192.168.10.10 -> 192.168.10.1 | CWP Echo (ping) request 2020-02-25

21:01: 08.530082 192.168.10.10 -> 192.168.10.1 | CWP Echo (ping) request 2020-02-25
21:01: 08. 530659 192.168.10.10 -> 192.168.10.1 | CWP Echo (ping) request 2020-02-25

21:01: 08.531244 192.168.10.10 -> 192.168.10.1 | CWP Echo (ping) request ~C 9 packets captured

BiEE : FH Control-C#A & 8IE HEthanalyzeri2 4| FHER S HEERARER,
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NO9K# ethanalyzer local interface inband mirror display-filter "icmp && ip.addr==192.168.10.10"
limit-captured-frames 0 detail

Capturing on inband Frame 2 (114 bytes on wire, 114 bytes captured) Arrival Tine: Feb 25, 2020
21:56:40. 497381000 [Tinme delta from previous captured frame: 1.874113000 seconds] [Tinme delta
from previous displayed frame: 1.874113000 seconds] [Time since reference or first franme:

1. 874113000 seconds] Franme Nunber: 2 Frame Length: 114 bytes Capture Length: 114 bytes [Frane is

narked: False] [Protocols in frane: eth:ip:icnp:data] Ethernet |1, Src: 30:8b: b2:37: 6b: 66
(30:8b: b2: 37: 6b: 66), Dst: 28:ac:9e:d6:07:47 (28:ac:9e:d6:07:47) Destination: 28:ac:9e:d6:07:47
(28:ac:9e:d6: 07:47) Address: 28:ac:9e:d6:07:47 (28:ac:9e:d6:07:47) .... ...0 .. .
= |G bit: Individual address (unicast) .... ..0. . ... = LG bit: G obaIIy uni que
address (factory default) Source: 30:8b: b2:37:6b: 66 (30 8b b2 37 6b: 66) Address:

30: 8b: b2: 37: 6b: 66 (30:8b: b2:37:6b:66) .... ...0 .. ... = 1Gbit: Individual address
(unicast) .... ..0. .... .... .... .... =LGhbit: G obally uni que address (factory default) Type

| P (0x0800) Internet Protocol, Src: 192.168.10.10 (192.168.10.10), Dst: 192.168.10.1
(192.168.10.1) Version : 4 Header length: 20 bytes Differentiated Services Field: 0x00 (DSCP

0x00: Default; ECN:. 0x00) 0000 00.. = Differentiated Services Codepoint: Default (0x00)
.0. = ECN- Capabl e Transport (ECT): O .... ...0 = ECN-CE: O Total Length: 100 ldentification:
0x00el (225) Flags: 0x00 0.. = Reserved bit: Not Set .0. = Don't fragnent: Not Set ..0 = Mre

fragments: Not Set Fragnent offset: O Time to live: 254 Protocol: |CW (0x01) Header checksum :
0x265c [correct] [Good: True] [Bad : Fal se] Source: 192.168.10.10 (192.168.10.10) Destination:
192.168.10.1 (192.168.10.1) Internet Control Message Protocol Type : 8 (Echo (ping) request)
Code: 0 () Checksum: Oxfled [correct] ldentifier: 0x0004 Sequence nunber: 0 (0x0000) Data (72
byt es) 0000 00 00 00 00 ed 9e 9e b9 ab cd ab cd abcd abcd ................ 0010 ab cd ab cd ab
cd ab cd abcdabcdabcdabecd ................ 0020 ab cd ab cd ab cd ab cd ab cd ab cd ab cd
abcd ................ 0030 ab cd ab c¢cd ab cd ab cd ab ¢cd abcd abcdabcd ................
0040 ab cd ab cd ab cd ab cd ........ Dat a: 00000000ED9E9EB9ABCDABCDABCDABCDABCDABCDABCDABCD. . .
[Length: 72] ~C 1 packet captured
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NOK# configure terminal Enter configurati on commands, one per line. End with CNTL/Z. NI9K-
1(config)# monitor session 1 NOK-1(config-nonitor)# shut NIK-1(config-nonitor)# end NOK#

f# Fishow monitoris 5 B8 SPANZ|CPUR) EE IR E 3PS BRIV 1E 3R B8, SPANZEICPURY BE 1R 1R 3£ PR
BHEEMRERE TS "downs , HIREA "Session admin shuty , B0 RBIFF7R :

- 1 down Session adm n shut

5 B%6. MBRSPANSBICPUE SR R FR I IR ( 7:22 )

MEFEE , 54 Ano monitor session {id}El B SMERSPANBICPUN B & EEIE, AT & HF
R T LB =B,

N9K# configure terminal Enter configuration comuands, one per line . End with CNTL/Z. NOK-
1(config)# no monitor session 1 NIK-1(config)# end

{# FAshow running-config monitoris S B E =4 2 R I MIBRSPANZ|CPURY ES iR (E PR ERAERE | TN
BT Ro

N9K# show running-config monitor ! Conmmand: show runni ng-confignonitor ! Runni ng configuration
|l ast done at: Tue Feb 25 21:46:25 2020 !Tine: Tue Feb 25 21:46:29 2020 version 9. 3(3)
Bi 0s: version 07.66 NIK#

2 HTSPANBICPUR B 3RBEUE R

MR E EREBIRER , S5EA192.168.10.10(SRV01) E B ##:5192.168.10.1(AGGSW)
ICMPEIFESE SR H A S A\ T #EZ BNIKHICisco Nexus 9000 & HyEthernet1/10 H. EHEA
SRVOIS L FREREMB M EFEXHE, EtFEHICMPEEFERE R EECisco Cloud Scale
ASICEREETNEREERLUSEERTEBENIEFITE,

B8R , EX T 8EFEBACisco Nexus 9000Z EA&ICMPE FEFE R E R B’ Ethernet1/1E 2 F|
AGGSW, EEHTEHE—SHEHIE BB NSRS’ Ethernet1/1EIXEAGGSW, RAEE
BERF -

1.UREHEHENE ( ROIPANIKKEthernet1/1 ) BEHRE B R %8 ZMASICHICisco Nexus
Q000K FIEE | BIT LAEREIFREE #1178 A/RX SPANEICPURYES IR & EE ( R+ BAGGSWHY
Eth1/1) ., MREHHEHNEANERHREETEEEEREASICHCisco Nexus 9000FR 5% E |, Al
RIGEE FHSPAN, ERKBEMBELUERNTHERERW.

2.7£Cisco Nexus 9000 B A N E ( LEH R B ZNIKKIEthernet1/10 ) E#1TH A/RX
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