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MiE  EEREBROTVIERMNSEVLANWOTVREENE | B EA LT WiresharkERiBR
g% : mpls.label == <<vlan number extended over OTV> + 32>

Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dn o 1BRB secs=T7 sEEaaanm
Jabel == 132 ¥

40. T Vlan  Source Destination Protocal Length  Info
1. 3e:43:05:00:45:c0 VeommsCo_87:89:49 LLC 124 I, H(R)=8, N(5)=8; DSAP ISO Network Layer (unofficial?) Group, SSAP IBM Net Management Command
2 2,229 32:46:08:80:45:c0 VeommsCo_87:89:49 LLC 124 I, N(R)=8, N(5)=8; DSAP @x4c Individual, SSAP @xca Response
3 7.83759 32:43:08:80:45:C0 VeommeCo_87:89:48 LLC 124 I, N(R)=8, N(S5)=8; DSAP ISO Network Layer (unefficial?) Group, SSAP HP Extended LLC Command
4 12.238188 3e:46:88:80:45:C0 VecommsCo_§7:69:49 LLC 124 I, N(R)=8, N(5)=0; DSAF @xdc Individual, S5AP @xce Response
5 17.737592 3e:43:05:00:45:c0 VeommsCo_87:89:49 LLC 124 I, H(R)=8, N(S5)=8; DSAP ISO Network Layer (unofficial?) Group, SSAP Remote Program Load Command
6 21.739701 3e:46:08:00:45:c8 VeommsCo_87:89:49 LLC 124 I, N(R)=B, N(S)=8; DSAP @x4c Individual, SSAP @xd2 Response
7 25.657623 VeommsCo_87:89:40 LLC 124 I, N(R)=8, N(5)=0; DSAP @x36 Individual, SSAP NULL LSAP Command
& 29.259663 VcommsCo_87:89:48 LLC 124 I, N(R)=8, N(5)=@; DSAP @x4c Individual, SSAP @xdé Response
9 35.877480 VecommsCo_87:89:48 LLC 124 I, N(R)=8, N(S)=8; DSAF @x36 Individual, SSAP SNA Path Control Command
10 36.899616 VeommsCo_87:89:48 LLC 124 I, N(R)=8B, N(S)=8; DSAP @x4c Individual, SSAP @xda Response
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Frame 1: 124 bytes on wire (952 bits), 12
Ethernet II, Src: Cisce 48:3e:43 (58:87:89:
Internet Protocol Version 4, Sre: 172.16.8.1:
Generic Routing Encapsulation (8x8848 - unknown

MultiProtocel Label Switching Header, Labell P mls TTL: 254
-----------
P osess sasa et al Bits: 6
B = MPLS Bottom Of Label Stack: 1
. 1171 1118 = MPLS TTL: 254

tes captured (992 bits)
;3e:43), Dst: Cisco_4@:3e:42 (50:87:89:40:3e:42)

Pid Ethernet Contrel Word
Sequence Number: 24864

» Destination: VeommsCo_87:89:48 (B88:85:58:87:89:48)
» Source: 3e:43:08:08:45:c0 (3e:43:88:08:45:c0)

Logical-Link Control

> DSAP: Unknown (@x35)

» S5AP: IBM Net Management (©xf4)

» Control field: I, N(R)=@, N(S)=8 (©x000Q)

Data (6@ bytes)
Data: 21593ea
[Length: &@]

FRVian 100WO0TVHEER T , BIBOTVER

FERRERT , Wireshark#&&MPLS L2VPNERBRABNW I NEM tHABB AR F, EEHY
OTVHEMNERIEEHEE, Alt , R—TEHEETMERNSTHWMPLSEZSZRMN , W BEHBS

..... B,

> Frame 1: 124 bytes on wire (992 bits), 124 bytes captured (992 bits)

» Ethernet II, Src: Cisco_4@8:3e:43 (58:37:89:408:3e:43), Dst: Cisco_4@:3e:42 (508:87:30:48:3e2:42)

» Internet Protocol Version 4, Src: 172.16.8.14, Dst: 172.16.8.45

» Generic Routing Encapsulation (@x8843 - unknown)

¥ MultiProtocol Label Switching Header, Label: 132, Exp: 6, S: 1, TTL: 254
2000 GRG0 PEAG 1060 8188 .... .... .... = MPLS Label: 132
wass sass sasa ases sees 1180 ... ... = MPLS Experimental Bits Expand Subtrees Shift+Right
waus sass wawe aass sass sesl waws we.. = MPLS Bottom OFf Label S Expand All Ctrl+Right
waae maas wmes waws swas ... 1111 1118 MPLS TTL: 254

¥ PW Ethernet Control Word Collapse Al Curl-Left
Sequence Number: 24064 Apply as Column
v IEEE 802.3 Ethernet |
» Destination: VcommsCo 87:89:48 (@8:85:58:37:39:48) Apply as Filter »
> Source: 3e:43:88:80:45:c8 (3e:43:03:80:45:c8) T E 5
>
v Logical-Link Control Conversation Filter 4
> DSAP: Unknown (8x35) Colorize with Filter L
» S54P: IBM Net Management (8xf4) Follow »

> Control field: I, N{R)=B, N(5)=0 (0xBE80)
v Data (6@ bytes) Copy »
Data: @l593ea/cd4d@ae0lcopaaansa2elea3ecdappaaloeeannas. ..

Show Packet Bytes...
[Length: 6@] owrac ytes

Export Packet Bytes.., Ctrl+H

Wiki Protocol Page
Filter Field Reference

Protocol Preferences 4

o to Linked Packet

Show Linked Packet in Mew Window

BR—THBVMPLSESEMMN , RBEE "HI5A......L BE
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M Wireshark . Decode As... ? *

Field Walue Type Default Current
MPLS protocol - Integer, base 10 (none) | (none) -
(none) "

CESoPSM basic (no RTP)

C

Generic PW (with CW)
HDLC PW with PPP payload (no CW)
HOLC PW, FR port mode (no CW) b

Save Cancel Help
#iE TECW, B1E
BBZE—T "HE, REREREHRE , Wireshark2 T TEG EEBEROTVEHEERNINWAR,

File Edit View Go Capture Analyze Statistics  Telephony  Wireless Tools  Help

dm . ® RERe=2ZF 35 =Qaqaan
(N |mp|5.|abe| == 132
Ma. Time Vlan Source Destination Protocol Length  Info
1 8.608008 160.8.68.1 224.8.8.5 0SPF 124 Hello Packet
2 2.2 y 2 224.0.0. 5 0SPF 124 Hello Packet
E] 1 -5 0SPF 124 Hello
2 -5 0SPF 124 Hello
______ 1 .8.8.5 0SPF 124 Hello
..... 2 .5 0SPF 124 Hello
,,,,, ol o5 0SPF 124 Hello Packet
_______ 2 .8.8.5 0SPF 124 Hello Packet

0SPF 124 Hello Packet
0SPF 124 Hello Packet

nownown

D 1734 Hallo Daoc-l-ot

Frame 1: 124 bytes on wire (992 bits), 124 bytes captured (9392 bits)
Ethernet II, Src: Cisco_48:3e:43 (508:87:89:48:3e:43), Dst: Cisco_48:3e:42 (58:87:89:48:3e:42)
Internet Protocol Version 4, Src: 172.16.6.14, Dst: 172.16.8.45
Generic Routing Encapsulation (BxB8848 - unknown)
¥ MultiProtocol Label Switching Header, Label: 132, Exp: 6, S: 1, TTL: 254
aea8 G000 G200 18688 8188 .... .... .... = MPLS Label: 132
118, .... ... = MPLS Experimental Bits: 6
.1 ... +uw. = MPLS Bottom OF Label Stack: 1
1111 1118 = MPLS TTI - 7'—'&
Ethernet II, Src: Cisco 48:3e:43 (50:87:89:48:3e:43), Dst: IPvdmcast @5 (81:80:52:08:08:85)
Internet Protocol Version 4, Src: 188.8.8.1, Dst: 224.8.8.5
¥ Open Shortest Path First
05PF Header
0SPF Hello Packet
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
An 0 DREB Ae>=FosE[Eaqaan
[lmpls.label ==232 )

I
Mo,

Time Wlan  Source Destination Protocol Length  Info

1 @.ecoee0 3e:46:88:00:45:c0 Remotek _87:89:48 LLC 116 I, N(R)=8, N(5)=8; DSAP @x3e Group, 5SAP @xae Command
2 2.346992 3e:43:08:00:45:c0 Remotek_87:89:48 LLC 116 I, N(R)=8, N(5)=8; DSAP @x3c Group, S5SAP 8x7@ Command
3 4.683176 3e:46:88:00:45:c0 Remotek 87:89:48 LLC 116 I, N(R)=8, N(5)=8; DSAP @x3e Group, SSAP @xae Response
4 5.981213 3e:43:08:00:45:c0 Remotek_87:89:48 LLC 116 I, N(R)=8, N(5)=8; DSAP @x3c Group, SSAP 8x7@ Response
5 9.373389 3e:46:83:00:45:c0 Remotek 87:89:4@ LLC 116 I, N(R)=@, N(5)=@; DSAP @x3e Group, S5AP @xb@ Command
6 11.33@8387 3e:43:08:00:45:c0 Remotek_87:89:48 LLC 116 I, N(R)=8, N(5)=8; DSAP @x3c Group, S5SAP 8x72 Command
7 13.715773 3e:46:88:00:45:c0 Remotek_87:89:48 LLC 116 I, N(R)=8, N(5)=8; DSAP @x3e Group, SSAP 8xb@ Response
8 16.182792 3e:43:08:00:45:c0 Remotek_87:89:48 LLC 116 I, N(R)=8, N(5)=8; DSAP @x3c Group, SSAP @x72 Response
9 18.185963 3e:46:88:00:45:c0 Remotek_87:89:48 LLC 116 I, N(R)=8, N(5)=8; DSAP @x3e Group, 5SAP 8xb2 Command
16 28.554788 3e:43:88:00:45:c0 Remotek 87:89:4@ LLC 116 I

s N(R)=@, N(5)=8; DSAP @x3c Group, 55AP @x74 Command

> Frame 1: 116 by‘tes on wire (928 b1ts)J 116 bytes captur‘ed (928 b1ts)

> Ethernet II, Src: Cisco_4@8:3e:46 (50:87:89:408:3e:48), Dst: Cisco_48:3e:42 (50:87:89:408:3e:42)

» Internet Protocol Version 4, Src: 172.16.8.45, Dst: 172.16.8.14

» Generic Routing Encapsulation (8x8848 - unkncmn)

¥ MultiProtocol Label Switching Header, Labelg
@Geel boee eboe 11le leee .... .... ..L.
........ e - = ®¥T Bits: 6
........ wees wees wawe wwoal ool ... = MPLS Bottom OF Label Stack: 1
........ weee waees waas .... 1111 1116 = MPLS TTL: 254

¥ PW Ethernet Control Word
Sequence Number: 24864

TTL: 254

v
» Destination: Remotek_87:89:48 (@0:93:58:87:89:48)
> Source: 3e:46:85:90:45:c@ (3e:46:85:00:45:c8)
>
¥ Logical-Link Control
> DSAP: Unknown (8x3f)
> SSAP: Unknown (@xae)
» Control field: I, N(R)=8, N(S)=0 (oxoeed)
v Data (52 bytes)
Data: @158d@efc 205t P
[Length: 52]

#RVLAN 2000V ERE , BIBOTVIERE
— B RWireshark T HMPLSE B 2R 51 #E L TE BB APWIREF |, MBISIBERM Al A I TR
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Adm® BRE Re==F §|5 Qi

| |mp|s.|abe| == 232

Ma. Time Vlan Source Destination Protocol Length Info
1 8.888888 28e.8.8,2 224.8.8.18 EIGRP 116 Hello
: - | 224.8.8.18 EIGRP
2 .2 224, a8 EIGRP
2 - | 224, a8 EIGRP
2 .8.2 224, a EIGRP
288.8.8.1 224 .8.8.18 EIGRP
208.6.8.2 224.6.6.18 EIGRP
288.8.8.1 224.8.8.18 EIGRP
288.8.8.2 224.8.8.18 EIGRP
288.8.8.1 224.8.8.18 EIGRP
] [ o ] o ¥ | & 13 ETiADD

Frame 1: 116 bytes on wire (928 bits), 116 bytes captured (928 bits)
Ethernet II, Src: Cisco_4@:3e:46 (58:87:89:48:3e:46), Dst: Cisco_48:3e:42 (50:87:89:48:3e:42)
Internet Protocol Version 4, Src: 172.16.8.45, Dst: 172.16.8.14
Generic Routing Encapsulation (@x8848 - unknown)
¥ MultiProtocol Label Switching Header, Label: 232, Exp: 6, S: 1, TTL: 254
/EAE GEEE G288 1116 1888 .... .... .... = MPLS Label: 232
. 118, .... .... = MPLS Experimental Bits: &
ol wuus wu.. = MPLS Bottom OFf Label Stack: 1
P . 1111 1118 = MPLS5 TTL: 254
Ethernet II, Src: Cisco_4@:3e:46 (58:87:89:48:3e:46), Dst: IPvdmcast Ba (@l:88:5:80:88:8a)
Internet Protocol Version 4, Src: 280.8.8.2, Dst: 224.8.8.18
Cisco EIGRP

Wireshark#%Vlan 2005 £ [E#E#E T~ BEIGRPERE

{£ A Editcapfll BROTVHREH

BE , WiresharkZ £ B o 5 & ¥l 2iREE T B Editcap, 1tk T E ] AR R E R E o K A M
OTVRIEE, EAHEWiresharkEEEAENE(GU)PREBERNIMTEENERS , MESFE
FEWiresharkBI RHT1T 5B,

#EWindows¥ & LiE{TEditcap

FEWindowstEER# L | editcap.exeTazk L& 1Ec:\Program Files\Wireshark> B 9,

EA-CEFETHTE , SIMBROTVREB L ERRBEER. pcapE R+,

c:\Users\cisco\Desktop> "c:\Program Fi | es\Wreshark\ edi tcap. exe" -C 42 otv-underl| ay-capt ure. pcap
ot v-under | ay- capt ur e- no- header . pcap
c:\ User s\ ci sco\ Deskt op>

#EMac OS¥ & LiE{TEditcap

EMac OSEX£ R & L |, Al 1E/usr/local/binE ¥} 38 /1 i Feditcap.

Cl SCO ci sco$ /usr/local/bin/editcap -C 42 otv-underl ay-capture. pcap otv-underl ay-capture-no-
header . pcap
Cl SCO ci sco$
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