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ME  VPCATRARBEZEMMEER L. WRMELELNERFOLARE , BREBRERE
RERERERLOTV),

DCI vPC EtherChannelBE B EREZEBLUTEN :
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RIS | FEI3B(LI)FEEBERERB —VPCH LI FEDCI, A TREMHSRP , £4AEREDCIHREE
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b 11k % 47 155 £ (ARP)(GARP),
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ip access-list DENY_HSRP_IP

10 deny udp any 224.0.0.2/32 eq 1985
20 deny udp any 224.0.0.102/32 eq 1985
30 pernit ip any any

interface <DCl - Port - Channel >
ip port access-group DENY HSRP IP in

interface VI an <x>
no ip arp gratuitous hsrp duplicate
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EZEF  DCIlESETCECHE2REREERE(VDC)L , EFIBEHBUNREREBEE
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VDC L HHSRP GARPHARPR ZEiBIE R,

LA 2AEREERf -

ip access-list ALL_IPs

10 permit ip any any

mac access-list ALL MAGCs

10 permit any any

ip access-list HSRP_IP

10 permt udp any 224.0.0.2/32 eq 1985
20 pernmit udp any 224.0.0.102/32 eq 1985
mac access-list HSRP_VMAC

10 permt 0000.0c07.ac00 0000. 0000. 00ff any
20 permit 0000.0c9f.f000 0000.0000.0fff any

vl an access-map HSRP_Local i zati on 10
match i p address HSRP_I P
mat ch mac address HSRP_VNVAC
action drop
statistics per-entry

vl an access-map HSRP_Local i zati on 20
match i p address ALL_IPs
mat ch mac address ALL_MACs
action forward
statistics per-entry

Accass

vlan filter HSRP_Localization vlan-list <DCl _Extended_VLANs>

feature dhcp

arp access-1list HSRP_VMAC ARP

10 deny ip any mac 0000.0c07.ac00 ffff.ffff.ff00
20 deny ip any mac 0000.0c9f.f000 ffff.ffff.f000

30 permit ip any mac any

ip arp inspection filter HSRP_VMAC ARP vl an <DCl _Ext ended_VLANs>
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i nterface <DCl -Port - Channel >
switchport trunk allowed vl an <DCl _Ext ended_VLANs>
spanning-tree port type edge trunk
spanni ng-tree bpdufilter enable
stormcontrol broadcast |evel 1.0

MRt . AR BEBRENERES , EEA L REARBREMARE.

MACSecinz
MisE . ZEFTRNRERZAN.,
FERUTEHRBEEMACSecNZ :

feature dot 1x
feature cts

I MACSec requires 24 additional bytes for encapsul ation.
interface <DCl - Port - Channel >
nu 1524

nt erface <DCl - Physi cal - Port >
cts manual

no propagat e- sgt

sap pnk <Preshared- Key>
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FECLIS % Ashow hsrp br &85 , LABRFHSRPHARIE MEE R H O HERATEENAREE -

1DC- 1
N7K- A# show hsrp br
*: 1 Pv6 group #:group belongs to a bundle
P indicates configured to preenpt.

I
Interface Gp Prio P State Active addr St andby addr Group addr



VI an10 10 120 Active | ocal 10.1.1.3 10.1.1.5
(conf)

1 DC- 2
N7K- C# show hsrp br
*: 1 Pv6 group #:group belongs to a bundle
P indicates configured to preenpt.

Interface Gp Prio P State Active addr St andby addr Group addr
VI an10 10 120 Active | ocal 10.1.1.3 10.1.1.5
(conf)

FECLIFE AN T a5+ UABFBARPBIBE :

N7K- D# show log log | i DUP_VADDR

2015 Apr 10 21:16:45 N7K-A %ARP-3- DUP_VADDR SRC I P: arp [7915] Source address of
packet received from 0000.0c9f.f00a on Vlanl0(port-channel 102) is duplicate of |ocal
virtual ip, 10.1.1.5

MREBRBEOERN @Y | RIMETEEHEEE 2 BHGARPR A EHRREEE,

H A

FECLIA & Ashow spanning-tree rootdi & , AR STPIRE K2 B RIEMDCIEEE :

N7K- A# show spanning-tree root

Root Hello Max Fwd
VI an Root 1D Cost Time Age Diy Root Port

VLANOO10 4106 0023. 04ee. be01 0 2 20 15 This bridge is root

HCLIFBANTH T , URERSEEMRERRES

N7K- A# show interface

Por t Ucast Supp % Mcast Supp % Bcast Supp % Tot al SuppDi scar ds
Po103 100. 00 100. 00 1.00 0
MACSecn#

FECLIFBM AL TaT , SUBREMACSecZE R B EHEE

N7K- A# show cts interface



CTS Information for Interface Ethernet3/41:
SAP St at us: CTS_SAP_SUCCESS
Version: 1
Configured pairw se ciphers: GCM _ENCRYPT
Repl ay protection: Enabled
Repl ay protection node: Strict
Sel ected ci pher: GCM_ENCRYPT

Current receive SPl: sci:e4c7220b98dc0000 an: 0
Current transmt SPl: sci:ed4c7220b98d80000 an: 0

RER: AR

BE , $RFHRPHEMBREE , REKFENKEHRET.

HMAMACSecEL B , MREERAMIBEARIGETELAEE | BAIEZRECLIFE Ashow interface <DCI-
Physical-Port>ir i , SR TREUNTHE Y

N7K- A# show interface

Et hernet 3/41 is down (Authorization pending)
admin state is up, Dedicated Interface
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