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172.16.10.10(Host)

10.10.10.1{Host)

NEXUS7000

fHE
SERATEE , RER B LEAOAL:
1. FREUL T2 a5 ABUAOAL:

logging ip access-list cache entries 8000
logging ip access-list cache interval 300
logging ip access-list cache threshold 0

AT 2E4 -



Nexus-7000# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Nexus-7000 (config) #logging ip access-list cache entries 8000
Nexus-7000 (config) #logging ip access-list cache interval 300
Nexus-7000 (config) #logging ip access-list cache threshold 0

2. S IB FE R B RSRCE%

logging level acllog <number>
acllog match-log-level <number>
logging logfile [name] <number>

LT 28

Nexus-7000 (config)# logging level acllog 5
Nexus-7000 (config)# acllog match-log-level 5
Nexus-7000 (config)# logging logfile acllog 5

3. BBEACLLAR A Bitactk. AAERA TIoglRFRIBER TEEMRE , AT RAIFTR :

Nexus-7000 (config)# ip access-list testl

Nexus-7000 (config-acl)# 10 permit ip 10.10.10.1/32 172.16.10.10/32 log
Nexus-7000 (config-acl)# 20 deny ip any any log

Nexus-7000 (config-acl) #

Nexus-7000 (config-acl) #show ip access-lists testl IP access list testl
10 permit ip 10.10.10.1/32 172.16.10.10/32 log

20 deny ip any any log

Nexus-7000 (config-acl) #

4. B ELE-SHEENACLIERRIFENITE

Nexus-7000# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Nexus-7000 (config)# int ethernet 4/1

Nexus-7000 (config-if)# ip access-group testl in

Nexus-7000
Nexus-7000
Nexus-7000 (config-if)# show run int ethernet 4/1

(
(config-if)# ip access-group testl out
(config-if)#
(

!Command: show running-config interface Ethernet4/1
ITime: Mon Jun 30 16:30:38 2014
version 6.2(6)

interface Ethernet4/1

ip access-group testl in

ip access-group testl out

ip address 10.10.10.2/24

no shutdown
Nexus-7000 (config-if) #

B
ERKEHEANETRBENERR T EBEE,

EASRE R EANRAIT | #IPH I 510.10.10. 169 E44E P 5172.16.10. 16 TR Fping.
f£CLI® & Ashow logging ip access-list cachef T IABE R E :

Nexus-7000# show logging ip access-list cache
Src IP Dst IP S-Port D-Port Src Intf Protocol Hits

10.10.10.1 172.16.10.10 0 0 Ethernet4/1 (1)ICMP 368
Number of cache entries: 1



Nexus-7000#

Nexus-7000# show logging ip access-list status Max flow = 8000
Alert interval = 300

Threshold value = 0

Nexus-7000#

BRI LEEZ300W Y BEEREH , RAERARNEEAER :

Nexus-7000# show logging logfile

2014 Jun 29 19:19:01 Nexus-7000 %SYSLOG-1-SYSTEM_MSG : Logging logfile (acllog)
cleared by user

2014 Jun 29 19:20:57 Nexus-7000 $VSHD-5-VSHD_SYSLOG_CONFIG_I: Configured from vty by
admin on console0

2014 Jun 29 19:21:18 Nexus-7000 $ACLLOG-5-ACLLOG_FLOW_INTERVAL: Src IP: 10.1 0.10.1,
Dst IP: 172.16.10.10, Src Port: 0, Dst Port: 0, Src Intf: Ethernet4/1, Pro tocol:
"ICMP" (1), Hit-count = 2589

2014 Jun 29 19:26:18 Nexus-7000 $ACLLOG-5-ACLLOG_FLOW_INTERVAL: Src IP: 10.1 0.10.1,
Dst IP: 172.16.10.10, Src Port: 0, Dst Port: 0, Src Intf: Ethernet4/1, Pro tocol:
"ICMP" (1), Hit-count = 4561
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Nexus-7000 (config)# logging ip access-list detailed

ACL Log detailed Logging feature is enabled. Hit-count of existing ACL Flow entry will
be reset to zero and will contain Hit Count per ACL type Flow.

Nexus-7000 (config) #

AT R AR HIRC SRR AC s RV S84



2014 Jul 18 02:20:38 Nexus7k-1l-oal $ACLLOG-6-ACLLOG_FLOW_INTERVAL: Src IP: 10.10.10.1,
Dst IP: 172.16.10.10, Src Port: 0, Dst Port: 0, Src Intf: Ethernetd4d/5, Protocol:
"ICMP" (1), ACL Name: testl, ACE Action: Permit, Appl Intf: Ethernet4/5, Hit-count: 69
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Switch(config)#

logging ip access-

list cache {{entries

number_of_entries}

| {interval seconds} | bt S EXEOALLIHE S| &,
{rate-limit

number_of_packets}

| {threshold

number_of_packets}

Switch(config)# no

logging ip access-

list cache {entries LA HASOALEF M S| BB R ATERERE
|EFR | rate-limit |
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Lﬁ o LT PSR AR RN B A DG B, BEB0E1,048576, FERESS,00
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switch(config)# acllog

match-log-level

BBl (configy LB EEAEACL B R (acllog) iR R B 2 B A BT A RREREL. HERO:
acllog match-log-
level 3
Switch(config)# no
acllog match-log-
level number

&l : switch(config)#
no acllog match-log-
level 6

It n T B SR SRR R ATRRERE(6).



Switch(config)#

logging level facility

severity-level TR AEEREFEEEERELBIRNESHBIN AFLEEE, EARNXIE-
#if5l : switch(config)#

logging level acllog 3

Switch(config)# no

logging level [facility

severity-level] LIPS IEERREN BB EMRANEEAETERMA . MRTIEER BN ERE
&5 : switch(config)# %B’U”:U RESKMESHEZEEERHEBRLA, EARXERERNRESF | aclBF
no logging level

acllog 3

Switch(config)#

logging logfile logfile-

name severity-level

[size bytes] IR THREANRERAEENEFTERNER U AFCHZINRERELEL
#i 5l : switch(config)#

logging logfile acllog

3

Switch(config)# no

logging logfile [logfile-

name severity-level

[size bytes]] WSR2 AFRHEE ARER,

&4l : switch(config)#

no logging logdfile

acllog 3
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