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E#CPUNRCEMME AR

EEBERRBEVCPUNEEEEAERMBIR , 555 Ashow system resourcesin 5 :

switch# show system resources

Load average: 1 minute: 0.32 5 minutes: 0.13 15 minutes: 0.10
Processes : 366 total, 2 running
CPU states : 5.5% user, 12.0% kernel, 82.5% idle
CPUO states : 10.0% user, 18.0% kernel, 72.0% idle
CPUl states : 1.0% user, 6.0% kernel, 93.0% idle
Memory usage: 4117064K total, 2614356K used, 1502708K free
Switch#

NMREEZEEEERCPUEBHSGEEBNERENESFHMEN , 55 Ashow process cpu sortflshow
system internal kernel memory usage® < :

switch# show process cpu sort

PID Runtime (ms) Invoked uSecs 1Sec Process
3239 55236684 24663045 2239 6.3% mtc_usd
3376 776 7007 110 2.7% netstack

15 26592500 178719270 148 0.9% kacpid

3441 4173060 29561656 141 0.9% «cfs

3445 7646439 6391217 1196 0.9% lacp

3507 13646757 34821232 391 0.9% hsrp_engine

1 80564 596043 135 0.0% init



2 6 302 20 0.0% kthreadd
3 1064 110904 9 0.0% migration/0
<snip>

switch# show system internal kernel memory usage

MemTotal: 4117064 kB
MemFree: 1490120 kB
Buffers: 332 kB
Cached: 1437168 kB
ShmFS: 1432684 kB
Allowed: 1029266 Pages
Free: 372530 Pages
Available: 375551 Pages
SwapCached: 0 kB
Active: 1355724 kB
Inactive: 925400 kB
HighTotal: 2394400 kB
HighFree: 135804 kB
LowTotal: 1722664 kB
LowFree: 1354316 kB
SwapTotal: 0 kB
SwapFree: 0 kB
Dirty: 12 kB
Writeback: 0 kB
AnonPages: 843624 kB
Mapped: 211144 kB
Slab: 98524 kB
SReclaimable: 7268 kB
SUnreclaim: 91256 kB
PageTables: 19604 kB
NFS_Unstable: 0 kB
Bounce: 0 kB
WritebackTmp: 0 kB
CommitLimit: 2058532 kB
Committed_AS: 10544480 kB
VmallocTotal: 284664 kB
VmallocUsed: 174444 kB
VmallocChunk: 108732 kB
HugePages_Total: 0
HugePages_Free: 0
HugePages_Rsvd: 0
HugePages_Surp: 0
Hugepagesize: 2048 kB
DirectMapdk: 2048 kB
DirectMap2M: 1787904 kB
switch#

AR , Highic BB ESANX-OSHEA , MLowid B ESAZOMEA. MemTotalHl

MemFreeEhﬁﬁc?ﬁ%—J% L=,
FEEARERTARER  BREHUTHEUNRIRES -

switch(config)# system memory-thresholds minor 50 severe 70 critical 90

BEE - EAERS , 50, 70M0EREES ; BRIBFFEZEZRERS,

BEENDEHRE

EEMBTEEIETIRAE | 58 Ashow diagnostic result all &8+, RRMARREER

Ry

, SWEERED



45 SR APASS,

switch# show diagnostic result all

Current bootup diagnostic level: complete

Module 1: 48x10GE Supervisor SerialNo : <serial #>
Overall Diagnostic Result for Module 1 : PASS
Diagnostic level at card bootup: complete

Test results: (. = Pass, F = Fail, I = Incomplete, U = Untested, A = Abort)

1) TestUSBFlash --------------------———- > .
2) TeSESPROM -=-—-=—====—==————————m > .
3) TestPCIe -—-——--———-———————-——— - > .
4) TeStLED —----—-=-———-————————————————— > .
5) TeStOBFL —=-—-=-—==——=—=-———————m = > .
6) TesStNVRAM -------—--————————————————— > .
7) TestPowerSupply ----------------——-——- > .
8) TestTemperatureSensor --------------- > .
9) TestFan ----—--—-—-———————————"—-—"—\—~—\—— > .
10) TestVoltage ------------———--———"—————— > .
11) TeStGPIO -——=-—==—=————mm—m— o > .
12) TestInbandPort --------------—----—-—— > .
13) TestManagementPort ---------------—--—- > .
14) TestMemory ----—--—-—=——-——-——————————————— > .
15) TestForwardingEngine -------------—--- > .

<snip>

B E M EERE

ﬁ)&show hardware profile statusir T AR ER g LR EN B IERRERURERKRERHER

switch# show hardware profile status

Hardware table usage:

Max Host Entries = 65535, Used = 341

Max Unicast LPM Entries = 24576, Used = 92

Max Multicast LPM Entries = 8192, Used (L2:L3) = 1836 (1:1835)
Switch#

AEATIHERNENEESHEEISERFECR(LPMERNERABEREENRIA.
et EEEXMBNRENRE  YAEFEENFREBERENR.

MREHFERBHRERERMERBEXRF A , FBEE WM T ARAY TR

switch(config)# hardware profile multicast syslog-threshold ?
<1-100> Percentage

switch(config)# hardware profile unicast syslog-threshold ?
<1-100> Percentage

e - ERENAENFERRERR90%.

EREZFHMET , F2EEEPIMERIXE  HARBZENFIENRAN TRt i E55
B, A, IREFEIEER , 552 B Cisco Nexus 3000FR FI3c i - B, BIEMFARER
KREBXE,



http://www.cisco.com/en/US/docs/switches/datacenter/nexus3000/sw/multicast/pim.html
http://www.cisco.com/en/US/prod/collateral/switches/ps9441/ps11541/white_paper_c11-713535.html
http://www.cisco.com/en/US/prod/collateral/switches/ps9441/ps11541/white_paper_c11-713535.html
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EEREEER

ITHRFEERABM)RHGHNEGREAER  TEFHAIREENAMN, LIRTERER
RS . ERMAERRER,

ERNEEET  ABMEZNHESEEREEANEEECAER , URAMA4SEENEREE
BEEMNAE, EMulicastlEX T , CERIHESERTEANETELAENNESEEFTER
BB EFTEEAR,

Mg . BEEFHAER , 552 MBICisco Nexus 3548 Active Buffer Monitoring BRI E, XEHNE
ARTEREENEASERR22:15:32 , —EE5122:15:37, i, EFERBE THEARR
RARIZENFR , WERTERTENHKEE., IREFEEERZWEE ( 2010 GbpsiZUEEH Y1
Gbps#EWEE ) , HIATEHAZES , XRSFEHLLATHEE : hardware profile multicast
slow-receiver port <x>,

BB E T EAR/BE

A TEEREEK &8 Ashow interface ethernet x/y&n &, i SHMHERERNTEBERE
AR ABRER/EEER,

%II

switch# show interface ethl1/10
Ethernetl1/10 is up
Dedicated Interface
Belongs to Pol
Hardware: 100/1000/10000 Ethernet, address: 30£f7.0d9c.3b51
(bia 30£7.0d9c.3b51)
MTU 1500 bytes, BW 10000000 Kbit, DLY 10 usec
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA
Port mode is trunk
full-duplex, 10 Gb/s, media type is 10G
Beacon is turned off
Input flow-control is off, output flow-control is off
Rate mode is dedicated
Switchport monitor is off
EtherType is 0x8100
Last link flapped 3d421h
Last clearing of "show interface" counters never
14766 interface resets
30 seconds input rate 47240 bits/sec, 68 packets/sec
30 seconds output rate 3120720 bits/sec, 3069 packets/sec
Load-Interval #2: 5 minute (300 seconds)
input rate 50.18 Kbps, 52 pps; output rate 3.12 Mbps, 3.05 Kpps
RX
4485822 unicast packets 175312538 multicast packets 388443 broadcast
packets
180186040 input packets 9575683853 bytes
jumbo packets 0 storm suppression bytes
runts 0 giants 1 CRC 0 no buffer
input error 0 short frame 0 overrun 0 underrun 0 ignored
watchdog 0 bad etype drop 0 bad proto drop 0 if down drop
input with dribble 260503 input discard
Rx pause

O O o N B o

X
159370439 unicast packets 6366799906 multicast packets 1111 broadcast


http://www.cisco.com/en/US/prod/collateral/switches/ps9441/ps11541/ps12581/white_paper_c11-715895.html

packets
6526171456 output packets 828646014117 bytes

0 jumbo packets
0 output errors 0 collision 0 deferred 0 late collision
0 lost carrier 0 no carrier 0 babble 0 output discard
0 Tx pause
switch#

RinputHoutputiERBRIFEEE , HEEZNHIRBTAENBREN/ RS HEE

switch# show queuing interface ethernet 1/10
Ethernetl/10 queuing information:
TX Queuing
gos-group sched-type oper-bandwidth
0 WRR 100

RX Queuing
Multicast statistics:

Mcast pkts dropped : 0
Unicast statistics:
gos-group 0
HW MTU: 1500 (1500 configured)
drop-type: drop, xon: 0, xoff: 0
Statistics:
Ucast pkts dropped : 0
switch#

BWERAERZRNRETEHARBREME(QoS), RELLEAREERMACHIHRTE

illll

switch# show hardware internal statistics device mac ?
all Show all stats
congestion Show congestion stats

control Show control stats
errors Show error stats
lookup Show lookup stats
pktflow Show packetflow stats
gos Show gos stats

rates Show packetflow stats
snmp Show snmp stats

HRERENTHRMRE , TERENEHEIEE Acongestion. errorsFlqos. pktflowiEE 12 it
RXMTXAF BN HRERTENR , A3 EHIXNEE,

switch# show hardware internal statistics device mac errors port 10

Instance:0

ID Name Value Ports
198 MTC_MB_CRC_ERR_CNT_PORT9 0000000000000002 10 -
508 MTC_PP_CNT_PORT1_RCODE_CHAIN3 0000000000000002 10 -
526 MTC_RW_EG_PORT1_EG_CLB_DROP_FCNT_CHAIN3 000000000054da5a 10 -
3616 MTC_NI515_P1_CNT_TX 0000000000000bed 10 -
6495 TTOT_OCT 000000000005£341 10 -
7365 RTOT 0000000000000034 10 -
7366 RCRC 0000000000000001 10 -
7374 RUNT 0000000000000001 10 -
9511 ROCT 00000000000018b9 10 -

10678 PORT_EXCEPTION_ICBL_PKT_DROP 000000000003£997 10 -



B EE : 0x3fo97+ /M BI{E F M 260503(TEHIEX).

switch# show interface ethl/10
Ethernetl/10 is up

<snip> 0 input with dribble

260503 input discard

<snip>

s

FE#@E+ , PORT_EXCEPTION_ICBL_PKT_DROP#EFRFA B &R NEMRIE BN RE BB X
ERECABIVLANH Dot1 QIE K

UTR%—Egs , HPREZRRERREAQOS:

switch# show interface ethernet 1/11

Ethernetl/11 is up
<snip>
X

<snip>
0 output errors 0 collision 0 deferred 0 late collision
0 lost carrier 0 no carrier 0 babble 6153699 output discard
0 Tx pause

switch#

switch# show queuing interface ethernet 1/11

Ethernetl/11 queuing information:
TX Queuing
gos-group sched-type oper-bandwidth
0 WRR 100

RX Queuing

Multicast statistics:
Mcast pkts dropped : 0

Unicast statistics:

gos-group 0

HW MTU: 1500 (1500 configured)

drop-type: drop, xon: 0, xoff: 0O

Statistics:
Ucast pkts dropped s 6153699

MisE : & #6153699f A EReceive-direction P ERE K EFHREM, F2EEREERID
CSCuj20713,

switch# show hardware internal statistics device mac all | i 11|Port

(result filtered for relevant port)

ID Name Value Ports

<snip>

5596 TX_DROP 00000000005de5e3 11 - <--- 6153699 Tx Drops in Hex
<snip>

10253 UC_DROP_VLO 00000000005de5e3 11 - <--- Drops for QoS Group 0 in Hex
<snip>

BMEz , ATRARERHSEENGT


http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCuj20713

- show interface ethernet x/y
- show queuing interface ethernet x/y
- show hardware internal statistics device mac errors port <port #>

ES iR I 7 E SRR AR T A

EHIEEREH(CoPP)EREFRHIEER , URAMKRREN. ARHMFMAET A FSRESESF
ERBBARNE,

EEERCoPP#HETEF , 8 Ashow policy-map interface control-planedi & :

switch# show policy-map interface control-plane
Control Plane
service-policy input: copp-system-policy

class-map copp-s-ping (match-any)
match access-group name copp-system-acl-ping
police pps 100 , bc 0 packets
HW Matched Packets 30
SW Matched Packets 30
class-map copp-s-13destmiss (match-any)
police pps 100 , bc 0 packets
HW Matched Packets 76
SW Matched Packets 74
class-map copp-s-glean (match-any)
police pps 500 , bc 0 packets
HW Matched Packets 103088
SW Matched Packets 51544
<snip>

@S | BRAcopp-s-pingty iE B (HW) M EXE(SW) EREREBRHERN,. EXRTHHWITENER
BHEER3 (2HEEIHACPUBRSRESR ) , SWEKELERTEXIICPUZHIEHEEHE
MWERTETIHE. ERXRRCoPPREEETMERI , RATCEEENRH (100 p/s)ZA.

B8R copp-s-gleaniH i , B IHEE B 1Y ith 2 R 1772 b 3k BEAT 18 E (ARP) IR ER R B RYIP e 31k 19 & 6
TH , HWE RN E RS2 A103,088 , MSWELHS51544, iEFKR RCoPPEE 751544(103088-
51544)ERE , RABLERTMEREEIB500 p/s.

SWETEEHCPUF ARSI ZNEE , HWEH BB IEHWH X R TRV A B2 55 B (ACL)BEL, W
RZEF|IHW Matched PacketsEFRZ M 15R , ESW Matched PacketsTZ1EIEEE |, Altk4FELE R
HMPHWHREZEEEMACL , EREEN,. SAREEN—ZE , EMATEEETRETRERRKER
B, Bt REEHEERAE , TECEHAFTHSSEETHERR.

CoPPitETEA W REEEHWR N BRI QR BEERERK , BR , IREZEBINBEZNENTH
B|EIICPU , RIMAERE, HERBEEHASERREHY , HINELHTREMZBRE.

A ERCOPPREA=EHE : HRAE2B(L2)MEIFE(L3). RFEBBHRBEEENRRE , IR
BEEERIENCOPPEEE, & THFECOPP , FBEMME , WELEEHRE/EANMERENR:
ZBRETRE,

BHEE . EEFRRETEES | 758 Aclear copp statisticsii ©5 o


http://www.cisco.com/en/US/docs/switches/datacenter/nexus3548/sw/security/6.x/b_N3548_Security_Config_602_A11_chapter_01000.html
http://www.cisco.com/en/US/docs/switches/datacenter/nexus3548/sw/security/6.x/b_N3548_Security_Config_602_A11_chapter_01000.html

#M1TBootflashiE R RMIETRNME

E E¥bootflashiE RARHTETMRRME , 758 Asystem health check bootflash@i % :

switch# system health check bootflash
Unmount successful...

Checking any file system errors...Please be patient...
Result: bootflash filesystem has no errors

done.

Remounting bootflash ...done.

switch#

AR BETRAENEBERZEERRR  YEAETHEERREERRR. BEETHER
RIABERZRR,

W R FE L ONER B

AR BARRTEEINTMEREERHE , YAELEAEALHIRINGTRIAEE
BRI O ME SR SERE B 5.

WALT T URERRRONMER B

switch# show cores
Module Instance Process-name PID Date (Year-Month-Day Time)

switch# show process log
Process PID Normal-exit Stack Core Log-create-time

ethpc 4217 N N N Tue Jun 4 01:57:54 2013

MR . BN BRENEZHMAET , FSRB % Cisco Nexus K F & ¥ FE Corets ECiscoX E
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