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Catalyst 9000 R ¥R a2 ENEERFEBFIRE "fman_fp_images = "FMFPL BWRHK B
EXHECREERERYEEE—SAEKE |, U MNEEFN —EHmaiEaE,

ELRERESHEHAN - LERERIER , BXFTEMNBE.

B1: TENRYREARIM L EREEN KT RIERTH

%FMFP-3-0BJ_DWNLD_TO_DP_STUCK: RO/0: fman_fp_image: AOM download to Data Plane is stuck for more than 1
%FMFP-3-0BJ_DWNLD_TO_DP_RESUME: RO/0: fman_fp_image: AOM download of objects to Data Plane is back to n
%FMFP_QOS-6-QOS_STATS_STALLED: RO/0: fman_fp_image: statistics stalled

%FMFP-3-0BJ_DWNLD_TO_DP_FAILED: RO/0: fman_fp_image: adj <hex>, Flags None download to DP failed
%FMFP-3-0BJ_DWNLD_TO_DP_FAILED: RO/0: fman_fp_image: adj <hex>, Flags Midchain download to DP failed
%FED_L3M_ERRMSG-3-RSRC_ERR: Switch <num> R0/0: fed: Failed to allocate hardware resource for group <add
%FED_L3_ERRMSG-3-RSRC_ERR: Chassis <num> R0/0: fed: Failed to allocate hardware resource for adj entry
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<#root>
Switch#
show i p nroute 239.255. 255. 250

IP Multicast Routing Table
Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group, C - Connected,
- Local, P - Pruned, R - RP-bit set, F - Register flag,
- SPT-bit set, J - Join SPT, M - MSDP created entry, E - Extranet,
- Proxy Join Timer Running, A - Candidate for MSDP Advertisement,
- URD, I - Received Source Specific Host Report,
- Multicast Tunnel, z - MDT-data group sender,
Joined MDT-data group, y - Sending to MDT-data group,
- Received BGP C-Mroute, g - Sent BGP C-Mroute,
- Received BGP Shared-Tree Prune, n - BGP C-Mroute suppressed,
- Received BGP S-A Route, g - Sent BGP S-A Route,
- RD & Vector, v - Vector, p - PIM Joins on route,
X - VxLAN group
Outgoing interface flags: H - Hardware switched, A - Assert winner, p - PIM Join
Timers: Uptime/Expires
Interface state: Interface, Next-Hop or VCD, State/Mode

<LO0LZoOo<NacXAHdr
1

(*, 239.255.255.250), 00:08:35/stopped, RP 10.0.0.1, flags: SIC
Incoming interface: GigabitEthernet0/0/1.40, RPF nbr 10.0.0.1
Outgoing interface Tlist:

GigabitEthernet0/0/1.101, Forward/Sparse, 00:08:35/00:02:40
GigabitEthernet0/0/1.102, Forward/Sparse, 00:08:35/00:02:38
GigabitEthernet0/0/1.100, Forward/Sparse, 00:08:35/00:02:39

(10.1.1.2, 239.255.255.250), 00:01:40/00:01:19, flags: T
Incoming interface: Null, RPF nbr 0.0.0.0
Outgoing interface Tlist:
GigabitEthernet0/0/1.40, Forward/Sparse, 00:01:40/00:01:40, A
GigabitEthernet0/0/1.100, Forward/Sparse, 00:01:40/00:02:39
GigabitEthernet0/0/1.102, Forward/Sparse, 00:01:40/00:02:38
GigabitEthernet0/0/1.101, Forward/Sparse, 00:01:40/00:02:40

(10.1.1.3, 239.255.255.250), 00:02:03/00:00:56, flags: JT
Incoming interface: GigabitEthernet0/0/1.40, RPF nbr 10.1.1.1
Outgoing interface Tlist:

GigabitEthernet0/0/1.100, Forward/Sparse, 00:02:03/00:02:39
GigabitEthernet0/0/1.102, Forward/Sparse, 00:02:03/00:02:38
GigabitEthernet0/0/1.101, Forward/Sparse, 00:02:03/00:02:40



(10.1.1.4, 239.255.255.250), 00:08:35/00:02:32, flags: T
Incoming interface: GigabitEthernet0/0/1.40, RPF nbr 10.1.1.1
Outgoing interface Tist:
GigabitEthernet0/0/1.100, Forward/Sparse, 00:08:35/00:02:39
GigabitEthernet0/0/1.102, Forward/Sparse, 00:08:35/00:02:38
GigabitEthernet0/0/1.101, Forward/Sparse, 00:08:35/00:02:40, A

BRIFESSDPARKBERR , BRAILBHEARAZ , REBLHMTHHAERLIN/FH—RBERD , U
F)?Jtﬁiﬁﬁ%%ﬂﬁ}ﬁﬁﬂ’ﬂﬂﬁi’%%ﬁ%o

MREDKEMIBHE , TLUERHEGS "show platform software object-manager fp active
statisticss 3 "show platform software object-manager fp switch active statistics 1 2R} B 25 B &
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32 E’g ﬁf |':|:'| "show platform software object-manager fp active staIisticS'Em G Eﬁﬂﬁ%

<#root>
Switch#
show pl at form sof t ware obj ect-nanager fp active statistics

Forwarding Manager Asynchronous Object Manager Statistics
Object update:

Pendi ng-i ssue: 109058

, Pending-acknowledgement: 76928

<-- Pending-issue is very high, this

Batch begin: Pending-issue: 0, Pending-acknowledgement: 0
is not expected.

Batch end: Pending-issue: 0, Pending-acknowledgement: 0
Command: Pending-acknowledgement: 0

Total-objects: 304085

Stale-objects: 0

Resolve-objects: 0

Childless-delete-objects: 530

Error-objects: 1098

Paused-types: 127
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« Childless-delete-objects : EATHIFILE, TEA10+HE

« Error-objects : ZEEATZTIIZEET, TEA10+HE
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BT "show platform hardware fed switch active fwd-asic resour ce utilization" or in some models "show platform hardwar e fed active

fwd-asic resource utilization” F] FIRRRIRASICEEEFEAMNERER , Y EANDBE RSB CES

E4: ﬁl II:EI /U_K@J"show platform hardware fed active fwd-asic resource utilization" — BEFRREST

<#root>
Switch#
show pl atform hardware fed active fwd-asic resource utilization

Resource Info for ASIC Instance: 0
Resource Name

Al | ocated Free

RSC_DI 3822 38076
RSC_FAST_DI 0 192
RSC_RIET_O 1 1024
RSC_RIET_1 0 512
RSC_RIET_2 0 512
RSC_RIET_3 0 512
RSC_RIET_4 0 512
RSC_RIET_5 0 512
RSC_RIET_6 0 256
RSC_RIET_7 0 255
RSC_VLAN_LE 116 3976
RSC_L3IF_LE 116 3907
RIM_RSC_DGT 1 255
RSC_VPN_PREFIX_ID 1 32768
RSC_LABEL_STACK_ID 1 65536
RSC_RI 7358 82730
RSC_LI_RI 0 129
RSC_PORT_LE_RI 0 2048
RSC_PORT_LE 0 1827
RSC_RI_REP 10635 120437
RSC_SI 11842 119072
RSC_SI_IND 1 255
RSC_SI_STATS 3550 45602
RSC_RCP1_FID 1 1023
RSC_RCP2_FID 1 1023
RSC_RCP3_FID 1 1023
RSC_RCP4_FID 1 1023
RSC_LV1_ECR 1 63
RSC_LV2_ECR 3 253
RSC_ENH_ECR 1 0
RSC_RPF_MATCH 12 1012



RSC_PLC 1 2047
RSC_PLC_PF 1 255
RSC_MTU_INDEX 6 250
RSC_EGR_REDIRECT_INDEX 2 2046

RSC RIL_I NDEX 131065 7 <-- Free entries extrenely low, this is not expected.

RSC_SIF 1 1023
RSC_GROUP_LE 1 1023
RSC_RI_REP_LOCAL 1 0
RSC_EXT_SI 512 65024
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*E"% "show platform hardware fed switch active fwd-asic resour ce tcam utilization" or on some models "show platform hardware fed
active fwd-asic resour ce tcam utilization” 8] Fi Eéiﬁﬁ)ﬁ@*?u%{ASICE’\JEFH $:%EHIJJ\° SSDP%%E’Q b= _1E.|-
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<tfroot>
Switch#

show pl atform hardware fed active fwd-asic resource tcamutilization

CAM Utilization for ASIC [O]

Table Max Values Used Values
Unicast MAC addresses 32768/768 6160/21

L3 Multicast entries 32768/768

3544/ 8

<-- Normal Uilization, not near Max Val ues

L2 Multicast entries 2304

181

<-- Normal Uilization, not near Max Val ues



Directly or indirectly connected routes 212992/1536 11903/39

Input Ipv4 QoS Access Control Entries 5632 17
Input Non Ipv4 QoS Access Control Entries 2560 36
Output Ipv4 QoS Access Control Entries 6144 13
Output Non Ipv4 QoS Access Control Entries 2048 27
Input Ipv4 Security Access Control Entries 7168 12
Input Non Ipv4 Security Access Control Entries 5120 76
Output Ipv4 Security Access Control Entries 7168 11
Output Non Ipv4 Security Access Control Entries 8192 27
Ingress Netflow ACEs 1024 8
Policy Based Routing ACEs 3072 20
Egress Netflow ACEs 1024 8
Flow SPAN ACEs 512 5
Flow Egress SPAN ACEs 512 8
Control Plane Entries 1024 235
Tunnels 2816 26
Lisp Instance Mapping Entries 512 3
Input Security Associations 512 4
SGT_DGT 32768/768 0/1
CLIENT_LE 8192/512 0/0
INPUT_GROUP_LE 1024 0
OUTPUT_GROUP_LE 1024 0
Macsec SPD 256 2
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ARELEMEACL:

<{froot>

ip access-list extended BLOCK_SSDP
remark Block SSDP

deny i p any host 239.255. 255.250 <-- Deny SSDP
permit ip any any

<-- Permt any other group

ESELNETRE , FEBWASTEERACL:

<ttroot>



Switch#

configure term nal
Switch(config)#

interface vlanl00
Switch(config-if)#

i p access-group BLOCK _SSDP in
Switch(config-if)#

end
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BEEE T EERNSSDPHREMNACL:

<#root>

Switch(config)#

ip access-list standard 10
Switch(config-std-nacl)#

deny 239. 255. 255. 250 <-- Deny SSDP fromregistering
Switch(config-std-nacl)#

permt 224.0.0.0 15.255. 255. 255



<-- Pernmit any other group

BLEFARPHFREH AT —ER 2 B M AYACL

<#root>

Switch#

configure term na
Switch(config)#

ip pimrp-address 192.168.1.1 10
Switch(config-if)#

end
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<#root>

Switch(config)#

ip access-list extended match_ssdp
Switch(config-ext-nacl)#

permt ip any host 239.255.255. 250
Switch(config-ext-nacl)#

exit
Switch(config)#ip access-1ist extended match_all

Switch(config-ext-nacl)#

pernmit ip any any
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<#root>

Switch#

configure term na
Switch(config)#

vl an access-map bl ock_ssdp 10
Switch(config-access-map)#
match i p address nmatch_ssdp
Switch(config-access-map)#
action drop
Switch(config-access-map)#

vl an access-map bl ock_ssdp 20
Switch(config-access-map)#
match i p address natch_al
Switch(config-access-map)#
action forward
Switch(config-access-map)#
exit

Switch(config)#

vian filter block_ssdp vlan-list
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