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EHEAER

EHHEEEAR —ERRRBBHITEMCisco IOS®FXWILHA RN, L5 EM.binERTEET
Cisco IOSFTENFIERE. RIZEHCisco I0S , LA —ERRAEH AN bnERIL B FEHA
MR EFE .

<#root>

Switch#

show boot

BOOT vari abl e = bootfl ash: cat 9k_i osxe. 16. 11. 01. SPA. bi n;

Configuration Register is 0x102
MANUAL_BOOT variable = no

BAUD variable = 9600

ENABLE_BREAK variable does not exist
BOOTMODE variable does not exist
IPXE_TIMEOUT variable does not exist
CONFIG_FILE variable =

B AF Aboot systemiE TR EM MR, TRXEHSAR , XK 51EF16.12.01MF =2
16.11.01,

<tfroot>



Switch#
configure term na

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#

no boot system

Swi t ch(confi g)#boot system boot fl ash: cat 9k_i osxe. 16. 12. 01. SPA. bin <---

Switch(config)#end

Switch#wr

Switch#

Switch#

show run | include boot system

boot system boot fl ash: cat 9k_i osxe. 16. 12. 01. SPA. bin

Switch#
Switch#

show boot
BOOT vari abl e = bootfl ash: cat 9k_i osxe. 16. 12. 01. SPA. bin; <---

Configuration Register is 0x102
MANUAL_BOOT variable = no

BAUD variable = 9600

ENABLE_BREAK variable does not exist
BOOTMODE variable does not exist
IPXE_TIMEOUT variable does not exist
CONFIG_FILE variable =

REIER

Install I REBFEANBEHATER. LERXDE bin BERIFDREB/DH pkg BR , ELERM
BARLMBISAZICER  THELFRBBEEEYFARERE, &Esoftware.cisco.com & HY
binERHPEBELBEENFTE pkglER,

N W BoinEREGA Zpl. STNEBEZERRIE pkg X, B4 BE—ERAK
EHFEWLE pkg ERWMALE, SUTEU Install EX B RFIEANER.

—

. BRAMERAN , LREEH ANERERE ( BHE packages.conf)

2. FRERERE N EAXERR Y BER AN pkg EE.
3. A .pkgiE=R#% , Cisco IOSTEREIBE.

ConfERRARAERENNAER , BaITHELRCLIREE,
HAHREREER EAEA16.11.01, BE , BEFXATHREEMENSIEFEY , REHS
packages.config 2R E A8 @ FTHY .pkgE =,

N o kErEADER  CHOTLEERELEE, T8 EEFBRAZY  £TNRSE
conf EREANEAER , SERHEEQIERNER,



<#root>
Switch#
nore packages. conf

#! /usr/binos/bin/packages_conf.sh
<...snip...>
# This 1is for CAT9k

boot rp 00 r p_boot cat 9k-r pboot . 16. 11. 01. SPA. pkg
iso ro 00
rp_base

cat 9k-r pbase. 16. 11. 01. SPA. pkg

iso rp 00 rp_daemons cat9k-rpbase.16.11.01.SPA.pkg

iso rp 00 rp_iosd cat9k-rpbase.16.11.01.SPA.pkg

iso rp 00 rp_security cat9k-rpbase.16.11.01.SPA.pkg

iso rp 00 rp_wlc cat9k-wlc.16.11.01.SPA.pkg

iso rp 00 rp_webusi cat9k-webui.16.11.01.SPA.pkg

iso rp 00 srdriver cat9k-srdriver.16.11.01.SPA.pkg

iso rp 0 0 guestshell cat9k-guestshel1.16.11.01.SPA.pkg

boot rp 10 rp_boot cat9k-rpboot.16.11.01.SPA.pkg

iso rp 10 rp_base cat9k-rpbase.16.11.01.SPA.pkg

iso rp 10 rp_daemons cat9k-rpbase.16.11.01.SPA.pkg

iso rp 10 rp_iosd cat9k-rpbase.16.11.01.SPA.pkg

iso rp 10 rp_security cat9k-rpbase.16.11.01.SPA.pkg

iso rp 10 rp_wlc cat9k-wlc.16.11.01.SPA.pkg

iso rp 10 rp_webusi cat9k-webui.16.11.01.SPA.pkg

iso rp 10 srdriver cat9k-srdriver.16.11.01.SPA.pkg

iso rp 1 0 guestshell cat9k-guestshel1.16.11.01.SPA.pkg
...snip...>

-start- superpackage .pkginfo

pkginfo: Name: rp_super

pkginfo: BuildTime: 2019-03-28_09.46

pkginfo: ReleaseDate: Thu-28-Mar-19-01:19

pkginfo: .BuildArch: x86_64

pkginfo: BootArchitecture: 1686

pkginfo: .BootArch: 1686

pkginfo: RouteProcessor: cat9k

pkginfo: Platform: CATI9K

pkginfo: User: mcpre

pkginfo: PackageName: universalk9

pkginfo: Build: 16.11.01

pkginfo: .SupportedBoards: cat9k

pkginfo: .InstallModel:

pkginfo: .PackageRole: rp_super

pkginfo: .RestartRole: rp_super

pkginfo: .UnifiedPlatformList: passport,nyquist,starfleet
pkginfo: CardTypes:

pkginfo: .CardTypes:

pkginfo: .BuildPath: /scratch/mcpre/release/BLD-V16_11_01_FC3/binos/1linkfarm/stage-cat9k/hard/rp_supe
pkginfo: .Version: 16.11.1.0.312.1553791584..Gibraltar
pkginfo: .InstallVersion: 1.0.0

pkginfo: .InstallCapCommitSupport: yes

FHOH OH OH K OH K OH W H K HOH K HE K HH KR HEHH K HEH KA



# -end- superpackage .pkginfo
#

EEL Install EXBATAHBRE , WEEF—2MEE. B2 , SELANGSAURE :
1. BFTH bin ERERBITMEE L.
2. 1% .bin IEXRHFEE .pkg EE.
3. B .conf iR , REEREENBAEHARE.
4. FIHERETESR , UREIAREER.

EXASHERT  £TNEBE—SSRATSH 2 E 4. ETRRMEREEMWRE.
Tk A&
BB ik

MR B EEBSupervisor AR EENIET , AIREFER BB AR, BHREFWIEE ( bundle/install
%) EE ARG |, EHEZEAD SUP ABFwH SUP, BER , BLER SR HERBE—
LB MG T BERN B R T



AE . BERAKREERrommontiXEsup.

BALkSS , AEXRB[EENE BB ARGFHH SUP

<#froot>

sof twar e aut o-upgrade enabl e

HFBEITHR

<#root>

i nstall autoupgrade



N e AEEMERRATEES | BB AR EStackwise B R E BT,

RERN

o B insar S HHIERA. FIE 9000 RIIBZEILEST. BR , ER 9600, 9400 &
9200 E’JH’E B,

AR

WMEFR , FHREFEE 4 EFfD. AT, TR2EL4NDSTIEREFER , RLUATRASE®D
THER :

™~ b1 ™\
* Expand .bin ¢ Change * Stop
to .pkg .conf file rollback
and reload. timer
e Start
rollback
timer
9 kN 4 pS A

Install X5

BR 1

£ Install X T |, BHREIFRIAR X BRI A packages.conf, FEAKBRES , MREBEHALRS
BRARNEBEAHM conf BR , TREFEFARAN, WREEKET 7Aoo T , AEERAEE
INEBRE4IFECUENRKR. S7EREREANEELAIFERAPESL.

BE

MRBEBE Install BEX , X EESHMEBFRRNEE A packages.conf ( HHAEE ) , REHE
bin BR, ERXRFEMESHH bin BRME TFTP = USB ERBIFAMIREICIEE, MEARER
FTREMBEERERITRBEFEIEE , F2REAXENBTER S UERTTENER

EERTATRAR  BEFIATEAHEMSR, ER , MREFTBE—EASRPTEAR , BT
e s REBSER,

<tfroot>



configure terminal

no boot system

boot system bootflash:packages.conf
end

write

install add file bootfl ash:

activate comm t

Install Add

- BE-XAEBARE , EREBEEHCHBERA .

<#root>
Switch#
show install summary

[ RO RL ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Auto abort timer: inactive

ERRAER , BULABTIRENEEEFERANRAFTER.

<{froot>

install add



file bootflash:cat9k_iosxe.16.12.01.SPA.bin

MigE , EHRALUERNEERTED pkg BR , HE 16.12.01 JIRIEEAPIRAE.

<{froot>
Switch#

dir | include .pkg

359097 -rw- 11359240 Sep 13 2019 16:10:08 +00:00 cat9k-cc_srdriver.16.11.01.SPA.pkg
359098 -rw- 84354052 Sep 13 2019 16:10:08 +00:00 cat9k-espbase.16.11.01.SPA.pkg
359099 -rw- 1676292 Sep 13 2019 16:10:08 +00:00 cat9k-guestshel1.16.11.01.SPA.pkg
359100 -rw- 466576384 Sep 13 2019 16:10:08 +00:00 cat9k-rpbase.16.11.01.SPA.pkg
359106 -rw- 38552418 Sep 13 2019 16:10:30 +00:00 cat9k-rpboot.16.11.01.SPA.pkg
359101 -rw- 29877252 Sep 13 2019 16:10:08 +00:00 cat9k-sipbase.16.11.01.SPA.pkg
359102 -rw- 57259008 Sep 13 2019 16:10:08 +00:00 cat9k-sipspa.16.11.01.SPA.pkg
359103 -rw- 19936260 Sep 13 2019 16:10:08 +00:00 cat9k-srdriver.16.11.01.SPA.pkg
359104 -rw- 12321792 Sep 13 2019 16:10:08 +00:00 cat9k-webui.16.11.01.SPA.pkg
359105 -rw- 9216 Sep 13 2019 16:10:08 +00:00 cat9k-wlc.16.11.01.SPA.pkg

456963 -rw- 14222344 Sep 13 2019 17:05:35 +00:00 cat9k-cc_srdriver.16.12.01.SPA.pkg
456964 -rw- 88892420 Sep 13 2019 17:05:35 +00:00 cat9k-espbase.16.12.01.SPA.pkg
473282 -rw- 1684484 Sep 13 2019 17:05:35 +00:00 cat9k-guestshell.16.12.01.SPA.pkg
473283 -rw- 535475200 Sep 13 2019 17:05:35 +00:00 cat9k-rpbase.16.12.01.SPA.pkg
473289 -rw- 43111714 Sep 13 2019 17:06:00 +00:00 cat9k-rpboot.16.12.01.SPA.pkg
473284 -rw- 31425540 Sep 13 2019 17:05:35 +00:00 cat9k-sipbase.16.12.01.SPA.pkg
473285 -rw- 60183552 Sep 13 2019 17:05:35 +00:00 cat9k-sipspa.16.12.01.SPA.pkg
473286 -rw- 22676484 Sep 13 2019 17:05:35 +00:00 cat9k-srdriver.16.12.01.SPA.pkg
473287 -rw- 12854272 Sep 13 2019 17:05:35 +00:00 cat9k-webui.16.12.01.SPA.pkg
473288 -rw- 9216 Sep 13 2019 17:05:35 +00:00 cat9k-wlc.16.12.01.SPA.pkg

Switch#
show install sumary

[ RO RL ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

16.12.1
.0.544
<-- Installed but still Inactive (I)

IMG C 16.11.1.0.312

Auto abort timer: inactive



show install inactive

[ RO R1 ] Inactive Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

16.12.1
.0.544

<-- Installed but still Inactive (I)

Install Activate
- EFEAR , ERULBERZEABERAD |, BREKREET
T—EZ R 2ERMEFRA,

« ERTEFEHHA SUP XHAFIRA,
- WHBRER conf ERFERIEMIM .pkg EXR.

<ffroot>

install activate

HEREENHAZH , PREBEREEIEITEEHNEA .

<#root>
This operation may require a reload of the system

. Do you want to proceed? [y/n]

<#root>
Switch#
show install sum

[ RO R1L ] Installed Package(s) Information:
State (St): I - Inactive,

U - Activated & Unconmitted



C - Activated & Committed, D - Deactivated & Uncommitted

16.12.1
.0.544
Aut o abort tiner:
active on install_activate,
time before rollback - 01:52:08

<--- when this hits zero, the device reloads back to original version.

Switch#

show install uncommtted
[ RO R1L ] Uncommitted Package(s) Information:

State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Install Commit

EBELERHBELTRAMES | ERARTHIRE.

<ffroot>

install commt

ERABEFNER—EIR , ENFREAREERETA/EATNEETRA .

<tfroot>
Switch#

show install sumary

[ RO RL ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,

C - Activated & Conm tted



, D - Deactivated & Uncommitted

Type St Filename/Version

16.12.1
.0.544

<--- Now Active and Conmitted

Auto abort timer: inactive

Install Abort

E BB (Tactivatefn THYERRZE , MREBEEMRAFERR , B AP IEAR, LEEFSFEEE
BREHHABE LEBIA MR,

<#root>

install abort

Prompt Level

A A E Z & T R prompt-levelFREAnone , ©F & R EA A B Byes/no ( BEEHK
HNcommitis THE R , CHEZREEEHNHA ) o W RIE A prompt-level FX TE Anone , R M TE (R
HENMBESIANEFRHEA,

<#froot>

install add file bootflash:cat9k_ijosxe.16.12.01.SPA.bin activate commit

pronpt -1 evel none

BB A RS

MRABENKEBR , RWBFEHERBLE[E , AREBEEFEL P IE AR, FHRFTERS
120 788 , BEAURFEZFBEF LGRS

<ffroot>

install auto-abort-tinmer stop



B A EHTRE S R E BRI 2R,

<#froot>
Switch#

install activate auto-abort-tiner

?
<30-1200> Number of minutes the abort-timer is set for

EHHEEER
AERACLAEM bin BR ( HBER pkg BR ) WEBRAX A RKBHERS Z.

B  WREEXBRBARAEMHESER | FHRIACHK bNERIHEPHEERERER |



B ACisco IOSER®E , REFEUNCIEFZIALEHRE A,

<{froot>

configure terminal
no boot system

boot system boot fl ash:

end
write
reload

Bifkrk




ER B EEERAR9300F9500 3 a4

RE 5 r#Brequest platformir TR , 9500M93003% & th ThEE

- EEEMAREESR TFE, FRkEE, BEAXIRERNER-—ELE.
- BH16.10.1 Bith , ELHPECEEMN , BEREMEH install i 5.
- WEIEHT=Z=ARKREENTT(EEEZIEE , B EH1EMF Hingall commands S EIiE L),

mE
LT EEZIEREENTM bin ERIHEE pkg EBXR.

<#root>
request platform
sof tware package expand

switch all file flash:cat9k_iosxe.16.09.02.SPA.bin



AR MRRMBEAEMHESER. FEHIT expand &7, B

packages.conf W EHFHA , LUEA Install =X,

gog-3

MREBEHENA Install BEX |, BFEALGSBEHMRE:

<#root>
request platform
sof t war e package i nstal

switch all file flash:test auto-copy new

& 4R

T.r/l;c\



T — @& #¥E A Einstall remove inactive g [E :

<{froot>

request platform software package cl ean

Stackwise & &

# SUP

StackWise Virtual £2% SUP FREFFEE L, MREMIT AR , AMEKESESERRED .

<tfroot>

configure terminal
no boot system

boot sys boot fl ash: packages. conf

end
write

install add file bootflash:

activate conmm t



5 EH{TISSU , EHSE FE Tstackwise R HHEEE | B ETHEEZE—ERE,

- HREEHEE ISSUBRBRPHMEEFRIA X, ALEEREE-—RENETMARE
HEFLEFRE-(FATBEMBBBERNERD,

- EREHUMAEEREAE X MAMRSE MEC , B RILIER, 528 ISSU —HILLEE
ISSU BYEFHIE .
BRZERN

TERFRE  BAURFEER/TINRA, FEL  RERDERNEZREL  BTUER
RSB

<#root>
Switch#
show install rollback

1D



Label Description

2 No Label No Description
1

No Label No Description
Switch#

show install rollback id 1

Rollback id - 1 (Created on Fri Sep 13 13:14:40 2019)
Label: No Label
Description: No Description
Reload required: NO
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

3

BIHNEHERRAEMERRR, F—EEREQNERA 16.11.01 ( WREERERARAHY ,
BREERR) .

<#froot>
Switch#

install label 1 ?

description Add a description to specified install point
label-name Add a label name to specified install point

Switch#

install label 1 |abel-nane 16_11 01

install_add_Tabel: START Fri Sep 13 16:43:48 UTC 2019
--- Starting install_add_label ---
Performing install_add_label on Active/Standby

[RO] install_add_label package(s) on RO

[RO] Finished install_add_label on RO

[R1] dinstall_add_label package(s) on R1

[R1] Finished install_add_label on R1
Checking status of install_add_Tabel on [RO R1]
install_add_Tlabel: Passed on [RO R1]
Finished install_add_1label

SUCCESS: install_add_| abe

Fri Sep 13 16:43:57 UTC 2019
Switch#show install rollback
ID Label Description



16_11 01

No Description

MREBHERFITER , BREEETrolbackii T :

<tfroot>

install rollback toid 1

SUP
BEANHEEHREEE. BE 1721 LRHXE .

ISSU

LARIEY FHAR 75 AR B9 R B Esupfy FH RSB s A iRk M fElsup. B2 , RS supls | RS

ISSU ( BRI EEAR ) , ERFF—RAR—Esup , ERETFAEHRDE.

/=

17T



AR AEI9300 xFSUMRFHIERA , 752 B UAE R Catalyst 9300R 5 S I Y iR /R IR
HREREE T AR

AN 5% BAREFANG SR  EREEDHBDLEFMAsup. ERERE  TUBRER
BE<E , FOETHT. BE—RAREFTE , LA EFSEERRANERCEITHRR,

<#root>
install add file

bootflash:cat9k_iosxe.16.11.01.SPA.bin activate issu

comm t

- FTHHTR , ISSUBFHMEMEER ; RENHEAGHT SUP , EEFHEZ SSO , A%


https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/216837-extended-fast-software-upgrade-on-cataly.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/216837-extended-fast-software-upgrade-on-cataly.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/216837-extended-fast-software-upgrade-on-cataly.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/216837-extended-fast-software-upgrade-on-cataly.html

REBEREENAAERAPIER,
« {£ Install XX ISSU, MR E A SupervisorfI AR H |, BIEEZHITISSUETR.,
+ 9200f19300F X EISSU, 93003 #Ereloadfast,

FREE

ReloadFast

 ReloadFast 2 — I8N , I EERERFI S| URESTRAR , EMERRD EHEFE, MR
&L reloadfast , BB ERRBESRAKEHRHEA. T8 , EERBRBNEFRE
EEBEL-—RZHEREZS,

o BMEEE XL | Bl LAFI{T reloadfast !

« 16.8.1 RWEFHRALZELLIhEE, 2 INSTALL X XTI IhEE,

c BHLEREEFRHABSIEREFMARE , LERSTPRMWER LTHEEBHRES B
Ihee., EIZBBE IR AE — L1THEK,

« MRHFHREEARBIESR FPGA |, BIEEFZE I IhEE,

« CO00ETEMBER THRKERAMTREEFHAAR , RIFBER LRFERZ —MFEEHT, T
B, BMUEAT I TAREERESITHEE

<#root>

install add file
flash:cat9k_iosxe.16.10.01.SPA.bin activate

r el oadf ast

commit

Cleanup

TERARE  BULLEEBRAIAFFEATER  BUBEMATRENER, WEHESESEAY
EEAN pkg BR , YBRAMEHMIER, BUAERMBRERH , SRRTHERBRNMERER

o

<tfroot>

install renove inactive

N orE . RBEBMRFALNMEE i, IREESTHRIETEE | SRAEERENY
DinkE % 2 BT IR AR,

5 HE AR



V-Mismatch

MR EIV-mismatch , BIERER B ETHWHRBETEHRETRE, MRERN Install X | &1
LLEEZZERB BB AR RILAEE, WRER Bundle B | EfEANEEREBKF,

<#root>
Switch#
show switch

Switch/Stack Mac Address : f8b7.e206.4900 - Local Mac Address
Mac persistency wait time: Indefinite
H/W Current

Switch# Role Mac Address Priority Version State
P Member  701f.5300.fa00 15 vl
V-M smatch <---Indicates a version msnatch
*2 Active f8b7.e206.4900 14 Vo1l Ready
EIE 1
« RRHEBPBRIEFTORESE , USEABRASERNRE K AREMNESHE,
HEIF 2
s BRREETCERNRGH FEHN5|BFEQ. B2, IREEGETEANWFEEN 7] 7B REE
ROMMON , BN] 5 By &b = IE #E Y AR AR
/N EE . EERRET , e RGE BRIV HEA BT UE | SRR EEHIRERIR
B,
BIE2N SR

1. BRI H B Ev-MismatchiR BE,

2. R RBERBRETEENERSG (IEERRETTE , MABRREACEBERRE) .

3. BEFERNF bin EREHIREZLER.

4 BRAURBEENES (AR ELND , RARKEMER , ESEERBE Arommoni&
%),

5. (fRIEHIE ) FEIEERIIRMEERBOITRE,

6. B Z ERMMEGHE  HERSR Active RIS RE .

<{froot>
Switch#
dir ?

/all List all files



/recursive List files recursively
all-filesystems List files on all filesystems

cns: Directory or file name
crashinfo-1: Directory or file name
crashinfo-2: Directory or file name
crashinfo: Directory or file name
flash-1: Directory or file nanme <----Flash for switch #1
flash-2: Directory or file nane <----Flash for switch #2
flash: Directory or file name

EArommonEREZFEA TS

<{froot>
switch:

boot flash: cat9k_i osxe. 16.12. 01. SPA. bin <-- Image you copied that Active is running

#IE 3

. AT EREER B ERTAGNTRSE  ETEEMNMEE,

R MBERFNWHE  RELTUBHFRARELE | N TRESTRTTRABNRRE
REHBHTRE , DEBHTRBHSTOTARE | HTRLIERFREMEHL,

. MPERFHE , WALKANEFH  ALBERER , RAETHUEBtenetE KA HIE
iR,

- EERSRER , SR TUSELTRB L BARE ERIAA,

£ ROMMON E &R

0 RIEE T B AR BK T £ ROMMON & , A LUEIEEB USB 5 TFTP S RER IR
1 1

EATHIES | #LUSBRIERIM -

<#root>
boot usbfl ashO:

cat9k_iosxe.16.12.01.SPA.bin

®’IE 2

RTFTPRRRETERUBARTF ., CEERECLLERRERTFTPAMRES , X 2 KBIRER
BERERENEEERE  FEFTERRENERERBERE LEEFNRENERERE, &



E  ERULEESERGINEERTES TFTP [RRES:

<#root>
tftp-server flash:

cat9k_iosxe.16.12.01.SPA.bin

BIF{EACisco IOSEBERTFTPRIRES , E&HLHM T LB OWindowsBh X &2k E SR 5 5r AT R
B (Bl TFTPRAREY ) o FREL TFTP fARES & , B4 EE ROMMON AFRIETUTERE:

DEFAULT_GATEWAY=172.27.74.1
IP_ADDRESS=172.27.74.111
IP_SUBNET_MASK=255.255.255.0
TFTP_SERVER=172.19.64.31

BB TFTP fAARESHY Ping I B AV RE:

ping 172.19.64.31

BYERR  FEERMBE TFTP WER:

<#root>
boot tftp://172.19.64.31/

cat9k_iosxe.16.12.01.SPA.bin

N s ABommonMENHMED | BSSEUTES

: recover from corrupt or missing file image or in rommon mode,

R EFRERDBINER
BREEHBINFARERE LREEHMED binER
SR

& Ashow file systemsHIEBFTERAN TR AA

<tfroot>


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9400/software/release/16-9/configuration_guide/sys_mgmt/b_169_sys_mgmt_9400_cg/recover_from_corrupt_or_missing_file_image_or_in_rommon_mode.pdf

Switch#
show file systens

File Systems:

Size(b) Free(b)

* 11250098176 6275858432
boot fl ash: flash: <-
11250171904 4123000832
boot f | ash- 2: <-
1651314688 1344073728
1651507200 1180696576
236092686336 224026628096
8166649856 8053047296
33554432 33494025
33554432 33507337
11250098176 4122718208
1651314688 1180504064

Type
opaque
opaque

disk

Flags
rw
rw
rw

Prefixes

system:
tmpsys:

Nanme of Active Switch

disk

rw

Nane of Standby Switch

disk
disk
disk
disk
opaque
opaque
network
nvram
network
network
network
network
network
network
opaque
nvram
nvram
disk
disk
opaque

rw
rw
rw
ro
rw
ro
rw
rw
rw
rw
rw
rw
rw
rw
ro
rw
rw
rw
rw
rw

crashinfo:
crashinfo-2:
diskO:

webui:

null:

tar:

tftp:
nvram:
rcp:

http:

ftp:

scp:

sftp:
https:
cns:
stby-nvram:
stby-rcsf:

stby-bootflash:
stby-crashinfo:

revrcsf:



EE NMRBIEERTEE T ZHEEER | show file systemsi§is R A/NFI T A=/,

SR 2:

wERME.bInERNEEE &%

<#root>

Switch#

dir bootflash: | i .bin

81126 -rw- 1265422219

cat 9k_i osxe. 17.11.01. SPA. bin

194733  -rw- 1027574083
Switch#

dir bootflash-2: | i .bin

Jun 19 2023 03:04:30 +00:00

<- The Active has 17.11.01. SPA bin

Jun 13 2023 01:33:41 +00:00 cat9k_iosxe.1l7.06.05.SPA.bin



210971 -rw- 1027574083 Jun 29 2023 22:19:23 +00:00 cat9k_iosxe.17.06.05.SPA.bin

<- The Standby does not have 17.11.01. SPA. bin

AR HRERZREANKE , ERXinstall addis T 28l , BERESMA.bInER. W
REBEB[E  FREANTIES,

SR 3:
MREBEFHTE , A2EEETEbNERRIERATERIIRE/FF.
HEIE 1

# .bintE RE EE R EIMember/Standby :

<#froot>

Switch#



copy boot fl ash: cat 9k_i osxe. 17. 11. 01. SPA. bi n boot fl ash-2:

B 2
#.binEREIUSB (NRELEEER )
<#root>

Switch#

copy boot fl ash: cat 9k_i osxe. 17. 11. 01. SPA. bi n usbf | ashO:

EE  MEAFATI2HERILUSB , M fF Ashow file systems BB R M E R EENE .

BHRI|USBR , BEBARFBH/IKE



<ffroot>
Switch#

copy usbfl ashO: cat 9k_i osxe. 17. 11. 01. SPA. bi n bootfl ash-2:

SR 4

HRbINERNVAMEBREE L :

<#root>

Switch#

dir flash: | i .bin

81126  -rw- 1265422219 Jun 19 2023 03:04:30 +00:00

cat 9k_i osxe. 17.11.01. SPA. bin <- The Active has 17.11.01. SPA. bin

194733  -rw- 1027574083 Jun 13 2023 01:33:41 +00:00 cat9k_iosxe.1l7.06.05.SPA.bin
Switch#

dir bootflash-2: | i .bin

210971 -rw- 1027574083 Jun 29 2023 22:19:23 +00:00 cat9k_iosxe.1l7.06.05.SPA.bin
210974  -rw- 1265422219 Jun 20 2023 03:32:23 +00:00

cat 9k_i osxe. 17. 11. 01. SPA. bi n <- The Standby now has 17.11.01. SPA. bin
EREREBREHN

MREEHEITRA 2 E MSuper packagehy FEE = 2518 NHE ZEflash : name activate commithF U Z|
EREE | AIEEWREZHRBEHACUISEHREESR  WEFRAMER,

<tfroot>

Switch#

install add file flash:cat9k_iosxe.17.11.01. SPA bin activate conm t

install_add_activate_commit: START Wed Jul 26 12:36:58 UTC 2023

*Jul 26 12:36:58.491: %INSTALL-5-INSTALL_START_INFO: R0O/0: install_engine: Started install one-shot boo
install_add_activate_commit: Checking whether new add is allowed ....
FAILED: 1install_add_activate_commit :

Super package al ready added. Add operation not all owed.

'install remove inactive' can be used to discard added packages

A LUEIB 2 Hshow install summary @i+ B 3% It iR A8



<ffroot>
Switch#

show install sumary

[ RO ] Installed Package(s) Information:

State (St):

I - Inactive

, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Auto abort timer: inactive

B WE T A A AR I R
BRI 1

#H{Tinstall remove inactivefn © LU BRI8 INAY EREE E 44

<tfroot>

Switch#

install renove inactive

install_remove: START Wed Jul 26 13:42:14 UTC 2023

Cl eani ng up unnecessary package files

No path specified, will use booted path bootflash:packages.conf

Cleaning bootflash:

Scanning boot directory for packages ...
Preparing packages 1ist to delete ...
cat9k-cc_srdriver.16.09.03.SPA.pkg
File is in use, will not delete.
cat9k-espbase.16.09.03.SPA.pkg
File is in use, will not delete.

<...snip...>

The following files will be del eted:

[RO]:

/bootflash/cat9k-cc_srdriver.17.06.05.SPA.pkg
/bootflash/cat9k-cc_srdriver.17.11.01.SPA.pkg
/bootflash/cat9k-espbase.17.06.05.SPA.pkg
/bootflash/cat9k-espbase.17.11.01.SPA.pkg

<-

Here it

is seen

C



<...snip...>

Do you want to renove the above files? [y/n]y

[RO]:

Deleting file bootflash:cat9k-cc_srdriver.17.06.05.SPA.pkg ... done.
Deleting file bootflash:cat9k-cc_srdriver.17.11.01.SPA.pkg ... done.
Deleting file bootflash:cat9k-espbase.17.06.05.SPA.pkg ... done.
Deleting file bootflash:cat9k-espbase.17.11.01.SPA.pkg ... done.
<...snip...>

SUCCESS: Fil es del et ed.

--- Starting Post_Remove_Cleanup ---
Performing Post_Remove_Cleanup on Active/Standby
[RO] Post_Remove_Cleanup package(s) on RO
[RO] Finished Post_Remove_Cleanup on RO
Checking status of Post_Remove_Cleanup on [RO]
Post_Remove_Cleanup: Passed on [RO]
Finished Post_Remove_Cleanup

2R 2

N Rinstall remove inactive % fif SRERE |

3
i
o
it
it
s
&



AR WREREEFIARKE

<#root>

Switch(config)#

service internal <- Service internal is required to be turned on
Switch(config)#

exit

Switch#c

lear install state

clear_install_state: START Wed Jul 26 12:25:09 UTC 2023

This command will renmove all the provisioned SMJs, and roll back points. Use this command with caution
Areload is required for this process. Press y to continue [y/n]y

--- Starting clear_install_state ---
Performing clear_install_state on Active/Standby



[1] clear_install_state package(s) on RO

[1] Finished clear_install_state on RO
Checking status of clear_install_state on [RO]
clear_install_state: Passed on [RO]
Finished clear_install_state

Send model notification for before reload

Install will reload the system now

ER R IB 1 M2 R B0 iEBshow install summary s THTRE | UWERIEZHRETBEE.

<tfroot>
Switch#

show install sumary

[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

IMG C 17.06.05.0.5797

<- 17.11.01 is no |longer seen

Auto abort timer: inactive

BEETTEZEadd file flash : name activate commit , % B &
N ERR SR

FERAHTAMKRRNEE , URERE T HENRBEE.
241 1

. 5|E8BELE Abootflash : packages.conf
- AREEERR , X E L% add file flash : name activate commitZ 4 2 BT EFH | A
- EgE%Hpackages.conflER , REBRRZEMN , MARMRBKRTEIFEESIR

<#root>
Switch#

show boot

BOOT variable =



boot f | ash: packages. conf

MANUAL_BOOT variable = no

RPBFEFRB/EMBEAR , BRER

<tfroot>

Preparing to autoboot. [Press Ctr1-C to interrupt] O
boot: attempting to boot from [bootflash:packages.conf]

ERROR: failed to boot from bootflash: packages. conf (Not Found)

Please wait while the system restarts.

Initializing Hardware......

- EXR#ME/Supervisor £iEiB(CTRL-C)Z & T Mode i ift LA Y13 75 = AROMMON
- Bihseti ™
« BRFEBOOT=

<#froot>
switch:

set

BAUD=9600
BOOT=boot f | ash: packages. conf;

BOOTLDR=packages.conf
BSI=0
<snip>

R2EREATHRS

BEFHEMNIOS



AR MRFE , BB RFIEMIos binfE S

EIE 1
ERAFTioshR AR EF B FE S
<#root>

switch:

BOOT=cat 9k_i osxe. 17. 09. 03. SPA. bi n

BEBOOTHAREBCEM

<#froot>

switch:



set
BAUD=9600

BOOT=boot f | ash: cat 9k_i osxe. 17. 09. 03. SPA. bi n <-Boot statenent succ
BOOTLDR=packages.conf

BSI=0
<snip>

B’IE 2
R A SliosHznl , VEIRE , MAEREH

<tfroot>
switch:

boot boot fl ash: cat 9k_i osxe. 17. 09. 03. SPA. bi n



AE  NMRTHEEREAGCERHEFEEW@E.bintER |, 5% Hdir flash : AEBEERFE

=l 2

i fTinstall add file flash : name activate commitin > , B5| BB E S bintEE=EmMIE
packages.conf

<#root>
Switch#

show boot

Current Boot Variables:
BOOT variable =

fl ash: cat 9k_i osxe_npe. 17. 03. 03. SPA. bi n;



Boot Variables on next reload:
BOOT variable =

fl ash: cat 9k_i osxe_npe. 17. 03. 03. SPA. bi n;

Manual Boot = no
Enable Break = yes
Boot Mode = DEVICE
iPXE Timeout = 0

Switch#
install add file flash:cat9k_iosxe.17.09. 03. SPA bin activate conm t

install_add_activate_commit: START Tue Sep 12 15:01:12 UTC 2023

install_add_activate_commit: Adding PACKAGE
install_add_activate_commit: Checking whether new add is allowed ....

This operation requires a reload of the system. Do you want to proceed?
Please confirm you have changed boot config to flash:packages.conf [y/n]ly

--- Starting initial file syncing ---

Info: Finished copying flash:cat9k_iosxe.17.09.03.SPA.bin to the selected switch(es)
Finished initial file syncing

<snip>

EFHEAR  TUEIESHREERAT17.3.3.SPAbINT , MAEHAEZE17.9.30
packages.confBF By E H .

<#froot>

Initializing Hardware......

System Bootstrap, Version 17.9.2r, RELEASE SOFTWARE (P)
Compiled Wed 11/23/2022 12:30:48.96 by rel

Current ROMMON image : Primary
Last reset cause : CpuReset
C9500-12Q platform with 16777216 Kbytes of main memory

Preparing to autoboot. [Press Ctrl1-C to interrupt] O
boot: attempting to boot from

[flash: cat 9k_i osxe_npe. 17. 03. 03. SPA. bi n]
boot:

reading file cat9k_i osxe_npe. 17.03. 03. SPA bin

BB X #aB58 1% |, MES¥packages.confE IEEE #£17.9.3,

<{froot>

Switch#



nore fl ash: packages. conf

boot ro- 00 rp_boot cat9k-rpboot.17.09.03.SPA.pkg
boot re 10 rp_boot cat9k-rpboot.17.09.03.SPA.pkg
iso rp 00 rp_base cat9k-rpbase.17.09.03.SPA.pkg
iso rpr 10 rp_base cat9k-rpbase.17.09.03.SPA.pkg

<-All .pkg set to 17.9.3 correctly

o

iso rp O rp_daemons cat9k-rpbase.17.09.03.SPA.pkg
iso rpr 10 rp_daemons cat9k-rpbase.17.09.03.SPA.pkg

o

iso rp O rp_iosd cat9k-rpbase.17.09.03.SPA.pkg
iso rpr 10 rp_iosd cat9k-rpbase.17.09.03.SPA.pkg

o

iso rp O rp_security cat9k-rpbase.17.09.03.SPA.pkg
iso rpr 10 rp_security cat9k-rpbase.17.09.03.SPA.pkg

iso rp O rp_wlc cat9k-wlc.17.09.03.SPA.pkg
iso rpr 10 rp_wlc cat9k-wlc.17.09.03.SPA.pkg

o

o

iso rp O rp_webui cat9k-webui.17.09.03.SPA.pkg
iso rpr 10 rp_webui cat9k-webui.17.09.03.SPA.pkg
<snip>

R B B 88 F Aflash : packages.conf

<#root>

Switch(config)#

no boot system

Switch(config)#

boot system fl ash: packages. conf

Switch(config)#

do wr

<- Configuration nust be saved for boot variable to be updated properly before rel oadi ng
Switch#

show boot

Current Boot Variables:
BOOT variable =

fl ash: packages. conf;

Boot Variables on next reload:
BOOT variable =

fl ash: packages. conf;

Manual Boot = no



Enable Break = yes
Boot Mode = DEVICE
iPXE Timeout = 0

EMEARSH  DUIEEERZERA LR E#ENiosIRER17.9.3

<{froot>
Switch#

rel oad

Initializing Hardware......

System Bootstrap, Version 17.9.2r, RELEASE SOFTWARE (P)
Compiled Wed 11/23/2022 12:30:48.96 by rel

Current ROMMON image : Primary
Last reset cause : CpuReset
C9500-12Q platform with 16777216 Kbytes of main memory

Preparing to autoboot. [Press Ctr1-C to interrupt] O
boot: attempting to boot from

[fl ash: packages. conf]

boot: reading file packages.conf

<snip>

TE R E AR BRFE R
<#root>

Switch#

show versi on

Cisco I0S XE Software, Version

17.09. 03

<-Boot variable correctly |loading from

Cisco I0S Software [Cupertino], Catalyst L3 Switch Software (CAT9K_IOSXE),

Version 17.9.3

, RELEASE SOFTWARE (fc6)

HEAEA

Catalyst 3850, Catalyst 9000 X %3 #2185 BV AR FE kB8 H 4Rk (ISSU)

BRIEEERID


https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9500-series-switches/214406-in-service-software-upgrade-issu-on-ca.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9500-series-switches/214406-in-service-software-upgrade-issu-on-ca.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9500-series-switches/214406-in-service-software-upgrade-issu-on-ca.html

B RREID CSCvr29736
- Doctg5 : 9600 £ # {Treloadfast
B RREID CSCvr29864


https://tools.cisco.com/bugsearch/bug/CSCvr29736
https://tools.cisco.com/bugsearch/bug/CSCvr29864

- g 8 AE : 9300 add reloadfast to installfF %
BRY&EID CSCvr29886


https://tools.cisco.com/bugsearch/bug/CSCvr29886

- ERThAEE : fEv-mismatch B i XK B B FE

B REEID CSCvr30159


https://tools.cisco.com/bugsearch/bug/CSCvr30159

- IRTHEE LB {Tinstall addS S EEIMF S| ERE

B RREID CSCvr30189


https://tools.cisco.com/bugsearch/bug/CSCvr30189

- BIAThEE - ME—ERERER "REHE, K MAFTEMERbintER
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