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Enter configuration conmands, one per line. End with
CNTL/ Z.

Rout er (confi g) #hostname Cat6K

!--- Sets the hostname for the switch.

Cat 6K(confi g)#vlian 2

Cat 6K(confi g- vl an) #name VLAN2

Cat 6K(confi g-vl an) #vlan 3

Cat 6K(confi g- vl an) #name VLAN3

! --— VLAN should be existing in the switch for a
successful authentication. Cat6K(config-vl an)#vlan 10
Cat 6K(confi g-vl an) #name RADIUS_SERVER

!--- This is a dedicated VLAN for the RADIUS server.
Cat 6K(confi g-vl an) #exit

Cat 6K(confi g-if)#interface fastEthernet3/1

Cat 6K(confi g-if)#switchport

Cat 6K(confi g-if) #switchport mode access

Cat 6K(confi g-if)#switchport access vlan 10

Cat 6K(config-if)#no shut

!--- Assigns the port connected to the RADIUS server to
VLAN 10. !--- Note:- All the active access ports are in
VLAN 1 by default.

Cat 6K(config-if)#exit

Cat 6K(confi g) #dotlx system-auth-control

!--- Globally enables 802.1x. Cat6K(config)#interface
range fastEthernet3/2-48

Cat 6K(confi g-if-range)#switchport

Cat 6K(confi g-if-range) #switchport mode access

Cat 6K(confi g-i f-range) #dotlx port-control auto

Cat 6K(config-if-range)#no shut

!-—- Enables 802.1x on all the FastEthernet interfaces.
Cat 6K(config-if-range)#exit

Cat 6K( confi g) #aaa new-model

!--- Enables AAA. Cat6K(config)#aaa authentication dotlx
default group radius

!-—- Method list should be default. Otherwise dotlx does
not work. Cat6K(config)#aaa authorization network
default group radius

!--- You need authorization for dynamic VLAN assignment
to work with RADIUS. Cat 6K(confi g)#radius-server host
172.16.1.1

!--- Sets the IP address of the RADIUS server.

Cat 6K(confi g) #radius-server key cisco

! --- The key must match the key used on the RADIUS
server. Cat 6K(config)#interface vlan 10

Cat 6K(config-if)#ip address 172.16.1.2 255.255.255.0
Cat 6K(config-if)#no shut

!--- This is used as the gateway address in RADIUS
server !--- and also as the client identifier in the
RADIUS server. Cat6K(config-if)#interface vlian 2

Cat 6K(config-if)#ip address 172.16.2.1 255.255.255.0
Cat 6K(config-if)#no shut

!--- This is the gateway address for clients in VLAN 2.
Cat 6K(confi g-if)#interface vlan 3

Cat 6K(config-if)#ip address 172.16.3.1 255.255.255.0
Cat 6K(config-if)#no shut

!--- This is the gateway address for clients in VLAN 3.
Cat 6K(config-if)#exit

Cat 6K(confi g)#ip dhcp pool vlan2_clients

Cat 6K(dhcp- confi g) #network 172.16.2.0 255.255.255.0

Cat 6K(dhcp- confi g) #default-router 172.16.2.1

!--—- This pool assigns 1ip address for clients in VLAN 2.
Cat 6K(dhcp-confi g) #ip dhcp pool vlan3_clients

Cat 6K(dhcp- confi g) #network 172.16.3.0 255.255.255.0




Cat 6K( dhcp-confi g) #exit
Cat 6K(config-if)#end
Cat 6K#show vlan

VLAN Nane

1 default
Fa3/3, Fa3/4, Fa3/5

Fa3/7, Fa3/8, Fa3/9
Fa3/11, Fa3/12, Fa3/13
Fa3/15, Fa3/16, Fa3/17
Fa3/19, Fa3/20, Fa3/21
Fa3/23, Fa3/24, Fa3/25
Fa3/27, Fa3/28, Fa3/29
Fa3/31, Fa3/32, Fa3/33
Fa3/35, Fa3/36, Fa3/37
Fa3/39, Fa3/40, Fa3/41
Fa3/43, Fa3/44, Fa3/45
Fa3/47, Fa3/48

2 VLAN2

3 VLAN3

10 RADIUS_SERVER
1002 fddi-default

1003 token-ring-default
1004 fddi net-default

1005 trnet-defaul t
I -—-- Output suppressed.

Cat 6K( dhcp-confi g) #default-router 172.16.3.1
!--— This pool assigns 1ip address for clients in VLAN 3.

Cat 6K(confi g) #ip dhcp excluded-address 172.16.2.1
Cat 6K(confi g) #ip dhcp excluded-address 172.16.3.1

VLAN 1 (except 3/1) before authentication.

St at us Ports

active Fa3/2,
Fa3/6,
Fa3/10,
Fa3/14,
Fa3/18,
Fa3/22,
Fa3/26,
Fa3/30,
Fa3/34,
Fa3/38,
Fa3/42,
Fa3/46,

active

active

active Fa3/1

act/unsup

act/unsup

act/unsup

act/unsup

!--- All active ports are in
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Cat 6K#show dotlx

Sysaut hcont r ol Enabled
Dot 1x Protocol Version =1

Dot 1x Oper Controlled Directions Bot h
Dot 1x Admin Controlled Directions = Both

Cat 6K#show dotlx interface fastEthernet 3/2

Aut hSM St at e = AUTHENTI CATED
BendSM St at e = | DLE
PortStatus = AUTHORIZED
MaxReq =2

Mul ti Hosts = Enabl ed

Port Control = Auto

Qui et Peri od = 60 Seconds
Re- aut henti cation = Di sabl ed
ReAut hPeri od = 3600 Seconds
Ser ver Ti neout = 30 Seconds
SuppTi neout = 30 Seconds
TxPeri od = 30 Seconds

Cat 6K#show dotlx interface fastEthernet 3/4

Aut hSM St at e = AUTHENTI CATED
BendSM St at e = | DLE
PortStatus = AUTHORIZED
MaxReq =2

Mul ti Hosts = Enabl ed

Port Control = Auto

Qui et Peri od = 60 Seconds
Re- aut henti cation = Di sabl ed
ReAut hPeri od = 3600 Seconds
Ser ver Ti neout = 30 Seconds
SuppTi neout = 30 Seconds
TxPeri od = 30 Seconds

Cat 6K#show dotlx interface fastEthernet 3/1
Def ault Dot 1x Configuration Exists for this interface FastEthernet3/1

Aut hSM St at e = FORCE AUTHORI ZED
BendSM St at e = | DLE

PortStatus = AUTHORIZED
MaxReq =2

Mul ti Hosts = Di sabl ed

Por t Cont r ol = Force Authori zed
Qui et Peri od = 60 Seconds

Re- aut henti cation = Di sabl ed

ReAut hPeri od = 3600 Seconds

Ser ver Ti neout = 30 Seconds
SuppTi neout = 30 Seconds
TxPeri od 30 Seconds

ER TR R Ih & FESRVLANARRE,

Cat 6K#show vlan
VLAN Nane St at us Ports

1 def aul t active Fa3/ 6, Fa3/7, Fa3/8, Fa3/9,
Fa3/10, Fa3/11, Fa3/12, Fa3/13,
Fa3/ 14, Fa3/15, Fa3/16, Fa3/17,
Fa3/18, Fa3/19, Fa3/20, Fa3/21,
Fa3/ 22, Fa3/23, Fa3/24, Fa3/25,
Fa3/ 26, Fa3/27, Fa3/28, Fa3/29,
Fa3/ 30, Fa3/31, Fa3/32, Fa3/33,



Fa3/ 34, Fa3/35, Fa3/36, Fa3/37,
Fa3/ 38, Fa3/39, Fa3/40, Fa3/41,
Fa3/ 42, Fa3/43, Fa3/44, Fa3/45,
Fa3/ 46, Fa3/47, Fa3/48

2 VLAN2 active Fa3/2, Fa3/3
3 VLAN3 active Fa3/4, Fa3/5
10 RADI US_SERVER active Fa3/ 1

1002 fddi -default act/unsup

1003 token-ring-default act/unsup

1004 fddi net-default act/unsup

1005 trnet-default act/unsup

I --— Output suppressed.

2. BHBMERIE | HBRBDHCPREMRAE,

Rout er #show ip dhcp binding

| P address Har dwar e addr ess Lease expiration Type

172.16.2.2 0100. 1636. 3333. 9¢ Mar 04 2007 06:35 AM Aut omati c
172.16.2.3 0100. 166F. 3CA3. 42 Mar 04 2007 06:43 AM Aut omati c
172.16.3.2 0100. 145e. 945f . 99 Mar 04 2007 06:50 AM Aut omati c
172.16.3.3 0100. 1185. 8D9A. F9 Mar 04 2007 06:57 AM Aut omati c

i EESR T E(EHEIMEFER)(OIT)XEE Lshowd . FAOITHREshowdn i H
B9 2 4 o

SRR EERE
WELL T debugf SR E H | LAHEREEHAIRE -
BIRE : £ debug i5 281 , XS B AR Debug ETHEEEA,

- debug dot1x events — B HHdotIxEHEFR BN I NZANFAF .
Cat 6K#debug dotlx events
Dot 1x events debugging is on
Cat 6K#
!--- Debug output for PC 1 connected to Fa3/2. 00:13:36: dotlx-ev: Gt a Request fromSP to
send it to Radius with id 14 00:13:36: dot1x-ev:Couldn't Find a process thats already
handl ing the request for this id 3 00:13:36: dotlx-ev:Inserted the request on to |ist of
pendi ng requests. Total requests = 1 00:13:36: dot1lx-ev:Found a free slot at slot: 0
00:13: 36: dot 1x-ev: AAA dient process spawned at slot: 0 00:13:36: dotlx-ev: AAA dient-
process processi ng Request Interface= Fa3/2, Request-ld = 14, Length = 15 00:13:36: dotlx-
ev:The Interface on which we got this AAA Request
is FastEthernet3/2
00: 13: 36: dot 1x-ev: MAC Address is 0016. 3633. 339c
00: 13: 36: dot 1x-ev: Dot 1x Aut henticati on Status: AAA AUTHEN _STATUS_GETDATA
00:13: 36: dot 1x-ev:going to send to backend on SP, length = 6
00:13: 36: dot 1x-ev: Sent to Bend
00:13: 36: dot 1x-ev: Got a Request fromSP to send it to Radius with id 15
00: 13: 36: dot 1x-ev: Found a process thats already handling therequest for
this id 12
00: 13: 36: dot 1x-ev: Usernane i s user_vlan2; eap packet length = 6
00: 13: 36: dot 1x-ev: Dot 1x Aut henticati on Status: AAA AUTHEN _STATUS_GETDATA
00:13: 36: dot1x-ev:going to send to backend on SP, length = 31
00:13: 36: dot 1x-ev: Sent to Bend
00:13:36: dot 1x-ev: Got a Request fromSP to send it to Radius with id 16
00: 13: 36: dot 1x-ev: Found a process thats al ready handling therequest for
this id 13
00:13:36: dotlx-ev:Username is user_vlan2; eap packet length = 32
00:13:36: dotlx-ev:Dotlx Authentication Status:AAA AUTHEN STATUS_PASS
00:13:36: dotlx-ev:Vlan name = VLAN2
00: 13: 37: dot 1x-ev: Sendi ng Radi us SUCCESS to Backend SM -
id 16 EAP pkt len = 4
00:13: 37: dot 1x-ev: The process finished processing the request
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wi Il pick up any pending requests fromthe queue
Cat 6K#
Cat 6K#
!--- Debug output for PC 3 connected to Fa3/4. 00:19:58: dotlx-ev: Gt a Request from SP to
send it to Radius with id 8 00:19:58: dotlx-ev:Couldn't Find a process thats already
handling the request for this id 1 00:19:58: dotlx-ev:lnserted the request on to list of
pendi ng requests. Total requests = 1 00:19:58: dot1lx-ev:Found a free slot at slot: 0O
00: 19: 58: dot 1x-ev: AAA Cient process spawned at slot: 0 00:19:58: dotlx-ev: AAA dient-
process processing Request Interface= Fa3/4, Request-ld = 8, Length = 15 00:19:58: dotlx-
ev:The Interface on which we got this AAA
Request is FastEthernet3/4
00: 19: 58: dot 1x-ev: MAC Address is 0014. 5e94. 5f 99
00:19: 58: dot 1x-ev: Dot 1x Aut hentication Status: AAA AUTHEN STATUS GETDATA
00:19: 58: dot 1x-ev:going to send to backend on SP, length = 6
00: 19: 58: dot 1x-ev: Sent to Bend
00:19: 58: dot 1x-ev: Got a Request from SP to send it to Radius with id 9
00: 19: 58: dot 1x-ev: Found a process thats already handling therequest
for this id 10
00: 19: 58: dot 1x-ev: Usernane is user_vl an3; eap packet length = 6
00:19: 58: dot 1x-ev: Dot 1x Aut hentication Status: AAA AUTHEN STATUS GETDATA
00:19: 58: dot 1x-ev:going to send to backend on SP, length = 31
00: 19: 58: dot 1x-ev: Sent to Bend
00:19: 58: dot 1x-ev: Got a Request fromSP to send it to Radius with id 10
00: 19: 58: dot 1x-ev: Found a process thats already handling therequest
for this id 11
00:19:58: dotlx-ev:Username is user_vlan3; eap packet length = 32
00:19:58: dotlx-ev:Dotlx Authentication Status:AAA AUTHEN_ STATUS_PASS
00:19:58: dotlx-ev:Vlan name = 3
00: 19: 58: dot 1x- ev: Sendi ng Radi us SUCCESS to Backend SM - id 10 EAP pkt len = 4
00: 19: 58: dot 1x-ev: The process finished processing the request
wi Il pick up any pending requests fromthe queue
Cat 6K#

- debug radius — # REZRADIUSEIE I B Ao

Cat 6K#tdebug radius

Radi us protocol debugging is on

Cat 6K#

!--- Debug output for PC 1 connected to Fa3/2. 00:13:36: RADI US: ustruct sharecount=1

00: 13: 36: RADI US: Unexpected interface type in nas_port_format_a 00: 13: 36: RADI US: EAP-
login: length of radius packet = 85 code = 1 00:13:36: RADIUS: Initial Transmt
FastEthernet3/2 id 17 172.16.1.1:1812, Access-Request, |len 85 00:13:36: Attribute 4 6
AC100201 00:13:36: Attribute 61 6 00000000 00: 13:36: Attribute 1 12 75736572 00: 13: 36:
Attribute 12 6 000003E8 00:13:36: Attribute 79 17 0201000F 00: 13: 36: Attribute 80 18
CCEE4889 00:13:36: RADIUS: Received fromid 17 172.16.1.1:1812, Access-Challenge, len 79

00: 13:36: Attribute 79 8 010D0006 00:13:36: Attribute 24 33 43495343 00:13:36: Attribute 80
18 C883376B 00: 13: 36: RADI US: EAP-1o0gin: |length of eap packet = 6 00:13:36: RADIUS: EAP-

I ogin: got challenge fromradius 00:13:36: RADI US: ustruct sharecount=1 00:13:36: RADI US:
Unexpected interface type in nas_port_format_a 00: 13:36: RADI US: EAP-1o0gin: |length of radius
packet = 109 code = 1 00:13:36: RADIUS: Initial Transmt FastEthernet3/2 id 18
172.16.1.1:1812, Access-Request, len 109 00:13:36: Attribute 4 6 ACL00201 00: 13: 36:
Attribute 61 6 00000000 00:13:36: Attribute 1 12 75736572 00:13:36: Attribute 12 6 000003ES8
00: 13:36: Attribute 24 33 43495343 00: 13: 36: Attribute 79 8 020D0006 00:13:36: Attribute 80
18 15582484 00:13:36: RADIUS: Received fromid 18 172.16.1.1:1812, Access-Challenge, |len 104
00: 13:36: Attribute 79 33 O10EOO1F 00: 13:36: Attribute 24 33 43495343 00: 13:36: Attribute 80
18 0643D234 00: 13: 36: RADI US: EAP-1o0gin: |length of eap packet = 31 00:13:36: RADI US: EAP-

I ogin: got challenge fromradius 00:13:36: RADI US: ustruct sharecount=1 00:13:36: RADI US:
Unexpected interface type in nas_port_format_a 00:13:36: RADI US: EAP-1lo0gin: |length of radius
packet = 135 code = 1 00:13:36: RADIUS: Initial Transmt FastEthernet3/2 id 19
172.16.1.1:1812, Access-Request, len 135 00:13:36: Attribute 4 6 ACL00201 00: 13: 36:
Attribute 61 6 00000000 00:13:36: Attribute 1 12 75736572 00:13:36: Attribute 12 6 000003ES8
00: 13:36: Attribute 24 33 43495343 00: 13: 36: Attribute 79 34 020E0020 00:13:36: Attribute 80
18 E8A61751 00: 13: 36: RADI US: Received fromid 19 172.16.1.1:1812, Access-Accept, len 124
00: 13:36: Attribute 64 6 0100000D 00: 13:36: Attribute 65 6 01000006 00:13:36: Attribute 81 8
01564C41 00: 13:36: Attribute 88 15 766C616E 00: 13: 36: Attri bute 8 6 FFFFFFFE 00: 13: 36:



Attribute 79 6 030E0004 00:13:36: Attribute 25 39 43495343 00:13:36: Attribute 80 18
11A7DD44 00:13:36: RADIUS: EAP-1o0gin: length of eap packet = 4 Cat 6K# Cat 6K# !--- Debug
output for PC 3 connected to Fa3/4. 00:19:58: RADIUS: ustruct sharecount=1 00: 19:58: RADI US:
Unexpected interface type in nas_port_format_a 00: 19:58: RADIUS: EAP-1o0gin: |ength of radius
packet = 85 code = 1 00:19:58: RADIUS: Initial Transmt FastEthernet3/4 id 11

172.16.1.1: 1812, Access-Request, len 85 00:19:58: Attribute 4 6 ACL00201 00:19:58: Attribute
61 6 00000000 00:19:58: Attribute 1 12 75736572 00:19:58: Attribute 12 6 000003E8 00: 19: 58:
Attribute 79 17 0201000F 00:19:58: Attribute 80 18 0001AC52 00:19:58: RADI US: Received from
id 11 172.16.1.1:1812, Access-Challenge, len 79 00:19:58: Attribute 79 8 010B0O006 00: 19: 58:
Attribute 24 33 43495343 00:19:58: Attribute 80 18 23B9C9E7 00:19: 58: RADI US: EAP-1| ogi n:

Il ength of eap packet = 6 00:19:58: RADI US: EAP-1o0gin: got challenge fromradi us 00:19:58:
RADI US: ustruct sharecount=1 00: 19:58: RADIUS: Unexpected interface type in
nas_port_format_a 00: 19: 58: RADI US: EAP-1ogin: |length of radius packet = 109 code = 1
00:19:58: RADIUS: Initial Transmit FastEthernet3/4 id 12 172.16.1.1:1812, Access-Request,

I en 109 00:19:58: Attribute 4 6 ACL00201 00:19:58: Attribute 61 6 00000000 00: 19: 58:
Attribute 1 12 75736572 00:19:58: Attribute 12 6 000003E8 00:19:58: Attribute 24 33 43495343
00:19:58: Attribute 79 8 020B0006 00:19:58: Attribute 80 18 F4C8832E 00: 19: 58: RADI US:
Received fromid 12 172.16.1.1:1812, Access-Challenge, |en 104 00:19:58: Attribute 79 33
010C001F 00:19:58: Attribute 24 33 43495343 00: 19:58: Attribute 80 18 45472A93 00: 19: 58:

RADI US: EAP-1o0gin: |ength of eap packet = 31 00:19:58: RADI US: EAP-|o0gin: got challenge from
radi us 00: 19: 58: RADI US: ustruct sharecount=1 00: 19:58: RADIUS: Unexpected interface type in
nas_port_format_a 00: 19: 58: RADI US: EAP-1ogin: |length of radius packet = 135 code =1
00:19:58: RADIUS: Initial Transnmit FastEthernet3/4 id 13 172.16.1.1:1812, Access-Request,
len 135 00:19:58: Attribute 4 6 ACL00201 00:19:58: Attribute 61 6 00000000 00: 19: 58:
Attribute 1 12 75736572 00:19:58: Attribute 12 6 000003E8 00:19:58: Attribute 24 33 43495343
00: 19:58: Attribute 79 34 020C0020 00: 19:58: Attribute 80 18 37011E8F 00: 19: 58: RADI US:
Received fromid 13 172.16.1.1:1812, Access-Accept, len 120 00:19:58: Attribute 64 6
0100000D 00: 19:58: Attribute 65 6 01000006 00: 19:58: Attribute 81 4 0133580F 00: 19: 58:
Attribute 88 15 766C616E 00: 19: 58: Attribute 8 6 FFFFFFFE 00:19:58: Attribute 79 6 030C0004
00: 19:58: Attribute 25 39 43495343 00: 19:58: Attribute 80 18 F5520A95 00: 19: 58: RADI US: EAP-
login: length of eap packet = 4 Cat6K#
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