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Burstmin (bits) = Rate (bps) / 8000 (1l/sec)
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Direction
Feature Ingress Egress
Individual policers Yes, totally 128 for GE and 8 far | Yes, totally 8 including egress
FE ncluding ingress aggregate agJragate policers
policars
Aggregate policers Yes, totally 128 for GE and B for | Yes, totally 8 including egress
FE ncluding ingress individual indrvidual policers
policers
Marking Yes Mo
Policer Markdown Yes Yes
Match with ACL Yes NO
Match DSCP Yes Yes
Match IP precedence Yes Mo
Match COS Yes, for non-IP traffic NG
Trust DSCP Yes Mo
Trust COS Ves Mo
Trust IP precedence Yes Mo

BEEHMREZE—BmatchiEa. LT R2EAKXRKENAERmatchzE4 :

- match access-group
- match ip dscp
- match ip precedence

XX : £Catalyst 3550 L , N #match interfacei® , BIEBIBEM A R AKFE —Ematch®H-
Rt , ﬁﬁlﬂﬁﬁ%ﬁﬂ’])’ﬁﬁumii_ﬁ'ﬁﬁjtﬁﬁﬁEﬂﬂﬁtgﬁgﬁfﬁﬁumE‘ TERFEERE, F2
EﬂZIKE.??EE’JZIDﬂEFH EFSHENERE D B,

iE 2 H O KA B MmatchFE 4 -

- match ip dscp
LA 2 AR B RSB 1E

b d

= A~

. setip dscp ( % )
- set ip precedence(marking)
. f§fEdscp
. trust ip-precedence
- f§1Fcos
TRERTXENBAQoSKIERM



Trust | Match | Match | Trust Set
I/F |DSCP!| ACL | Class? | DSCP? | Police Result
Traffic is assigned default 05 level
of the port [0 by default)
05 level of incarming traffic is
| preserved, according bo what is
trusted
IP Traffic is matched by DSZP ard
| 'l | then trusted then policed, excess
traffic dropped or marked down
IP Traffic is matched by DSCP/TP
| 'l precedence and its QOS5 lewel is
preserved
IP Traffic is matched by DSCP/TP
4 9 precedence then marked
IP Traffic is matched by DSCP/TP
) ) ) precedence then marked then
policed
Traffic is matched by access list,
| 'l | 05 level of the matched traffic is
preserved, then traffic is policed
Traffic is matched by access list and
| 'l its 25 level is preserved according
ko what is brusted
Traffic is matched by access list
| 4 | then rmarked ard then policed
Traffic is matched by ACL then
| 4 rmarked with specified DS TP
precedence
MAC Match mon-TP traffic by M2C
AL ) EtherType ard 25 and preserve
WAZOS 05 el
M&Z Match non-TP TP traffic by MSC
AL ) | EtherType and J25 and preserve
WAZDS 05 level then police
P& Match non-TP TP traffic by M&C
AL ) EtherType and J2S then mark,
WAZDS ratched braffic
P& Match non-TP TP traffic by M&C
&L ) | EtherType and JCS then mark and
W ATDS then police
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Match DSCP Police Result

Traffic is sent out with COS and IP precedence
according to QOS raps and internal DSCP after
ingress QDS processing

o o Traffic is matched by DSCP and policed
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QoS: Cannot allocate policer for policy map <policy name>

mERBUTRA

ii%iiig-GigabitEthernetOB*ﬁ_ 1%%@5% EEEN17 MopsHIUDPRE |, H A HhiERRIE111,
EEREEREBE200TCPRE, BFE Hg\_m1@ulbz$/m§§2\%1 Mbps , BABEREZSHRIRE,
LA 5 51 58 7= ana] 52 R L IR

!--- Globally enables QoS. mls gos !--- Defines the QoS policer, sets the burst !--- to 16000
for better TCP performance. mls gos aggregate-policer pol_lmbps 1000000 16000 exceed-action drop
!--- Defines the ACLs to select traffic. access-list 123 permit udp any any eq 111
access-list 145 permit tcp any eq 20 any
!l--- Defines the traffic classes to be policed. class-map match-all cl_udplll match access-group
123
class-map match-all cl_tcp20
match access-group 145
!--- Defines the QoS policy, and attaches !--- the policer to the traffic classes. policy-map
po_test
class cl_udplll
police aggregate pol_1lmbps
class cl_tcp20
police aggregate pol_1lmbps
l--- Applies the QoS policy to an interface. interface GigabitEthernet0/3 switchport switchport

access vlan 2 service-policy input po_test
|

% 1I/T\1'§IH§J$J TEREEHE. EaAEBETRE , 1I%ﬂl§%§ﬁf+w%)¥lbﬂ’3§1liﬁ 7 Bl R B
RE, EEXKERERBEREEPERN. T:T:ZF/T\WM:',FWE?QEJE’J%EEEFW EEH KL S
EHl ; cl_udp1 1M ER ASSKRE1 Mbps , cl_tcp20# B R B F32KZR %512 Kbps:

!--- Globally enables QoS. mls gos !--- Defines the ACLs to select traffic. access-list 123
permit udp any any eq 111
access-1list 145 permit tcp any eq 20 any
!--- Defines the traffic classes to be policed. class-map match-all cl_udplll
match access-group 123
class-map match-all cl_tcp20
match access-group 145
!--- Defines QoS policy, and creates and attaches !--- the policers to the traffic classes.



policy-map po_test2
class cl_udplll
police 1000000 8000 exceed-action drop
class cl_tcp20
police 512000 32000 exceed-action drop
!--- Applies the QoS policy to an interface. interface GigabitEthernet0/3 switchport switchport
access vlan 2 service-policy input po_test2

LT RARERERERD

cat3550#show mls gos interface g0/3 statistics

GigabitEthernet0/3
Ingress

dscp: incoming no_change classified policed dropped (in pkts)
Others: 267718 0 267717 0 0
Egress

dscp: incoming no_change classified policed dropped (in pkts)
Others: 590877 n/a n/a 266303 0

WRED drop counts:

gid threshl thresh?2 FreeQ
1 :0 0 1024
2 :0 0 1024
3 :0 0 8

4 : 0 0 1024
XX ERBERT , RESEDSCPH#KETEM. Catalyst 3550F X E/\ AT EHDSCPENE
BNE. SEFENGETEAWE, EEEEmIs qos monitorin H i | ¥ ILLETRE, AT ER
DSCP 8, 16, 24FI3209#RETE , BB 2 H L T per-interfacei &

cat3550(config-if) #mls gos monitor dscp 8 16 24 32

¥ : mls qos monitor dscp 8 16 24 327 ¥ #¥show mls qos int g0/3 statisticsip B HBER AU T
AR :

cat3550#show mls gos interface g0/3 statistics

GigabitEthernet0/3
Ingress
dscp: incoming no_change classified policed dropped (in pkts)
8 : 0 0 675053785 0 0
16: 1811748 0 0 0 0 ? per DSCP statistics
24: 1227820404 15241073 0 0 0
32: 0 0 539337294 0 0
Others: 1658208 0 1658208 0 0
Egress
dscp: incoming no_change classified policed dropped (in pkts)
8 : 675425886 n/a n/a 0 0
16: 0 n/a n/a 0 0 ? per DSCP statistics
24: 15239542 n/a n/a 0 0
32: 539289117 n/a n/a 536486430 0
Others: 1983055 n/a n/a 1649446 0

WRED drop counts:

gid threshl thresh2 FreeQ
1 : 1024
2 :0 0 1024
3:0 0 6
4 : 0 0 1024
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- NO_change — BREZVERTZEME ( HlWQoSHEBIREDN )
. Classified — BT~ 2 EE A LLRFDSCPLHHE T 2L ERS

- Policed — ,..wmﬁ%’l‘ﬁﬂ@%‘i%lﬂﬁﬁém ; BEAR BT RADSCP,
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. IR EE Hmls qos monitoris T RFELE T /\{EIDSCP{E , Al7£# Hishow mls qos int statisticsan
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- HRAMBSRRRERIEFMERN , NG HETRSTRERREM. fl, TEH, 28IE
ENERCHEREAERINHETREBETR,

BC i 1 EE 4 AR
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1. EBREDBEE

2. ERERRENERSNEES BN RESE

3. BV EBBRMENRIREN B 2 ER B RIS
4. BHENNEEEAGEER

5. B EMEMRERANNE

EXRRFR | BEEEANPHESEEDT#192.168.192.168 , ZTMIEFIPE LIEF6 , W HRR
A1 Mbps; B SR TRERIRAIPEEIER2:

!-—- Globally enables QoS. mls gos !--- Defines the ACLs to select traffic. access-list 167
permit ip any host 192.168.192.168
!--- Defines the traffic class. class-map match-all cl_2host

match access-group 167
!--- Defines QoS policy, and creates and attaches !--- the policers to the traffic classes.
policy-map po_test3

class cl_2host
!--- Marks all the class traffic with the IP precedence 6. set ip precedence 6
!-—- Polices down to 1 Mbps and marks down according to the QoS map. police 1000000 8000 exceed-
action policed-dscp-transmit

!-—- Modifies the policed DSCP QoS map, so the !--- traffic is marked down from IP precedence 6
to 2. !--- In terms of DSCP, this is from 48 to 16 (DSCP=IPprec x8). mls gos map policed-dscp 48
to 16 !--- Applies the QoS policy to an interface. interface GigabitEthernet0/3 switchport

switchport access vlan 2 service-policy input po_test3

% 7 A A show mis qos interface statistics i = AR ER ., O L MELE RRAEN —&F

o

nfafE A B R B SR AR M P B E R I 1T 9

fECatalyst 3550 £ , % #Ematch interfacetr © , B EEREMR A AFF—Bmatchir F. Lthoh
, Catalyst 35501 e FFIPREEMAC ACLMERF. Eitt , IPHIEIPRE XA A MEE B EL ARIE
T8, At , REHEANENMEREETSE , A AR RE RS A TR, BBIE




BN REIEE , B STERILRE, FEES , IPAEIPRELEME TR EHRTE, B2
, ARG R MEREMEN L HERSS.

access-1list 100 permit ip any any

class-map ip

match access-group 100

I-—— This class-map classifies all IP traffic. mac access-list extended non-ip-acl
permit any any

class-map non-ip

match access-group name non-ip-acl

I-—— Class-map classifies all non-IP traffic only. mls gos aggregate-policer all-traffic 8000
8000 exceed-action drop

! -—— This command configures a common policer that is applied for both IP and non-IP traffic.
policy-map police-all-traffic

class non-ip

police aggregate all-traffic

class ip

police aggregate all-traffic

interface gigabitEthernet 0/7
service-policy input police-all-traffic
!|-—— This command applies the policy map to the physical interface.
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