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Simple Indicator Complex indicator, two operators
Observable A Observable A Observable B Observable C
OR
AND
{2
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2. Publish
S FINANCIAL |7 observablesto
SERVICES = sSensors
s STIX Cisco Threat NGFW / NGIPS
THREATO x .‘ - Block Monitor
Infoblox «,» NI A
@1V| © eclecticiq t |
. 3. Detectand alert to
1. Ingest third-party create incidents
Cyber Threat

Intelligence indicators
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i Firepower Management Center (FMC)
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Internet )

192.168.16.1/24

192.168.16.2/24 Firepower Threat Defense (FTD)
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s System Help v mzadio v

Overview Analysis Policies Devices Objects = AMP EOIEIINERES

Incidents Sources Elements Settings

Sources

Q C' 4 sources +
% Name 4 Type ¢ Delivery  Action Publish ¥ Last Updated Status
e o STIX TAXIL a 3 hours ago | Pause Updates Completed with Errors ~ #
guest.CyberCrime_Tracker STIX TAXIL M « 3 hours ago | Pause Updates & Completed 20
user_AlienVault ) STIX TAXIT ' - 4 hours ago | Pause Updates Completed with Errors a

test_flat_file 1Pv4 Flat File Upload € Block - 3 days ago ® completed 2T




M MR FREBETZTZIENEERE , BIAREEA "Completed with Errorsy o

SR HAFMBBER. B=EHERNEE
- TAXII — SEA UL IR | o] DABD B B B B S ASTIXHE I f& 17 49 fal AR 85

Add Source @ X

DELIVERY [EEFV{II URL Upload

URI http://hailataxii.com:80/taxii-discovery-service
W
USERNAME | guest
PASSWORD eeese
Credentials will be sent using an unsecured HTTP connection
FEEDS x | guest.CyberCrime_Tracker > G

Note: A separate source will be added for each feed selected. The
name will default to the name of the feed and can be edited later.

ACTION Monitor
UPDATE EVERY (MINUTES) | 1440 [ Never Update
ITL (DAYS) 90

puBLIsH @ )

FIEE : M — m] RV IRE R Monitor, TREASTIXHE XM R & Bl B fE LR 1E,
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Add Source

DELIVERY

TYPE

URL*

NAME™

DESCRIPTION

ACTION
UPDATE EVERY (MINUTES)

TTL (DAYS)

@ X

TAXII URL Upload
STIX -
SS b,
Monitor
1440 [ Never update
a0

PUBLISH @ )

Save Cancel
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Add Source
DELIVERY
TYPE
FILE®
NAME?®
DESCRIPTION
ACTION
ITL (DAYS)
PUBLISH

® X

TAXII URL Upload
Flat File o CONTENT | SHA-256 -
R SHA-256 )
I |
: Domain :
I I roj |
I URL I
| |
: IPv4 \
k -------------------- V 1
IPv6
Email To
Email From v
€3 Block -
90
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Overview Analysis Policies Devices Objects

Intelligence

tem Help v  ad

Incidents Sources Elements Settings
Indicators
* Lost Updated 1 week - Q

Type % Name # Source.
Feodo Tracker: | This IP address has been identified as malicio

1Py guest.Abuse_ch

i Feodo Tracker: | This IP address has been identified as malicio...

1Py 8 guest.Abuse_ch

ke 7m.|.t: Tracker {online]| aule.a.’.mfyawn'.li..‘(adphp}fn.]p-.pl!p (20L. s Abuse_ch

Complex Zeus ir.dtkl.‘l' (offline) | IJu.vp.ma’n_.;lohmh.unhg.]u (2017-08-.. quest Abuse_ch

Complex ZeuS Tracker (offline) | masoic.com.ng/images/bra/config.jp..

Py Feodo Tracker: | This Il'. address has bee ified as malicio.., guest.Abuse_ch
Feodo Tracker: | This IP address has been identified as malicio...

1Py ‘ guest.Abuse_ch

Ehiiiplése ZeusS Tracker {offline) | Ilsuvlnftum.d]8.(Dn|l-m.f.clutklfulph PR A
Feodo Tracker: | This 1P address has been identified as maliclo...

1Pv4 5 guest.Abuse_ch

T Feodo Tracker: | This IP address has bee ified as malicio.., auediiingecs

s Feodo Tracker: | This IP address has been identified as malicio e

1Pva guest.Abuse_ch
Feodo Tracker: | This IP address has been identified as malicio..

1Pv4 o g guest.Abuse_ch

C," 111 Indicators
© Monitor « - Sep 13, 2017 10:50 AM EDT @ completed
© Maritor -« Sep 13, 2017 10:50 AM EDT @ Compileted
L ¢ Sep 13, 2017 10:50 AM EDT £k Completed with Errors
- Sep 13, 2017 10:50 AM EDT & completed
[ § Sep 13, 3017 10:50 AM EDT A\ Completed with Errors
© Honitor - [ 4 Sep 13, 2017 10:50 AM EDT @ completed
© Monitor - Sep 13, 2017 10:50 AM EDT @ completed
- Sep 13, 2017 10:50 AM EDT b Completed with Errors
© Monitor - - Sep 13, 2017 10:50 AM EDT & completed
© Monitar - - Sep 13, 2017 10:50 AM EDT @ completed
© mornitor & Sep 13, 2017 10:50 AM EDT @ completed
© Monitor -+ L4 Sep 13, 2017 10:50 AM EDT @ completed

SERARBETIHENERRE , TUBIEETCHNESHMERA. A BUTURERBTEMSH &M
AR ERETWRF (EBEETHENEBERT ).

MERR , SH—EEHE R , EFESHOREE FERNMETEEE -

@ X

Indicator Details

NAME

ZeuS Tracker (offline)| 13d.pp.ru/global/config.jp
(2017-08-16) | This domain has been identified as malicious
by zeustracker.abuse.ch

13d.pp.ru has been

For more deta
TICN!

SOURCE

guest.Abuse_ch

EXPIRES Nowv 27, 2017 7:16 PM CET

AcTion | @ Monitor

pubLIsH @)

INDICATOR PATTERN

DOMAIN

13d.pp.ru

OR

13d.pp.ru/global/config.jp/ ¥

Download STIX

® X

Indicator Details

NAME
Feodo Tracker: | This IP address has been identified as
malicious by feodotracker.abuse.ch

] .
SOURCE guest.Abuse_ch
EXPIRES Nov 27, 2017 7:16 PM CET

ACTION O Monitor

puBLisH @ )

INDICATOR PATTERR

Download STIX




SR ERST TOHEE, BER , P UUKIEEFRITENURL, 1Pt EHFMSHA256, EEEL
SRTE B A% TR L ] R B2 B A B RK ,ﬂJ%% WA LUBBEEFTREHERE, EHE Y+  F—EARE
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es Devices Objects LN Intelligence

Incidents Sources Elements Settings
Observables

Q C' 142 Observables

% Type Value Indicators Action Publish ¥ Updated At # Expires
——

1Pv4 1 © Monitor - - Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
IPve 1 © Monitor - Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
Domain eite.asia 1 © monitor « - Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
URL sia/yaweh/ cidphp/ file.php/ 1 © Monitor - - Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
Domain 13d.pp.ru 1 © Monitor - [ | Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
URL 13d.pp.ru/global/ config.jp/ 1 € Maonitor + - Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
URL masoic.com.ng/images/ bro/ config.jpg/ 1 © Monitor « - Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
Domain masolc.co © Monitor + [ Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
1ive 1 © Monitor - - Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
P4 1 & Monitor - - Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
Domain lisovioxcom.418.comL.ru 1 © Monitor - [ Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
URL lisovfoxcom.418.comL.ru/ dock/ddphp/file.php/ 1 © Monitor + - Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
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Overview Analysis Policies Davices Objects FUEE Intelligence deploy ] System Help v  admin v

Incidents Sources Elements Settings
1 Element
Name Element Type Registered On Access Control Policy

@ Fro_622 Cisco Firepower Threat Defense for VMWare Sep 5, 2017 4:00 PM EDT acp,

BT (W& ), EfiF|SettingsHE W iBIEPauseiR ML Z LIS RESHOX BIBAIZS, IRERS
FE209E,

Overview Analysis Policies Devices Objects = AMP RO ENTLY eplo . System Help v admin »
Incidents Sources Elements Settings

TID Dete

The system is currently
observables stored on yi

shing TID observables to elements. Click Pause to stop publishing and purge TID
r elements.

Fause
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Overview Analysis Policies Devices Objects = AMP ROV ERTES D ¥ , System Help v admin v

Incidents Sources Elements Settings

# Last Updated . - Q C' 89 Incidents
¥ Last Updated & Incident ID # Indicator Name Type # Action Taken ¢ Status
2 days ago Py @ Blocked New o
2 days ago 1Pvd € Blocked New a
7 days ago SHA-286 € Blocked New [u]
7 days ago SHA-256 @ slocked New o
7 days ago SHA-256 €3 Blocked New W]
7 days age © SHA-20170907-78 SHA-256 D Biocked New )
7 days ago @ sHA-20 SHA-256 Q) Blocked New [u]

FE2.AHETIDEBETH "Z2BHEMH AR THRIEN

Overview EEUENTSEN Policies Devices Objects = AMP  Intelligence m Help v admin v
Context Explorer Connections * Security Intelligence Events Intrusions v Files v Hosts v Users v Vulnerabilities » Correlation v Custom Lookup * Search
Bookmark This Page Report Designer Dashboard View Bookmarks  Search
Security Intelligence Events ¢ o s e ’
Security Inteligence with Application Details > Table View of Security nteligence Events k200047 12255700 - 2OV I L B L
Expanding
No Search Constraints (Edit Search)
Jumpta.. *
Packet Country Country Category Security Zone  Security Zone  ICMP Tvpe ICME Code
i [__' 2017-09-17 13:01:11 Allowy DNS Monitor 192.168.16.2 = NLD TID Dromain Name Monitor 27438/ udp 23 (domain} / ude
¥ [0 2017-09-17 13:01:11 Allow DNS Monitor 192,168,162 = NLD TID Domain Name Monitor £3873 / udp 53 (domain) / udp!
i I: 2017-09-17 13:01:11 Allow DNS Monitor 192.168.16.2 = NLD TID Domain Name Monitor S0813 / udp 33 (domain) / udp
3 O 7-09-17 13:01: Allow DNS Monitor 92.168.,16.2 = NLD TID Domain Name Monitor 53451 / udp 53 (domain) / udp!
3 [] 2017-09-1713:00:15 Block 1P Block 192.168.16.2 ] usa TID [Pvd Block 51974 / wp 80 (hup) / tep
b [ 2017-09-17 12:59:54 Block 1P Block 192.166.16.2 (] usa TR IPv4 Block 51972/ i 80 (hiw) / tcp
$ [0 2007-09-47 12:50:33 Block  IPBlock 192.168.16.2 o W UsA TIR.IPvd Block 51970/ tep 80 (http) / tep
Page| 1 [of1 Displaying rows 1-7 of 7 rows
Viewr Delete
View All Delete Al

MiEE : TDWREEEREB1008X,

JE3 B LRERFMCHIRB AR LREFECRENR (R ) o At , BAILECLI EEHRFSA T
=

Ivar/sf/siurl_download/
Ivar/sf/sidns_download/

Ivar/sf/iprep_download/

ASHA256RE T — 8% B & : /var/sf/sifile_download/,

root@ftd622:/var/sf/sifile_download# 1ls -1
total 32
-rw-r--r-- 1 root root 166 Sep 14 07:13 8ba2b2c4-9275-11e7-8368-f6cc0e401935.1f
-rw-r--r-- 1 root root 38 Sep 14 07:13 8bad40804-9275-11e7-8368-f6cc0e401935.1f
-rw-r--r-- 1 root root 16 Sep 14 07:13 IPRVersion.dat
-rw-rw-r-- 1 root root 1970 Sep 14 07:13 dm_filel.acl

1 www www 167 Sep 14 07:13 file.rules

2 www www 4096 Sep 4 16:13 health

2

www www 4096 Sep 7 22:06 peers

-YwW-rw-r--—
drwxr-xXr-x
drwxr-xXr-x



drwxr-xr-x 2 www www 4096 Sep 14 07:13 tmp
root@ftd622:/var/sf/sifile_download# cat 8ba2b2c4-9275-11e7-8368-f6cc0e401935.1f
#Cisco TID feed:TID SHA-256 Block:1
7a00ef4b801b2b2acd09b5£fc72d7¢79d20094ded6360£fb936bf2c65a1££16907
2922f0bblacf9c221bbcecd5d6d10ee9cfl12117fa556c304£94122350c2bcbdc

Mgt . EEFMC LA 2EME ERRATID

BHEE : MRS TAMEE ( WEFMCEE ) £ B FirepowerBEROFEETID , RIETE
#TIDE E M TIDE K E S £l AFirepowerZFE H /D,

RER: AR

E—EBALINIEEBE. HIBREEURR=EATE : RE. RabbitMQ. redis, ZEHMERER ,
#1TpmtoolAR A& | grep 'RabbitMQ\|mongo\|redis\|tid' | grep " - "8 &

3

root@fmc622:/Volume/home/admin# pmtool status | grep 'RabbitMQ\|mongo\|redis\|tid' | grep " - "
RabbitMQ (normal) - Running 4221

mongo (system) - Running 4364

redis (system) - Running 4365

tid (normal) - Running 5128

root@fmc622:/Volume/home/admin#

57 AR EFTBITHIRME | B8 LA 1Tsystem support firewall-engine-debugsisystem support
trace®i &

> system support firewall-engine-debug

Please specify an IP protocol:

Please specify a client IP address: 192.168.16.2
Please specify a client port:

Please specify a server IP address:

Please specify a server port:

Monitoring firewall engine debug messages

192.168.16.2-59122 > 129.21.1.40-80 6 AS 1 I 1 URL SI: ShmDBLookupURL("http://www.example.com/")
returned 1

192.168.16.2-59122 > 129.21.1.40-80 6 AS 1 I 1 URL SI: Matched rule order 19, Id 19, si list id
1074790455, action 4
192.168.16.2-59122 > 129.21.1.40-80 6 AS 1 I 1 deny action

ETBAHAEMETRE

- URL SI: B RAIEF19, Id 19, silistid 1074790455, 44 — FREHPE L
- URL SI:EE R MR AINEA20. Id 20, silistid 1074790456, #4E6 -7iE = FE#E,
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