EEBEANWAP) LEE T/EE8E
&

WorkGroup Bridge B 8E i #E AR 2 A BH(WAP)BESI B 212 IR & 5 ik EE E8WorkGroup BridgetE =X
ERNERESALANZENRE, BRFENHBBOWAPEERAZAYRNE , MELR
LANEIEREYWAPS BB B ERELMEN T, WorkGroup Bridge A fFE E A B RIEFENE B BIR

BB, E|RD MHARKWDS)IheeT Al AR , B A WorkGroup Bridge Modefk & fig
AER,

VWP as Root Access Poink LANANAN

[ Intrast ructure Client
Interface)

Mobile

M WAPZE] as WorkGroup Bridge
. (Access Point Interface)

r=J

Wired PC Gzeo IP Phane

SG300 RV130

PitEE : LEMHAEBERA T —@EWorkGroupiBEEERHl, BiREESERIIWAP LANSEH
HIRHEAEE, WAPREZARNE , ERIERRE N,

AX B ERTOTEREWAP:Z BEE T EmIE,
BA KR

. WAP100% %l
. WAP300% %l
. WAP500% %1

AR

- 1.0.0.17 —WAP571, WAPS571E
- 1.0.1.7 — WAP150, WAP361



- 1.0.2.5 —WAP131, WAP351
- 1.0.6.5 — WAP121, WAP321
- 1.2.1.3 — WAP551, WAP561
- 1.3.0.3 — WAP371

Bl T EHRE

ERERMERERTE

TR BAZWAPHERWebHWEARR , A% iEEWireless > WorkGroup Bridge.
BRE . BREREVAESEAMEANEEREME, REERBN , U TEREMBEWAP361,

v Wireless

Radio

Rogue AP Detection
Metworks

Wireless Multicast Forwarg
Scheduler

Scheduler Association
Bandwidth Utilization
MAC Filtering

WDS Bridge
I ua‘! ! !enm:e

HRWAP571HMIWAP571E , 58iZ1EWireless > Bridge > WorkGroup Bridge Mode.

==

Radio

Fogue AP Detection
Metworks

Wireless Multicast Forwarding

Scheduler BrldgE

Scheduler Association WorkGroup Bridge Mode ¥
MAC Filtering -

|'III_
L0

$ER2 iZ R Enable WorkGroup Bridge ModeZRHU 5 .




WorkGroup Bridge

| Fefresh |

WaorkGroup Bridge Mode: O Enable

BHEE : MREWAPLBIA TS  BHABKBENECEAESH  WETFEARBIE, &—
TOKEE. EXERER , FIREMBE % +IEIESingle Point Setup , A% iE1EAccess Points >
Disable Single Point Setup.

Alert X

ﬁ Workgroup Bridge cannot be enabled when clustering is enabled

SRR E—T THREBBNERENHE, &—ERIREEESWorkGroup Bridgel , 5 —1&
BERERIFET, BERENEAHERWAPHEREES . WAPE AN EMETEEREE
THLER BE-—AERENENRETELES —ERRENEH. BERENMDEERTHE
WAPESEME., FLWAPE RRadio 142.4 GHz , 1 —%Radio 242.4 GHz,

MIETE : WS BEFRARUT ESEEENWAP:WAP131. WAP150, WAP351, WAP361,
WAP371. WAP561. WAP571, WAP571E, EAREIH | BIBEEE1,

Radio Setting Per Interface
Select the radio interface first, and then enter the configuration parameters.
Radio: « Radio 1(2.4 GHz)
Radio 2 (5 GHz)
S ERA IESSIDWAL H#a A RIS EZR BIFAR(SSID) BB |, REHL — TEWUEZ BN ETRIRERE

HBE. RERENERETFiREBNER, 0@ A2R32@F TEAERRESR F ik
SSID,

FIEE : RAABGEAPKRBASER EE, EERMEMMAFIRIENGFEENR 6 BiR—THE, &
KRBl | IR— T EEIRIHEEWAP3G1 L1{EAEREERFimNMENSSID,

Infrastructure Client Interface

S50 WAP3E1_L1 e r haracinr MAC Address S50
B0eBEr0asdee WAP3E1 11

Sacurity: Mong v |2l

WLAN ID: 1

Conneclion Statues: Disconnaciad

S BR5. T Infrastructure Client Interface B H , #tSecurity FALBEFRIZFEES LIFWAPSE


https://sbkb.cisco.com/CiscoSB/ukp.aspx?login=1&pid=2&app=search&vw=1&articleid=5057

BLNEFRETHERETESORIENLESER, BEIE .

B FRREZSM., ERTERNE, MRIBENEE  BERELE1S,

- WPABA —WPABA T USZEREAS8-3EFTHEE®, BEFAWPA2, RATCEEER
KEIMBZERE, hESBOETEIE.

- WPAT ¥ — WPARRELWPABAESH , REBNIORILEM, CEAZRENTER
B EREIHEPEAP)EREZ M (TLS), RELSBIOETEE, EBELZLHAIEBEEENRLE
RETFEHR  FEREERIORIBAFEAZRE(RADIUS)AIRET. 12— TLLENERFEE
RADIUSRAIBREREVFE#BE Ao

Infrastructure Client Interface

SSID: WAP361_L1

Security: WPFA Personal ¥
Mone

VLAN ID: WPA Personal

Connection Status: Disconnected

BHEE : ELE ROl | RIZBTWPARA,

S ER6. BB+ IIEFWPA-TKIP S{WPA2-AESEE A , L EEREEBEFHENEAERAN
WPAMMZE B,

BIEE : MRFAIEEFEENZEWPA2 , BEERREEFIRLTEREAWPA2-AES,
WPARI IR 1535 —RC4,WPA2KI INZR 5 5: 2 "SR MZREZEE, (AES), BEFEAWPA2 , BA
CHMZEEFBR K, EARBG , FHWPA2-AES,

Security: WPA Personal ¥ (=
WPA Versions: WPA-TIKP «+# WPAZ-AES
MFE- Mot BEequired ¥
Key: F.&

SEB7. (WL ) mMRELSER6HIEH TWPA2-AES |, E#tManagement Frame
Protection(MFP) FHIZE HIEEFE—EiE1E , URERBFEWAPEREEZRENE, EBE
REBMFPHNESEH , FiR—TIE, BEIE

. AEE _ B2AMFPHEFRXE,
. Capable — A X EMFPHEFIHFMAZEMFPHE Fim M AMK, ERWAP LHTERR
MFPEXE o
- WE —EEHBETMFPE , TAREFHER., MREEFIEMFP , IFAHFECAMALR
B
BHEE : =A< |, &2 T Capable,


https://sbkb.cisco.com/CiscoSB/ukp.aspx?login=1&pid=2&app=search&vw=1&articleid=5067
https://sbkb.cisco.com/CiscoSB/ukp.aspx?login=1&pid=2&app=search&vw=1&articleid=5302

Security: WPA Personal ¥ (=]

WPA Versions: WFA-TIKP ||  WPA2-AES

MFP: |Hntﬁequired ¥ |

Mot Required

Fequired

HERS.TE IR AL R AWPANZE £8 %ﬁﬁE’JEFMZEZ%B 63fEFT. ERFH. BFM
BHRFINES, ERENERIBREBSEANER. AR, kELZR18,

Key:

Security: WPA Personal ¥ | =&
WPA Versions: WPA-TIKP + WPA2-AES
MFP: Capable v

SER.MRBIEL RSP EE TWPALR R |, FiE— TEAPH ERNEREMH,
ABREERNT :

. PEAP — I EAWAPTH BREEREAEREXBEAESIBEENEAFERHE B BNZEE,
HAPEAPRERZBNREFHE , BHWI-FIZ2EREFIRNEBRE. WREEHRBER
FLEMEF G , PEAPHREEHRBEENLZ AR, SHRETLS , ERRESEFEFin L8
BNEE, A , cEBEAEEBNERHREESHRE.

- TLS-TLSERSREEAEEER THRFTENKMEE, WREEEIN[FRES M FHER
FERESGOFTENERRE , TLSEEMR S,

WPA Versions: WPA-TKIP ¥ WPA2-AES
MEP: (Capable 7|
EAP Method: GFE’QP
TLS
Username:
Fassword:

BYEE . EARTRHIG |, 1BIE TPEAP,
S B10.7E UsernameM Password @ L P ABERREZEFEBNEAEZBANRE, E2ARN



ERIEREREFRNENEAES ; FEALNERRETF

, BkEL B8,
WPA Versions: WPA-TKIP ¥ WPA2-AES
MFP: Capable d
EAP Method: * PEAP
Username:
Password:

AT

EUEHALLEF. RE

SBMMBREESRIPIE—T TTLS , FBTE dentityM Private Key#{L P A BT S

U Y B 19 R FASR
WPA Versions: WPA-TKIP ¥/ WPA2-AES
MFP: Mot Required ¥
EAP Method: FEAP
2 TLS
|dentity
Private Key

Cerificate File Present: Mo

Certificate Expiration Date:

[ ]
Transfer Method: HTTP
TFTP
Certificate File: Choose File | No file chosen
Upload

FR12 EE@MAEEEF , F-TUTEENEERE

- TFTP — B EAREREHEAGE(TFTP)REREREABEFTP)WE L EBLZEREBIRA
o TEEARELTMECEAs RRBIRFLE, WRIE—TTFTP , BUELE15,
- HTTP — BN AERHEMHTTP)RHEFH A ARREHAENRBELNEESH — ERSH

BEELR,



WPA Versions: WPA-TKIP ¥ WPA2-AES

MFP: Mot Required ¥
EAP Method: BT
® TS
Identity cisco
Private Key

Certificate File Present: Mo

Certificate Expiration Date:

-
Transfer Method: HTTE
TFTP
Certificate File: | Choose File | No file chosen
Upload

i MEWAPLEREEZEHEE | BlCertificate File Presentfl Certificate Expiration Dateill
NERER THBER, T8, efMSE=AH,

HTTP

$ER13.38— T Choose Fileiz#I AS KL BRETHEER, ERVBEFIEHRNFBEAEIER N
pemz%.pfx) , BRI T EEZIZER,

BYRE : ARG |, 325 T mini_httpd(2). pfxo

=] HTTP
Transfer Method:
TFTP
Filename [ Choose File | mini_httpd (2).pfx

| Upload ]

55%14?§—TUpload U EEEERNERER, BhELER18,



@ HTTP
TFTFR

Transfer Method:

Filename [Choose File | mini_httpd (2).ptx

| Upload

Certificate File PresentH Certificate Expiration Datef\ % B B & 5.

WFA Versions: WPA-TKIP ¥/ WPA2-AES
MFP: Mot Required ¥
EAP Method: PEAP
* TLS
Identity cisco
Private Key

Certificate File Present: yes

Cerificate Expiration Date: § Dec 23 22:09 58 201£

L]
Transfer Method: HTTP
TFTP
Certificate File: | Choose File | Mo file chosen
Upload
TFTP

HEB15, MBEBELSB12FR—T I TFTP , FBEFilenameB A8 ABER R XH B,
BEE : 1£ L& B F B9 Rmini_httpd.pem,



HTTP
@ TFIP

TFTP Server IPv4 Address: 192 168.1.20
| upioad |

$E816.7€ " TFTP Server IPv4 Address, TR P& ATFTP{alARES b3t

Transfer Method:

MIgE : A, 192.168.1.20 AETFTP{a R ES b 1t .

Transfer Method: L
@ TFTP
Filenams mini_hitpd. pem

TFTP Server IPv4 Address: [192.168.1.20
| Upload |

HER17 ¥ — T Upload#Z it 2L L B ERNBRER.

Transfer Method: z
@ TFIP
Filename mini_hitpd.pem

TFTP Server IPv4 Address: 192 168.1.20

Upload

Certificate File PresentH Certificate Expiration Datet8\ % B B & #.



WPA Viersions: Y weA-TKIP | WPA2-AES

EAP Method: PEA

° T3
Identity | cisco
Privale Ker om—
Carificate File Presant f&s

Cerlificaie Expiration Date: | Dec 26 22:09:53 20409«

HTTP
Transfer Method:
2 TFTP
Filename mini_hitpd pem

TFTF Server IPv4 Address: 192 168.1.20

Lpload

SBR18 M AERRET FHNEMNVLAN ID, FEREAT

BEE : ARG |, 65/ 7 FEERVLAN ID,

Connection Status: Disconnected

FHRAHE

$EB%1.1Z2FEnable StatusEREV A AR IZA BN E EABE,

Access Point Interface

Status: ® Enable

S331D: Access Point 351D (Range: 2-32 Characters)
S3ID

Broadcast: TE

Security: Mone v

MAC Filtering: Disabled ¥

VLANM ID: 1 (Range: 1- 4094 Default: 1)

SER2 IESSIDBL 8 AEZEABMSSID, SSIDREMSENN2EI32EF T2, FERES
Access Point SSID,



BEE . EARTRAIG |, EAKSSIDRbridge_lobby,

Access Point Interface

Status: «| Enable

s3I0 :.= ge: 2-32 Characters
g?t:!g]dcast: “l B

Security: Mone r

MAC Filtering: Disabled ¥

VLAN ID: 1 Range: 1- 4094, Defz

SER3. (WHE ) MREFTEEESSID , FFHUHZF Enable SSID BroadcastZREH #. ERKM
BEESERBEASNAEZREIEAY  EREACHESSIDHAEERE, SSIDEEE
R

Access Point Interface

Status: + Enable

S5ID: bridge_lobby]
g?c!gjdcast: o 2L

Security: Mone v | &
MAC Filtering: Disabled ¥

VLAN 1D 1

HER4 ftSecurity FIRERRERZ SRR | LEWAPERRE TS F iRk,
AABREERMNT :

B FRREZSM., ERERE. nRRENRE K BRELSE10,

- WPABA — Wi-FifR ERHRE(WPA)BA AT A R8FIGIEF TRV SI®, MFEHEABTKIPHGT
EEEFBES  FAAEEERIBRIBHECCMP), BEFHTECCMPHIWPA2 | HAH
EFHARCAZEEN RSB/ TEMIBE(TKIP)MEL , WPA2EEERANINBEE "k
I ZEE(AES),

Security:

WPA Personal ¥
Mone

_ WPA Personal
WPA Version2®

Wi



HER5 ZHWPA-TKIPSHWPA2-AESEREUS L A FEE A BT EASEANWPAIMER B, &
RERT , EEREERBAME,

it : MRAEREKEHTEWPA2 , AIEERRER F kK £ RESWPA2-AES,

WPAR INZ 75 7 —RRC4,WPA2V IIZR AR TSR INZIEEE | (AES), BEMFAWPA2 , A
CHINREBEFR A, EARRGH , EHAWPA2-AES,

WRPFA Versions: If WPA-TKIP WPA2-AES I

Broadcast Key Refresh Rate: 300

SER6. E MM T MALRAWPARR, TRVKRELERS-63EFT , YETNEEFH
BFFX. KPEFZTUAREERF T,

WPA Versions: ¥ WPA-TKIP WPAZ-AES

Key: I .......... I

Broadcast Key Refresh Rate: |300

S BR7 T Broadcast Key Refresh Ratefy FEIARE, EESRBRIFRIEEAZIZANEH
NEFIHRHZESBHVEBER. BRLENR0RIS64002 , X BEAOTZEAZKINEE,
FEER{E A300,

WPA Versions: # WPA-TKIP WPA2-AES
Bey:  |ssassssas
Broadcast Key Refresh Rate: IEDD I

S ER8.HEMAC Filtering TR BEHREZEEZEABZAENEEENMACERER, AR , XK
SIRBHERAEERANETFIRNMACH i ¥ T 51048 4 A & S RIWAP,

AABEERMNT :

- OEM — A FmRIM O UASE LK. ERARE.

- iy — TGRSR LRI B FiIRn R ERR A ERAIMACHILFEREEN T F iR,

- RADIUS — RJf7HY L i 48 B% HY £ A & i 4B BR 5| FERADIUS R AR 28 L AYMACH ut B E AP I8 E R fE
A&,

MAC Filtering: Disabled ¥

VLAN ID: Local
RADIUS

Save

BIEE : A7 | 232 T Disabled,



S ERO.1E VLAN IDWE i A 3E A BT E /B VLAN 1D,

AR EAMREERE  BEANNTENERMENVLIANE BEEERREER i/ H
VLANEL & A8 T

MAC Filtering: Disabled ¥
Save

$E210.32— T Save A EEEASR,

MAC Filtering: Disabled ¥

VLAN ID: 1

e ]

B, CRIAECERIEEREAN LERE T THFREBER,
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