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4. BBERAMAEEREEHIBHEARVI4SP, RE , AREBBHNER , FHEEBEN2Y
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5. MR EEDSLEIRE | FEISPHEDSLEIREEARBER.,

ik &
BREEERABIMINNEREBESR, BTUBREIELRE,

HER A

T Getting Started B 3% — T Initial Setup Wizard,

@ .l rvassp-rv3asP engish ~ @ €@ @b
Getting Started
@ Status and Statistics
* Administration Use the following links to quickly configure your router.
£ System Configuration #% Launch Setup Wizard W Quick Access
@ WAN Initial Setup Wizard Upgrade Router Firmware
& LAN VPN Setup Wizard Configure Remote Management Access
Application Control Wizard Backup Device Configuration
@ Routing
— £ Initial Configuration [shl Device Status
El VER Change Administrator Password System Summary
Configure WAN Settings VPN Status
& Security )
Configure USB Settings Port Statistics
Y QoS Configure VLAN Settings Traffic Statistics
Configuration Wizards View System Log

License
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https://support.microsoft.com/en-us/help/15089/windows-change-tcp-ip-settings
https://support.microsoft.com/en-us/help/15089/windows-change-tcp-ip-settings

Initial Setup Wizard

This Setup Wizard helps you install your Cisco router.

Before you begin, make sure your router is connected to an internet gateway device (such as a cable modem or
DSL modem) as described in Quick Start Guide.

N\

Next Cancel

HER3

LSRASWABARERNERTSR, HREERRVE-H , FE-TTF-F.

Initial Setup Wizard

Interface: WANT v
0 1. Welcome

2. Check Connection

Check Connection

( Network connection has been detecled)

Cancel
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Initial Setup Wizard

Configure Router - Select Connection Type

o 1 Welcome Your internet connection has been detected. Unless your Internet Service Provider instructed you to select a
different option, please use the current option and click next to continue.

o 2. Check Connection (G) Dynamic IP Address, or DHCP (Recummendedja
O Static IP Address

3. Configure Router

O PPPcE
O PPTP (Common in Europe)
O L2TP (Common in Europe)

Back m Cancel

HER5

RIFEB IR R ERHREENRTE. E—HBREE , RATRENTRIE B EREHHRER
REBEEM, Bi2Time Zone , A% IR — T Nexto

Initial Setup Wizard

Configure Router - Set System Date and Time
o 1. Welcome Enter the router's time zone, date and time.

(T\me Zone:| (UTC -06:00) Central Time (US & Canada) v)

o 2. Check Connection
©® Enable Network Time Protocol Synchronization

3. Configure Router O Set the date and time manually, or click here to import them from your computer

2020-11-17 = (yyyy-mm-dd)

185~ 41 ~ 05+ (24hh:mm:ss)

Back Next Cancel
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Initial Setup Wizard b

Configure Router - Set Router MAC Address
o 1 Welcome Each device on your network has its own unique identifier called a MAC address. In most cases, you should
choose 'Use Default Address'. If your ISP requires you to connect using a specific MAC address, you may change

Q 2. Check Connection ithere.

3. Configure Router

Choose a MAC Address

( ® Use Default Address (Recommended))

O Use this computer's address

O Use this address

Back Next Cancel

SR

T-HEEMEZENHE, URRE , FefR , REE—TNexto

Initial Setup Wizard -

Summary
o 1. Welcome Please review the following settings and ensure the data is correct

O 2. Check Connection
Connection Type: DHCP

& g oz MAC Address:  ectbd-1d:44:91:2a

Back Next Cancel
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Initial Setup Wizard

Enable Security - Set Router Password
O 1. Welcome The administrative router password protects your router from unauthorized access. For security reasons, you
should change the router password from its default setting. Please write this password down for future reference.

Q 2. Check Connection
e 3. Configure Router O Keep current password

Enter a new router password: (At least 8 characters composed of lower and upper case letters as well as
numbers)

O Disable Password Strength Enforcement \

Back m Cancel

& ZIZEEDisable Password Strength Enforcement, L% 1E o] ZRIRBEE R 1230 %5
, HREEWEE | BB IR ZREMF1-2-3,
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Option 82 Settings

Static DHCP
802.1X Configuration

Router Advertisement

@ Routing
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VLAN Table

@

+ (&

Inter-

VLAN Device
& VLANID ¢ Name Routing Management [Pv4 Address/Mask
& 1 VLAN1 (i ] 192.168.1.1/24
o 255.255.255.0

DHCP Server: 192.168.1.100-192.168.1.149
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Reboot

1£System InformationEE A , AN FEERBUTREA :

+ Device Model — BERE B AISE,

« PIDVID — BEHERHERIDMHERID,

« Current Firmware Version — BRIfE#E FIETHHE,

« Cisco.comiZt Y R FTIRA — BRHB LR U HFT B R,

- Firmware last updated — B¢ 88 £ FIREN B EHTHY B BRI BERE,

File Management

System Information

Device Model: R\V345P
PID VID: R\V345P PP
(Current Firmware Version: 1.0.03.15 )
Last Updated: 2019-Mar-22, 01:43:16 GMT
SER2

f£Manual UpgradeZf4 T , # — T Firmware ImageEi&#Z#fFile Type.



Manual Upgrade

File Type: (@ Firmware Image | O Language File O USB Dongle Driver

Upgrade From: O ciscocom ® PC O USB 5

Firmware Image Format: *.img (Maximum size: 100MB)

No file is selected

O Reset all configurations/settings to factory defaults

Ulelsle=sls0 The device will be automatically rebooted after the upgrade is complete.
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£ "Manual Upgrade EHE L , & — T EiEZiMiEZEcisco.com, EFLEEHthiEE , BiER
REENARIN. HEXSEERERNBBTRAEREENNARER,

WMRIBH S E R ELE ] Internet=H EER Internet BT BAARAE | B4 % R cisco.comEEST K.
MEEFEARE , AMTAELREREER BE,

Manual Upgrade

File Type: ® Firmware Image O Language File O USB Dongle Driver

Upgrade From: O PC OUSB

O Reset all configurations/settings to factory defaults
B/ele[zlo[$M The device will be automatically rebooted after the upgrade is complete.

Download to USB

HER 4

#—T "Upgrade, o


https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/Upgrade-firmware-on-RV160x-and-RV260x-routers.html

Manual Upgrade

File Type: ® Firmware Image O Language File O USB Dongle Driver
Upgrade From: @® cisco.com O PC O USB 3

O Reset all configurations/settings to factory defaults

U/els[zle[SM The device will be automatically rebooted after the upgrade is complete.

Download to USB

HER5

EHERRBEPIER—TYesLHEE,

Confirm

A Are you sure you want to upgrade the firmware right now?

EXNBEFTEEPEIET, ARBRES , EREEFLBIUTHE,

e ® @ Upgrade is in progress. Do not power off or

® @ reset the device. It may take a few minutes
®o® i complete.

ARERER  BHR—EBEARE  BAEKRARSENME , YL TR TRZBEREN
KR, Fltz® , EEL,



A\ Restarting

Please wait for 176 seconds...

HER6

EFEATERWebNEAREAURZBHRHSTREETEHE , RBFRHKEEH. Current
Firmware Version [&15] 3R 75 FEFE 7~ FHAR 2 Y 8 B R A,

File Management

System Information

Device Model: RV345P
PID VID: RV345P-K9 V01
(Current Firmware \Version: 1.0.03.20 )
Last Updated: 2020-0ct-02, 11:10:50 GMT

Last Version Available on Cisco.com: 1.0.03.20

Last Checked: 2020-Nov-11, 14:16:01 GMT

ERV345PR 5 AR LB E BB EH
MRAEFEEEE K MER—EZITHA AL EERARELDENREES |
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# TCheck Every, THRBES , BERHFEREENNIEE,

Automatic Updates

(Check Every: | Week v) Check Now

Motify via:

O Email t Notifications will not be sent unless an email server is configured.
mail to _ . .
Click here to manage email server settings.

HER3

TENotify via@iFH , BHEmail toZFREN A IR BB E FEHZEWER . Admin GUIERE G IRTE
RERBAME , BErER, ERUAR  BASEREZERWebHNEEF.

MREBREEFBHRARSRRE , FER—THERET .

Automatic Updates

Check Every: | Week Check Now

MNotify via:
O Email t Notifications will not be sent unless an email server is configured.
mail to _ . .
Click here to manage email server settings.
SR 4

FEEmail to address#@{y ¥ A E 7 E 4 it
MIAERFEHAERBNETFHHIRE K MARERABEAZE FEH4REERT,

Automatic Updates

Check Every: | Week w Check Now

MNotify via:

—_ ) _ : MNotifications will not be sent unless an email server is configured.
& Email to @gmail.com i . .
Click here to manage email server settings.

HER5
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fEAutomatically Update B15 T , i EE HKY E# B BIHINotify BREN T ¥R, EIBTIE .

- REE — BENEFERHREN,
- USBEUIRHEIEE — USBRAVIZHIENJESER.
- REEE — ENIREARARHNES  UEBREAREN, RERR, KERXRS.

Automatic Updates

Check Every: | Week w Check Now

Motify via:

Motifications will not be sent unless an

O Email to i ,
Click here to manage email server setf

Automatic Update

e
Notify |+ Update (hh:mm) Status =
Systermn Firmware ™ MNever v | Version 1.0.03.20
USE Modem Firmware 4 Mewver v \ersion 1.0.00.02
Security Signature ™~ 23:00 v | Version 2.0.0.001¢%
—‘

HER6

£ TAutomatic Updates THIEEHR  EEFEZTHEBEMNEXREE, FEEBEESHE
FEENERRNME, R2BERETHRENRNE —R1E, BREEHAEHBARERER
B, URBRBER A ERREPE.



1IN _
e il Rvassp-RvaasP 1

Never &

00:00
Automatic Updates glgg
03:00
04:00
Check Every:  Week Check Now 05:00
) 06:00
MNotify via: v 07:00
08:00
& Email to terizepnick@gmajl| 09:00
10:00 fa
11:00
12:00
13:00
14:00
15:00
16:00
Notify = 17:00
18:00 v

Systemn Firmware T MNever v
Y, o

Lo

Automatic Update

USB Modem Firmware v Mever v

Security Signature = 23:00 v

REEREETHERRARNLZ LR,
HERT

#—T TApplys o

Apply Cancel
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M4EFIMAPE FE 4 M4 ) BEEARE R ILHE.



- BT E  FERIVEAERNERRESEBERNRNREMN | AFFRIREENBRER
FERNMBBERSBRBEEDRANENLZE, CRENREN , I HIBSERER , 5

B4 .58 1,
- ERRENES  EAXRAKESEHBInternetBARR. BEMBIH500EE %5 ER
Eo

- BEFRES  BERREFRYHEET T E, RARBRERERNNEERRTIE
Ko

RVZ£FF AR RHEERBIE, WebERZIREAFCEEHTSERUNGE, CALERE
FimfWebshBFER , HEER LFHERIEEZMY,

AN Z2REASERAAIOR, MREFTENREEEABHINSRESIIEE , A
ARMIBAFFIRE.

B —{EZ£i81ERCisco Umbrella, H1REEBFEUmbrellaiily . FBHE—TIE,

MREFFERMLZEHTR , R T UREI RN ENVPNE T,

ERRFEN

EBBERVZEH AR  BFEE—BAERIRF.

FPEBALESIRFIXRTEAEZELRRENEBEIIRE, EEERNBKSE, a0
BEAREAESEIRE, BRSEBHEAERREFRERIKS,

BUFNESIRFRE—ERMSEH B EEBTEQRHTEE,
BAUERIRF

B &£ M Cisco.comtk FHCCO ID ( BEAXERFERILNIRSE ) SHRIENERBRIRS B
, TR IS — R EBIRFAHEE

Important News x

It's time to sign up for a Smart Account

Easily view, store, and manage all your licensas.

Customize your account to match your organization.

Licensas are autematically added to your account when ordering.

Smart Accounts are reguired to use Smart Licensing

IIf.i' '\-\._\\' lr/.r' '\-\.N\'
Get a Smart Account L Learn More ) L Mot Mow )

MBELEEEDNERRE  TUR—THEAEEBIRFEVER, BUREEEMFH
Cisco.comif B /IEE Ao



https://software.cisco.com/software/company/smartaccounts/home#accountcreation-account

RHEBREJRFIRNSRNEMFRET , FRHELE.
EHMSRTENRS & AR M MEFEMAER,

RERT  MREFZ@WAE , BEREE , B UBname@domain.comf 2 X A B E
FEMMH I, ¥ RMIEEEgmail, yahoo%k , EEEUAREHN A AISIRHE,

EBBRVEZEHFURZH , BB Cisco.com(CCO ID)RFMBEREEZIRS,

BERVZEHITE
BRHBARECHNENBERESRENSEBHEBRER IR, EESHRENSERBHE  BE—T
LR,
TRERT T RBHIZBHEE

B EmID SREA
RVEZ£H LS-RV34X- RVZ# : 15 : BIlEWebiBIBES. A THRM. FFma B FME
B SEC-1YR= it. BEEPREN AR ERLKIPS,

FURSRTEEENARSES  EEELIIBTURRIBAENENERIRS, FURE
TELZNIRF EFrENREIRARSERHEZTTEN KB AR REES KT TR ELZEHIR
FHERE ( BFR24-48/M ) ,

BRI REERRSE S

EMIENESHFURIRFER , ARMEZESREFUIREE>BE-F AR,

Smart Software Licensing 2

Smart Software Licensing

Virtual Account: S Hide Alerts

Licenses

MBEBEBERFHPEFINHFURER , BHEENERNSEBM.
ERV345PR G A LB ERVEZEFIHE

HER 1


https://locatr.cloudapps.cisco.com/WWChannels/LOCATR/openBasicSearch.do

FREANSEYEEZEIHRNERE.

“>eo © 0 AT en) @ - n

Do

= ISCO ooTtware Lentra CcI1SCO Q

+ o

Download & Upgrade Network Plug and Play License

Software Download Plug and Play Connect Traditional Licensing
Download new software or updates to your current software. Device management through PnP Connect portal Generate and manage PAK-based and other device licenses,
including demo licenses.

eDelivery Learn about Network Plug and Play

Get fast electronic fulfillment of software, licenses, and Training, documentation and videos Smart Software Licensing e
documentation. Track and manage Smart Software Licenses.

Product Upgrade Tool (PUT) Enterprise Agreements

Order major upgrades to software such as unified Generate and manage licenses from Enterprise Agreements.

communications.

Upgradable Products
Browse a list of all available software updates.

HER2
WMALNERESR, EFBHNEBUARBALHNERIKRS, &—T "Logini .


https://software.cisco.com/

IR
CISCO

Log In to your account

Username or email

Password

Forgot password? 9

Log in 3

HER3

EE =|nventory > Licenses , #52RV-Series Security Services License2 5| & ERFE .,
MRELZEEDFIHNFTFAR  FHEEHNERESERE.



Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing Reports  Preferences | Satellites | Activity

Virtual Account:

General Product Instances Event Log

Available Actions ~ Manage License Tags License Reservation... >
[] License Billing Purchased
B
e RV-Series Security Services License e
[] Source: Sku:
Subscription Id: LS-RV34X-SEC-1YR=

Family:
GATEWAY

HER 4

E{ZZEInventory > General, T£Product Instance Registration Tokens™T , #&— T New
Token,



Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Inventory Convert to Smart Licensing Reports Preferences Satellites Activity

Virtual Account:

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...

HER5

KRR TEBYFMSE ., (Create Registration Token)#8 &, Virtual AccountEFERISEH T
BIYFMTSENERIRE, £ TEMEMo) BEE |, ERUTERE

« fEDescriptionf@ {9 , M AR NHE—RA, EATRHD , WATLZLHF TR —
WebiB g,

o £ TRMER, BT, mMANESRCEME, BREZRSUBMUNERAI0KR

BER , B UREBEEEREZE.

e EMax, FAXEHMUWA—EE 6 UEXEFEAZREBEN I, SESEEIXREDR
BRARERREEFBE,

 BAAFFEALTCHEMNER EANEDZEFIEERITR , BRAESERERERHS
ESENELESIIEE, MRETEAFELEFEERTARLSE , BEUHERIE
A, EEFSELEHIIEER , TEMARE, —EHOEFTheEZ R XEEmBEIH
PR, BUHEPERETRE , HRERA L SEEMNER , ELNEEZEIRG, F[
ERTABKEZREIMTHRKE.,

« ¥ — T Create Token A £ KT hE,



Create Registration Token ®

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's created, go to
the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account: L ] . |

Description : |(secu rity license - web ﬂ\lering)

* Expire After: e | | Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

() |
The token will be expired when either the expiration or the maximum uses is reached

( Allow export-controlled functionality on the products registered with this token 0) o

‘ Create Token ) Cancel

BE , LERBEREmRBGIREZEMTHE,

Token Expiration Date Uses Export-Controlled Description Created By Actions

-— ItMGZiN.. B / 2019-Sep-08 09:46:20 (in 30... 0 of 10 Allowed security license - web filtering Actions +

The token will be expired when either the expiration or the maximum uses is reached

HER6

B-—TSHIITNSIRER  #THERIEE 228 FMcr + ¢

(Press ctrl + ¢ to copy selected text to cﬁpboard.) 9

BT (ALE)

#—TActions THIEE | BECopy T EEREIBIRLE , RiEEDownload... THITREER
SRR XA E R B,



Actions

& 0

Copy

Showin
Download...

Revoke...

HER8

EfiFlLicense , B2 Registration Status & B/~ AUnregistered , LA License
Authorization Status 2 & # /= AEvaluation Mode.

Smart Software Licensing Status

Configuration Wizards

U4

Y QoS
Cegistration Status: A% Unregistered )e
L

License Authorization Status: A% Evaluation Mode/ 81 days, 6 hours, 12 minutes, 16 seconds remaining )

1 Export-Controlled Functionality: Not Allowed

HER9

B ¥ ZSystem Configuration > Time , A% #§2Current Date and TimeF Time Zone 2 &R I%
BT R E EFE R IR,



e, B 7
e tleco RV340-routera46751

Getting Started

Time
@ Status and Statistics

& Administration

( Current Date and Time: 2019- )
(Time Zone: f ) v
Set Date and Time: ® Auto O Manual
NTP Server: ® Default O User Defined

HEBR 10

EE Flicense, BiBEERE FiBEEctrl +v , BT BoHPERNWEZERE EFLicenseEE THIX
AHEH, #E—T "Registers o

%) Getting Started

License
Status and Statistics
Administration
System Configuration © You are currently running in evaluation mode, to register an account
= Ensure this product has internet access.
WAN = Click here to access your Cisco Smart Account
« Navigate to the Virtual Account section which contains licenses.
LAN - Generate and copy a token for the specific license to be applied to this device. e
= Paste the token into the box bellow.
utin Y- ~
ourting SEALTE 1Njc5MzU5%0A0DAAMTHBAFNOT )
N
Firewall
VPN
[ i « Oficd .
S S| Register | e Learn More about Smart Software Lic

QoS
Smart Software Licensing Status

Configuration Wizards

Registration Status: , Unregistered

1 License Authorization Status Evaluation Mode ( 81 days, 6 hours, 12 minutes, 14 seconds remaining )

AAMARRERL Y ERE, ERMAREABEITURARSEN , F2RRRER,
HEB 11
B, CRZAECERNEMALREFEAESFTURNRVI4SPRIEHZR, SR ERDTHRE

MPERE EWEEH, I, BB LLE ZIRegistration StatusB R BRegistered , TMLicense
Authorization StatusH8 /R AAuthorized,



r‘
@ Registeration completed successfully

g128 (A8 )

ERSATRENEMRENESHAENR  FEEEREEEMREL, BBERESUTER
MHRESREE

License

To view and manage Smart Software Licenses for your Cisco Smart Account, go to Smart Licensing Manager

This product is registered for Smart Software Licensingﬁ
Smart Software Licensing Status
Registration Status: Registered
Initial Registration: 2019 11:01:37 (Succeed)
License Authorization Status: Authorized (1 Next Renewal Attempt: 2020 11:01:36
Smart Account: | Registration Expire: 2020 10:55:01 j

Virtual Account:
PID: RV340-K9

Export-Controlled Functionality: Allowed

- MEEEM — ESRREMEFF RN R BNERE.
« TXEFTER — ESRTHEEFGERETTURN BHMNERD,
- A — WEREEREMIISHN B MR,

HER 13

fLicenseEME L , By Security-Licenseik B& 2 & B ‘RAuthorized, &t 7] LL3%Z — T Choose
LicenseiZ #t B & Security-License 2 & E A

MREHE N SRPEIEMEE , TRERZENMBIEHR.



Choose Smart Licenses

Choose Smart Licenses to be used by this product. Ensure you have a sufficient number of licenses in the Virtual Account associated
with this product, otherwise it will be out of compliance.

Enable ¢ Name (Version) & Description % Count #
&~ Security-License Anti Threat Services: IPS, ApplD, Dynamic W... --

Save and Authorize Cancel

E14% (A8 )

ERIFTET O FARE RN HERBUHEEM , 553% — T Smart Licensing Manageri@{E T hiZE I

BEREE,

Refresh License State

omart Licensing Maﬂage Actions ~ '

2,

REBRHFLERATENGFIR  BFETK T —HBo PSR,

Deregister

RV345P#& H a5 L HIWebiB &

BAROETRBERAWebBE. REHARZ® , NRCOREEA LI WEENE
AR, f—TOREZSS.

HER 1

EAFERWebWE AR , AR%IEIZESecurity > Application Control > Web Filtering.



Application Statistics

Client Statistics

3 Web Filtering

HER2

BIEOnE B R,



Web Filtering

Web Filtering: ® On O Off

HER3

E_Taddﬁo

Web Filtering Policies

\+ (& T

J Policies =

HER 4

# A Policy Name, Description¥1EnableZRER 5 1.



Policy Profile-Add/Edit

Policy Name: Weekdays
Description: Default-High
Enable: ¥

MBEAMBMAE LA TATER , SHR—HEN , BALCRATASER , ATHEAR
RAEMMEMAL. —T " Applys MEERE.

HER5

iEHWeb ReputationZEREU 5 AR ERAWebE B R 5| HIBIE.

Web Reputation ™

RE RS RBEWENURLH ZEERWebF BRI ETBR. WRDBIER40 , WIGASHIHE L
. BEBABWebFEERRMHNFMES  FR—T LERBFHEERA,

SR 6

ftDevice Type FTHIZREF | BEEZBRERNERNINF/BEE, — X RERE—ERE, #ED
¥E -

o ANY — BIZHIETEREERNTAEE.

- B — BRENEBETKEREANERSE (HIMPREERSE ).
- Bl — BENETKREEARERK.

« Game_Console — IE1E It T8 7 7§ 58 #% & A pA b2 B 12 Il 4B

* Media_Player — 1#1% It 18 o] /i SR B FE F £|Media Player,

- BB — RENRETUEEKEARRBRE,

- VoIP — B ET K REEANRERRERESHERE,


/content/en/us/products/security/web-security-appliance/web_rep_index.html

Policy Profile-Add/Edit

IP Group: Any v
Device Type: ANY v
ANY
0S Type: Camera
Computer

Game_Console
Exclusion List Table| Media_Player
Mobile

VolP

+ (£ W
FRT

£ TOS Type, THLIRERH  RIEBRBEBEANIEERRK0S), — X RRERE—ERE, #1E
o

- ANY — KB ERAMMEMEBINOS, ERFEREE.
« Android — &% % & F& Fi A Android OS.

- BlackBerry — f£i% 5% k& F& Fi ABlackberry OS,

o Linux — {£1% 5K B FE A M Linux OS.,

« Mac_OS_X — {E 4K & FE A Mac OS,

o Hfth — iERIEERARKIENEERR,

« Windows — #% 5% & FE A ElWindows{EE R #

. i0S — {E1% K BE FE A0S OS,



Application:

Application List Table

Category =

Android
BlackBerry
Linux
Mac_0OS_X
Other
Device Type: Windows
105

IP Group:

0S Type: ANY v

HER 8

B FREIF|ScheduleZb 7 , AR IBERASEERNEE,



+ (£ W

O Type ¢ Always On
ANYTIME

BUSINESS
EVENINGHOURS
WORKHOURS

Schedule: Always On v

HER9

B‘i—-l:edita_‘o

Application: =——— T

HEB10

FEFiltering Level3ld , #—TERZAUREEEZESHBERKNBREE, BREF "
By TRy MRS M TAEERL . B-TUTEMBRERE A BEBRIEESKRAN
WebRBERINKHERER T EA. AEBNBRBHRTHRBENR , $ERBETR,

- £ —ERFEREE, EBEMAREM.

« Moderate — FAMBERAMA "HA/KBRRE: . "IFEAE, M "2, .
- 5 — BBBEMAKA/RBARNS., EBARE, EL/AR, ITERNEZE,

- BEEZ — RERAREREANTFEAEERNEESS.



https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5382-configure-web-filtering-on-the-rv34x-series-router.html#low
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5382-configure-web-filtering-on-the-rv34x-series-router.html#moderate
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5382-configure-web-filtering-on-the-rv34x-series-router.html#high
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5382-configure-web-filtering-on-the-rv34x-series-router.html#Custom

Web Filtering-Add/Edit Category Back

Filtering Web Content
Level

O Adult/Mature Content +
O High O Business/Investment +
© lekrEie O Entertainment +
© Low O lllegal/Questionable +
O Custom O IT Resources +

HEB 11

BWAZRBRBNWebAE, NREEFRBE —HOoNWESFHFMENR , FER—TplusBR.

Web Filtering-Add/Edit Category Back

Filtering [ Web Content )
Level

O Adult/Mature Content +
O High O Business/Investment +
O Moderate O Entertainment +
© Low 0 lllegal/Questionable +
© Cisiem O IT Resources +

O Lifestyle/Culture +

O Other +

B Security +

\ J

g128 (A8 )

ERRAEWebRAE FERIMERHA , A1 LUZE — T Expandiz i,

Apply Back Restore to Default Categories

$£13% (AE)

BR-—TRETEETFEFINZRHA,

Apply Back Restore to Default Categories Collapse




H144% (A )

ZROFFERER , FE-TERIERER.
Apply Back Restore to Default Categories Collapse
HEBR 15

B—TApplyAREFEE , WRE "EEEE EUBERE.

Apply Cancel

# TERRNEER, P, ETERFREER B8V E T8,
8165 (&)

H#H 2 FURLE # LA R BUREE R #Y R4 PR L B R AYH B

N URL Lookup:

Category: -

Reputation Score: --

Status: -
URL Rating Review: If you think that a URL is categorized incorrectly or is rated with an incorrect reputation score, click here
) Blocked Page Message:  Access to the requested page has been blocked. (Max 256 characters)

F17E (W)

#—T "Applys o

Apply Cancel




HER 18

EXABERE K FEIBH/RBREFERER , $E— TxE LB Hsave icon,

£19% (AL )

ERTMEUFURLEREHBRIFEL , FREWeb BRI ERERTRM—EFER. @
AEBF I SBIR A I SRIEBRE A

EARFIH | KA FHwww.facebook.coms



http://www.facebook.com/

= C ff [ https://www.facebook.com

:3° Apps TR Cisco Small Business

ol I sl | 1, Access to the requested page has been blocked.
CiIsco Web page: https://www.facebook.com
Category: Social Network

Please click here 1f vou think there has been an error

OK

BRERZCRAERVI4SPIHH ERINE EMKRIBRE. AREERARVES TR ETHEE
BE , R EaeErREEFEAUmbrella, MNREBEEUmbrella , FE—TIUE., MREER
HNEeM | BR—THET—,

bl 373
MREBETFHUR BRI ERETREERKRFES , AIEmMEEE !

1. Bi& &R |, SR METEE,
2. B EM , RS REHEBEBIE,

BEBAT , fUFLERM , ERNREIZEE 7RO , BAREA/ECRUEY ' AT
BAIRMRE —BE , ZEFELRPURTHEBRNERE.

REEF EHEH
AT AR R ERFFARBER  BEREFBHEEEE.

BRUAETERS CrRFEEREEHE T B SRS,
ESRFHTREEN HNEFSETHREZERNAS  UEERMANERAA, MRESR
NEFEE REBERBE  JUERANUTEE,

—BEBET —ETHE K IENREZETHESNR  BERCHENEFEERBEEFAS.
ERHEESBERENSRTE , F2R THNERURBISENENEERRNERS.

* Windows
« MAC
* iPhone/iPad


umbrella-rv-branch-license-optional
https://support.microsoft.com/en-us/search?query=screenshot%20windows%2010
https://support.apple.com/en-us/HT201361
https://support.apple.com/en-us/HT200289

» Android
Umbrella RV X #@FF I ( A& )

Umbrella2 BRHEHHN —EREEIFERRNEREL T A,

UmbrellaE EFETE TSR L EMVERKE. RBUERBEINERAEUmbrellan] HR
I FE 1E PR BN E LY EE,

Umbrellaff IDNSEAHBEN T ERR., EFAEETHBAER WP E AURLIY BH#EEnterfF
, Umbrellafi$ 2B E# ., ZURLEEES|UmbrellafIDNSHEMES, , MM R 45 615 a6t

, BIFEREWME L, HEANERERNIMERVATR , EFFSEMEE, EAERER
BIEFEESRBEH SR T EEDNSHER, EELERNTEFER , SHBEBRI SRSt
FEEAENERBFREMLER, GEFEEN  F2REANNEBABK . ZEBXK  BE
A, #ENERRARE TEMBFNER,

FEEhECisco Umbrella AR E Z BEAN R —EIRFE ., MRBINETEE , BEFHEER
X1 , WEFUmbrellaxz #EiE18,

HERA

EAREMUmbrellatk £ , #Dashboard# &% — TAdmin > APl Keys,


https://support.google.com/android/answer/9075928?hl=en
/content/en/us/about/legal/privacy-full.html
/content/en/us/about/legal/privacy.html
/content/en/us/about/legal/privacy.html
https://umbrella.cisco.com/
https://docs.umbrella.com/
https://docs.umbrella.com/
https://umbrella.cisco.com/support/options/
https://umbrella.cisco.com/support/options/
https://umbrella.cisco.com/support/options/

Cisco Umbrella
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)eployments

FOlCIes

Reportng

Admin

Accounts

User Holes

Log Management

Authenticalion

bypass Users

pypass Lodes




APIZBERIIN (EBALTFENAPIEIR )

1. ¥BAPIE R — BB ETH B EUmbrella API—#& .

2. Additional Info — [ /[ LB 8 , W H N EBENRE,

3. Token Well — BEUIRFEINFIESRBANTSE, (EEIUSBRIER)

4. TEXHE — #EMUmbrellath B L EE{EZ5 0 1 =B A BB ENER,
T2

BR—THALAMAJD API Keyizih , 52— T Create API KeyiRilt. WMEIhaEEE .

Cisco Umbrella T [ -
alistln,
© i APl Kevs @ L J

The APl dashboard can generate authentication for two types of integraticn. A key and secret are generated for
access to the Umbrella Network Devices APL. The Legacy Network Devices APl generates a token used for
Integration with Cisco Wireless Lan Contraller (WLC) integrations and Integrated Services Router (ISR4K series)
integrations.

You have nol generaled any AP| keys yel

Documentation Our Legacy APIs Investigate

LHENEFEERESE —XFARULZEERS A BHEEL

HEBR3

iZ#ZUmbrella Network Devices , A% — T Createikélt,



What S_hould this AP| do? (1]

@® Umbrella Network Devices
To be used to integrate Umbrella-enabled hardware with your organization. In addition, allows you to create, update, list and delete identities in Umbrella.

You can only generate one token. Refresh your current token to get a new token.

(O  Umbrella Reporting

Enables APl access to query for Security Events and traffic to specific Destinations

O Umbrella Management

Manage organizations, networks, roaming clients and more using the Umbrella Management API

CANCEL

HER 4

R A REERS (MEEER ) , REBERAPIFIAPI £ 5 BIHcopy icon , 58 H B AR
W ERTEE, Z—HBEZNSWMAAPISRE LEXED  WERCMUSRERSE, &£
EBBRT , HESA "Umbrella network devices keys » REBBNARRFBERILZEMNE

, EMRRBA,

© I Ap| Keys @ @

The APl dashboard can generate authentication for two types of integration. A key and secret are generated for access to the Umbrella Network Devices API.
The Legacy Network Devices API generates a token used for integration with Cisco Wireless Lan Controller (WLC) integrations and Integrated Services Router

(ISR4K series) integrations.

Token: Created:

Legacy Network Devices

. Key: Created:
Umbrella Network Devices ¥ f st

The API key and secret here are used to perform API requests against your Umbrella organization, such as identity management, reporting and more. If you are using an
Umbrella-integrated hardware device that uses basic authentication, this allows management of Umbrella frem the device and vice versa.

Your Key: f64 @
Your Secret: 895 @

O To keep it secure, we only display your key's secret once. For future reference, copy this secret and keep it in a safe place. Tick this box to acknowledge this.

“J|Umbrella keys - Notepad = m} X

File Edit Format View Help
Umbrella Network Devices Key - f64
Umbrella Secret Key - 895




4

BEBNSHERITLUER , fUmbrella APIBEIR— TR A RUERTRERBRIES
WMEVEESR | RB I — T Closelk i,

( To keep it secure, we only display your key's secret once. For future reference, copy this secret and keep it in a safe place. Tick this box to acknowledge this.

2 Beck out the documentation for step by step instructions.

DELETE

MRERIESNMBRT €/, IRERARIERBAHFURRLE SR, MREX , &8
FEMRESV|ABFREFAPIZR , ARNEEERAUmbrelafR BN B A RE.

ERV345P Ll BiR E#
BE , RMELEUMbrellaRZR I TAPIEI8 | B LS E L ST E FEMRV3I45P L,
S

BEAFIRV345PEEHERE |, iR — T 2BEE P A Security > Umbrella,



@2 Routing

Firewall

=] VPN

)e

Application Statistics

Client Statistics
Application Control

Web Filtering

(ontant Filtaerino



HER2

Umbrella APIZBEE S —R5#18 |, #iB1% — TEnableZ&H 5 25 8 BUH Umbrellas

Cisco Umbrella m

Advanced Configuration

3% (AHE)

FRRERT |, EHBlock LAN DNS QueriestE, & — RIS HBHEENIRMAR LB
BRFFE , ’RMPELEDNSHEE Hiinternet, thZhAEIAHIFT A HEREERBEBRV345P |, ¥
REZBEAERRR —EFER

HER 4

T—ZEMETEANER. EMHMBURREENRE, WREMEMADynDNSHNoIPEHRTS

AR BFERDBE S E "Networky » BEEZR ANSLEIRE | LUIFERUmbrellaft iR R EAFE
BLEREES, HARMNERN , RFKE T@REE, K RURMERKEIERZE,

Cisco Umbrella



# — T Getting Started,

Cisco Umbrella m Conce

Cincg Lembendia in 3 clouc sascunity platicrm thal prosdces S fre ling of deferas againgd Teegis On The ndemat whsmes v g
With & LimSrala scocur], T nlagraicn will nindpanenslly Blindepd UAS qudeind and iedinect am 1 Usbielli

F rania

Boewsn AN DS auary

=

=

In: Umibaella ¥ s, o s cresle poficen for diflerend cenblan
e RO TR R ol BT B
2

MT:E' &5 T TNy boennimy | Peeferes, oF pessilaids o e Liminedy subacronion |

HER6

£ SUAAE S AAPI KeyHlSecret Keyo

RWE , FTIARHBEREE | MRELAIENMERT €48 , ARERANSLERBAHAEW
DRRiteiR, RTIRDR  BRETE, IREL KR EEMRSBI SHTREFAPISE
, AR EBEFEAUmbrelafRBNEAEE,

Enter Credentials

p
Kavy: [ Current key |
Sacret: l Current secret J
e
* Gio to Cisco Umbrella, copy/paste the KeyfSecret from admin=AP| Keys pages
m [:a-lll:“:
HRT

B AAPIF 8% , #&F— T Nextizill,



Enter Credentials

Key:

Secret;

* Go to Cisco Umbrella, copy/paste the Key/Secret from admin>API Keys page.

HER8

ET—EEFT , REREXARMHNAR. B "Nexty (T—%).



Select An Organization

Organization Table

Name %

o (O (Cisco)

HER9

BERRANRVIMSPHEBNREN K, HRASHERE K AREBERHZANESEH
=



Select Policies

Policies Table

& Name &

o (,IT( Default Policy )

HER10

AREEEER , METUEUMbrellafiE P IEEZREE. ERMANRES , RAKEGER
RV345P-Lab,

Enter Device Info

Device Name:[ RV345P-Lab U

2]




HE 11

T—EEFERECEENRELERNBEABMRREHAER. E—T "OKLy (BE ).

g

Success

Register... Success

Associating policies... Success

i3

oyl
54

MBI |, BEEZCisco UmbrellafRE, ERIR ? HFEE—EENBRFETHHERE 6 BR
BREZN T —EfY  ZIPUEEAREREAERRREEEEE. HEHERTIE=HMP
# A https://InternetBadGuys.com,

MR Umbrellaft EIET , £EF I —EHELULHNER,

SECLIRTY THREAT DETESTED ANT X =}

“ > G o @ sinkhale-umbrellagisca.com/dient ip Bbype - phishiurl-u we @ & | Q Seurch W m =

alieiee
Cisco

SECURITY THREAT DETECTED AND BLOCKED

Based on Cisco Umbrella security threat information, access fo the web site Not_Found has been blocked to prevent an altack on
your browser.

Malware protection has shifted from the endpoint, deeper into the network, in order o cater to a growing number and variety of
devices. In order to offer the most effective protection to computing assets on the Cisco network, Infosec, Cisco IT, and the
Securty Business Group have jointly rolled out Umbrella protection for Cisco's carporate DNS infrastructure. This service will
block access to hostnames that are known bad and has been deployed to prevent malicious actors from serving malware or
content otherwise harmful to users of the Cisco corporate network

If you believe this page should not be blocked, gpen & case providing the following information

= Text or screenshot of the corresponding debug information below
+ Business justification for use of the website

Block Reason: Umbralla DNS Block

Date: July 26, 2018

Time; 22:58:17

Host Requested: Mot Found

URL Requested: Not Found

Glient IP address

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4, x84, rv.61.0) Gecka/20100101 Firefox/81.0
Request Method: GET



https://internetbadguys.com/
https://internetbadguys.com/

Hitb R £i1R1H

BREROUEASHABREEKR T CABEBLERIIZEKE , MABRERESEHER
PHERBEAT , LREM—EEE , 5H AFFERE BRNIPAIMACH 1S BHE 4R I 3% 25
MWEH, BEARE , FSHEERVIMXRIIEHE FHEIPRERE— .

VPNiEI1H

ERE R (VPN)ER AT EAEBR L AL RBEE ( flMllinternet ) REAME, BIEMHE
ERERERER  BENERERERRERSZENEZLER  MREEARKEEER.

VPNEEEEZ U FEMEE , ZAEREBAUEANBENSOREZ S MEXIER, EERLEX
ZEAVPNER , RAMESETFAERLE , b AFMFEAEERBEREERAXLE,

VPNAFFEREMENM AR — AR — KT, ZRHB[RSIEES0RBE, EHEMARE
B A RInternetiE#R & , AT AR AR MK IR ZBEILVPNER, VPNEFRTEMBER
VPNEE B 28 BV ERE & BER M IE#Ro

MRETHEEBEVPNRTESENER  FREERERVPNEIRFREERE,

AnyConnect VPNR A B EEEF I HAE —ZERVPNIENER, BNTXZEE=1FE
BEMR , @¥ETheGreenBowHIShrew Soft, SFBEHRIEEENHIFEEARN, MRBEX
BEoNEEEEFEMNIE  BEE=-FBRELVESTE,

MBHETITEREVPN |, AEERET -2,
VPN{E

—RERT , EREXEZEEGHEBInternetZBHENEF IR , SAKRASN[FEREB it
EIR(NAT) A& IPithit, (B2 , Y HEEEAGEPPTP)NBERBEREABELZS
(IPsec)VPNF X ENAT, EFREBVPNEBEHRIF, VPNEE 2 —&EIhEE , AFFRERIIME
HEBEMNVPNE Find R VPNRE2EIE IS B 28 WER EIVPNAL IR, VPNEBEE ALFFPPTPH
IPsec VPNEIBMAFRMEEE ({RVPNEFEREE ) , AERFZRIKVPNERB. LIEEEEXE
NATHYRERE B L3 E,

FERRBERT |, IPsec, PPTPHIL2TPEEECRMA. NMRER[JFARELRTE , FEEVPN >
VPNE#H, RIBEEEREARAE,



https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5427-configure-ip-source-guard-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5427-configure-ip-source-guard-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5427-configure-ip-source-guard-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5427-configure-ip-source-guard-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5427-configure-ip-source-guard-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/1399-tz-best-practices-vpn.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/1399-tz-best-practices-vpn.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/1399-tz-best-practices-vpn.html

VPN Passthrough
. g

VPN Status

IPSec Passthrough: & Enable
IPSec Profiles
PPTP Passthrough: & Enable

Site-to-Site L2TP Passthrough: & Enable

Client-to-Site

Teleworker VPN Client

PPTP Server

L2TP Server

GRE Tunnel

SSL VPN

AnyConnect VPN

{# A Cisco AnyConnectE LA T4 EE 2 -

. B2 B ARER

BANZENREER

AU EEERSEBEASABRCEHRBIBRANE
A ERMNTEEN

. BREE

X ERBRARHELE(Psec) ML EEFE(SSL)

. X ElInternet& #§ R R 42.0(IKEV2.0) 1 E

~No b WON -

£RV345P LBt EAnyConnect SSL VPN

HERA



SHERBESFERAWebWEREXILIEEZEVPN > SSL VPN,



VPN Status
IPSec Profiles
Site-to-Site

Client-to-Site

Teleworker VPN Client

PPTP Server

LZ2TP Server

GRE Tunnel



HER2

B — T OnE R LARA Cisco SSL VPNl AR 2o

NIl _
e il Ry345P-RV345P

SSL VPN

General Configuration

Cisco SSL VPN Server: ® On O Off

a I R E
HER 1

HAFERANUTERERE :

1. & T PR E FiEZFEGateway Interface, LR ANBIBSSL VPNRREERTRE, EIET
#& : WAN1, WAN2, USB1, USB2

2. £ Gateway Port##{ ¥ A FI R SSL VPNAABARY 5% | #1E 412165535,

3. T HLEE P EF Certificate File, WWHREE EFBIBSSL VPNPEIE 5 B #% &R
RAEETENRE. THREISHERBENEANIES,

4. 1£Client Address Pool#{ P A F Fimit it Ay IPH#bit, BEiBAE 2 9 B HARBVPNE
F iy Pt 5,

FEAR Pt 31t €5 N ER A 3t 4R E VAR IPbut BB

5. & T HLE E HiEEClient Netmasko

6. £ Client Domain ( EFimiE ) MU FW AT FiniEA. ELEHIEZEISSL VPNE Finh
HE,

7. #ZLogin Bannerf@fU P M AR TABABRENNR, EXREBARAEFinEARETHN
N



Mandatory Gateway Settings

Gateway Interface: WANT
Gateway Port: 8443
Certificate File: Default
Client Address Pool: 192.168.0.0
Client Netmask:
Client Domain: yourdomain.com

Login Banner: Welcome to WideDomain!

HER 2

%—T TApplys

Apply Cancel

B E



HERA

AN BB AR E =2 [ERY -

1. AN R60%I86400 BV ZEHBRE ( LYW RENM ) . BERSSL VPNEFE A LUREFZE

B R S A

2. 7£Session Timeout ( EFFHEK ) M P A —BUAR ABENNWE, EREHEFIBERG
E(TCP)SERAEERTBAGEUDP)EXRBRERENHEREZBRRFHFE,

B £60%11209600,

3. #ZClientDPD Timeoutffz i A —{E{E ( AW BEN ) , EE K0FI3600, LEEEE
H{EIEHELLO/ACKIE B AR EVPNRRE W ARRE . A TEVPNBSIE R W iim B L Th8E.
4. £ GatewayDPD Timeouti i & A —{E0F|3600 2 B E ( AW BEMN ) ., LWEEE
EHEEHELLO/ACKE B A EVPNRRE R ARAE, 2 ATEVPNRZIE /Y Wi R Lt Thae

5. 7£Keep Alivet@{ & A —EI0ZI600Z BEME ( AR AEN ) . LINEARREHER
ERIRERElInternet, MRER , THEEHEHEILVPNELRR,
6. #£Lease Duration¥#{ i A BBV PFENIFEREE ( AW AEN ) . EEAG00F)

1209600,

7. MATBBREREEINERNIRD (MITHAEN )., EEAS576E1406,
8. 7ERekey Intervalff i A PRERIFEREE . RekeyIBERFFSSLERERFELERER
. EERH0%EI43200,

Optional Gateway Settings

ldle Timeout:

Session Timeout:

Client DPD Timeout:

Gateway DPD Timeout:

Keep Alive:

Lease Duration:

Max MTU:

Rekey Interval:

HER 2

3000

-
a1h]
all

Acn
a4l

+ o It

1406

3600

sS2C.

sS2C.

sS2C.

SeC.

SeC.

sec. (Ran

(Ran

(Ran

(Ran

(Ran

(Ran

ge:

ge:

ge:

60-86400)

0,60-1209600)

0-3600)

bytes (Range: 576-1406)

sec. (Range: 0-43200)



#—T "Applys o

Apply Cancel

B & AH SR B
S

% — T Group PoliciesE %

SSL VPN

General Configuration Group Policies

HER 2

243#SSL VPN Group Table T #yaddE /R AT I8 4H SR BE .



SSL VPN

l".: - I e
I-\_FIH_.I'\_-I-_-I _.-I'«_-. L= :::l

ool VPN Group Table

=k

) Policy Name =

L SSLVPMDefaultPolicy

SSL VPN#ERMSGHEREE LWAFRKEE, SEVURESEPNE —EERE , XRKS
ASSLVPNDefaultPolicy, &% E R TER KK,

HER3

. FEPolicy Namef@{ ¥ A B K BB RIEE B,

 TEREHNEAPE A EDNSHIPHLE, FEERIERT , SiREIPHt,

C((TFNE ) IR AR T ABEBIDNSHY P, EASE EDNSH IR E R AEHD .
(LB ) EIREMNB DB AZTWINSH P,

(B ) ERMUMNRAL P ABBIWINSH P,

. ( °J3& ) fEDescription## i ¥ A KEEHIFR A

o O WN -



SSLVPN Group Policy - Add/Edit

Basic Settings

FPolicy Mame: Group 1 Policy
Primary DNS: 192.168.1.1
secondary DNS: 192.168.1.2
Primary WINS: 192.168.1.1

secondary WINS] L 192.168.1.2

o Group policy with split tunnel
Description:
A

4% (TR )

% — T BRI R 2 IE B KBS LABK A Microsoft Internet Explorer(MSIE) X 5% & 3R 2 31
VPNP&E, Z#ETIE

« None — AFFRIERTEARERE,

- B — AFAESREBSIRERE.

 Bypass-local — AFFRBRBEBERRKEAE LERENRERE,
- EEA — ZAMSIERERE.



IE Proxy Settings

IE Proxy Policy: O None O Auto O Bypass-local (E} Disahled)

854 (ALE )

f£Split Tunneling Settings[E1Z# , i# A Enable Split TunnelingZBREX 58 , RFFAKRMBZEF R
# B B it Binternet REE EEiE FlInternet, £ BEERATEREEXIKIREE K ARE
HEMAFBENHEIR , it —3R , B A0 ERR LA RWebFEH B R R BER,

Split Tunneling Settings

' Enable Split Tunneling

6L (ALE )

BR—TEEZRE  BEEAPIRBRERETHRERERAE.,
®) Include Traffic O Exclude Traffic

SBR7

F£Split Network Table® , & — T addE =181 2 #2617



oplit Network Table

Da s

IF =



Split Tunneling Settings

¥ Enable Split Tunneling

Split Selection ® Include Traffic O Exclude Traffic

Split Network Table

+ (£ W

& IP =

™ (192.168.1.0 |

HER9

EHFSIDNSKH |, #E— TaddBE RHTEH7F5 DNSHIA,



Split DNS Table

(HE 6

] Domain =



oplit DNS Table

+ (& W

M Domain =

WideDomam.com

FERERT , BAEEEM & 2M@AnyConnectA fREZFF AT 3%, EEWE , —BEHE
AnyConnect® FimaT Al & , &5 Al LA EMRV340R 513 B 25 F B 22 L 2B VPNBSIE,

BiMEZ , RVMSPEBHEBIAZENAR , EFMEZFInEZEEF AR, AnyConnect® Fin
AR AFRENBEE FimE5maA VPN,

T — B9 FEM T 4B B ERE B im T vl %% o
AnyConnect{TB){t.# Fi & i

VPNEFR2EEERIEREENER ELREWETHRE, EEFRKEBNRERELEA
EVPNERSFNEEMERE , SlAPHUt NS HRBET. LRIFEFASEEARMBERNGE
REABNALRASR, RERERNPERNYEMLE , VPNEF IRt UERRERE, MR
EAVPNERERVA TR ENWERLE  BESREEERR,

Cisco AnyConnect Security Mobility Client2 —EEBEAREN , ARERIESBEERR
MERBE L THENVPN, HERBEARAEEAEEAKERERIERR — KLt
5 —ERBNERER.



R MILEIE T AnyConnectz & , BF in Al AE B E R AT AFF Al b F R MER £
REFTAR , T —Ho S ETHFMARNA.

BEFIE

BHBARECHNENBERESHIENSEBHEBER IR, FTBHFUER S48
name@domain.comfy L R IR R BRI E ER FIDSIFID,

MRERABNBAEFRSERH , BUUELERE —E,

EREANE , UTERSKUTARBE I S25EMMMTHMMEFIE, FEE , Cisco
AnyConnect:] i 5 B P BIR A AnyConnect® F s A 328 HAbiEE | B5H E’JEnn IDR
ERENREER,

IR, BERYHEAAnyConnectE FimeF A B EMSKURMHRA1ENEE , YEERE
VIBESMEFUE. BAMRRVI40RIIBHSNEMERSKUELESTRRIMNETAKS , 1T
iR

 LS-AC-PLS-1Y-S1 — #ECisco AnyConnect PlusZ 5 i 5F 7] 3%

+ LS-AC-PLS-3Y-S1 — 3%ECisco AnyConnect Plus® i 5F 7] 3%

+ LS-AC-PLS-5Y-S1 — 5% Cisco AnyConnect Plus® i 5F 7] 3%

« LS-AC-PLS-P-25-S — 2542 Cisco AnyConnect Pluszk A & F i &F 0] 3%
+ LS-AC-PLS-P-50-S — 504 &t Cisco AnyConnect Plus7k A & 5 i 5F 7] 3%

EREIRER

EENERERREATEERER , SERERELER .

f" i

+ Windows:WindowsZ f& = By AnyConnect

« Mac:£Mac_t Z & AnyConnect,

 Ubuntu Desktop : £ Ubuntu Desktop k% & 3f §f F§ AnyConnect
- MREBEFIEE , JUBEWREEER . SUE¥ Cisco AnyConnectZ £ B B F F U &8 52t
TEARWEHERR,

Ea & AnyConnect VPNE#R
SR

# — T AnyConnect Secure Mobility ClientEl 7~


mailto:name@domain.com
https://locatr.cloudapps.cisco.com/WWChannels/LOCATR/openBasicSearch.do
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5686-install-cisco-anyconnect-secure-mobility-client-on-a-windows.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5686-install-cisco-anyconnect-secure-mobility-client-on-a-windows.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5686-install-cisco-anyconnect-secure-mobility-client-on-a-windows.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5642-install-cisco-anyconnect-secure-mobility-client-on-a-mac-com-rev1.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5642-install-cisco-anyconnect-secure-mobility-client-on-a-mac-com-rev1.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5642-install-cisco-anyconnect-secure-mobility-client-on-a-mac-com-rev1.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5642-install-cisco-anyconnect-secure-mobility-client-on-a-mac-com-rev1.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/Kmgmt-785-AnyConnect-Linux-Ubuntu.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/Kmgmt-785-AnyConnect-Linux-Ubuntu.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/Kmgmt-785-AnyConnect-Linux-Ubuntu.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5459-gather-information-for-basic-troubleshooting-on-cisco-anycon.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5459-gather-information-for-basic-troubleshooting-on-cisco-anycon.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5459-gather-information-for-basic-troubleshooting-on-cisco-anycon.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5459-gather-information-for-basic-troubleshooting-on-cisco-anycon.html

HER 2

f£AnyConnect Secure Mobility Client ( AnyConnectZ £ B8 & Fin ) REF , WAMEIPit
W MBEREE(ATIR()DMR) , A% — T Connect,

K EON ) AnyConnect 1T
Secure Mobility Client cISCO

JE——— |
f @ VPN:
' 1 Ready to connect.
— —
e 10.10,10.1:8443 M Connect

BRRERETT EEBIERER.



| NON | ~ AnyConnect i

@ VPN:
Contacting 10.10.10.1:8443.

HER3
HAENHU R ACNARRFEAESBNER , ARER—TOK,

Please enter your username and password.

Username: Group1 user

conel

S 4
—BEVER K REBEREAERE. E—T Accepty o



Cisco AnyConnect - Banner

Welcome to WideDomain!

AnyConnect{? & IR FE1E R E R VPNER R B R .

AnyConnect ST
Secure Mobility Client CJISCO

0 VPN:

Connected to 10.10.10.1:8443. .

~ Disconnect

00:03:49 IPv4

MR B TEFEFAAnyConnect VPN , TJABKE H VPNZIB M E 2 T — &,
B EEVPN
IPsec VPN A FF 8B B SR ER B I MERERZ 2 i BERKER. RVMAXRIIFEHETR

ElPsec VPNfARRER , X&EShrew Soft VPN i, i IT#E a0 A EC B 2 A9 2% B 2R M AL 3R
EFiR , AREREVPNEELR,



BRIFZEShrew Soft, AXREIMERANER. MREEEShrew SoftIZIERIRE |, 75 B EAS LA
EBEXE,

O LATE LA 83 T B FTHRASHI Shrew Soft VPNE Fim B iE
: https://www.shrew.net/download/vpn

ERV345P R 51 3% 85 L Bt i Shrew Soft
RS E £ERV3MSPLE EE FinE|ih 2 VPN,
S

B 2VPN > Client-to-Site,


https://www.shrew.net/download/vpn

E~ )@

VPN Status
IPSec Profiles

Site-to-5Site

(cenese )@

MR FIRELRVPNEEESR,

HER2




Client to Site Cancel

IPSec Client-to-Site Tunnels
7§
a]

Group/Tunnel Name £ ‘WAN Interface

HER3

1#1£Cisco VPN ClientiZ£18,

Add a New Tunnel

® Cisco VPN Client O 3rd Party Client

HER 4

EBHEnableZELABAVPNEF IR ERR. BMESHEEMLEZRE , BEWANNE , RE@A
EHALE,

AR N BN FHASR  RATCMABEUREERFIRIEER,



Enable: B
Interface: WANT “

IKE Authentication Method

® Pre-shared Key:

Minimum Pre-shared Key Complexity: [J Enable
Show Pre-shared Key: J Enable

O Certificate:

HER5

A& User Group TableBBZ2, ERANKHEES LNFEAEE , BERMEAEHETRE, #
fRModei& E AClient, B AZ FigLANAHEE, HPASEHR172.16.10.1%)172.16.10.10,

WEIERMERAARPECUERERNE—F#,

User Group:
User Group Table

O Group Name =%

Mode: O NEM

Pool Range for Client LAN

Start IP: l 172.16.10.1 I

End IP: I 172.16.10.10| I
SR 6

EEMAEEENEERE. U TREAMBEANRE

- EDNSHER#2: : WREFAEDNSARRNE R E A EDNSARER , AT A LR
WAE. B8, BERREARVII5P LAN IPHist, EARBIF | RMKERAERE.
- DEIRRE  BPUBADERE, EAREEBLREMSBBVPNERE. ERMRH



F o, R ERFDRRES
. FDFEER  BWAVPNEFImEBEBVPNE RSB, tRAIEARV345P LANMERE

Mode Configuration

Primary DNS Server: 192.168.1.1
Secondary DNS Server:

Primary WINS Server:

Secondary WINS Server:

Default Domain

Backup Server 1: (IP Address or Domain Name)
Backup Server 2: (IP Address or Domain Name)
Backup Server 3: (IP Address or Domain Name)
Split Tunnel: T4

Split Tunnel Table

+ W
& IP Address % Netmask #
& [192.168.1.0 255.255.255.0]

SBR7

¥ — T Savet® , & I1EIPsec Client-to-Site Groups;BE R AT LI B R B BRE =X,
Client to Site
IPSec Client-to-Site Tunnels

+

O Group/Tunnel Name % WAN Interface = Authentication Method %

O Clients WAN1 Pre-shared Key

HER 8

BEEARBEVPNE FinFERENFEMAEH, £System Configuration > User Groups T , &
— TplusBI/RAFTIE E A&,



Status and Statistics

Administration

System

Tirme

Log

Email

User Accounts

HER9

WAERE,

Overview

Group Name:

HEB10

User Groups

User Groups Table
U Group # Web Login/METCONF/RESTCONF =
admin Admin
I guest Dizabled

T£Services > EzZVPN/rd Party T , & — T Add#4 b &£ A & #HE 5 E 2 B B & #Y Client-to-Site

Profile,



Add Feature List

HE 11
B, CEXEEIEZVPN/EIHFNEERNEFin B v HE S,

EzVPN/3rd Party

EzVPN/3rd Party Profile Member In-use Table

+ W

0 # S GroupName =

1 Clients



HER 12

Apply User GroupBLi&# |,
HyRBEVNEFRIEHEEER—EMER,

S Gelling

£ s

Rarted
User Groups

itus and Statistics

User Groups Tabie

A& £ User GroupsBEHRFEIT

Wb Login/METCONF/RESTCONF £ S25-VPN 2

, 3 B EAS R 6E A E RS

EXVPNIZrd Party =

HEBR 13

£ System Configuration > User Accounts P B EF A& .

Local Users

Local User Membership List

L

B—TplusBIREMHERE.

O #%  UserName 5 Group ™ =
cisco admin
Z guest guest

* Should hawve at least one account in the ® admin® group

HER 14

MAFERERBAFZRE. BEGroup=
Applyo

BRER

ERCHERENHERER, THERE-T



User Accounts

Add User Account

Lser Mame VRNUSEr

Mew Password e . ( Range: 0 - 127)
MNew Password Confrm | soven .

Group VPN "

HER 15

MEAESBERERBERETESR.

Local Users

Local User Membership List

+ @ 0 &

O #+% User Name = Group* =
L)1 CISCO admin

O 2 guest guest

0 3 vpnuser VPN

* Should have at least one account in the * admin® group

SERE T R ARRVIEPRIIBABHEE., ETR , LUSEBEShrew Soft VPNE S,

Bt & Shrew Soft VPNE Fif



BT TSR

SB 1

BARIShow Soft VPN Access Managerif EBAJdLAFTIBE ER R, £ HIRMVPN Site
ConfigurationiR &+ , Bt EGeneral B :

o FHEHIPHU : FRAWAN IPHHE ( FRV345PHI XS )
BEEE : i##ZBike config pull
- NEHFER  EEFAEE N EFNOEN b

VPN Site Configuration

General | Client

Mame Resolution | Authentication F': - ] *

Femaote Host

Local Host
Adapter Mode

Auto Configuration

Address

Metmask

ke config pull -

Obtain Autormatically

Save Cancel

HER 2



B EClentE®, EAHP , RAFRE T HERRE

VPN Site Configuration

General | Client | Mame Resolution

Authentication

Firewall Options

MAT Trawversal enahble

MAT Trawersal Fort

K.eep-alve packet rate

45010

15 Secs

IKE Fragmentation enahle

baximum packet zize

Cither Cptions

v | Enable Dead Peer Detection

v | Enable Client Login Banner

F40 E'_':,-"tES

v | Enable ISAKME Failure Motifications

= ave | | Cancel

HER3

f£Name Resolution > DNSF , i&®Enable DNS4E , fi#F Obtain Automatically4E.




VPN Site Configuration

General | Client | Mame Resolution | Authentication | P 4 | *
DMNS |

v | Enable DS v | Obtain Automatically
serser Address #1
serser Address #£7
merver Address #3
serser Address #4

v | Dbtain Automatically
DS Suffix

o aE | | Cancel
T4

£Name Resolution > WINSEE T , i Enable WINSEEL T # , I {R B Obtain
Automatically BREU 5 #..




VPN Site Configuration

General | Client | Mame Resolution | Authentication | P 4
DM S Wl
v | Enable WINS v | Obtain Automatically
serser Address #1
serser Address #£7
o aE | | Cancel
SER5

& — T Authentication > Local Identity,

- FRIAR . BERREBIMR
- TWMDFNH  WATERV34SPLEENEER




VPN Site Configuration

General | Cient | Name Fl.iil:llm'uni Authentication E‘lll

Authentication Method | Mutual PSK + Xauth -

Local Identity | Remote Identity | Cradentials

I Save Cancel

HER 6

f£Authentication > Remote Identity N, FEARHIF |, HFRSE 7 FEERERE,

o EEEE . Pt
o MHtFE : <blank>
- FRAZERMNEHREMMIE . 2&D



VPN Site Configuration

General | Chient

Name FI.ESI:IIUI'EI'IE Authentication | P 4 1"

Authentication Method | Mutual PSK + Xauth -

Local Identity

ldentification Type

Addrass Sinng

ajse a discoveared remole host address

Remote Identity | Cradentials |

I Save Cancel

HBRT

T£Authentication > Credentials T , BB TR A :

- BOREFRE  BEEHPSK+ERRE
- BAHASR  BWAERVMPEFHEEERTEENALASR



VPN Site Configuration

General | Cient | Name Fl.iil:llm'uni Authentication E‘lll

Authentication Method || Mutual PSK + XAuth -

Local Idunigl Remote ldentiby Credentials

Sener Canificate Autorty File

Client Certificate File

Client Private Key File

HER 8

BAMPhase 1E®, &S+  REFERRE :

+ ExchangeZ 7l : &t
- DHX# : 482

- BIBEEL . 25

- MEEEZL BB



VPN Site Configuration

Client | Mame Resolution | Authentication | Fhase1 | E 4
Froposal Farameters
Exchange Type aggressive -
DH Exchange group £ -
Cipher Algorithm auto -
Cipher Key Length ¥  Bits
Hash Algornthm auto -
Key Life Time limit obdll Secs
Key Life Data limit 0 Khytes
Enahle Check Foint Compatible Vendor 1D
SEve | | Cancel

HBR9

HEAHIF , Phase 2HBHFEREREFTE,

- BRVEEZE . B8

- HMACEE X : B

« PFS Exchange : E£H
- BREEZL 2R




VPN Site Configuration w25

Name Resolution | Authentication | Phase 1| Phase 2 | [ 4
Froposal Farameters
Transtorm Algarithm auto -
Transform Keyw Length *  Bits
HiAAL Algorithm auto -
FFS Exchange disabled d
Compress Algarithm disabled d
Key Life Time limit A600 Secs
Key Life Data limit 0 Khytes
SEve | | Cancel

HEBR 10

FEPolicyBEERHIH , RMERAUTERE :

« RERERIRE : BB
© MEEKEMRZEEH . CEF
BEEEAEN S HRIMEE | S&F

AR EPERV3I45P LELE T Split-Tunneling , Rt A EEE L EETEE.



VPN Site Configuration
Authentication | Fhase 1 | Fhase 2| Pokcy Al

IFZEC Policy Confiquration

SGATTTC T r—

Emm Persistent Securty Associations
Ejuanpnm-gyﬁ.utnmuﬁmhrmTunmn
FRemote Network Resource

Add || Modity || Delete

ERE , E—T MSaves o
HEB 11

B B EHFREESR, fEVPN Access Managerd , RHBERESEERER , RAEE—T
Connectiz i,



'Y VPN Access Manager

View Help

onnection Name - Host Name Authenticat...
€)192.168.75.113 192.168.75.113 mutual-psk...
S8 12

EHBEHVPN ConnectiRBH |, FHERV345P L N FERAERENEEEH AUsernameX
Password ( ZB13%114 ) . TH# , #&—T "Connect. »



# VPN Connect - 192.168.75.113 [l S

Connect i Hw]

config loaded for site "192.168.76.113

Credentals

Usemame Wvpnuser

Fassword esssssss
Ce=l =

REBERECER, LEXSFIEECHA

HER 13



#) VPN Connect - 192.168.75.113 =i
Connect | Network| |

local id configured -
remote id configured
pre-shared key configured
hnnglng up tun nel .,

11

tunnel anahbled

Credentials
Usgrmame Vpnuser

Passward

Disconnect Cance

TEJH:EE%':F fF A Shrew SofttE B R~Hl, FMAShrew Sof FRERIEMm , MREEERMIHED
, IR E =,

HtbVPNiZE1H
EAHM—EEAVPNWRE, MEFMEER  FR—TUTES

« EfGreenBow VPNE FimiE R RV34xZ 5l i 25
. 1:|:RV34X,§§IEE%J:EEE Teleworker VPN%UEJ@

. ERV34X%EEEELML2TP WAN;QTE“

RV345P s F s Vi ST B2

FCEVLAN ( A[E )


https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5748-use-thegreenbow-vpn-client-to-connect-with-rv34x-series-rout.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5748-use-thegreenbow-vpn-client-to-connect-with-rv34x-series-rout.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5748-use-thegreenbow-vpn-client-to-connect-with-rv34x-series-rout.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5748-use-thegreenbow-vpn-client-to-connect-with-rv34x-series-rout.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5748-use-thegreenbow-vpn-client-to-connect-with-rv34x-series-rout.html
/content/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5728-configure-a-teleworker-vpn-client-on-the-rv34x-series-router.html
/content/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5728-configure-a-teleworker-vpn-client-on-the-rv34x-series-router.html
/content/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5728-configure-a-teleworker-vpn-client-on-the-rv34x-series-router.html
/content/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5728-configure-a-teleworker-vpn-client-on-the-rv34x-series-router.html
/content/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5728-configure-a-teleworker-vpn-client-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5443-configure-a-point-to-point-tunneling-protocol-pptp-server-on.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5443-configure-a-point-to-point-tunneling-protocol-pptp-server-on.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5443-configure-a-point-to-point-tunneling-protocol-pptp-server-on.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5443-configure-a-point-to-point-tunneling-protocol-pptp-server-on.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5443-configure-a-point-to-point-tunneling-protocol-pptp-server-on.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5518-configure-an-internet-protocol-security-ipsec-profile-on-an.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5518-configure-an-internet-protocol-security-ipsec-profile-on-an.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5518-configure-an-internet-protocol-security-ipsec-profile-on-an.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5518-configure-an-internet-protocol-security-ipsec-profile-on-an.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5518-configure-an-internet-protocol-security-ipsec-profile-on-an.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5850-configure-l2tp-wan-settings-on-the-rv34x-router.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5850-configure-l2tp-wan-settings-on-the-rv34x-router.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5850-configure-l2tp-wan-settings-on-the-rv34x-router.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5850-configure-l2tp-wan-settings-on-the-rv34x-router.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5850-configure-l2tp-wan-settings-on-the-rv34x-router.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/Configuring_Site-to-Site_VPN_on_the_RV34x.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/Configuring_Site-to-Site_VPN_on_the_RV34x.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/Configuring_Site-to-Site_VPN_on_the_RV34x.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/Configuring_Site-to-Site_VPN_on_the_RV34x.html

EEE MR (VLAN) ABELUEE S RS EEEE (LAN) 819 B FRNEEEE. NREK
R R TR MRS RSN | TR Y VLAN |, BB EERSE VLAN KB Re
. VLAN AT SR SRMEMAL | HERR OB EENS BEE LI TLEE O ER, &
ALETVLAN , B AEBVIANT B B RE T 0 — MRS Sraty, B
YA B — ER 2 EVLAN,

BAREFLESHAVIANSEHEERNZ SR IUEEHMIEE,
MRIERIBEIVLAN |, ATEABEEI T —H.
HER 1

EEZELAN > VLAN Settings.


https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/1778-tz-VLAN-Best-Practices-and-Security-Tips-for-Cisco-Business-Routers.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/1778-tz-VLAN-Best-Practices-and-Security-Tips-for-Cisco-Business-Routers.html

Getting Started
Status and Statistics
Administration

System Configuration

@ WAN
& ) @

Port Settings

(AN Setings) @

Option 82 Settings

Static DHCP




HER 2

B —TaddB RUZEILFHVLAN,

VLAN Table

oF

BMAEZEITHVLAN IDFE . VLAN IDRYEIE A1%/4093,

HER3



VLAN Table

+ (¢ W
Inter-
VLAN Device
0 VLANID ¢ Name Routing Management IPv4 Address/Mask
(I VLANT (3] 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
& 200 VLAN200 O O e IPv4 Address: 192.168.2.1 [ 24
Subnet Mask: 255.255.255.0
DHCP Type: @ Disabled
O Server
O Relay
SR 4

MREE | FHUHESInter-VLAN RoutingFDevice Management#JEnabled#E, VLANRE
HARKERSH®—EVLANEHE S —{EVLAN,

— KR FTERYIERAREREELZ, HALSHERMIEEAE K RAEEFE
VLANZ £ MK, BEVLANTREEER Kt EEH, MRIEEEN , EEEEE
ACLIE#IRIRV34x3& 88 - 25 HInter-VLAN Routing , LAFt B A FHVLANZ B EERE

o

FHEEEE | SR AFEERABERTVLANE ARIRVI45PHIWeb UIXE EERV345P, £5h
Rt EE R IhAE,

EARGIH , R ABMAVLANERR B S E EEERBARVIANERZ £,


https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/1393-Inter-VLAN-Routing-with-Targeted-ACL-Restrictions.html

VLAN Table

+ (& W

Inter-

VLAN Device
0 VLANID & Name Routing Management IPv4 Address/Mask
(I VLANT (i ] 192.168.1.1/24

255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149

& 200 VLAN200 0 IPv4 Address: 192.168.2.1 / 24

Subnet Mask: 255.255.255.0
DHCP Type: @® Disabled
O Server

O Relay

HER5

FAEIPvatbit & B EE R ZIIP AddressBfi ., MRTRE K AUREE, EARGG | 748
H192.168.2.100-192.168.2.1497] HADHCPHIIP#b 1k, 192.168.2.1-192.168.2.99F1
192.168.2.150-192.168.2.254 7] FA A TR REIP 1 31t

VLAN Table
+ & W
Inter-
VLAN Device
O VLANID & Name Routing Management IPv4 Address/Mask
0O 1 VLANT (i ] 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
& 200 VLAN200 O 0 e |IPv4 Address:  192.168.2.1 /24 |
Subnet Mask: 255.255.255.0
DHCP Type: © Disabled
O Server
O Relay
SR 6

Subnet Mask T FBEEHK B BIER, MREETER , B BFEZMWM,



EASERT |, RS FREBRE A255.255.255.081/24,

VLAN Table
+ (¢ W
Inter-
VLAN Device
0 VLANID & Name Routing Management IPv4 Address/Mask
(I VLANT o 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
& 200 VLAN200 0O O o IPv4d Address: 192.168.2.1 /| 24
Subnet Mask: 255.255.255.0
DHCP Type: © Disabled
O Server
O Relay
TR

BEDHEIHEEHEDOHCP)REE, ATRIER :

Disabled — ZFAVLAN E#IDHCP IPv4fallkes. BEREARRERHTIRE, EEEBR
T, EEFHEEMEIPHHU , W EMEBEAYARNTEA.

Server — ERHREHANEIE,

- HARE — W ARRBEST43,20008E, FEREA144008E ( 2408 )
- Range StartflRange End — i A 7] LAB) A& 5 BL Y IPith 11k Y 5 [ B8 2R M A& 2R
« DNS Server — ZEZELFADNSHREIEANRE , R THRHIBREMISPHIREE,

« WINSfABRE: — # AWINSAIBRER & 1.
- DHCP:E1E :
- 1EIH66 — W ATFTPRIAREZAVIPHb L,

- BIF150 — B ATFTPRIRESFEMNIPitb L,

- BT — M ARERES.

« it — B A EHRDHCPAARESIPv4 it IELEDHCPH#ERIE, ER—EE SR E

o

=



& 200 VLAN200 0 0 o IPv4 Address: 192.168.2.1 | 24
Subnet Mask: 255.255.255.0

DHCP Type: O Disabled

O Relay
Lease Time: @ 1440 min.
Range Start: 192.168.2.100
Range End: 192.168.2.149
DNS Server: Use DNS Proxy v

WINS Server:

HER 8

E—T TApplys SAZEIFHHIVLAN,

Apply Cancel

ABDEVLAN ( 7iE )

£RV345P LA LABL B 16/EVLAN , EdF—EVLANAREZHB(WAN), TESESEEFE LN
VLANFEHERRTESL, EEKESE N HEEPREHBEAEEEENVLAN/VLAN, &
WRBER—ERIEME.

BALRESBEARRFEE

« BAE — 98 T —@EVLAN, BEEREBHTE,
« iR ATLUREZEVLAN, 802.1q, P AFAMVLANKER, BTEEMN
VLANFEZHERR

—fEVLANZ B T E B CHYE

- RBENE,
- DB LENVLANFERZE B Untagged,
- HRARIE  FIEEMVLANEEZE BExcluded,

MBI Z fEVLAN A — {EE AR IR



- WHRATEE,

- HA—{@VLANT LR A Untagged.

« BRATrunkiEMN EMVLANERZE BTagged,

« TERPEENVLANE A ZIEZE BExcluded,
TEARTEIF  REDE,

S

BEERB\AIVLAN ID,
FEAEFIH , HFIEETVLAN 1RVLAN 200,

Assign VLANSs to ports

4
O VLANID LAN1 LANZ
1 Untagged v Excluded
200 Excluded ¥ Untagged
HER 2

E— TEditiVLAN D BLASLANSE | Wi B AR EIEE HATagged, UntaggedshiExcluded.

FEAEHFIH , ELANT L |, JMAEVLAN 138k AUntagged , #VLAN 20038k BExcluded. ¥
FLAN2 |, BFIEASVLAN 158 AExcluded , Y A§VLAN 20047 & A Untagged.

Assign VLANSs to ports

o
O VLANID LAN1 LAN2
= 1 9 Untagged v | Excluded
& 200 Excluded v Untagged
HR3

B#—T TApplys URFHERE,

Apply Cancel




BE , BEZCERDEL T —EFHOVLANLEE TVLANEIRV345P LR, EEZBREN
I HAVLAN, #i20 , VLAN300R A F#84192.168.3.xiMarketing2 I #9 , VLAN4OOR 5
F#8%5192.168.4.xB9AccountingZ 3L #9

FIgREIP (W& )
MBEHEEELEBTUSFEMVLAN , T BZEBIEE —ERFEA I PHbiE I 2 7 SRR

RIEE AT LAGHR . ERSEMAVLANER HEFEER, EHEMBERT , BRIPYERER.
BRRERREIPHUEFMER , FRREER HEFSEEEPHINEEER,

MRETEBIEFEIPH I |, TTAET AN T —§.
HER 1

BB ELAN > Static DHCP, FiZEMIHRE R

@ WAN Static DHCP Table

] 4 S

Port Settings J Name

VLAN Settings

Option 82 Settings

SR 2

RHEEFEStatic DHCPEH . EATRHIH , BRER KK,

Static DHCP Cancel
Static DHCP Table A

+Z0 &2

O Name MAC address Static IPv4 Address Enabled

¥ | Printer 00:11:22:33:44:55 192.168.2.10 Enabled

EEFXE (WIE)


https://www.cisco.com/c/zh_tw/support/docs/smb/General/Best-practices-for-setting-a-static-IP-addresses-in-Cisco-Small-Business.html
https://www.cisco.com/c/zh_tw/support/docs/smb/General/Best-practices-for-setting-a-static-IP-addresses-in-Cisco-Small-Business.html
https://www.cisco.com/c/zh_tw/support/docs/smb/General/Best-practices-for-setting-a-static-IP-addresses-in-Cisco-Small-Business.html

BUERERBEENEETERBALNLS|NAMERE, EAMKESKENHERERENL
WUENALBETHREINS, BRHFUTUERBEERE  DHEREESRVNREE.
CEALOIFSERUBCABRLBRFTRNUSOESNFER. LERRIREF=TERAERN

BERE.

HEEBEBCAAREDRE. JURASBENE=FUHMBEERS. ERRHEMER
ZENERFR, BEL  CARZEANKE , ARREBENCEXREBSEURREBESE
F. RBENTE , UREKAESRE. LSHCAKL , wfREENEAR , SOEHE
BEE. LRSUUMEAERTHIGHNER L, RE , BAULEANENRER ( VPNAR
7= ) I E1EEAR4E,

EECSR/IBE
HBR A1

EAZEBESNERWebHNERESR , A% I1EEAdministration > Certificates



&) Getting Started

@& Status and Statistics

File Management
Reboot

Diagnostic

#—T "Generate CSR/Certificates . G EAN "ELCSR/IEBFE L HMH,

HER 2




Import Certificate... Generate CSR/Certificate... Show Built-in 3rd-Party CA Certificates...

HER3

EEFEBSUTAR

- BEEENESHA
- BEERE — ERHECHEIEZENLRLEETFTRESSLES. LEBEETSZ
1;1_% Iﬂ%ﬂﬂﬁlﬁgﬁu\%ﬁﬁ‘ﬁﬁ&ﬁf%i@ RIfEEEUH LR E
: ?éﬁ%nﬁ‘k ERABEREREPKI) , EiXE sﬁiﬁﬁﬁé‘%*ﬁl«)\$nﬁ§ku%ﬁf’é
E, cHhEXEERZS , RANBEREN,
- 7ECertificate Name{U P AFBE B BUERBE R, HBUTEAZE , ETETEEH
MAESHF T,
« ( TiE ) 7£Subject Alternative Name[B1Z T , &2 — T Ei&#%il, BEIIE .
- |IPHbh — @ A MBRRABER 155 %E (IP) b 11k
- FQDN — & A 52 £ PRE #9153 & (FQDN)
- BFBH — @ AEFBHGFHbU
- £ "EAESKEB) WP, BAFQDN,
 f#Country Name M HLIBEFEEZFAB S EZFMVER/HEERRE,
e ETE (M) X TEBBST) MUPBABBIIEAN, B, HEIENEZBSR
s,
« 7ELocality Namef{ i A BB M AT EN b B E TN BB,
c MALESZEMNER, NRELVNEGELBESEF MM , FFEOrganization
Namef@{I P AR ERFZENEE. TEEABKRT T,
- £ THEBENER MUTRARRE , LESEBAN MBS,
« E TAREL MU AZE, LEBLEARSHACHARENRUENTELRETSE.
c MAFBERBENABNEE L,
« f&Key Encryption Length THIZEF | BIZSBRE., BIEAS512, 102412048, i
REMX , BERHEZL,
- E TEREFERE. RUP  BARSERNWKRE., EREA360,
- ¥&—T "Generate, »



© rvassp-rvaasP C

Certificate O -

Generate CSR/Certificate

6 \
Type: Self-Signing Certificate v
Certificate Name: TestCACertificate

Subject Alternative Name: spprtfrms

O IP Address @ FQDN O Email

Country Name(C): US - United States v
State or Province Name(ST): Wisconsin

Locality Name(L): Oconomaowoc o
Organization Name(O): Cisco

Organization Unit Name(OU) Cisco Business

Common Name({CN): cisco.com
Email Address(E): (@cisco.com
Key Encryption Length: 2048 v
Valid Duration: 360 )!ays (Range: 1-10950, Default: 360)
.
LHNBERERZETE RER, B,
Certificate Table PN
O Index + Certificate + UsedBy + Type # SignedBy % Duration % Details Action
01 Default WebServ... Local ... Self Signed From 2012-Jul-12, 00:00:00 GM = X
To 2042-Jul-05, 00:00:00 GMT

0o 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 GM E -‘!;
To 2023-Apr-04, 00:00:00 GMT

O 3 Router - Local ... CiscaTest-... From 2020-0ct-01, 00:00:00 GM E _‘!‘n
To 2022-0ct-01, 00:00:00 GMT

0 4 TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 GM E _‘!‘_

To 2021-Nov-14, 00:00:00 GMT

Import Certificate... Generate CSR/Certificate... Show Built-in 3rd-Party CA Certificates...
Select as Primary Certificate...




B, BEXCEEERVM4SPIRESRLEHIEL TESE,
EHEE
HER A

£ TRE . (Certificate)kigh , BRFEEINESHNEIMAR , ARFHEELHE T

Certificate Table A
i
O Index + Certificate = UsedBy * Type* SignedBy* Duration & Details  Action
O 1 Default WebServ... Local.. Self Signed From 2012-Jul-12, 00:00:00 GM E _‘!‘m

To 2042-Jul-05, 00:00:00 GMT

O 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 GN = X
To 2023-Apr-04, 00:00:00 GMT

O 3 Router - Local ... CiscoTest-... From 2020-Oct-01, 00:00:00 GN E _‘!‘m
To 2022-0ct-01, 00:00:00 GMT

& 4 TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 Gh == X

To 2021-Nov-14, 00:00:00 GMT

HER2

- B—TRAUELRE, BEIFE
. PKCS #12 — A B INZER(PKCSH122 M p 2Bl E RENELRE, ZTH
WBFeEmMZEER , UEEZEL. EAFNRKBRERSHEETRE.
- PEM — BFAER B B4 (PEM)EE AR Web[A ke , RATTABBFERRKEAR
EEENARESRBRENATEER,
MRIBEEZEPEM , RER— T Exporto
F TRARE MUPRAZRBUAREEEHNER,
£ THRREE RuPERR AR,
f£Select Destination[&@15, , Ei&#FPC , 2 B & 7] F #y i — 1818,
- ¥—T TExports o



Export Certificate

® Export as PKCS#12 format

Enter Password | sesesens

Confirm Password | ==

O Export as PEM format

Select Destination to Export:

® PC e
o -

HER3
"Download ( T# ) o BETHRER—RIETTHRINER, BERSABERNESRPT
ﬁo #E_-F rOKJ (EEA:E ) o

Information

o Success

RiE , BEXCEERVIISPRIIKAER ERAELHES.

EARE



SB 1

¥ — T Import Certificate...

Certificate Table

A

O Index + Certificate * UsedBy = Types SignedBy s Duration & Details Action

O 1 Default WebServ... Local ... Self Signed From 2012-Jul-12, 00:00:00 GM == e
To 2042-Jul-05, 00:00:00 GMT

o 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 G\ = o
To 2023-Apr-04, 00:00:00 GMT

O 3 Router - Local ... CiscoTest-... From 2020-Oct-01, 00:00:00 GN E _‘!‘_
To 2022-0ct-01, 00:00:00 GMT

O 4 TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 Gh =5 o

( Import Certificate... J Generate CSR/Certificate...

HER 2

To 2021-Nov-14, 00:00:00 GMT

Show Built-in 3rd-Party CA Certificates...

- RTHNBREFEREREANESER, BHEIHE .
- AWEE — ERHSR LEKBEE.
- CARE —HEEENE=SEXRENINES  AF =T EREBCRRRE

« MRS ARMABIUSBEEEES , Bl THREUSBEA , BRIBKEREET.

hESHNEARERN,

- PKCS #12 Encoded file — /A8 INEAEAE(PKCS)#12 2 B AR BENE R,
- fECertificate Namef{ P AR SN BT,
« MRIBH#12TPKCS , & Import Password il F# AZERENZE., &H ,

23,
- B—TRERUAEARE, BETE

- REREEA
- fEUSBEE A

ARES

- MRLEE "RUSBEA, , Y ERAS[EEHBEHUSB , FR—T "R -
« #—F "Choose File (1ZEER ) , ZHRWEFEENER,
- ¥—T "Upload. »



Certificate (3 Cancel

Import Certificate

Type: PKCS#12 encoded file v
Certificate Name:| cisco o

Import Password | =--ee---

Upload certificate file

@ Import From PC

9 TestCACertificate

Import From USB C

BU& , BREBEAE "RE HH. SERKERRIIEANES

Certificate Table ~
[J Index $ Certificate 3 UsedBy s Type $ SignedBy s Duration & Details Action
O 1 Default WebServ... Local.. Self Signed From 2012-Jul-12, 00:00:00 GM E _‘!‘_

To 2042-Jul-05, 00:00:00 GMT

a 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 GN E _‘!‘_
To 2023-Apr-04, 00:00:00 GMT
O 3 Router - Local ... CiscoTest-... From 2020-0ct-01, 00:00:00 GN E _‘!‘_
To 2022-0ct-01, 00:00:00 GMT
=

0O 4 TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 GM
To 2021-Nov-14, 00:00:00 GMT

I+
|

Import Certificate... Generate CSR/Certificate... Show Built-in 3rd-Party CA Certificates...
Select as Primary Certificate...

B, SEACEH I ERVI4SPEHFZ LEEATESE

FEAEBEREENRVI4SPR I HREE/TEIME ( A& )
y | %éﬁmmﬁﬁwmwﬂ%m%ﬁm BRTBREE, MRREEER , CEXEESE

MEL  LETH TRVIMSPEHFNEE | KREKEELHENEREBRERE.

Bie 1 SR AR A A A


https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5471-configure-the-mobile-network-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5471-configure-the-mobile-network-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5471-configure-the-mobile-network-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5471-configure-the-mobile-network-on-the-rv34x-series-router.html

CBW140ACHFEEN A

B % 2 A BB A CBW140AC L HIPOER & ARV345P L IIPOE, RV345P L& —%HyiE
A AR HPOE |, B itk AT LAGE Al E R AE,

BREERENRE, ZBEAREFEANI102ENREBEE. LEDEASEEARNRRE , £
BREBAKEZ  BREXBETGZE, AeNiRHe, LEDNEAGBENGREEN ZE
AR/ PNE{L. ELEDIEREEREHAKE  FRENITT D,

BB EAAP LHIPoE 2 A#E L1THME REEA N R HEILANG L1THEEE | T ReEREEM
Htt<EBRDEANBRERREE,

MEEBWEARTEHN, BHRAEAN K FHREAREHEEA L RERRE , UE
CiscoBusiness-Setup SSIDFEEREBMIWI-FiiRIER, NEEEB) , 4R How to Reboot
and Reset to Factory Default Settings on RV345x Routers,

FRTE140ACE BN IR Al AR IZE AR,
AT, EREABBRARARRERDRARNEREAR.
aclt , FAREXSHEERN , HNB/ARETREREEREERMRE,

E140ACHIEE , iSAPKIZAN EEIHEAZCNPOEEE |, #§140ACHHEE, B2 —ikEAES
—{ARV345P LANE,

MREERKFHEBRE , F2RARANNEEHEHERRE RIS
STE A1
F£Google PlaysiApple App Store b T 5 B Rl 1> M 4R FE A (Cisco Business Wireless App

Store), BHEFEUTEERKZ—

« Android 5.0 E SR A
« IOSKRA8.0KFE = x4

HER 2

EBERELITHEREREAR,


https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5495-reboot-or-restore-the-factory-default-settings-of-the-rv34x.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5495-reboot-or-restore-the-factory-default-settings-of-the-rv34x.html
https://play.google.com/store/apps/details?id=com.cisco.business
https://apps.apple.com/us/app/cisco-business/id1483862452
https://play.google.com/store/apps/details?id=com.cisco.business

@
A O

R BB B3R E LM CiscoBusiness-SetupEARMBEE . BHE Bcisco123,

HER3



12:49 =i @k o0 [ 3 ¢

<  Wi-Fi Wi-Fi Direct Advanced

Current network <«

— CiscoBusiness-Setup
‘8 Internet may not be available

Available networks  ««crccerrrrrrrerriiiiiiiiiiiiiiiiin

HER 4

FERE B BRAITEMEE. RIERERNBE.



casco Cisco Business (i)

4 O

Monitor My Network Set up My Network

Q

Discovered Primary

HER5
EREME  FAAUTRE

- BYEEEHERESR

- BEUEEBEFH

- BIRENWMAETEERBRERZE

« (A& ) AiEShow PasswordBREU 5 12,

121£Get Started.



( Cisco Business Wireless Access Point
o Name and Place @

Primary AP Name

€ | Testap

Country
9 United States (US) VvV

Date and Time

9 04/09/2021 05:05:37 PM NV
Timezone
o Central Time (US and Canada) \/
Mesh




HER6

EREEBNVE  FERBAUTEN. RBANEAFTR , IS TITRERUNITA

o

- BHERBIRNBBHEAAPERE,
- BiZR/ib[E

- B

- KA

- KE



( Cisco Business Wireless Access Point

o Name and Place

Primary AP Name

O | testap

Country

9 United States (US)

Date and Time

9 04/09/2021 05:05:37 PM

Timezone

e Central Time (US and Canada)

Mesh




SEBR7

BARK T#H& L (Mesh)fItI#E, 2 "Nexts (TF—% ),



( Cisco Business Wireless 140AC Access Point

0 Name and Place @

Primary AP Name
TestAP

Country
United States (US)

Date and Time
04/09/2021 05:05:37 PM

Timezone
Central Time (US and Canada)

@
O Mesh



HER 8

(TR ) HAEEBEN , B LLREABHERAPRAREIP, §8 , DHCPAARES o B
IPirtit, MBBFEAZAMRERFEP , FR—TT—%,

° Connect to Network ?

o Would you like Static IP for
your Primary AP?

9 ‘ Next '

RE , FREEEER:
ABBEAAPERESStatic IP, ARIFRT , HEHEAEA.

. B AESEIPHbHE
- THREES
- FERREE

#®—T TSave. »



© connect to Network (?)

Would you like Static IP for
o your Primary AP?
MANAGEMENT IP ADDRESS
0.0.0.0

SUBNET MASK
0.0.0.0

DEFAULT GATEWAY
0.0.0.0

HER9

Bid AT o S E B AR

- HBEEEM/SSID

- Ze&M

. BRI

. TR

- ( °# ) ¥&EShow Passphrase

1?2 rNeXt_] (-F_’f ) o



N
| =D |
ey

© Wireless Network £

Network Name

cbwwlan

Security

WPA2 N

Passphrase
P m

Confirm Passphrase

Wi-FifR EH B (WPA) B2 (WPA2) RWi-FiZ £ M E I E %,
$E 10

EfEF2Submit to Mobile Application APE & EHIFRTE , F83E — T Submit,



( Cisco Business Wireless Access Point

v o Name and Place

Vv e Connect to Network Edit o
v o Wireless Network Edit o

o Submit to Primary AP

You have done all the configurations,
please submit to Primary AP.

Note: After initial setup and reboot, the
Primary AP needs to be connected to a
DHCP server even if the management
IP address was set to static (access
point functionality and client
connections use dynamically assigned

(revious )




HER 11

EHEHNRETKo

Saving the configuration...
This may take a minute.

ENMMBRZUREEI07E. TEFRBHE , BEAMTHNLEDEEESERCEN, E
LEDERERKE , BET -5, NRLEDRAREBIGHKRES  AIRTENBEPRE
DHCPfABR2R. MHRAPEMREIILHNEFDHCPREIRIRHERHES.

HER 12

IS BEILUTREEER. T "OK, (H#E),



Confirmation

The Primary AP has been fully
configured and will restart in 6
minutes. After the Primary AP Is
restarted, it will be accessible from the
network by going to this URL -
https://ciscobusiness.cisco via
browser or using Discovered Primary
list in Cisco Business Mobile
Application provided client should be
connected to configured ' TestAP '
SSID.

OK

HER 13
BARAZIER , ERIFEIMNEREER  ARENBBT LA THREREENE B0,
BIRMEHEBRE T
MREREAEE , FREATRER
- FRRIEE T EREAY R EF BT (SSID). EREABRERENLNER,
- BRBBRANECEER NEMAVPNELR, SEETRERIENBERBRHED

FEAN., BEZETETHERNVPN, fltn , Android(Pixel 3)F ## F Google FitE £ IR %
REE  EF—EREVPN , EEEHNTEEER, EEHBDERAP , EEXAL



IheE.

. fEAhttps://<BEEFAAPH IPibit>% A B BN E AP,

- ETHIRREE , EREEE Aciscobusiness.cisco , =2 EWebZIE 35 i A IPith it
, FEFERE MAnttps:// is. RIBEWIELE , BN ERETTEEC BEIEF T http:// since , ER
BERBEABFTANERE,

- EEBFRESEAAPHRBEEWeb UIS BB BEMENRERE |, BEWebBIESS
( %I BFirefox ) B —T "Open, #E |, EZ| "Help > Troubleshooting
Information.y , REIZE—T "Refresh Firefox. o

Bt iE CBW142ACMMBAR IE R 25

BENRELMBNERER , AFEMERRBERSFEIT !
BARBEKE LN EREBEA

HEA

EE FDevices, BXEMesh2&E SBH.



Name Clients Usage
APA453.0E1E.2338* 0 0 Bytes
AP4CBC.48C0.74B8 0 0 Bytes
APA453.0E22.0A70 0 0 Bytes
AP68CA.E46E.1650 0 2 MB
AP68CA.E470.0500 0 11 MB



HER 2

HEBMAEEEEBHERAAPHAMRERFERANFTIEMeshiBREESHMACH I, EHTIE
MACH 3 | 5575128 3% — T Add Mesh Extenders.

Home Overview Devices WLAN Clients

Network Summary

" Wireless Dashboard

AP Performance

Client Performance

Add Mesh Extenders




HER3

B L BBFREQRA G F i AMACHHE REFTIEMACHEHE, TELLRHIF , Scan a QR
codeffiE M,



= ()

Home Overview Devices WLAN Clients

Network Summary

v Wireless Dashboard

=) AP Performance

Client Performance

—+  Add Mesh Extenders

Scan a QR Code

Enter MAC Address



HER 4

H R QRIS EEER AR QRS

FHREZERERBF[OQRRBR  BRBIUTER,



Cisco Business Mesh
Extender has been

scanned.

854 (ALE)

WMREFEE |, 558 ADescription for Mesh Extender, #&—T "TOK, (®E ),

Do you want to provide
Description for Mesh Extender ?

@m0

Cancel

HER 6

B Summary , A% IE— T Submit,



Summary

Almost done. The following Mesh Extenders will
be added to your site. If you are done adding Mesh
Extenders, click submit.

> Mesh Extenders To Be Added

Scanned MAC Address

A4 m 0 office desk @




SEBR7

#— T Add More Mesh Extenders , O #8% 5718 b @ARIEMRES, FIBEMRERSER , B—T
SR



0 | 1

Done! Your Mesh Extender has
been added

Good News! You've successfully added your Mesh
Extender

Mesh Extender Status

A4 0 SUCCESS

What's Next ?

Add More Mesh Extenders
A \




HEERRERF[EELESR,
BE  EXARECEMFRE  TLURGBER. #8cn , FRECERETERE Y FTHURE

o

WMESEHBEEMH LAVERE

EHMUREEBEEE , RitFTEBL s !

m

HBR A1

EENBEBERAL , EMoreEEB T , 32— T Check for updateiZfll, IRBIRERIEBRBET AR
AR AR

<  System Information

ome Overview Devices WLAN Clients More

SYSTEM NAME: o
Model CBW140AC-B

Serial Number FGL2419LCQN 9

Software Version 10.3.1.0 @S o

HER2

BARSETRNTHERE,



ul ATET = 3:23 PM T41% 8

{ Software Update

The upgrade has been initiated. When the
Primary AP reboots, the app will be
disconnected.

AP Name Download Progress
*AP6C71.0D55.73C4 4%
21%

AP6C71.0D55.5DA4



HER3
AR BAEHRBARNER. T 0K, (H#E),

EHBEIERZEIIWLAN
ARG SRR M AR B ARG (WLAN),

SR
FRENERERERN,
HER 2

ERBEE LERIEHNENEERRERE. EANEAEN, B-TEEEIFNHWLANER


/content/dam/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/images/2061-Create-a-WLAN-app-CBW-image-1.png
/content/dam/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/images/2061-Create-a-WLAN-app-CBW-image-1.png

g =] @

Clients

11l
i
:

Home

Network Summary

Wireless Dashboard

] AP Performance

Client Performance

-+ Add Mesh Extenders

HER3



Add New WLANE B FEEIRRL. £2EFHRBEAIWLAN, EEAdd New WLAN,

' a— —

= © = 2l ees
Overview Devices WLAN Clients More
SSID Security Policy Radio Policy
® Engineering Personal(WPA2) ALL

HER4

B A Profile Name#ISSID, EEHEBU R BFEREE. WMREE A Application Visibility
Control , AIBEREEECT P NENEHMEE, & "Nexts ( T—F ),



— 8 = L] nas
Overview Devices WLAN Clients More
General
WLANID 3
Profile Name* labnet
9 SSID* labnet
Admin State  Enabled
Radio Policy ALL
Braodcast SSID | ON |

Client Profiling

Application Visibility
Control

= Ty

—



85 (ALE )

M RIEE L B4 A T Application Visibility Control , BI o] LAER B HAERE , 2EHEFRE,
ERLRENFREN , F2B T —&. IEERLFHECaptive Network Assistant,
Security Type, PassphraseflPassword Expiry. $Ti8FIERER , B—TT—%.



— |< C— -2 eee
. -

Chverview Devices WLAN Clients More

Security

Guest Network

Captive Network
Assistant

Security Type  WPA2 Personal

Passphrase Format  ASCII

Passphrase*

Confirm Passphrase*

show Passphrase

Password Expiry

Previous I Next I



FRBHERR 2 Bl —iEE20penmHWPA2 Personal. EEEZSiHEE |
AEABHEHAREIXAPHWeb Ul,

#6%5 (AR )

IEFREREAGARER, EAEFT , HARERERAT. B—T "Submits .

s



Overview Dn-ml:;:-s WLAN Clients More
Traffic Shaping (Optional)
Rate limits per client
Average downstream -
bandwidth limit - kbps
Average real-time
downstream bandwidth  C kbps
limit
Average upstream -
bandwidth limit kbps
Average real-time upstream -
bandwidth limit - kbps
Rate limits per WLAN
Average downstream -
bandwidth limit kbps
Average real-time
downstream bandwidth L kbps
limit
Average upstream -
bandwidth limit kbps
L | T (A ——



SEBR7

BRI —ERETELAE. E—T "OKy (®BE ).



WLAN Created successfully




HER 8

1EASE B MR AV T WLAN AR R F B E R 1R BB



"",E._‘b @ e e

Overview Devices WLAN Chents More
Add New WLAN
SSID Security Policy Radio Policy
® CBWWireless Personal(WPA2) ALL
® EZ1KWireless2 Personal(WPA2) ALL
ﬂbnet Personal(WPA2) ALL

Please save the configuration to
retain the changes (More >> Save




HER9

E—TMoreHE , REM T HLIRE F#ESave Configuration , ARBFEE.

< WLAN

-

—— K - - eee
DvErview D;:_nct-s WLAN I:!IE'-nl:s Mo
FHRITEERAZMFZFWLAN

SB 1

ERBEE LERIEN DR REEER. EAZEAER.



—@—
A O

B—TEEIEHHWLANE R

HER 2



Home Overview Dewnces WLAN Clients

Network Summary

Wireless Dashboard

] AP Performance

Client Performance

Add Mesh Extenders

HER3

Add New WLANE B FEEIF L, £EFEIEMRABEMNWLAN, EEAdd New WLAN,



@ ﬁ?‘ @ seo

Overview Devices Clients More
SSID Security Policy Radio Policy

® Engineering Personal(WPA2) ALL

S 4

B A Profile Name#SSID, EHEHABMMU R RBEREE. & "Nexts ( F—F ),



WLAN
= g =
Oreerviinw Devices WLAN Clients
General
WLANID 4
o Profile Name* Guest
9 SSID* Guest
Admin State  Enabled
Radio Policy ALL
Braodcast SSID
Client Profiling

Application Visibility
Control

More



4

B Guest Network, FEA |7 , Captive Network Assistanttt R AR EE | (BiE R AHEN
. BHEGEABIMNEE, EHRIERT , 8iEiESocial Login.



— @ ""-:;--"* @ ses

Overnview Devices WLAM Clents More

Security

Guest Network 0
Captive Network m 9

Assistant

Access Type Local User Account

: Local rA n
Prewnu# ocal User Account

Web Consent
Email Address
- WPA2 Personal

Social Login 9




HER6

BERALEMT REWE (TE ) WEE, EREHE , SREERERD, BT T
Submity o



< WLAN

— — »
Overview Dl-wu:ﬁ '-'-'I_'AH Clients More
Traffic Shaping (Optional)
Rate limits per client
Average downstream -
bandwidth limit - kbps
Average real-time
downstream bandwidth U kbps
limit
Average upstream
bandwidth limit kbps
Average real-time upstream -
bandwidth limit - kbps
Rate limits per WLAN
Average downstream
bandwidth limit kbps
Average real-time
downstream bandwidth kbps
limit
Average upstream - kbps

bandwidth limit

ik o s [ e e




SEBR7

BRI —ERETELAE. E—T "OKy (®BE ).



WLAN Created successfully




HER 8

E—TMoreHE , REM T HLIRE F#ESave Configuration , ARBFEE.

< WLAN

i

|
u

L [T [ ] WLaAN Clrami s More

2
£

BE  BHRRCTERE. BHEEHEN  RRFAHITHE
MRER "TERAEXSN . R TEFRSN ) MEIERBRERT , AFEEAWebERE

ME(U). EB—TREELINEE,

AEFRHUZEENERYE A RULNREHLETEFEMNERIER  FELETFBH

MREBEBFHAXENE , FRECHEBNIERH

« EPoERCisco RV345P VPNE& 85
- BRIEB140ACTEELE,
o BRIPGIE142ACMAIE R HE R 22



https://www.cisco.com/c/zh_tw/support/docs/smb/wireless/CB-Wireless-Mesh/kmgmt-2552-tz-total-network-configuration-RV345P-CBW-web-ui.html#application-profiling-using-the-web-ui-optional
mailto:sbsc_content@cisco.com
/content/en/us/support/routers/rv345p-dual-gigabit-wan-poe-vpn-router/model.html
/content/en/us/support/routers/rv345p-dual-gigabit-wan-poe-vpn-router/model.html
/content/en/us/support/routers/rv345p-dual-gigabit-wan-poe-vpn-router/model.html
/content/en/us/support/routers/rv345p-dual-gigabit-wan-poe-vpn-router/model.html
/content/en/us/support/routers/rv345p-dual-gigabit-wan-poe-vpn-router/model.html
/content/en/us/support/wireless/business-140ac-access-point/model.html
/content/en/us/support/wireless/business-140ac-access-point/model.html
/content/en/us/support/wireless/business-140ac-access-point/model.html
/content/en/us/support/wireless/business-142acm-mesh-extender/model.html
/content/en/us/support/wireless/business-142acm-mesh-extender/model.html
/content/en/us/support/wireless/business-142acm-mesh-extender/model.html
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