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Getting Started

¢ tus and St
& Admini T This page will provide you with easy steps to configure your network device.
nfiguration : 7
* & #~ Launch Setup Wizards % Quick Access
@ Initial Router Setup Upgrade Router Firmware
& VPN Setup Wizard Configure Remote Management Access
= Backup Device Configuration
x Initial Configuration |l Device Status
Change Administrator Password System Summary
Configure WAN Settings VPN Status
Configure USB Settings Port Statistics
Configure LAN Settings Traffic Statistics

View Systems Log

Other Resources Support | Forums

0 Do not show on startup
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Initial Router Setup

1 Welcome This Setup Wizard helps you to install your Gisco router

Before you begin, make sure your router is connected to an Internet gateway device
(such as a cable modem or a DSL modem) as described in the Quick Start Guide.

& Don't show on startup

Cancel
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Initial Router Setup

o Check Connection

2 Check Connection

A\ Please follow these steps to ensure your router is connected properly:

1) Make sure your Internet connection device (such as a cable modem or a DSL
modem) is connected via Ethernet cable to the WAN port on the back of your new
router.

2) Make sure your Internet connection device is plugged into an active electrical
outlet and turned on.

3) Did you connect and power on both the router and the modem in the manner
outlined in the quick start installation guide? Power down both devices and repeat
the indicated installation process at this point.
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Next; ( F—% ).

Initial Router Setup

Configure Router - Select Connection Type (Step 1 of 4)

Your Internet connection has been detected. Unless your Internet Service Provider

instructed you to select a different option, please use the current option and click next to
3 Configure Router continue.

® Dynamic IP Address, or DHCP (Recommended)
O Static IP Address
O PPPoE

QO PPTP (Common in Europe)

QO L2TP (Common in Europe)

Learn more about the different connection types

HERIBNBFEADHCPIHETHIRERE , BB LLEE Learn more about the different
connection types ( B EBE BRIV TRIEREBNFMEN ) EAKKNZE, B
B EENEAER  F2RUTXE

- RV160xRIRV260x%: & .F B WANEL B
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o Your Internet connection has been detected. Unless your Internet Service Provider

instructed you to select a different option, please use the current option and click next to
3 Configure Router continue.

® Dynamic IP Address, or DHCP (Recommended)

O Static IP Address

O PPPoE

QO PPTP (Common in Europe)
QO L2TP (Common in Europe)

[ Learn more about the different connection types ]
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Initial Router Setup

Configure Router - Set System Date and Time (Step 3 of 4)

Enter the router's time zone, date and time.

3 Configure Router Eme Zone: (UTC -08:00) Pacific Time (US & Canada v ‘ ] o

® Enable Network Time Protocol Synchronization

O Set the date and time manually, or click here to import them from your computer

Date: 2018/09/14 (yyyy]mm.fdd)

Time: 0518 :

Back GCancel
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Initial Router Setup

o
©

3 Configure Router

B7H

Configure Router - Set Router MAC Address (Step 4 of 4)

Each device on your network has its own unique identifier called MAC address. In most
cases, you should choose 'Use Default Address! If your ISP requires you to connect using a
specific MAC address, you may change it here.

Choose a MAC Address
® Use Default Address (Recommended)
© Use this computer's address

O Use this address

Back Cancel
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Initial Router Setup

V]
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Summary

Please review the following settings and ensure that the data is correct.

Connection Type: DHCP
3 Configure Router
MAC Address:
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Initial Router Setup

Enable Security - Set Router Password (Step 1 of 4)

The administrative router password protects your router from unauthorized access. For
security reasons, you should change the router password from its default setting. Please

V]
(V]
O write this password down for future reference.
Enter a new router password: (At least 8 characters composed of lower and upper case
letters as well as numbers)
Router Password:
Confirm Password:
Learn more about passwords

O Disable Password Strength Enforcement

Back Cancel
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1 System Information@iFHF , L T FEEHEALTREA :

. nlﬁﬂ%  — #H /Tmlﬁﬂ']*uﬁﬁo
. PID VID — B HHER I E RIDFEERSID,

. Current Firmware Version — £ & F E5NE{THIFI &,
. Cisco.comiZ2 MY R #TIRAS — BRHBIL IR HA R FT B IR,
- Firmware last updated — B¢ H 28 £ FIR BB E A B AR EEE,

File Management

System Information

Device Model: RV260P
PID VID: RV260P-K9 VO1
(Current Firmware Version: 1.0.00.1 5)

Latest Version Available on Cisco.com:

Firmware Last Updated: 2019-Apr-17, 18:28:12

HR2

£ Manual UpgradeZfs T , # — T Firmware ImageE &%zl File Type.

Manual Upgrade

File Type: (@ Firmware Image | O Language File O USB Dongle Driver

Upgrade From: Q cisco.com @ PC UsB &~

Firmware Image Format: *.img (Maximum size: 100MB)

No file is selected

O Reset all configurations/settings to factory defaults

Ulsls|i=lsc0 1 The device will be automatically rebooted after the upgrade is complete.
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Manual Upgrade

File Type: ® Firmware Image O lLanguage File O USB Dongle Driver

Upgrade From: O PC OUSB &7

O Reset all configurations/settings to factory defaults

Ulolo|zle[sW The device will be automatically rebooted after the upgrade is complete.

Download to USB

HBR4

#—T "Upgrade. o

Manual Upgrade

File Type: ® Firmware Image O Language File O USB Dongle Driver
Upgrade From:  ® ciscocom O PC O USB &5

O Reset all configurations/settings to factory defaults

Uele|=le[XW The device will be automatically rebooted after the upgrade is complete.

Download to USB

S5
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Confirm

Are you sure you want to upgrade the firmware right now?

EXNBEFTEEPENET. AREET K ERLEERUTHEER.




o ® @ Upgrade is in progress. Do not power off or

® @ reset the device. It may take a few minutes
®o® ocomplete.

AMERE , BHR—EBARE  BALKHFEENNE , YEARTTRRBE
FRENEE, & , &&=,

A\ Restarting

Please wait for 176 seconds...
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Current Firmware VersionlE 1333 15 FE 58 7R FH {12 BV ) 88 hR A

File Management

System Information Language File

Device Model: Current Version: 1.0.0.0
RV260P

PID VID: RV260P-K9 V01

Current Firmware Version: 1.0.01.01

Latest Version Available on Cisco.com:

2020-0Oct-
Firmware Last Updated: 26, 20:23:3
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Mo BFBLARKBR —ERZEVLAN,
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SB1

BEZLAN > VLAN Settings.

Getting Started
Status and Statistics
S Administration

System Configuration

Port Settings

(AN setings) @

Option 82 Settings

Static DHCP

802.1X Configuration

Router Advertisement
%% Routing

Firewall

VPN

Security
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VLAN Settings

Create new VLANs

+

Inter-

VLAN Device
O VLANID Name Routing Management [IPv4 Address/Mask
0 1 Default Enabled Enabled 192.188.1.1/24

255.255.255.0

DHCP Server: 192.168.1.100-192.168.1.149

SR3
M AEREMHVLAN IDNMERE, VLAN IDHYEE A1%]4093,
9% A2001E & VLAN ID , B A EngineeringfE &VLANKI & 18,

alialn F1EOW= 5
e clsco RV160W-router564F71

VLAN Settings

Create new VLANs

+
Inter-
VLAN Device
O VLANID Name Routing Management |Pv4 Address/Mask
o Default Enabled Enabled 192 18% 1_1"2‘_
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
O jzo0 Engineering ] ] IP Address: 192.168.2.1 [ 24
Subnet Mask: 255.255.2565.0
DHCP Type: O Disabled
® Server
O Relay
Lease Time: @ 1440 min.
Range Start 192.168.2.100
Range End: 192.168.2.149
DNS Server: Use DNS Proxy
WINS Server:

T RR4
MREE | FHUHES Inter-VLAN Routing®l Device Managementt EnablediE
VLANRE B H AR ER SR —EVLANEHE S —@VLAN, —BRHE , TERBFHE
HREREERFE RACSREREIEEAE , BRESEVLANZ2HRERK, &

RFVLANTREEEE Rt 2 B H. IRIREEREN , BT E A HEACLRFARVI4xEE
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Device Management®i 2 /o 31 & F BB IR EVLANE A EIRV260PHIWeb Ul EE
RV260P, EtEZEHTHEE EEA,

EABIF , RFVIBRA VLANG S BN & EEERBRVIANER £,
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VLAN Settings

CIsCo

Create new VLANs

bl put60W-routers64F71

+
Inter-
VLAN Device
O VLANID Name Routing Management |Pv4 Address/Mask
o 1 Default Enabled Enabled 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
0O 200 Engineering [m] [m] IP Address: 192.168.2.1 [ 24
Subnet Mask: 255.255.255.0
DHCP Type: Q Disabled
@ Server
O Relay
Lease Time: @ 1440 min.
Range Start 192.168.2.100
Range End: 192.168.2.149
DNS Server: Use DNS Proxy v
WINS Server:

HB5

FEIPv4 & B EBEFR BN IP AddressB{LF, MREEE  ALUREE, EARRHAS

, F#8%H5192.168.2.100-192.168.2.149 ] AADHCPHIP b it

192.168.2.1-

192.168.2.99F1192.168.2.150-192.168.2.254 A] A A TR REIP b 11t ,

VLAN Settings

Clisco

Create new VLANs

alalne py160W-routerss4F71

+
Inter-
VLAN Device
O VLANID Name Routing Management |Pv4 Address/Mask
o 1 Default Enabled Enabled 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
0O 200 Engineering a [m] IP Address: 192.168.2.1 [ 24
Subnet Mask: 255.255.2565.0
DHCP Type: O Disabled
® Server
O Relay
Lease Time: @ 1440 min.
Range Start 192.168.2.100
Range End: 192.168.2.149
DNS Server: Use DNS Proxy T
WINS Server:

HR6
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CIsCo

VLAN Settings

Create new VLANs

+ @0
Inter-
VLAN Device
O  VLANID Name Routing Management [Pv4 Address/Mask
o 1 Default Enabled Enabled 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
0O 200 Engineering m} m] IP Address: 192.168.2.1 .fl24 I
Subnet Mask: |1255.255.255 0 |
DHCP Type: Q Disabled
@ Server
O Relay
Lease Time: @ 1440 mir.
Range Start 192.168.2.100
Range End: 192.168.2.149
DNS Server: Use DNS Proxy
WINS Server:

LY E S

BERELTHAE G EDHCP)EE, ATEHER :

Disabled —
BRT

Server— &
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VLAN Settings

Create new VLANs

5, FAFREA14409

ZAVLAN EWDHCP IPv4fafRzR. BBREARERRPATIRE, £EE
, FETBEREMAIPHYL , X EMAEBRALARNTBENR.

B ( ER24PE)
- Range Start#1Range End — i A 7] LB} "“EEH’JIPi&iJJ:H’J%EI B 2R R A& R o

DHCP A BREFIPv4its it LABC EDHCPHRENRE, &

BEWISPHIEE,

+@n
Inter-
VLAN Device
O VLANID Name Routing Management IPv4 Address/Mask
o 1 Default Enabled Enabled 192.168.1.1/24
255.2565.255.0
DHCP Server: 192.168.1.100-192.168.1.149
0O 200 Engineering m} m} IP Address: 192.168.2.1 [ 24
Subnet Mask: 255.255.255.0
DHCP Type: Q Disabled
O Relay

Lease Time: @ 1440
Range Start

182.168.2.100

min.
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Assign VLANSs to ports

Z;

O VLANID LAN1 LAN2
[N I Untagged v Excluded
& J 200 Excluded v Untagged

% — TEditiVLAN D BLAGLANIR | YW AS BB EIEE A Tagged. Untaggedsk Excluded

o

EAREF S , FLANTLE | ZRFIBVLAN 138k BUntagged , #VLAN 2003 RAE
Excluded, ¥HLAN2 , R EAVLAN 19 B AExcluded , S A$VLAN 2002 & %5
Untagged.

Assign VLANSs to ports

Z

O VLANID LAN1 LAN2
& 1 Untagged v Excluded
& 200 Excluded v Untagged

&—T TApply. AREEFHERE,

Apply Cance

BE  BEZCRERWEL T —EFHVLANLEH E 7TVLANZIRV260 LR, EE 1B
BEITHMVLAN, 0, VLAN3OOR A F#A5192.168.3.xBMarketing 2 1Y
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Static DHCP Cance

Static DHCP Table ~

+ 0 L
O  Name MAC address Static IPv4 Address Enabled

Printer 00:11:22:33:44:55 192.168.2.10 Enabled
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CiscoBusiness-Setup
* Secured

v/ Connect automatically

Airplane mode

MREVBEABTZHN. BREAN , FRABHEEAHKTERRE , UECisco
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CiscoBusiness-Setup
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Enter the network security key
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ﬁ Elscn Business-Setup
Secured

Do you want to allow your PC to be
discoverable by other PCs and devices on this
network?

We recommend allowing this on your home
and work networks, but not public ones.

Yes No

REEAS — B2 BiE& R CiscoBusiness-Setup SSID, MREF—_ALBERER , ©F
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BEAPIEEH,
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Internet Explorer, Firefox, Chrome= Safari, FTEf st % &F , £ A
http://ciscobusiness.cisco , A% ZEnter, 7£#E L& — T Start,

asco. Cisco Business

Cisco Business Wireless
Access Point

Welcome! Thank you for choosing Cisco Access Points. This setup wizard will help
you install your Access Point.

Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco Systems are
registered trademarks or trademarks of Cisco Systems, Inc. and/or its affiliates in the United
States and certain other countries. All third party trademarks are the property of their
respective owners.
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This site says...

ciscn a5 Username Password i not allowed 1o configure far
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CISCO

Cisco Business Wireless Access Point

1 Set Up Your PrimasyAP

Primary AP Name | Test

Country United States (US) - © 9
Date & Time  04/09/2021 i 91z 0
Timezone  Central Time (US and Canada) - © o

Mesh () © e

REAEFTEEZVHRMERE , TRBAMEE, ARBERT  REEEREARE,
EIE

( W ) B LA BCBWI40ACRIAFFREIPULAREER BN, &8 , N EHKHDHCPE
fRESEEUPHu, EREREIP, FBAUTAR :

. EE Pt
- THRRIES
. TEERFE

# "Nextsy (T—%),

élﬂwhhﬂﬂhm AR (Wlanapemaenn Menworh)

Managorsak 152.168.1.50
Surat 2252252250 B
Caleh O 152.168.1.1 |
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2 Create Your Wireless Network
v

Network Name [ CBWWian . eo
Security | WPA2 - ee
Passphrase | ecssesene ee
Confirm Passphrase | eesessee 0

@Show Passphrase ) e
Back l Next ' 6

Wi-Fi{R 2 55 B (WPA) B 2AR (WPA2) B Wi-Fige £ f & B %,
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CISCO

Cisco Business Wireless 140AC Access Point

Please confirm the configurations and Apply

1 Primary AP Settings

Usemame Admin
Primary AP Name Test
Country United States (US)
Date & Time 04/09/2021 9:14:16

Timezone Central Time (US and Canada)
Mesh No
Management IP Address DHCP assigned IP Address

2 Wireless Network Settings

MNetwork Name Test123
Security . WPA2 Personal

Passphrase; **%%**

FE10
®—T TOK. LAERARE.

Primary AP will reboot after these configurations are applied. Click Ok to continue or click Cancel to return to the set up wizard.

e
(| ok |) cancel

~————
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Saving the configuration...

This may take a minute.
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+/ Connect automatically
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Mobile
Airplane mode hotspot
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EERELSERHRE A hitpsTi T = http,

13

#—T TLoginy

asco. Cisco Business

Cisco Business Wireless

Access Point

Welcomel Please click the login button to enter your user name and password

® 2015 - 2020 Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco
Systems are registered trademarks or trademarks of Cisco Systems, Inc. and/or its affiliates in
the United States and certain other countries. All third party trademarks are the property of
their respective owners
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I

asco. CISco Business

Windows Security X

Microsoft Edge

The server ciscobusiness.cisco is asking for your user name

and password. The server reports that it is from Cisco
Controller.

admin o
\

® 2015 - 2020 Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco
Systems are registered frademarks or trademarks of Cisco Systems, Inc. and/or its affiliates in

the United States and certain other countries. All third party trademarks are the property of
their respective owners.
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Cisco Business

Cisco Business Wireless
Access Point

Welcome! Please click the login button to enter your user name and password

R4

WABNREAEEBNEREBIRUGBEEAP, E—T TOKy (H#E ),

Authentication Required X
https:// is requesting your username and password. The site says: "Cisco Business
Wireless"”
User Name:ﬁ h ‘
Password: ) ‘
o O
i -
E ¥ FWireless Settings > Mesh, #&RMeshE A, #—T "Applys o
e "cl|'s'él‘;‘ Cisco Business Wireless 140AC Access Point A @ z 'u'
*R Monitoring
? Q

i‘.‘k Wireless Settings
N WLANs —

% Access Points . m
& WLAN Users

& Guest WLANs

’

ﬁ' Management

-ts Advanced

To add Mesh Extenders to the system, click

Wireless Settings >> WLAN Users >> Local MAC Address

General Mesh Backhaul Slot Ethernet bridging

Backhaul Client Access [;IJ

Mesh Backhaul RRM




HBR6
WMRMeshid REEA , WAPTTREREE#H 518, RREE T —EELRE , ARERSI
8, . EXNTERI100E, TEFREBYE , LEDEUSBEXIRIEE , EHR
BhikeH  SREBRAEKE, MeNRAE, LEDNEALRENGCREEVZE
BIER=RN: OF -3 (8

BTH

BB EWireless Settings > WLAN Users > Local MAC Addresses. #— T "Add MAC

Address. -
e ]
o e 'c||slc|°' Cisco Business Wireless 140AC Access Point A ® = &
@@ Monitoring
¥ (Wireless Settings ?2 Q
N WLANSs 1 WLAN Users
% Access Points
0
)
% Guest WLANs (3
& DHCP Server WLAN Users (Local MAC Addresses) (2]
% Mesh
Search
M- Management (4] ©
Refresh Number of Blacklist:0 Number of Whitelist:2
< Advanced Ve
Action MAC Address Type Profile Name Description
 x 68:ca:e4:6e:15:58 AllowList Any WLAN/RLAN CBW142 Mesh Extender
@ % a4:53:0e:1f:e4:88 AllowList Any WLAN/RLAN CBW140AC-e488

SR8

BWAMMRIERSZNMACHE I FIEREA, BB Type as Allow;FE, #® T HLRE FiRIZ Profile
Name. #&—T "Applys o

Add MAC Address

MAC Address ( 68:ca:e4:6e:15:38 ) o

Description (CBW142 Mesh Extender) © ()

Type (O Block list ® Allow Iist_) e

Profile Name (Any WLAN/RLAN D o

o@=

SRR



REEA LB D Ksave icon , BRBEMEERE.

2 Q A oB)= =

HEEERRERF[ES LIRS R,

£ AWeb U EN EFH M
FERBE-—EESR | ENRBOSLEERS  ERBAEEAWeb UK SEENT
TEFIH 5.

ERBRNERTTAPHENREBRE , FHTUATESR,
S

E—TWebMEA LAWgearE R , A% — T Primary AP Information.

Primary AP Information

Frimary AP Name Cisco Buisness Wireless
Model CBW-145AC
1415DEF1

avs. 17 hours, 45 minutes

Frimary AP Time Sat Feb 27 10:05:15 2021
Timezone San jose
Country Multiple Countries - US
Management |IP Address 10.10.10.7
Memory Usage 63%
Max Access Points Supported 50

HBR2

HBRETHRAEZHTNERERE, MREANEREETEENHR , FHAREE,



AP Information

Primary AP Name

Model CBW140AC-B

Serial Number
(Software Version 10.0.251.24 )

Up Time 5 days, 1 hour, 57 minutes
Primary AP Time Sun Mar 29 16:50:26 2020
Timezone Central Time (US and Canada)
Country US - United States
Management IP Address 192.168.1.125

Memory Usage 55%

Max Access Points Supported 50

MRIGETHREFMARANERE |, ISR EE T WLANSER 7 o
HB3
feRE R SR ERN.

#HE T " Software Updatey {85 , HP E BB RS HIETELE,

Software Update

<10.0.251.24>0

ﬁ- Management) @

@ Access

% Admin Accounts

@ Time

v Transfer Mode  TFTP v

Advanced IP Address(IPv4)/Name *  172.16.1.35

BRI UEFHCBW AP , W HAEMBREAP LN ERIRE,

1 " Transfer Mode, THIBEA#EZF "Cisco.com. o

Transfer Mode Cisco.com v

\utomatically Check For Updates HTTP

TFTP
Last Software Check
SFTP
Latest Software Release @isco.com )

HBR4

ERFAPRERAEDRERREN , FEHHREEHN FALEEFEEEnabled, 3
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BT,

Transfer Mode Cisco.com v

Automatically Check For Updates (Enabled v)

TRERBERER , MRCisco.com LR T EMNRMBHEBNERER , A

- Web UIf LA Software Update Alert B R A& Ak ( RRE ) . ER—TZERBEAN
BRENE@E,
- Software Update B HIE&BHY Update iz it E B -

Wl lal ]l 0
e CIISCIO Cisco Business Wireless 140AC Access Point ? Q o

Software update is
available for your
Cisco Business
Wireless AP/APs on
cisco.com

Software Update

10.0.251.24

Transfer Mode  Cisco.com v
Automatically Check For Updates  Enabled N
Last Software Check SEriVar2710:44:29 2020
Latest Software Release 10.0.1.0 (2]
Recommended Software Release 10.0.1.0 e (2]

SB5
#—T "Save, . EEREFEFHEAN B BHREFFTATREIRE NER.



Transfer Mode Cisco.com v

Automatically Check For Updates  Enabled v

Recommended Software Release _ 0

(_seve L updae

Last Software Checki@ VB~ EX BB FHHBRENFEE. BUERKR -—TH
SEE M RRE SRR BRI ARG,

Transfer Mode Cisco.com v

Automatically Check For Updates  Enabled o v

Latest Software Release 9 9
(?)

Recommended Software Release

6

BT LABERF R — T Check NowF BhETEERE,



Transfer Mode Cisco.com v |

Automatically Check For Updates  Enabled v

Recommended Software Release _ g

B7H
ERERREN , FE-TEM.

Transfer Mode Cisco.com 7

Automatically Check For Updates  Enabled

Recommended Software Release _ 9

3 " Software Update Wizardy . ZEBEESRIEFSIEEZTRAT=EES .

- Release ( lR#&< ) E& — IEEREEM I HEBHRBRAE R KN EBRA,

- Update E® — IEEREEAPHIE. BRLLREVRITR , Al LRBUR TR, B
FAPREAERGRATHTHEBBERKE , FHEPAuto RestartBRENUT o

- R ER — MENENIEE,

RIBEBERAERAERIE, EE—T Confirmzal , &7 LARERIRE B E[ B R,



Cisco.com Software Update Wizard

Release Update Confirm

Select software version for updating Cisco Business Wireless:

@ Recommended Software Release 10.0.1.0
O Latest Software Release 10.0.1.0

S8

#—T "Confirm. ,

Cisco.com Software Update Wizard

Release Update Confirm

You have selected:

Update Cisco Business Wireless APs to the recommended software
release

AP will be reset after all Access Points are updated

- =D

#EWeb UIEEIWLAN
D A FHAR Y SR E AR (WLAN),
S8

B 'E ZWireless Settings > WLANSA I WLAN, A% i#ZEAdd new WLAN/RLAN,

i
e 'c||slclo' Cisco Business Wireless 140AC Access Point

@B Monitoring

1
£ Wireless Settings

N 2 WLANSs
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EGeneral&R5I1ZEBT , WMALUTENR :

. WLAN ID — BWLANZE —Eg=F
. BBl — #EZEWLAN
. Profile Name — 8 AZ /5 , SSIDEEBEXRMHRNETE, SBALEHE— , BTEEEIB

31{E=TTo

EURHIH , ATRAUREATRRE B HERE  UBEEUATEAREEEM.

- SSID — B EREEZ BB AAESSID, MREES , AILERE. BWLEE— , B8

1B3118 5 7T,

. Enable — FERIFRUAMEBAFEWLANE BB,
. Radio Policy ( iR EXE ) — BELEAUEERE BAI, LUE2.4GHzM5GHzE F i

A BAFs R A B o

. EIESSID — BELFHLERESSID , AEKHREZ BB,
. Local Profiing — B R H#EMALBERUBAE Fin LETWEERRIREERAEER

o

#—T "Applys o

Add new WLAN/RLAN

General WLAN Security VLAN & Firewall Traffic Shaping Scheduling

WLANID | 2

Type | WLAN - e

Profile Name * Engineering

SSID *

Engineering e

WLANs with same 551D can be configured, unless
layer-2 security settings are different.

Enable ()

Radio Policy

ALL v | ©

Broadcast SSID ()

Local Profiling 9

HB3

A HE AN WLAN SecurityB ..

EARRGIF , LTREREBTFER

AEMR, MEIEEEENMACERBKEM. ARRESEEBENFEEASET &



RER.
- WPA2 Personal - Wi-Fi Protected Access 2 with Pre-shared Key(PSK)Passphrase
Format - ASCIl, BERREAELASBPSK)HWI-FiREIHE2,

WPA2 Personal 2 £ FAPSK & 7 B 38 RIREMER N 575, PSKIEEAP, WLANZ £ KB
THEFiH ESBIERE, WPA2 Personal FMKEBAMER 1 B4 B8 [ IRSS,

- BB N- ASCIRE R ERE.
A FRF@MAT AT
- BRERER — E-TERIRARTRELE ANBRIHERE,
- BREE —WABRBEENEE (BH)
- FERERIBBE N A B RETHER

#—T TApplys . EFSBBRAAFABIWLAN,
General WLAN Security VLAN & Firewall Traffic Shaping Scheduling

Guest Network

Captive Network Assistant

MAC Filtering o
Security Type WPA2 Personal v
Passphrase Format ASCII v

Confirm Passphrase *  VerySecure

Passphrase *  VerySecure e

0 Show Passphrase

Password Expiry 9

oD
SR4

AT —TWeb U R A L AR LW save Bl RRFBFHEE-

2 Q A oB)= = @

ERBEBRIMWLAN , 5iZEWireless Settings > WLANs, £& & ZSEEWLANER
=mE2 , WERFHFTHWLAN,

1) Wireless Settings
Y 2 WLANS

& WLAN Users

& Guest WLANs

¥ Mesh Add new WLAN/RLAN

ﬁ- Management Action Active Type Name ssiD Securlty Pollcy Radio Policy

3 @z x Enabled WLAN = Ppersonal (WPAZ)
=n Advanced

)z x Enabled WLAN Engineering Engineering ~ Personal I(WPA2)



HEEBRYNHMWLANEEEL SR,

RMRARE R

BiE , CEREMAEAEE , YCERFETRDY. BF-LREF , RUETURE
B AT EAE S

- EAWeb UIE 55 FWLAN ( A2 )

- BRAEXS 4 (758 )

- EEWRSHT (AR )

- RS SR T 4 30 BB 46 (5F F TR A AR B |

£ AWeb UIZ M Z5EWLAN ( A& )

FEWLANAHFFESELEN ERCEEEMEEK,
SR 1
E AR EAPHIWeb Ul, BRAWebi2IE 253 &5 Awww.https://ciscobusiness.cisco, 7E#&

ERIEZE , THEREEE, BALKER, £0T508EH A TAPKIPE IS

To

2

BB ZWireless Settings > WLANs T 22 3 R [E 1A 5 (WLAN), R%ZiZZEAID new
WLAN/RLAN,.

el ]l
e Cllsclo Cisco Business Wireless 140AC Access Point

@R Monitoring

ﬂ Wireless Settings
N ® WLANSs
. -
¢ Access Points 1 1
& WLAN Users
& Guest WLANSs

s WV i A
N Add new WLAN/RLAN |

Action Active| Type Mame| SSID Security Policy| Radio Policy
*‘ Management [E Enabled WLAN EZ1K EZ1K Personal(WPA2)  ALL
& x Enabled RLAN DEFAULT_RLAN DEFAULT_RLAN Open NIA

-‘.'u Advanced

S BR3
EGeneralR5IZEBT , MIALLTER :

WLAN ID — BWLANZEZE — (@& =F



Type — EEWLAN
Profile Name — 8 AZ /5 , SSIDAA EHEXHEMNEZE, BBLAME— B
31E=F T,

EnRpls , ATRAURERTERE  ESFHMERE BB EEUATELXEEE M.

E_

SSID — BlERBBAESSID, NMBREEE  AUEXRE. BBSEAH— |
B31EFTT,.

Enable — ﬁﬁﬁﬁ&)ﬁﬂﬁﬁ‘u@WLANEﬁiﬁm

Radio Policy — B &8 I IRIBRE BANl , LIE2.4 GHzHI5 GHzE F i a L 55 R #8.2%

E%SSID—ET%"!@%“%EESSID , LEREREARA.
Local Profiling — R &ELERMANBEURERFH LETWEERRIRAFEHESS

o

T "Applya o

Add new WLAN/RLAN

General

WLAN Security VLAN & Firewall Traffic Shaping Scheduling

WLAN ID | 2 v o
Type | WLAN v 9

Profile Name * CBWGuest

S50

WLANs with same 551D can be configured, unless
layer-2 security settings are different.

CBWGuest

Enable ()

Radio Policy | ALL vy ©

Broadcast S31D ()

Local Profiling (2]

SR4
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- B — R

. Captive Network Assistant — SR EFAMacsI0S , BRI EMAT. WIHEEBEER
B AR B B EDE WebFE SR R EDRIE IR I P 7 E. AR E M EiPhone B SRV
—EREMBF(URL) , R ZEME , BIRZARBERIBTA  BFELE-PHNESR, W
RERBREERE , AREESINEE T F AR |, X BER M REI BB F
(CNAEB R EIMRBIER B REZBEAEPBZEAFMF. EEOE S MRE5IZ(SE)E
TP FRE , CNATRER T, EAPPRIEZIRBIESREL,

- BEIMERME — EERMAGEREERER , MBI TR, EAREETRARSMEE
BIWebPI FHIEL B, ##EInternal Splash Pagefd i FEE%#ICisco WebFiF B2 FE . R
& E AR A EBRIWeb R IREFHE/T R BB F B8 , 5518 FExternal Splash
Page. Itk , £ TUHESURL, M8 ERAREFAIURL,

Add new WLAN/RLAN

General  WLAN Security VLAN & Firewall Traffic Shaping Scheduling

Guest Network () o
Captive Network Assistant () 9

MAC Filtering

Captive Portal Internal Splash Page v 9

Access Type  Social Login v
ACL Name(IPv4) None v 2]
ACL Name(IPvE)  MNone v 2]

EHEFP , BELCRALREAETHREBNWHEWLAN, FHAEERILGHE
WLANE , REEXEHENSnIENARBZAETET , BT UE LK FGoogleM
Facebook®I & A&eR, & 0 LA HGooglesFacebookik F & A LAFS M Internet,

S5

EUHEELE , RTALREFRIREZEAccess Type, EXRRHIF |, i##E T Social Login, ER
REFEHE A HEGooglesk Facebook R HE 1T & 17 5% 3% F 55 R 48 5% BV 1B 18,

AR B B 49 B fhEE B 4F

K EHAERE — FEFEIE, B F IR E T A &£ Wireless Settings > WLAN Users T
AHWLANWSEFEREEENFEAEEBIZRYEFTETSORE. UTEERAI
BEFEREEAYEH,

silvenfis
cisco Login



&) LA8 B E Wireless Settings > Guest WLANSRREEZNER, B EHEBWA T
HEZBEMERFAL. E—T "Applys « #E—T "Preview. .

Web Consent — RFFH B EEZBERNRRN GRS BEWLAN, SHEEAEEZEA
FREZBNZIFEN AT FZEWLAN,

EFEHMAN — SHEFERAEZSERALE 74 T REHRARAK.

RADIUS -#% b3 18 B2 /L 2R Ba 3% [ fR 2R EL & £ F -

WPA2EA — 1 FATE L A £88(PSK)BIWi-FifR ERH RS2

&—T TApplys o

Add new WLAN/RLAN

Genera WLAN Security VLAN & Firewall Traffic Shaping Scheduling

Guest Network ()
Captive Network Assistant ()

MAC Filtering
Captive Portal | Internal Splash Page v
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L Wwireless Settings
B WLANs

& Access Points >
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& WLAN Users

& Guest WLANs

¥ Mesh Add new WLANRLAN

3 Management Action Active Type Name ssip Security Policy Radio Policy

2 AchEme @z % Enabled WLAN EZ1K Ez1K Personal(WPA2
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Edit WLAN

General WLAN Security  VLAN & Firewall Traffic Shaping

Scheduling

WLANID

Type WLAN
Profile Name *  MAP

S5ID* | MAP

WLANs with same SSID can be configured, unless
layer-2 security settings are different.

Enable ()

Radio Policy | ALL r 9

Broadcast 551D ()
Local Profiling () (]
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Edit WLAN

General WLAN Security  VLAN & Firewall Scheduling

WLAN ID

Type Lol
Profile Name * | MAP

S§SID* | wmAP

WLANs with same $8ID can be configured, unless
layer-2 security settings are different.

Enable ()

Radio Policy = ALL '3l )

Broadcast $51D ()
Local Profiling () ]
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General ~ WLAN Security ~ VLAN & Firewall  Traffic Shaping  Scheduling

Qos  Silver (Best Effort) v @

Switch to expert view to configure rate limit in Kbps

Per-client downstream bandwidth limit '
Per-B55ID downstream bandwidth limit '
Per-WLAN downstream bandwidth limit (]
Per-client upstream bandwidth limit [
Per-BSSID upstream bandwidth limit '

Per-WLAN upstream bandwidth limit '

Fastlane | Disabled v

Enabling Fastiane will update QoS value to platinum.

Application Visibility Control  Disabled v

AVC Profile ~ MAP

Add Rule

Action S.L No. Application Action

Maximum
500
Maximum
500
Maximum
0o
Maximum
500
Maximum
0o

5

Maximum
s00

Average Rate

Burst Rate
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Per-WLAN upstream bandwidth limit '
N
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limit
Fastlane Disabled v

Enabling Fastlane will update Qo5 value to platinum.

Application Visibility Control ( Disabled -) o
AVC Profile (Enabled ) 9

Add Rule

Action S.L No. Application Action

Average Rate
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Application Visibility Control | Enabled

AVC Profile ~ MAP
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Add AVC Rule

Application icloud

DSCP | Silver (Best Effort) »
Select ANl ]

AVC Profile @ WLAN 551D

0O EzZ1kwireless EX1KWirelass
O cBWWirsless CBWWireless

[0 DEFAULT_RLAN none
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Add AVC Rule

Application  icloud

Action  Mark

Platinum (Vaice)
Gold {Video)

Bronze (Background) 5
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Add AVC Rule

Application icloud

Action  Mark

DSCP | Silver (Best Effort) »

Select Al ]

AVC Profile (¥ WLAN SSID

EZ1KWireless EF1KWirsless
CBWWirsless CBWWIireless

DEFAULT_RLAN none
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Edit WLAN

WLAM is in enable state. Editing the WLAN configuration will disrupt

the network momentarily. Do you want to continue.?
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Edit WLAN

General WLAN Security VLAM & Firewall Traffie Shaping Scheduling

WLAN ID v
Type BIESN v
Profile Name * EZ1K

SS5ID *  EZ1K

WLANs with same 3510 can be configured, unless
layer-2 security settings are different.

Enable ()

Radio Policy ALL * @

Broadcast 551D ()
Local Plofilingl::
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Edit WLAN

General WLAN Security  WLAN & Firewall Traffic Shaping Scheduling

WLAN ID
Type DUEAHN
Profile Name * EZ1K

351D EZK

WLANs with same 551D can be configured, unless
layer-2 security settings are different.

Enable ()

Radio Policy = ALL v ©

Broadcast 551D ()
Local Profiling () (2]
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