EXBE FRELZ S NR(SSH)EAE S ERER
E

BiR

ZEREB(SSHIR—EEBAHBE , TAREHREERHLZENEIMER. WERRHNIIEE
EﬁiTeInetE%‘i*EM ARKRBMER, SSHAHEEEEBRaSHNAECL)VEAE=rEXEE

HEIBSSHHICLIENT , EEEAUEREERPHATESRNEE. Eﬁ“ﬂ%““ﬁé%@’f’
EHEBMHNBERT , SSHERHRNERFFRBERMERERH. XNUREESRINE
A EBEBSSHERIIME, FHRBEB LA SRET , EH%TJ«J\EH’A;EéﬁﬁE_LEUﬁ
TEHER BV SSHIERR

SSH%Fi#‘ﬁIJJ ERBBSSHiEETHEAREN , ARRHEESNRENME., ©EEE
REAMEETSSHAMRBFNETRER Y T2 HMERER, BBSHRINME , SSHEF
ﬁ#‘aﬁ:?‘ﬁéi@’ﬁﬁéE@Telneti@ﬁviﬁﬁiiéiéﬁﬂo

ANERAENMAEZEXRELRERFiRERESNRENRNA.
BH%KE

« Sx200% 5%
« Sx300% 5%
« Sx350%7%l
« SG350X% %
« Sx500 &5l
« Sx550X% %l

ERE AR AN

+ 1.4.5.02 - Sx200%& %, Sx300F %I, Sx500% %l
« 2.2.0.66 - Sx350% %], SG350X% %I, Sx550X% %I

BLESSHEFinftH & S BMERE



R A SSHAR 5

AR ATXERENRAEKE (HERAREENERE ) WABRE  FEXBER TERASSHAR
BREHRE,

FR1BAINERWebWEBRARER , AEIEIZESecurity > TCP/UDP Services

TCPUDP Services




S ER 2 i ZBHSSH ServiceZRHU A LA A BIBSSHI B R T T IR R &

TCP/UDP Services

HTTP Service: « Enable
HTTPS Service: « Enable
SNMP Service: Enable
Telnet Service: Enable

[—“pli—i i Cancel ]

HER 3.3 — T Apply ABUFAASSHAR % -

BLESSHER & & D BERE

ERAWEATLLUEESSHERESMRREL . WRBERRLE AU ERELREERE



ERNZE, NRBETNBRIESE |, BB LLLE K Ron Rivest, Adi ShamirflLeonard
Adleman(RSA) = i1 2 2 5 8% (DSA) 88,

SIERER K SAXRKELEMRSANDSATERERY ., Hd—E®ARMELSSHRAE RS
THNER., FREXTEARSAZR. NREAEMBRAEH —ERMER  MEFEREL
&=,

TR BZATNERWebWEARER , ARI1BIESecurity > SSH Client > SSH User
Authentication,

SSH User Authentication




EE  MREBESx350. SG300XHSx500X , FE#EDisplay Mode T #1588 Fh i 12
Advanced , LA ]#:E|Advancedi& =,

Ospiy Mode ogo

Basic

Advanced

#BR 2.7 Global Configuration T , #&— T FT&ERISSH User Authentication Method.

SoH User Authentication

Global Configuration

S5H User Authentication Method) « By Password

By RSA Public Key
By DSA Public Ke

AR BRE (SSHEFIm ) EREV BISSHRAIMRAFHNSSHEER , SSHRAMRSRER AT
E2 —ETEFRSDRE

- RER — HWERAUECREAREAESORINER., ERERRE , AREBRESR.
MEBEFIRIE , FRRACESSHARSZ LEIFAEBBIRERRE.

« By RSA Public Key — @B A B FEARSANETHEAES DR, RSASBEERK
B/, BONESE, EBEANSSHERAESHRIFNEERSBER,

- BIBDSALEE — WIBBBAFEMEADSALNBEITEAE FHERE, DSASREER
ElGamal B BURE EN ME TR, LEWAIEANSSHERAESORE K RAFNBRIEBES
ERREE,

AR EARROIS  RET TERER, .

% B8 3.7£Credentials[E15, , fEUsernamet@ @ AFERAEZE.



Credentials

l #t Username: ciscosbuseri I (0f70 characters used)

Z Password: » Encrypted AUy3Nnel4DHjTuVuzd1A
Plaintext
[—M]—] [ Cancel ] [ Festore Default Credentials ] [ Display Sensitive Data as Flaintext

AE  EARRBIF | #H T ciscosbusert,

SB4, (&) MREELSE2FIRET "HHBEB, , BE-TXH%E , REBEEncrypteds
Plaintexti@ {i & A R,

“f Password: Encrypted

o Plaintext

BT

Encrypted — 133 18 7] 38 88 A 28 H5 AV I35 AR AR
B3 — LIBIR A R A M FRERER.

AR EARSS  BERANFERTBARXFZERER,
SR 5E—T TApplys UREFRFERE.

$E¥6, ( W& ) & — T Restore Default Credentials VRETERMFEHE B BRI , RERK
_-FOKJ’X%%O

AR FAEEBNEBEBERSTEERE - anonymous/anonymous,

The Username and Fassword will be restored to the default
!-! values (anonymousfanonymous). Do you want to continue?

) e




SR (TR ) B-THRHBRENBEIAEXFERUMNFEREXNE TS EANHBRESR
, RBE—TOKMEE.

Sensitive data for the current page will be displayed as
u plaintext. Your HTTP web session is insecure. Do you want fo
continue?

|| Dontshow me this again

e

BLESSHER & ZimR

SR SENEEENTMAREUT .

S55H User Key Table

|| | Key Type Key Source | Fingerprint
L DSA Auto Generated  1c:h4:fe:25:98:h.d2:1a:451:47.ch:a8:00:be:eb
| Generate | | Edit. || Delete || Details

AR BEARHIF , BETRSA,

$EO, (&) E—TGenerate NERF I8, MEWMEBERFH SR ARE—T
OKLAEHE.

enerating a new key will overwrite the existing key. Do you
H want to continue?

El Cancel

SB10, (WE ) EZ—TEditAREEa#,




User Defined 60aa27 3c3Th2c2abicdld4aab 04924774
I:I DSA Auto Generated 1c54:fe25:98:h.d2:1a:45:5:47.ch:a8.00:be:eb

FBR11, (WE ) {EtKey Type FHIREBEHBEESREFI,

Key Type:
& Public Key:

AR EARHIH | BETRSA.

HE812, (AR ) f£Public Key#@{I F i AR\ 88,



When a ey is entered, it should contain the "BEGINT and "EMD™ markers.

Key Type: RS54 : |

& Public Key: — BEGIN 55H2 PUBLIC KEY —

[Comment: RS54 Public Key
BAAARINzaC1ycEZEAAAADADABAAAAQDDABDOF UL I ebpLhpET IsT2p Wyl FEgdx
v+ TESBg 2 pys50 7 PwoxK TLIPVWECFdRw2805 2wl oLnHD TecsCl3gzhFuCEvBPh KL
{akyEuyBxEfFskwd L1481 LN by kd psI QD2 ud UTAHVRHE Te pinex S0 M==

— EMD 55HZ PUBLIC KEY —

% Private Key: @ Encypted

I Plaintesxt

|#pply|| Close || Display Sensitive Dats as Plaintext |

HER13, ( TR ) EPrivate Key ( #A88 ) B P8 AFTHIFLER,

AR BT LUREAR , TE-T "enF, SENLRBERAMEXAR , REE-T "H
NFER BENARERAEXFESR,

$E14, ( WiE ) & — T Display Sensitive Data as PlaintextA#i X FERE X B REEA N
BRER , RARE—TOKEE.

: Sensitive data for the current page will be displayed as
H plaintext. Your HTTF web session is insecure. Do you want to
continue?

Don't show me this again

e

HER 158 —T TApplys UREEEE , REE—T "Close, -




$E816, (TR ) Z— T Delete AR EN SR,

User Defined 60aa27 3c3Th2.c2a5 7 7odld4aab 04924774
era c:hd: fhd2:1a:45f5:47: ] X
DSA Auto Generated 1c54:fe:25:98fh:d2:1a:45:%5:47.ch:a8:00:he:eb

| Generate | | Delete || Details |

HEB17, (ALE ) HRMTARH#EFEERTRER , B—TOKMRZE®,

The selected user defined key will be deleted and replaced
by an auto generated key. Do you want to continue?

o) conce |

HE818, (IR ) — T DetailsB@RBH SBHFMEA.




SSH User Key Details

S5H Server Key Type: RSA

Fublic Key: — BEGIN S5SH2 PUBLIC KEY —
Comment: RSA Public Key
AAAABINZAaCTycZEAAAADADABAAAAYCODARDOFUEYKIUIehpLhpETIST 9pV
Row+0TA6Bq2 pys5 07 FwoxKTLIXFWYWRCFAREwW26QS2wilolLnHOTecsCl3gzl
TLY hakyEuyG=6iFskwdLdSiUIbyXkdpsIDAD2u0UT7 AHVYEHA TeX pinexS0N
— EMD S5H2 PUBLIC KEY —

Frivate Key (Encrypted). — BEGIN S5H2 ENCRYFTED PRIVATE KEY -—-
Comment: BSA Private Key
UMaPOag2 xEmC4xXxM1VhmxMicAdj+mIT5Zspriy h/FlkuAYm40EH k4 1Y Q0
+zh87iJBUpwHPId1ivhgjBJuF9sRETIU3IDEUg 110rkcMa0JapMOyDpD 7 M+4
gBd08ShbtMOWZdFyThjGrSTCOOYPEpVhkYIBwyed4 QdjCaCGojEFIKUMHEZ
dEVPHEwiIZExhENgDG0yCT pFex+oaah/ugmYgiBmOnMNbrvixCrHIiUS ALz
RUDaVMTWV2us7 +yw+yMNJ+EvREYkhsQZR OMNEcOidilHVIMImJoR GrdiuRi/CjE
XIZO0hmBBo6iyCaiZMPIhy08yiPN4YgrHhDcpxeWeY 1ZRIGOvZ4 )42 3xY L
rdcinoll4EWSk+sj1vzrGid KHCRzQkkMgL p+E5z19npJcite+64tKgAD 3 CVaHIk:
VRS Xrle2vHdik2aZA03)ZsotTO0dMSASZPdN4C CERFLAERACIC QOKE
MgHATSYFoG+h X 2MitxVaxXsWillale/dHIBNeljYrzKRFGy9V3TRPFBizSLAIEZ:
G2u0QPBRglLusILdjd|CiNa4PauVkR48mw3lgsWeszEXgHmS=/ok7 TudgPon-
37 cOvN2wDadMEIA ZELEKBOJt ey DsWalvcl K AvoSmLuZ B20hUMZ2uor
AGEnaylgcTavYLmGpDL2k2PzUgFulvbaOFzlri1clczgyjy+JChPicl T TADe GAT
LICY3DrAaod8y5 015 CogUIZJddWLrqunDGpygscAaor050vGIHATCEYREMh2F
BEOUHWS+OHHgnJnmarQICjivDISeRnHErgjuT1sBuwpFDd+wTOL/KzZREM 1L
A0wOY Clkdgm7 GgOI2eOnyY vy DIRYIcMmT1JFATREWPCSOWhyPrZgecCQs
OFLgLEZNZ1 XN JkdgDBEmbECiywvKe GPTGEH+ECQ==
— END S5HZ PEIVATE KEY —

[ Back ] [ Display Sensitive Data as Flaintext ]

HER19, (R ) R—THHENSaveizilt , BEXREFIRBDEEERT,



1 Save cisco Language:

urt_Gigabit PoE Stackable Managed Switch

SSH User Authentication

Success. To permanently save the configuration, go to the File Operations page or ¢

Global Configuration

55H User Authentication Method: e By Password

. By BESA Public Key
. By DSA Public Key

Credentials
& Username: ciscosbuseri (0/70 characters used)
* Password: '« Encrypted ZxAQOKH/+qcTMT174xYgn

- Plaintext | (Default Passwaon
M [ Cancel ] [ Festore Default Credentials ] [ Display Sensitive Data as Plaintext

5SH User Key Table
[ | KeyType Key Source | Fingerprint
. R3A User Defined 60aa27:3c3752:c2:a57cd0:4a:a5:04:92:47:74
| DsA Auto Generated 1chdie 2598 hd2 1845547 ch:ad: 00 beeh

Generate Edit... Delete Details

B, CRZIEAEEM LBEEFTFRnERAE S ORESRE.



BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH
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EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE
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