HEEPEHEIS0RI R MR LRELREBRE
(SSH)E A ERERTE

B#&
AR EEBMTE BN EHI0RIITRE LREEREREAERBORT,
bl

ZERBSSHR—EBAHE K TAREHRBREBEREZENRRER. EHRIEHNIAERE
TelnetZfHFEL , AREBMEZE, SSHAHFEEEBEBGSINE(CL)VERAE =ZFENE B R K

o

HEEBSSHIWCLIERX T , EREALUELZLERTHTESHNERE. FRREESERTES
BRUGREVIBER T , SSHERE RN EHIIRMIRNEIRETH, XRMUEEESRINEEEAEE
BSSHEMREIWEM. HOREEBEREATANEIFEERNSSHERN LIRETT,

SSHEFinZistRBBSSHI EETHRAREN , ARREHEESHRENNE, ©HERXERMNE

EITSSHARBN S —HERIU LTSN ER., BBEHORENNE K SSHEFKAHFEBTLZSE
HTelnetBREITEZ B

HRAER |

. CBS350(E R F M) | 3.0.0.69( F HZFIA)
. CBS350-2X(EmF ) | 3.0.0.69( F BZFHRA)
. CBS350-4X(E fmF ) | 3.0.0.69( T &R FhRA)

EESSHEFRERAESHRRERE

X FASSHAR %
ATXERBHREE (HREREENEKE ) WEBERE , ARER TERASSHARSRS 7 RE

o

TR1.BATERWebWERARER , A& 1EZESecurity > TCP/UDP Services
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RADIUS Client

HER2 ;EZ P SSH Service ZREU 5 $E AR BIBSSHEA R XX B an TR R4

TCP/J/UDP Services

HTTP Service: [+ Enable
HTTPS Service: [/ Enable
SNMP Service: [ Enable
Telnet Service: () Enable
SSH Service: @Enable

S ER3.1% — T Apply Bk FA SSHER 5.

TCP/UDP Services Cancel

HTTP Service: [~/ Enable
HTTPS Service: f Enable
SNMP Service: ([ Enable
Telnet Service: ([ Enable
SSH Service: (¥ Enable

BCESSHEE A & & (R = RUE



FRALBERLURIESSHERESMREF 2, MRBERESZE , AU EEELIREEAERR
MEZEE, MRBEZFETLBRABS L, BERLLEKRon Rivest, Adi ShamirflLeonard
Adleman(RSA)= #{u 2 ZEE L (DSA) &8,

SIERER , SAXKELERRSANDSATER TIRY . HP—ESRARMBESSHAIRR T &Y
BH, FERBEATEARSAZR., WREAEMBRESD —BxMESR , MEFREKLEM,

SER1IBATRBENERWebMNBRARR , RARE "HRERX, THREFRE "8

Advanced w

Basic
Advanced

=18

S ER2 I E fhiE1ESecurity > SSH Client > SSH User Authentication.
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¥ SSH Client

45 ER3.7Global Configuration~ , #— TFIEMNSSHER & & B 8RE 5%

Global Configuration

SSH User Authentication Method: ((®)) By Password
() By RSA Public Key
() By DSA Public Key

EHE (SSHEFIK ) ERZE VN FISSHAIARSSMNSSHE RS , SSHARSBFEAUT 2 —E#TE

Fin &5 58RE

. By Password — [t BIEE A EALREANFEAEFORENZIR. EREREZE A ARXEBBAE
o MRBIBWIRE  ERACESSHARSZ LEUFAERBNZERE.

. By RSA Public Key — @B A[ S FEARSANSETHEHESDHE. RSASEREENRKE
oMz ei, hSBEANSSHERESNRINEERSBER,

- By DSA Public Key — LB E A BEFEADSANRETHEAE B MHERFE. DSASBERER
ElGamal#BURE AN MZ &8, LSBT EANSSHERAESNRE K REFNREBES
EZBRER.

TEARRBIF | #IEZFTBy Password,
B84 £ Credentials @BE F , £ Username@ @ AEREZE,

Credentials
% Username: ciscosbuser (12/70 characters used)
 Password: (® Encrypted AUy3Nne84DHjTuVuzd1Ays(

() Plaintext (Default Password: anonymous)

EARBIR | 5 T ciscosbusert,



SRS (W8 ) MREBESR2PEETREE , FIR—T&EZE , AR Encryptedsh Plaintexti#
Wil PN

Credentials
% Username: ciscosbuser1 (12/70 characters used)
“ Password: (O Encrypted | AUy3Nne84DHjTuVuzd1Ays(
(®) Plaintext C1SCOSBSwi+ch ) (Default Password: anonymous)
BIFTE

- Encrypted — L1218 7] R A 2B AY I 2 AR AR,
- X — B E T E R A B XX,

R RGIF | BEAXFERLEAMLFTERRE,
$E86.3% — T Apply AR 1Z B B AERE,

SSH User Authentication Cancel
(_) By RSA Public Key
(O By DSA Public Key
Credentials
& Username: ciscosbuserl (12/70 ch
* Password: O Encrypted | AUy3Nne84DHjTuVuzd1Ays

(®) Plaintext  C1SC0OSBSwi+ch

$ER7, ( Wi ) & — TRestore Default Credentials AR ETFERNEAE B BMZE , ARE—T
OK#E/E,

SSH User Authentication Cancel

Global Configuration



Confirm Restore Default Credentials X

U The Username and Password will be restored to the default values
(anonymous/anonymous). Do you want to continue?

Cancel

EAERBNRRERESTERE : ER/ES,

SRS, (R ) B-TRBBRREMARAMNFRBUANFEREIBTEANBRER , AR
#— TOKH&.

Global Configuration

Confirm Display Method Change X

L-I Sensitive data for the current page will be displayed as plaintext. Your HTTP web

session is insecure. Do you want to continue?

BCRSSHEER & ik

FROENCEEEN SRR R,
SSH User Key Table

Generate E?: ]ﬁ]’ Details

() KeyType Key Source Fingerprint
@ RSA Auto Generated MDb5:c0:b4:8a:25:26:52:56:8f:4e:f5:a4:fa:a/:cc:0a:b2
() DSA Auto Generated MD5:03:c8:0b:9b:a2:88:86:18:49:0d:d2:51:81:f3:cd:cb

EARIH | EETRSA,
HER10, ( ALE ) #H—TGenerate LERF iR, MTMEBZRTINEIR , RBR—TOKER

o



SSH User Key Table

‘ Generate ’ E?: '@[ Details

() KeyType Key Source Fingerprint

(v RSA Auto Generated MDb5:c0:b4:8a:25:26:52:56:8f:4e:f5:a4:fa:a/:cc:0a:b2

() DSA Auto Generated MD5:03:¢8:0b:9b:a2:88:86:18:49:0d:d2:51:81:f3:cd:cb
Confirm Key Generation X

D Generating a new key will overwrite the existing key. Do you want to continue?

FR11. (TR ) EZ—TEJtREERE.
SSH User Key Table

@r

Key Type Key Source Fingerprint
(v RSA Auto Generated MDb5:c0:b4:8a:25:26:52:56:8f:4e:f5:a4:fa:a/:cc:0a:b2
() DSA Auto Generated MD5:03:¢8:0b:9b:a2:88:86:18:49:0d:d2:51:81:f3:cd:cb

HR12. (ALE ) ftKey Type THLEEHZEESRE A,



Edit SSH Client Authentication Settings

When a Key is entered, it should contain the " BEGIN™ and " END"

Key Type:

2 Public Key: SSH2 PUBLIC KEY --

RSA Public Key
7a(CTve2FAAAANAOAR,

TEARREIH | EEFETRSA,
$ER13, ( AR ) EPublic KeyW{L i A FTHT 208
Edit SSH Client Authentication Settings X

When a Key is entered, it should contain the " BEGIN" and "END" markers.

Key Type: RSA v

“ Public Key: ---- BEGIN SSH2 PUBLIG KEY ----

Comment; RSA Public Key

AAAAB3NzaC 1yc2EAAAADAQABAAABAQCYIBJ+eTyaNva9u8G8VZglL gYuMBNHNoVhIWtPAKmBp004VVhTXPgGCzg4/IIFlpm
hf4lmgpX+XB7alLCI3ChOvsulL JEahjrCS5IRCVEPrh9oUocec/GBCFhe7zXYHpRXkoGBC4I0SXBYS5xKpxuSwLIDsxgY 10
[9IpXWKKBUN2r7P2PVJITAPr2RnjlUe 1LVZTTrpMSgZ6UB+QtNtvaed46vTOwjgCb4+y +zFYpQjlvZCAuMoaWkljQFsIXMBOLL
/D/cydxLa887DJQaM|PnudGOPuQALWIT88h5hsHpZEhmcptoCO0B+AubyOmXG6leESbKFDpb2UFLJzHodDOfC9b

—__ NN QL) DHIDH I VEV

# Private Key: (® Encrypted

O Plaintext

Apply Close Display Sensitive Data as Plaintext

$E14, (TR ) T Private Key ( A8 ) M8 AFTHIRER

BT AR , WA RBUR—T "ENE. SENLRBERASMBENSR , HER-T "HXFE
R, BENLRERAMEXFER,

$E815, ( TliE ) & — T Display Sensitive Data as PlaintextA i X FREREXBEREEMN MZE R
, REBIZR—TOKEE.



Edit SSH Client Authentication Settings X

When a Key is entered, it should contain the " BEGIN" and "END" markers.

Key Type: RSA v

# Public Key: -~ BEGIN SSH2 PUBLIC KEY —---

Comment: RSA Public Key
AAAAB3NzaC1yc2ZEAAAADAQABAAABAQCYIBJ+eTyaNva9u8G8VZgLgYuMB8NHNoVhIWPAKmBp004VVhTXPgGCzg4/IIFlpm
hf4lmgpX+XB7alLCI3ChOvsulL JEahjrCS5IRCVEPrh9oUocec/GBCFhe7zXYHpRXkoGBC4I0SXBYSS5xKpxuSwLIDsxgY 10
[9IpXWKK8UN2r7P2PVJITAPr2RnjlUe 1LVZTirpMSgZ6UB+QtNtvaed46vTOwjgCb4+y+zFYpQjlvZCAuMoaWkljQFsIXMBOLL
/D/cydxLa887DJQaM|PnudGOPuQALWT88h5hsHpZEhmeptoCO0B+AubyOmXG6leESbKFDpb2UFLJzHodDOfC9b

—___EnIh U DRI I VEV

= Private Key: (® Encrypted

O Plaintext

Confirm Display Method Change X

Sensitive data for the current page will be displayed as plaintext. Do you want to
continue?

() Don't show me this again

Cancel

FER16.1Z— TApply AR FEE , REE— T Close,



Edit SSH Client Authentication Settings X

When a Key is entered, it should contain the " BEGIN" and "END" markers.

Key Type: RSA v

# Public Key: -~ BEGIN SSH2 PUBLIC KEY —---

Comment: RSA Public Key
AAAAB3NzaC1yc2ZEAAAADAQABAAABAQCYIBJ+eTyaNva9u8G8VZgLgYuMB8NHNoVhIWPAKmBp004VVhTXPgGCzg4/IIFlpm
hf4lmgpX+XB7alLCI3ChOvsulL JEahjrCS5IRCVEPrh9oUocec/GBCFhe7zXYHpRXkoGBC4I0SXBYSS5xKpxuSwLIDsxgY 10
[9IpXWKK8UN2r7P2PVJITAPr2RnjlUe 1LVZTirpMSgZ6UB+QtNtvaed46vTOwjgCb4+y+zFYpQjlvZCAuMoaWkljQFsIXMBOLL
/D/cydxLa887DJQaM|PnudGOPuQALWT88h5hsHpZEhmeptoCO0B+AubyOmXG6leESbKFDpb2UFLJzHodDOfC9b

—___EnIh U DRI I VEV

= Private Key: (® Encrypted

O Plaintext

Apply Close Display Sensitive Data as Plaintext

SEB17, (WL ) #Z—TDelete AMIBRBREH £48,

SSH User Key Table

Generate @

(] KeyType Key Source Fingerprint
(v RSA User Defined MD5:02:26:b2:5¢:56:51:b6:cf:db:fa:f/:b5:1a:26:/e:33
(] DSA Auto Generated MD5:03:¢8:0b:9b:a2:88:86:18:49:0d:d2:51:81:f3:cd:cb6

HER18, (ANE ) HIRMTAIRHEREERRE | R— TOKMRZE®,

Delete User Generated Key X

U The selected user defined key will be deleted and replaced by an auto generated

key. Do you want to continue?

HB19, ( IE ) #Z— T Detailsi 1R ZH SIBHFHEA



SSH User Key Table

Generate :‘ il Details
()] Keylype Key Source Fingerprint
SSH User Key Details

SSH Server Key Type:

Public Key:

Private Key (Encrypted):

RSA

---- BEGIN SSH2 PUBLIC KEY ----

Comment: RSA Public Key

AAAAB3NzaC1yc2EAAAADAQABAAABAQCXBoUggll UWILBwkarVUG9jbM40QUDsPdr
VmHGNKIRJVg3nxO2wmw 10xckYy7YZLPaoriNd/obTuGZ 4jOghSgfQckghibcSNdlaUrw:
w1v4QBWH8BUbGNw 1yV/SaECMuFre/VzYdRP
/RVGDNCNOphgMMJyCQ3D+WG21361+1li+U3Kn9BOb0OsSn+gz7c10vNoXQ9t+NvtJDF
3MfMhmvwx0XIEKgMZgV+ennjipMPjaOFP8HGbIh
/hOPdhUIPmMaRheE3hsDS1S9TJXLu/7RnGOTrknL+QUFgZeRT3jSablwZsaGyE8okIpP5EF
K9gsLJZlgeMm2gWijziB

---- END SSH2 PUBLIC KEY ----

---- BEGIN SSH2 ENCRYPTED PRIVATE KEY ----

Comment: RSA Private Key
AKNK2himPem2VeoSwyp0OU+1FXk81mva9RGX2rBMhCDIj/79rYDLBnYKdSHk3A7HqgO

aDjeLKVROxyRccQOUiVFp70SYz6mmijfrvwAXgCnZoNkhv8WO+KtzOtLIIHAj2gWaXerYB
NRanz¥+ROAI RNANZI INRGARAMEMY T

HER20, (B ) EB-THHIERNSaveiZill , K ERXREFIMBEEERF.

IR
CISCO

CBS350-8P-F-2G - swi... Q

SSH User Authentication cancel E

B, CEEBREHKI50R IR LREMREAERERERIERE
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