BRI #2501 35032 #i R L /Y i M RUE
H#&

AYREEBWAEZREBE250H350R 5 R i E RFRREIRENRA,

BAKIR B

s

. CBS250(EEmF M) | 3.0.0.69( T EHMHARZA)
. CBS350(EERFM) | 3.0.0.69( T HEBHARZA)
- CBS350-2X(ERF M) | 3.0.0.69( T HBEFARA)
. CBS350-4X(EmFM) | 3.0.0.69( T HBFTARZ)

AEREAEEEEETIIFEE, APNRAERERHAERK LA EEZBNSEE,
MENKBRSEZHEE  IAEE., fE. AANHEEARRNSEI ARSI RIBES
HERENRE, IRRIBRASHNKE  ERRLZLRANBIREABRE , THE%ER
BB B « Ry A IE R,

RFEEETRDARAERRKTNEL  BATEERRAREEEWAERL , B
REREF-RFEFEE,

Cisco Small Business X iz X B B WK BB E(SNTP) , AR , X#\BFRK
SNTPfAfREEE RS E BRI ERRE., RIBEEASNTPEFIHET , BioH g
B 1R A RS AR A

EX B L ERRARERE
lES T

ERWebNBERAEAN "RKEH), AERHTEERKEE, KEMESEKDST)NA
Eo

TR1BAIRBEEHNERWebWERAREN , A% ZEZFEAdministration > Time Settings >
System Time.


/content/en/us/products/collateral/switches/business-250-series-smart-switches/nb-06-bus250-smart-switch-ds-cte-en.html
https://software.cisco.com/download/home/286325765
/content/en/us/products/collateral/switches/business-350-series-managed-switches/datasheet-c78-744156.html
https://software.cisco.com/download/home/286325769
/content/en/us/products/collateral/switches/business-350-series-managed-switches/datasheet-c78-744156.html
https://software.cisco.com/download/home/286325769
/content/en/us/products/collateral/switches/business-350-series-managed-switches/datasheet-c78-744156.html
https://software.cisco.com/download/home/286325769

System Settings

Console Settings

User Accounts

|ldle Session Timeout

¥ Time Settings

2

R RU TR
System Time

Dynamic Time Zone and Daylight Saving Time configurations from DHCP, if received, override manual configurations.
Actual Time (From SNTP Server): 23:18:05; 2021-Jan-20;

Last Synchronized Server: Unsynchronized

. ERESR ( RESNTPARES ) —HEBLWRAFE, EERTBHEIREEHE
(DHCP) R ERHFEAEERRENHES (HWREER ) .
. Last Synchronized Server — EX R R AR REIRISNTPEIAREFN ik, BFREE,

SR EZENEERRRKBEE

- BEWERE — WREA , BRESNTPRARZREERERRE,
- FHRE — FEHREABANKE, ERXFIRAREIR ( MSNTPRIMR:S ) &, A
By



Be i B B i 5 E

EEEE: fEENIIsEza , X BLEREESNTPERESNER, EEBLE , BR
— TR ERER A,

ET LR ERSNTPEEN S HRE. SENIEELLHEERNRA |

S BE1, FEClock Source Settings/K T #YMain Clock Source(SNTP Servers)[&1 , A&
EnableExEX /5 2 LA Bh 58 it i 3T A 8BS Rr R B2 SR B SNTPfRI BR 2RV BEE B 25 o

B TEPLIZEE,

Clock Source Settings

Main Clock Source (SNTP Servers): (V) Enable

S EB2. ( o1& ) 7EAlternate Clock Source(PC via active HTTP/HTTPS sessions) &1 #
, EHEnable SN 7 AR EFEAB XA EHiBEHTTP)EEERKA B AMEFE,

Clock Source Settings

Main Clock Source (SNTP Servers): v/ Enable
Alternate Clock Source (PC via active HTTP/HTTPS sessions):{(v) Enable
FER3.32 — T Apply.

System Time Cancel

Dynamic Time Zone and Daylight Saving Time configurations from DHCP, if received, override manual configurations.
Actual Time (From SNTP Server): 23:18:05; 2021-Jan-20;

Last Synchronized Server: Unsynchronized

Clock Source Settings

Main Clock Source (SNTP Servers): v/ Enable
Alternate Clock Source (PC via active HTTP/HTTPS sessions): [ Enable

HER4. (FR ) ®—TSave , BRERTFIRMEBEREEP,


/content/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2779-configure-simple-network-time-protocol-sntp-settings-on-a-sw-cbs.html
/content/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2782-configure-simple-network-time-protocol-sntp-authentication-s-cbs.html

9 CBS350-8P-E-2G - swi... Q =)
System Time

Dynamic Time Zone and Daylight Saving Time configurations from DHCP, if receivec
Actual Time (From SNTP Server): 23:18:05; 2021-.

Last Synchronized Server: Unsynchronized

BE  LEZEERIEE T XIREHN BB RERKERE,

Bi i ¥ B i B B

S BR1, EClock Source Settings T #IMain Clock Source(SNTP Servers)[E1E , BUH®E
R EnableZREN 5 8 5 Ao 37 F BH B B FF I RR E o

Clock Source Settings

Main Clock Source (SNTP Servers): () ) Enable

$EB2. ( Wi ) fEAlternate Clock Source(PC via active HTTP/HTTPS sessions)[&13 #
, EHEnableZEN 5 AR EFEAB XA EHiBHEHTTP)EEE MK B HAMEFE,

EARIR , RiZHUEE,

Clock Source Settings

Main Clock Source (SNTP Servers): () Enable
Alternate Clock Source (PC via active HTTP/HTTPS sessions): () ) Enable
SRIE "FERRE, BEEN AARUTERAEN B , XAYYYY-MMM-DD,

#:— TDate ( B ) M. 59 F ighere ( LA ) B B BB B LR

E. MRIF—TWERIE , FRELSHES,




Manual Settings

Set the date and time manually, or click here to import them from your computer.

¢ Date: 2021-Jan-20 YYYY-MMM-DD

EARTRHIF |, /A T2021-Jan-20,

$EBA 1E Local TimeWHAr , SAHH:MM:SSH#& = #a A KRS,

Manual Settings

Set the date and time manually, or click here to import them from your computer.

¢ Date: 2021-Jan-20 YYYY-MMM-DD

¢ | ocal Time: 23:28:46 HH:MM:SS

FEARRGIF , £ T23:28:46,

S ER5. ( A& ) £ Time Zone SettingsEFH T , A+ Get Time Zone from DHCPLA#
DHCPIREEERMARKREMDSTHEERE, AR EEMESI Bz —IAMEIRR
DHCPERITHFHER. MRBMALEE , AIMXNEEEE LBADHCPE Fif,

P& : DHCPEFin X BB R100RHBIERERE, MALDEEEEESRIM4F
WMANFERE. NREMALINGE  FHhELES,

Time Zone Settings

Get Time Zone from DHCP: () ) Enable
Time Zone from DHCP: N\ A

EARHIS , REZEPUEE,

Time Zone from DHCPEE & R¥EDHCPAIRBFEENFENHEE, LEEHBEETER
Eig A,

TR "KERE, THRETERERERE.



Time Zone Offset: UTC v

| UTC -12:00
Time Zone Acronym: UTC -11-00
UTC -70:00

UTC -9:00

UTC -8:00

. : . UTC -7:00

Daylight Savings Settings ¢ _s-00

UTC -5:00

Daylight Savings: [ UTC -4:30

UTC -4:00

UTC -3:30

UTC -3:00

UTC -2:00

LJTC =1-000)

UTC

T el L | o W

1 I e A

UTC +2:00
UTC +3:00
UTC +3:30
UTC +4:00

EARGIHR | EREUTC,

S BR7 1 Time Zone AcronymB L ZE M A B ERE.

Time Zone Offset: UTc v

Time Zone Acronym: PST (3/4 characters used). Only letters can be included



EARRGIF , EAPSTHR A IFRERE,

7 E%8.7£Daylight Savings SettingsE1FH , R EnableZEX 5 AR A B BIFAE E 7K
BHESE.

Daylight Savings Settings

Daylight Savings: (v ) Enable
S ER9. £ Time Set Offsetlfi , MARGMTHBN P ERBE (HEEA1E11440)
HERES 60.

Daylight Savings Settings
Daylight Savings: (v Enable

# Time Set Offset: 60 min (Range: 1 - 1440, Default: 60)

FE10.%E TETHRER, BE  EFEEENETRER.

Daylight Savings Type: (0)) USA

() European
() By dates
() Recurring
RIHDIE -

. USA — ETEDST)RIBEXBEFE AR HHEITRE,

- BN — DSTRRBREBENFEAZREENHMERFTAN BHEREN,

- ZBH —DSTRFHREN , BEHHEFHIBNBER ZANEIR/ME, &AW TAHR
S8, MRBFELIRE  BFRETBRI.

- Recurring - DSTEFEMARA AR E, MR EEFNEE K BHRESER12,

EARBIHR | EEUSA,

FB11, (FE ) NRBET "HIUEBH, K FWAETESKRKENEH,



(*) By dates

(O Recurring
4 From: 2021-Mar-01 YYYY-MMM-DD @ 02:00 HH:MM

# To: 2022-Mar-01 YYYY-MMM-DD 01:00 HH:MM

- ¢ — DSTH%RAY B HIMEFE,
- ¥5RBHI — DST#E R B HARM R,

FEARTRBIF , DSTH20206E3 A 1H02:0068% , £12021F3H1H01:004 R,

HER12, (AR ) WREE "ER, K FERLEIMEBNERLEFRABDAEENE
o
() By dates
(») Recurring
YYYY-MMM-DD HH:MM
YYYY-MMM-DD HH:MM
Day: Week: Manth: Time: HH:MM
t From: sSun v 2 v Mar v 02:00
Day: Week: ) Month: Time: HH:MM
¢ To: sun v First v Oct v 02:00

- B — RESFDSTHHHN B,
— R — BEDSTHHIA—X.

— B — BFDSTHHEATNAE,

— B — B¥DSTHHEN AR,

— B — SFAIDSTRIAK ™,

- fERBH — SFEDSTHRAY B H,
— X — BFDSTHRNI— X,

— B — BFDSTHRRNATNAE,

— A — BFHDSTRRNA G

— B — SFAIDSTHE R ™,

EARHIF , DSTHRIANEEE—FEEH BrY02:006% , 10N EBEE—FEHBR

OZ:OO:%:E;EO




S ER13.32 — T Apply AR ERR Eo

System Time Cancel

Dynamic Time Zone and Daylight Saving Time configurations from DHCP, if received, override manual configurations.
Actual Time (From SNTP Server): 23:40:11; 2021-Jan-20;

Last Synchronized Server: Unsynchronized

HER14. (W& ) #—TSave , BRERFIMBARBE S,
9 CBS350-8P-E-2G - swi... Q I

System Time
R7E , BEKEEBRREHE250T 350 R 5 RIBMWN F B RREBERE.

FEE#HERCBS250HCBS350R MMM E S N E ? @R U T HEF BB EZSE]
!

SNMPE&E SNMP#1R SNMP#8 DHCPBt &£k ZiEiRE TCPHIUDPERE EiFER 4 HE T
SmartportBE MR SFRHEMR EIPMHE Smartports i BEEHERR SEREHI B BEHERR 2T VLAN

AEARHXEER

B#&®

AR A EB a5 5 ST E(CLI B E X E M R ERERN R A

EA%R R

. CBS250(EEmF ) | 3.0.0.69( T EHEBMFARZA)
. CBS350(EMF M) | 3.0.0.69( T HJMITEZA)
. CBS350-2X(Em¥F ) | 3.0.0.69( T HERAMARZE)
. CBS350-4X(E R F ) | 3.0.0.69( T EJMFTARA)

s

AEREAEEEEETIIFEE, APNRAERERHAERK LA EEZBNSEHE,
MENBRSEZHEE  IAEE., fE. AANFAEARRNSEI ARSI RIBES
HrEENER., IRRIBEAIHNKE  ERRZEFANAREABTRE , THsE%ER
BB IE « Ry ARSI .
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/content/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2512-configure-password-strength-and-complexity-settings-cbs.html
/content/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2515-configure-tcp-and-udp-cbs.html
/content/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2944-demonstration-port-security-default-changes.html
/content/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2524-2545-upgrade-firmware-cbs.html
/content/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2797-smartport-best-practices-CBS.html
/content/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2629-port-security-default-v-3-1.html
/content/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2634-identify-disable-smartports-CBS.html
/content/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2960-cbs350-port-flapping.html
/content/en/us/support/docs/smb/switches/Cisco-Business-Switching/2526-2527-create-vlan-cbs250--cbs350-switch.html
/content/en/us/products/collateral/switches/business-250-series-smart-switches/nb-06-bus250-smart-switch-ds-cte-en.html
https://software.cisco.com/download/home/286325765
/content/en/us/products/collateral/switches/business-350-series-managed-switches/datasheet-c78-744156.html
https://software.cisco.com/download/home/286325769
/content/en/us/products/collateral/switches/business-350-series-managed-switches/datasheet-c78-744156.html
https://software.cisco.com/download/home/286325769
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EALREERAUBOHEAERRATINESR  RATEERRARBEWESERK L , 8K
BERE—HIEEEE, Cisco Small BusinessXHEEZEFZREEEBE
(SNTP) , A% , XA S RSNTPAIIREIEIAEE 25 4 B R R EERF R,

BRI LER B BEE ( ZASNTP ) FFHHEEFZEERB ENRKEEN B HRE
o RPBEFE/SNTPEFIRET , EEOEMRERHEKERE.

E

E_TMO

EEiBWebEAEMHE(UNE B RIEH L RRFRIRE

EIBCLIA R Z M R ERRE

FERERAT , XBEEEREERENEEER, BERLLDP-MEDE MR EMAEREMN

T
B B ERA
BHE (@& m B A
) UTC+0
%HCEE%[E:;F B2 A

oF F £
(DST) EXA
BREAHE FNREFESE
S

BARBRBEIERE, BREAEZBAET Acisco/cisco, MMREBECEHEFNERAESR
BRERE  FREEARE.

User Name:cisco
Pusﬁmrd:tttttitttt

TARERBENBRIEREME, EARMP , BiBTelnetihECBS3503 #i#,

HR2

ERTERENENENRERE  FRANUTAR

=>350ss how cl ock | detal |l |
. detail — ( & ) ERFENESTHEE,
BERATER :

- BEREE — RELNRERKE, EER T DEIHEEHEDHCP)FEMNEENE F&
R


/content/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2525-configure-system-time-settings-cbs.html

- BER — R ERN NS RER,

. Time from Browser — {8 EE 2 & FAWebZI B3 1EEL B B INELE R A B HAF B/,

- BE (F8) — ARETRNEE,

. DHCPERE — B E W] UAEDHCPHE EZEEN A KN KEME SKIESK(DST)ERE.

#show clock detail
01:41:47 UTC May 19 2017
Time source 1s sntp
Time from Browser 1s disabled

Time zone (Static):
Offset 1s UTC+O

DHCP timezone: Disabled

B3

BEELNEERENERE
- EBERE — WRMA , AIRSNTPAREERKRRE.
. %E— FEHREAPRNERE, EXEHRAKER (ISNTPRIMRSS ) K, £AXRH
ERBBRERE
i Y
ERBHNVISEEXECERT , AN THSEALEMEE LT :

gEoeorCONT 1 qure termna
HB2

ERENBEHER , FRANUTAR

CBos3b0(contig)#Cl OCK Source DIr owser ||



B

- sntp — ( A1E ) IEESNTPMIAREE R A EREIR

- BIERR — (B ) EEMREARRERKRE (FBIEBSNTP) , BIEAEEAR
TR | BBRBEWebBIERNBEEARERKRE(BBEXAEHHEHTTP)H
HTTPZZ(HTTPS)),

#configure
(config)iclock source sntp

(config)iclock source browser
(config)#

3% (i)

ERTRENRRKERE , FBWANUTAR .

CBSa50#S MOW Cl OC get al

#show clock detail
01:41:47 UTC May 19 2017
Time source 1s sntp
Time from Browser 1s disabled

Time zone (Static):
Offset is UTC+O

DHCP timezone: Disabled

B4 (IR

EXBEHNBREXECEAT  BALUTH S , #SEENRERFIRBEEERS

D runni ng-conri g startup-conti g




‘copy running-config startup-config

Overwrite file [startup-config].... (Y/N)|LN] ?
5% (WiR )

3] "Overwrite file [startup-config]... ( BE&E R[startup-config]... ) 1 BR#%E , EEE
FRYIBE "Yes (R )1 BN (B )

copy running-config startup-config
Overwrite file [startup-config].... (Y/N)[N] ?Y
19-May-2017 15:09:52 %COPY-I-FILECPY: Files Copy - source URL running-config des

tination URL flash://system/configuration/startup-config
19-May-2017 15:09:54 %COPY-N-TRAP: The copy operation was completed successfully

B, SEZERBBCLIEBEERRHE LN RRE—RE.

ERFBREARE

MRREBHECTANSERR , ATUFBRERRENMBBRNVEEMNA R, LD
ETRRAMEFMBB oI RITER, ERLEKFIREFABRRFR. NREIMH
ARG WAERR |, RIS F BRERFRE.

EEEE: IR EERMESERE (MSNTPRR:E ) WASIR , IBEFBHRE
%\I Lﬂ%ﬁo

BEEXBHE L FERERRBERE  FUTUTEER
e -

AERBBNBEHTEAT , BWALUTHT

Ces3o0#C| OCK set | hh: mm ss| [nonth| [day| |year|[]
BIETE

- hhimm:ss — BUNE (EAKBR ) . 7ENVABRVEEERNKE, @ENT :
- hh - 0%(23

— BX —0%E59
-ss-0%E59
.day —EEZAMNET R, SEA1FI31,

- month — EA AR BN =EFREEENARN. SEERW1A (18 ) 2128 (128
) o



- year — IS EE B F 10, #E R20005F 2037 F,

EXNARER RERESRESRBEMYKE, £AXRMP , BERBRER12:15:30 , &
EAHA2017FE5H812H,

fclock set 12:15:30 may 12 2017

HR2

ERXMEHNSEEXECERT WAL TR TEASSMEE LT

Caose0rCONT I gure term na
SB3

EZRASNTPEARKBENKEBR , FRALUTRAR

B4 (TiR)

ERERETRE , FRAUTAR :

[CES350(cont 1 g) #Cl oC I nezone [ zone| Jhours-orfset| |[mnutes-offset]|

BIETE

.zone — RENHEE., FEKZANEFT,
. hours-offset — EBUTCH/NIFEZ R, SEERK®-12F+13,
. minutes-offset — ( A[1# ) /#EHEUTCHEE, #EA0FI59,

RFABRBLUUTCEARTNERD | Rttt EARER BB RF BRERE R,

#configure
(config)#no clock source sntn

(config) clock timezone PST -8
(config)#

858 (TR
ERMEFRNEEREERE , FAANTAR

CBS350(cont 1 g)#I10 Cl OC Il MTezone



#eF (WiE)
ZIEE A UHEDHCPI B R EENRRKNHEME SH(DST) , FAANTAR
BCEDHCPEF R , FERET AR

- {EDHCP AR EM N K EE TRFERE.

- {EDHCP AR EMNEZRHEE LR BEERRME,

- IPH AR EIEER  BRENESKRNAB Y.

- EDHCPAMRZBREMMN FEME SREEEMMBRIBR,
- BN ZERADHCPHINE , AU TEEIERF :

— {EDHCPVE# Y B FE LR fEDHCPVvAEIR N B 7

— REBENH LETHDHCPEFIRKIINEFAB LR REBS M E LETHDHCPEF
ol E =k

. EHADHCPE FIRFEZRESERIEREMNEREE,

#fconfigure
(config)#no clock source sntp
(config)#clock timezone PST -8

(config) ¥clock dhcp timezone
(config)#

BT (W)
EREFRDHCPREEE , FRALUTRE

C55550Ccontig)#10 Cl OCK dNCp U1 NEezone|
$8Y (TWHE)

ERRREESBBVRIETKDST), FEWANTERZ—

C=5350(conti g #Cl OCK sunmmer-ti1nme [ zone| recurring jusa | eu ||
i Wweek da . M week da .t p [ OT T set | [CBS350(contig)#Cl OCK]
sunmer-tinme zone recurring jusa | eu [ ilday no ear
ear .M ¢t [ OTTSet | JCESE50Ccont i g)#C| OCK]

| mont h- day year nhh: mm | nbnih _day]

nh: mm [ day non
SumMmer-ti ne [zone] date [ non day ye
year hh:nmm [oifset]

BIEEE



. zone — ETHENKETRNKENREE. SESKZANEFT.
. recurring — R NEFEFHBEMAENIEE B BB G R,
. date — RRETKRAEGSHINEHNE @A MR , EldacHHE @A BER,
- EXB - EFRERIEXERA, RAWOT
— FB-3ANE_EEMHA
— R —11ANE—EBEHA
— EEEER2E

- BE - EERERAURRERA, RAUWT :
— A — KR —EEHA=A

— @R — TANRR—EEHA
— B REZR 1R

B — RHRWAE, —BEUR1E5 , F—EIER—EEH. BFDSTHABERN A G

FHAE,
.day — —BFME—XK (ZRBEBEEY G =@E=F7T , MSun ) . SEDSTHAKBIE REF
B Hi%,

. date — AR BH, EEA1FI31,

- B — A (BB =EFxT , MFeb ), DSTEFRBIERN AT,

CFE_F (EBET ). SEA2000FEF2097F,

- hh:mm — ERAKRNER , NSNS EAEN, DSTEFERARERNEE, SEEW
T

-hh - 0%23
— BX —0F59
-ss-0%E59

. offset — ( Wi ) ZETRIEN D ES ., EEAR0E144078E , FHERER60,

#configure

(config)#no clock source sntp

(config)#clock timezone PST -8

(config)#clock dhco timezone

(config)i $ summer-time pst recurring 1 sun mar 00:00 2 sun nov 00:00 60
(config)#

EARRGIF | RIEIRDSTEE TPSTHE, ©R3AMNE—EEH AE00:006% , B11AH
%:1EEEE/HH H%io 1E$2H%F53E!60ﬁﬁo




58O
I Aexittn IR EFEHTER !
FBR10, (E) EEREENRREBERE , FWAUTAR .
RS NOW Cl OCK detal |
((confia)#exit
#show clock detail
05:27:47 pst may 12 <vl7
No time source
Time from Browser is disabled

Time zone (Static):
Acronym is PST
Offset is UTC-8

Summertime (Static):

Acronym 1s pst

Recurring every year.

Begins at first Sunday of Mar at ©00:00.
Ends at second Sunday of Nov at 00:00.
Offset 1s 6@ minutes.

DHCP timezone: Enabled
B (E)

EXRBOBREXECERT , BAUTAHS  BRENZCRFINDREMES .

$12%5 (R )



IR TOverwrite file [startup-config]... ( BEE R([startup-config]... ) 1 IBRE , EH#E
EFRYEE "Yes(B)IJBN(H) o

#copy running-config startup-config
Overwrite file [startup-config].... (Y/N)[N] 7Y

12-May-2017 14:31:29 %COPY-I-FILECPY: Files Copy - source URL running-config des

tination URL flash://system/configuration/startup-config
12-May-2017 14:31:32 %COPY-N-TRAP: The copy operation was completed successfully

BEGEEBBCLIARI X F F BB RRRERE

IEEEHARCBS250HCBSI50 R MMM E S N E ? RBU T EMEZARBESEHA
!

SNMP:&E SNMP#88 SNMP#H DHCPHU R Tk BTRAE TCPHIUDPERE EiFER 4 AE TN
SmartportB W8 T HERR IP#bIE Smartportsii FEHER: SIEE S BhEEHERR BT VLAN
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