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Client To Gateway
Add a New Tunnel
® Tunnel () Group VPN
= I
Tunnel Ma. 1
Tunnel Mame : tunnel_1
Interface : VAN W
Enable : o
\ J
Local Group Setup
Local Security Gateway Type : [P Cnly W
IP Address : 0.0.0.0
Local Security Group Type : Subnet W
IP Address : 192.168.1.0
Subnet Mask : 255.255.255.0
Remote Client Setup
Remaote Security Gateway Type : IP Only Y]
IP Address W
IPSec Setup

a460Y 2.808 Tunnel Namese-, 4498 8%.3... Y6386 @ 3@ @ +3E,

OV 3. 877 nterfaced, aa %ot 3-®3 6@ 21" @-1AVPNESSE @ C3, 6 QOC IWANE»E @ CIE,
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Client To Gateway

Add a New Tunnel

® Tunnel () Group VPM
Tunnel Mo, 1
Tunnel Mame tunnel_1
Interface : WANT W
Enable : v

Local Group Setup

Local Security Gateway Type :

Bl NIER T e S PSR e R et o
IP Address : f'IP + Domain Name(FQDN) Authentication
IP + Email Address(USER FQDM) Authentication
Dynamic IF + Diomain Name({FQDMN) Authentication
Dynamic IF + Email Address(USER FQDMN) Authentication
IP Address : R -

Local Security Group Type :

Subnet Mask : 2552562550

Remote Client Setup

Remaote Security Gateway Type : IF Only W
IP Address W

IPSec Setup

Keying Mode : |IKE with Preshared key w

o &f...|IP&E" 3@ é€3é@Lé@oee..<\WAN _
[IPAce°d@€e 23 -@E3869"a€,af...c°9e- ¢"+ta™"a... -e0e%oe@oez..<\WAN
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Client To Gateway

Add a New Tunnel

Tunnel Ma.

Tunnel Mame :

Interface :
Enable :
Local Group Setup

Local Security Gateway Type :
IP Address :

Local Security Group Type :

IP Address :

Subnet Mask :

Remote Client Setup

Remaote Security Gateway Type :

IP Address ]

IPSec Setup

Keying Mode :

® Tunnel ) Group VPN
;

tunnel_1

VAR W

o

IP Cnly

0.0.0.0

Subnet W

IP Cnly

|IKE with Preshared key W

BHEOY 5.58%04 €4, <BEESaveFE @ a»¥a,’a" e " a®SaE,
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Client To Gateway

Add a New Tunnel

® Tunnel ) Group VPN
Tunnel Mao. 1
Tunnel Mame : tunnel_1
Interface : WAMNA W
Enable : o
Local Group Setup
Local Security Gateway Type : IP Only ]
IP Address : 0.0.0.0
Local Security Group Type : Subnet W
IP Address : 192168.1.0
Subnet Mask : 255.255.255.0

Remote Client Setup

Remaote Security Gateway Type :

IP Address W IP * D-:umaln Mame(FQDM) Authentication
IP + Email Address(USER FQDM) Authentication
Dynamic IF + Domain Mame(FQDMN) Authentication
IPSec Setup Dynamic IP + Email Address{USER FQDN) Authentication
Keying Mode : IKE with Preshared key W
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* |IPby DNS Resolved &€”
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+aYYa@ @ (FQDN)ée «a»/ze© e%oivaEe«doe’ "GEEGYYE© € aE€Q(Domain
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Client To Gateway
Add a Hew Group VPN
() Tunnel ® Group VPN
Group Ma. 1
Tunnel Mame : Tunnel_2
Interface : WaN2 W
Enable : o
Local Group Setup
Local Security Group Type : Subnet W
IP Address : 192.168.1.0
Subnet Mask : 255255 2550
Remote Client Setup
-
Femote Client : Microsoft XPr2000 VPN Client W
Domain HamanODH'
IPSec Setup Bl
J
Keying Mode : |[KE with Preshared key
Phase 1 DH Group : Group 1- 768 bit W

SHEOY 7.08E%08, €4, BEESAVERE
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| PSecé a®sS

CTPESCTPe 6658 S8 a®3A®%0d... " (IPSec)ze™ 4.€¢" @265 ch2e 3+na®%o4...” 6€5e " S3Q ARSI UEI Q™
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BHEOY 1.8%47Keying
Moded, <aa%o6€p,a-®3 6@ & 1>, 2F%0¢S, 167 cRicOTr " [3%U@Pa»¥(cC°a; @A®%0d... 3€,é @& 2" |a1eC
with Preshared keya€,

o oo &E”
4,€C Rt ARVORY%A. .. & | &/ @I EIQ e1°e|EC"Yr @2-°¢S,a®%0d...  éF'é °iEC, jée€e tét!
A New
Tunnelé,€g_€g§,,ae¥é©Y1 3,6 2"tcy, VPNi4(Ed%oteré@ 6 ...ea™-YC | @C" CEx...ca€,
o &%C" e @a..x¢" ét'é" ¢S, IKE 3€” )
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Subnet Mask : 255 2552550

Remote Client Setup

Remote Security Gateway Type IP Only ("
IP Address W 192.168.1.2

IPSec Setup

Keying Mode : IKE with Preshared key W

Manual

Phase 1 DH Group ° "IKE with Preshared key

Phase 1 Encryption : DES v

Phase 1 Authentication : MDs W

Phase 1 SA Life Time : 28800 seconds

Perfect Forward Secrecy

Phase 2 OH Group : Group 1- 768 bit v

Phase 2 Encryption : DES W

Phase 2 Authentication : MD5 W

Phase 2 SA Life Time : 3600 seconds

Freshared Key :

Minimum Freshared Key Complexity Enahle

Preshared Key Strength Mater

Ldvanced +

ahocdce€l' € °a8 |3V 6...9C2®



a¢éOY 1.80¢'Incoming
P8 %8 ¥SPIiYboden, 8203 £%.8.. ¥8,33.. ¥a®%0d... " §¥he2ee ¢’ C8%e(SPI)C3, & 4. €39 ©4...6€24:987

¥EOY 2.406'Outgoing
SPI1Y4 8, 3830SPI 1Y/ Dboter, A€ 8 V4 8. ¥8,231°8®%08... " 3lhs e+ ¢ CaVAe(SPI)CE, &' 4,49 Q4. .. 662549 5 (1 5€!

Remote Client Setup

Remaote Security Gateway Type : IP Cnly Y]
IP Address L 192.168.1.2

IPSec Setup

Keying Maode : Manual W

[l :

Incoming SPI : 1004

Elutgning SHEl: 1BCD

Encryption : DES W

Authentication : MDE ]

Encryption Key :

Authentication Key :

0 Y 3.8YZEncryptiond, e %6 3-®3 6 2 "te tee-™c3,6QO¢ 985S & Tae-"35€,27 " &-!¢3,8S & Tee-

. DES&€’

&tee- ™S § Tos ™Mad—(DES)dlacg 568/, 616 a8 5° @ E€28|(Ee3 fae-™3S §15€,DESS26 @ 2™, iU
. 3DES&E’

5 %06t @e3tae-™M3S 4 tae "™ae°~(3DES)e™ 4.£C” ®16851@IEHC°a-®CS, a5 & Tae-"a33€,3DESE®

IPSec Setup

Keying Mode : Manual W
Incoming SPI : 1004

Qutgoing SPI : 1BCD

Encryption :

Authentication :

Encryption Key :

Authentication Key :

3460 4.&YAuthenticationd, ea%.6€ 3-®3 6@ 2 te3tae-™c3, 0> 21%08°«E» 260 —&%oe-"a> 3€,7 " &- |

* MD5 - Message Digest Algorithm- . .
5(MD5)&j ¢uo324/,@ 3 @ @a...6€°8%: 3 (&> 'Sa1 V3@ HEECSEQLre (EO0O—3'Ee "(®—C(,°e*ta



 SHAl&€E

BR%od. .. & e Sas/s’ a8/ (R— e Yo are1(SHA 1) a8 4 €86< 160449 3...f¢3, e '551 13 % @i1Ex "

IPSec Setup

keying Mode :
Incoming SPI :
Qutgoing SPI :
Encryption :

Authentication :
Encryption Key :

Authentication Key :

Manual

1004

1BCD

a60Y 5.808 Encryptlon

Keyeen, &.a &14,4..¥e | @4 S3

HEOY 6.808' Authentication

Keyeen, 82604 &% 3., ¥6 @8..1C" EHE°a»¥60—%or et 3E,

'ER8EE T&3Fae-™c3,61'€°3€,8! ,@7cee, 4" 2Y¥EOY34 € 2 DESE

kAuthenticatiun key

IPSec Setup

keying Mode : Manual

Incoming SPI : 1004

Cutgoing SPI : 1BCD

Encryption : DES W

Authentication : MD5 W

"Encrg.fptinn Key ABCA1Z2675BCOACD
ACETBCDO0A123TECE

SHEOY 7.080E %08, €5, BEESAVEIEQ 5»¥3,2872 " AB33E,

A5C 6 9. 2C" EFECR A1 E... 91 OCS, IKE

@¥E0Y 1.8¥ZPhase 1 DH

a!,e7oedoe " e¥éOVY44 € 2" tMD53Y

GroupiVs Qﬂ‘llESZDH(;}JIlA/ooa B %EQ,0-®d, e@ e“F 0, 281%o0CS, g—l—llesZDHgLae esZ[ug" ‘BB s8¢
hellman(DH)ae™ a,€¢"®aS a tét e’°a°nae0>a0”a®5|%CEg" e-14d0e " (~16372®uCCPa®3ET6cE, 4% 3

* Gl - 7685/2€ ag”
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15364%2¢p a€"”
€} ¢r°alsa® aece€é« ¢S, é1'é"°a' Earmeta®%oa... ¢S,e%«a»2e©—e%ocy, €, a®féoete | @y ansSaeT

IPSec Setup
Keying Mode : IKE with Preshared key L
Phase 1 DH Group : Group 1- 768 bit W
Fhase 1 Encryption : Grnup 2-1024 pit

Group 5 - 1536 hit
Fhase 1 Authentication : HES
Fhase 1 SA Life Time : 28800 seconds
Perfect Forward Secrecy [ ]
Fhase 2 DH Group : Group 1- 768 bit W
FPhase 2 Encryption : DES W
Fhase 2 Authentication : MD5 W
FPhase 2 SA Life Time : 2600 seconds
Freshared Key :
Minimum Preshared Key Complexity Enahble
FPreshared Key Strength Meter : Do
Advanced +

38OV 2. &/i7Phase 1 5 . 5
Encryptiond, <ea%.c€ a-®a 6 €, "£¢>,21%0¢S,65Z2®U18S & Ta»¥a @EéF'é"é€%e(EaS 3 1a€,a»°e°al¢”

DES &€’

&tee-™ES & Tas ™MaP—(DES)dls:C" ‘56529 61'¢°an83° @ E€2¢jEe3fae-™aS & 15€,DESa-2é@Za™,
3DES &’

4 %obt@e’tae-™aS & tee ™ae°-~(3DES)e™ 4.€¢ ®1683%.@a€€¢°ja-®¢S,aS & tae-"a3+3€,3DESA"
AES 128 3€” )

6E26578S & Tas ™MaP(AES)as 1285120 4...F&S & Tae- ' 1L ESRFECQEQ7108€ b€+ (S, b1 @enT
AES-192 &€

66267 85 8 Tas ™Ma—(AES)a 1926:94...F35 8 Tae- @ iU EEE€ 9L P 71256 ¥t entsotc et
1922 "AES-1282>'a®%oa..." 3§,

AES-256 &€ o . )

e€2e§2é_S é_’raé'TMaé’—(AES)ae“_VZSQal/zQé...féS 3 Tae-"e®UEIRSEEHEPL143€E€+r0rYéT@entscd
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IPSec Setup

Keying Mode : IKE with Preshared key L
Phase 1 DH Group : Group 1- 768 bit W
Phase 1 Encryption : DE= W
Fhase 1 Authentication : | 3DES |
AES-128
Phase 1 SA Life Time : AES-192
AES-236 :
Perfect Forward Secrecy : = ’
Phase 2 DH Group : Group 1- 758 bit w
Phase 2 Encryption : DE= W
Phasze 2 Authentication : MD&a W
Phase 2 SA Life Time : 3600 seconds

Preshared Key :

Minimum Preshared Key Complexity Enable

Preshared Key Strength Meter :

Advanced +

38OV 3.8¥7Phase 1 5
Authenticationd, <aa%.£€p,a-®3 6@ 2"1¢> 21 %0¢S, 652 ®18°%«a»126©—e%oe-"'2>3€, VPNESSEQCS, ..

* MD5 - Message Digest Algorithm- . .

g(M DS;gi"(;003231/20210031...é€2'a1/20é’11] ércex'Sat1an@ I uEEESE@Le (6O—3'Ee "(®—(, &%t
 SHAl1 &€
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IPSec Setup

Keying Mode : IKE with Preshared key "

FPhase 1 DH Group : Group 1- 768 bit W

FPhase 1 Encryption : OES W

Fhase 1 Authentication : MD5 W
Mps

Phase 1 SA Life Time : | SHA1 |

Perfect Forward Secrecy ]

Fhase 2 DH Group : Group 1-768 bit W

Fhase 2 Encryption : DES W

Phase 2 Authentication : MD5 W

Phase 2 SA Life Time : 3600 saconds

Freshared Key :

Minimum Freshared Key Complexity Enable

Freshared Key Strength Meter : [

Advanced +

a¢60Y 4.80¢ Phase 1 SA Life

Timese, 44€3,8% &...¥6572®u16+'é"°a0e%0ae "4 "VPNESSE O 3; @ E@r »accEa.. «5,2™ -1 i

OV 5.6€ .4 Perfect Forward
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IPSec Setup

Keying Mode : IKE with Preshared key W
Phase 1 DH Group : Group 2 - 1024 bit W
Phase 1 Encryption : DES W
Phase 1 Authentication : SHA W
Phase 1 SA Life Time : 27600 seconds
Perfect Forward Secrecy

Phase 2 OH Group : Group 1- 768 bit W
Phase 2 Encryption : DES W
Fhase 2 Authentication : MD3 v
Phase 2 SA Life Time : 3600 seconds

Preshared Key :

Minimum Preshared Key Complexity : Enakle

Preshared Key Strength Meter :

Advanced +

aBEOV 6. &/7Phase 2 DH . 5
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IPSec Setup

Keying Mode : IKE with Preshared key L
Phase 1 DH Group : Group 2 - 1024 bit W
Phase 1 Encryption : DE= W
Fhase 1 Authentication : SHA1 W
Fhase 1 SA Life Time : 27600 seconds
Perfect Forward Secrecy

Phase 2 DH Group :
Phase 2 Encryption :

Phase 2 Authentication :

Grnup Z2- 1[!24 :J|t
Group 5- 1536 bit

8
L = .

Phase 2 SA Life Time : 2600 seconds
Preshared Key :
Minimum Freshared Key Complexity Enable
Preshared Key Strength Meter : e
Advanced +
B0V 7.8¥7Phase 2

Encryptiond aa %0 3-®3,6 @ 2"+, 21%0c3,é ae®p2é§ 3 Ta»¥3S & Té1'é"°5€,8»°8°a %3¢ " " AES-

2561%ES> ¢,°a®fe™ ee€a®%od... ¢3,a8S & T ®33€,VPNEESEQ (S, a...0c« ée€e! @aYyc’ ¢,a@0
- DES&€ o 5
&3tae-™3S & Tae ™Ma?<(DES)dlacg” 564, €1¢°anu83° @ é€2¢|(Ee3fe-™aS & 13€,DESS-2é@Ze™, 4
. 3DESa€”
8 %06t @e3te-™3S & Tae"™ae®-(3DES)e™ 4,€¢ ®16831293€9C°8-®c3,8S & Tae-"3+5€,3DESS®:
. AES-128 a€’

iezEéézlgg gg_tae'TMaé’—(AES)ae”_128él/zOé....fé§ é_’rae—1ae3-'|%CEé®.fé€0éQZ1 03€é€+aeorY (s, et @ent
66265785 & Tos ™MaP(AES)a8 1924Y5€93...F&S & tae-"@3 (€ QEQL123€E% ¢ et @enta i -t
1922 "AES-128a>" a®%oa... &€,

AES-256 &€”

e@eﬁZéSa_’raeTMaé’—(AES)ae”_Z%al/zQa faSa toe-"@UEIRFECHEHL143€b€+2 Yot @entdot
2562 202€a®%04... 3,35 & tae-"a3-3€,



IPSec Setup
Keying Mode ; IKE with Preshared key W
Phase 1 OH Group : Group 2 - 1024 bit W
Phase 1 Encryption : DES W
Phase 1 Authentication : SHA W
Phase 1 SA Life Time : 27600 seconds
Perfect Forward Secrecy
Phase 2 OH Group : Group 1- 763 bit W
' y
Phase 2 Encryption : DES v
NULL _
Phase 2 Authentication : _
3DES
Fhase 2 54 Life Time : AES-128
AES-182
Preshared Key : J“ES'EEE 4
Minimum Preshared Key Complexity : Enable
Preshared Key Strength Meter : S
Wdvanced +
aEOY 8.8zPhase 2

Authenticationd, <aa%.£€p,a-®3 6@ 2"1¢> 21 %0¢S, 8%«a» 126 ©—e%oae-"a3 €, VPNESEE Q@ éete | €¢,°a...C

* MDS5 - Message Digest Algorithm- . .

5(MD5)&j ¢uo324/,@ 3 @ @a...6€28Y: @3 & 'Sa1 VA h@ I UEEESEQLe (EO—' EE "(®—C(,°&*ta
 SHAla€E"

8R%0d. .." & 0B Sas/s’ a/i’ C®—ade (Yo are-1(SHA L) a8 8 €56 1604290 4... £, 600 '5311:3% @1 Ex "I
o QOCBE" 4 @AY’ €%«anl60©—e%oe-"ae% €,



IP5Sec Setup

keying Mode : IKE with Preshared key W
Phase 1 OH Group : Group 2 - 1024 bit W
Phase 1 Encryptian : DES W
Fhase 1 Authentication : SHAT W
Fhase 1 SA Life Time : 27600 seconds
Perfect Forward Secrecy

Phase 2 OH Group ; Group 1- 768 bit W
Phase 2 Encryption : DES W
Fhase 2 Authentication : MD5 W

MULL

Phase 2 SA Life Time :
SHA

Preshared Key :

Minimum Preshared Key Complexity Enable

Preshared Key Strength Meter : SRS

Advanced +

aB¥OY 9.506 Phase 2 SA Life
Timese-, 824 81 3.. ¥é3Ze®p2é1'é"°ee%ore"a,"VPNESEEQ a; @ E QR »dc cER...«(5,™,6-"61 O

22¢é0Y 10.808' Preshared
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a5 o, @VaSa/sCf 08 é »Cl@ae> " TKEA @ C%0é«"a'é-"¢S,é @4a...£¢" éF'é°ihEa»¥al2; VPNaE; @ E @<

”ee

SHEOY 1L, aoml€p,°¢ @4...£¢" eF'E°A-Y("" alkr&°| & %E«€ 9 4 Minimum Preshared Key
Complexityela@-ae-"3;S3€,a®f¢" " -14E6€56 @ L%’ ¢ @CC°ARSE @4a...+¢" " é1'é"°¢S,a%-3°)
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IPSec Setup

Keying Mode : IKE with Preshared key W
Phase 1 DH Group : Group 2 - 1024 bit (¥
Phase 1 Encryption : DE= W
Fhase 1 Authentication : SHA1 W
Phase 1 SA Life Time : 27600 seconds
Perfect Forward Secrecy

Phase 2 OH Group : Group 1- 768 bit W
Phase 2 Encryption : DES W
Phase 2 Authentication : MDs W
Phase 2 SA Life Time : 24005 seconds )
Preshared Key : ABC34530BCAD

Minimum Preshared Key Complexity : Enable

Preshared Key Strength Meter ; e I A
Advanced +

MOV 12.56(E%04, €4, FEESaVeFEP »¥3,2378 " ABFAE,
a...- 3006 @a...£¢" " éf'é"°x a1 @é...9¢20¢S, é« ¢ SIKE

BHEOY 1.aaE%08, €4, <Advanceda»¥é] ¢ood Teeobo€ @4...2¢"  éF'é°°¢S, IKECS, é«"¢'Se " a®SaE,

=

Advanced

[ ] Aggressive Maode

Compress (Support IP Payload Compression Protocol(IPCaomp))
Keep-Alive

AH Hash Algorithm | MDS | w

MetBIOS Broadcast

MAT Traversal

H B E E BB

Dead Peer Detection Interval seconds




POV 2.8, aezoeae ¢S, cTRe- e€Ya°'a1/zZ|1/4CEe«<a<3/4e0 JAggressive
M odee! 4@ -a-"3;S3€,6€™eoeface "SAEELC 314"~ 165Z2®UiTh%oeceYé-"a»¥e" Zoe- 13 ne@reS8e @

& B, Q14858 »&oad | &/93 @3€ ¢ 2-1cy,a®CR e« a"°cY%é—VPNEELC SEE,

B0V 3.8, szl @At "¢, ®IP&*tae-™MA(E...cS,an83° @ 1hEe«é € 4 Compress(Support | P Payload
Compression

Protocol (| PComp))&l"4€-a-"3i55€,IPCompa™ 4,€¢ ®¢" " se-%af"c ®IP&tee-™A(E...3n88°@ 3, IPA£ C B

POV 4.8, aezoeae "88¢cLB, (B V PNES8E@ ¢S, 6€£¢ sa(_éaeCEQae »a<-g<€ae <iVEe«ée a Keep-
Alived4@-2-"3iS3€,3€ES; @ EQEELC STEQR0%0aSOr-1a0 " ar»dls EELC-38®SC,Cé @7 »ac ke

Advanced -

Advanced

&

Agagressive Mode

[«

Compress (Support IP Payload Compression Protocol{lPCaomp))

<]

Keep-alive

AH Hash Algorithm | MDS | w
MetBIOS Broadcast

MAT Traversal

H H B ®B

Dead Peer Detection Interval seconds

BHEOY5. &, aezoee'@a-Yg" Authenticate Header(AH)MCEe«eQ a,AH Hash
Algorithméa@-ae-'3{Sa€, AHEE36 @ Zx (6©O— a'Ec,°IPa +é ae@@a%>ae°0e3iae ™M@« a»126©—e%03€ @

e MD5- Mes&ageDgestAlgonthm-

5(MD5)e| 'Ca01284@ @ @4...6€°8, @4 (ércex’ Sa11L31@IHESCESEQLe EO—3'Ee""¢®—c¢,°e’t
« SHAl &€

8®%oA. .." & 0ee Sad/s" a8/i’ GB—aee Yo amen1(SHA 1)a8 8, €8E<160812904...£¢5, éce'5811,8 14 @1 14Ea "

Advanced -

Advanced

[ 1 Aggressive Mode

Compress (Support IP Payload Compression Praotocol(IPComp))

H BN

Keep-Alive

<

AH Hash Algorithm || MDS

NetBIOS Broadcast| [ spiaq

MAT Traversal

H E B

Dead Peer Detection Interval seconds




POV 6.8, a0l QA... 9L 3 QIO & ("+(5, 2P CTPEESEQLVPNESEEQ TuE«é 9 4 NetBIOS
Broadcasta€, é @& e "a®3c¢,°ece?é@ 4. 3€ NetBIOS¢" " se-146€36 @23 €3%e»Yé« "I %0¢" ¢ «a%@a' EWir
Neighborhoodi%%oae?¢ae -~ a,cs,c%e e*fx’@ilh"a!,a@°e rOYIE@Ee... ! c%oih%oaE,

ROV 7.8, a7 0RI @ EE36@74...~4.. +IPAe 3 @€8%478°7C" LANG "2&@InternetiaEe«é € 4 NAT O S8
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Advanced -

Advanced

[ ] Aggressive Mode

[] Compress (Support IP Payload Compression Protocal(IPComp))
[ Keep-Alive
AH Hash Algorithm | MDS | w

MetBIOS Broadcast

AT Traversal

Dead Peer Detection Interval 250 seconds
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