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-Ill.lll- Small Business - UL English Log Out  About Help

CISCO RV325 Gigabit Dual WAN VPN Router

Getting Started

VLAN Membership

System Summary

VLAN: [ Enable
Create VLANs and assign the Outgoing Frame Type.
Up to fourteen new VLANSs can be created. VLAN IDs must be in the range (4...4094)

Port Setup VLAN Table
Port Status VLAN ID | Description Inter VLAN Routing | Device Management = LAN1 LAN2 LAN3 LAN4 LAN5 LANG

‘ hipb 1 Default Disabled Enabled Untagged Untagged Untagged Untagged Untagged Untagged
Q0S:CoS/DSCP Setting 25 Guest Disabled Disabled Tagged Tagged Tagged Tagged Tagged Tagged

DSCP Marking Voice Disabled Disabled Tagged Tagged Tagged Tagged Tagged Tagged
802.1X Configuration
» Firewall

Edit Delete

User Management

© 2013 Cisco Systems, Inc. All Rights Reserved.
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-Ill-lll- Small Business U English v Log Out  About Help

CISCO RvV325 Gigabit Dual WAN VPN Router

SallioSlaiad VLAN Membership

System Summary

RaSELID VLAN: ¥/ Enable

Create VLANs and assign the Outgoing Frame Type.

» System Management .
Up to fourteen new VLANSs can be created. VLAN IDs must be in the range (4...4094)

Port Setup VLAN Table
Port Status | | VLAN ID | Description Inter VLAN Routing = Device Management | LAN1 LAN2 LAN3 LAN4 LAN5 LANG
TEis Bt 0 1 Default Disabled Enabled Untagged Untagged Untagged Untagged Untagged Untagged

VLAN Membership

Q0S:CoS/DSCP Setting 25 Guest Disabled Disabled Tagged Tagged Tagged Tagged Tagged Tagged

DSCP Marking O Voice Disabled Disabled Tagged Tagged Tagged Tagged Tagged Tagged
802.1X Configuration
» Firewall

Edit Delete

» Certificate Management

User Management

© 2013 Cisco Systems, Inc. All Rights Reserved.
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-lll-lll- Small Business e C_L0 - English v Log Out  About

CISCO RV325 Gigabit Dual WAN VPN Router

Getting Started

System Summary

VLAN Membership

VLAN: ¥ Enable

Create VLANs and assign the Outgoing Frame Type.

» System Management .
Up to fourteen new VLANSs can be created. VLAN IDs must be in the range (4...4094)

Port Setup VLAN Table

Port Status VLAN ID | Description Inter VLAN Routing | Device Management = LAN1 LAN2 LAN3 LAN4 LAN5
Traffic Statistics

VLAN Membership

QoS:CoS/DSCP Setting 25 Guest Disabled Disabled Tagged Tagged Tagged Tagged Tagged

1 Default Disabled Enabled Untagged Untagged Untagged Untagged Untagged

DSCP Marking 100 Voice Disabled Disabled Tagged Tagged Tagged Tagged Tagged
802.1X Configuration
» Firewall
» VPN Add Edit Delete

Disabled Enabled Tagged Tagged v Tagged v Tagged v Tagged

» Certificate Management

» Log

User Management

© 2013 Cisco Systems, Inc. All Rights Reserved.
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-Ill-lll- Small Business - - Lol English v Log Out  About  Help

CISCO RV325 Gigabit Dual WAN VPN Router

Getting Started
System Summary

VLAN Membership

VLAN: ¥ Enable

Create VLANs and assign the Outgoing Frame Type.

» System Management .
Up to fourteen new VLANSs can be created. VLAN IDs must be in the range (4...4094)

Port Setup VLAN Table

Port Status VLAN ID | Description Inter VLAN Routing | Device Management | LAN1 LAN2 LAN3 LAN4 LAN5
Traffic Statistics

VLAN Membership
Q0S:CoS/DSCP Setting 25 Guest Disabled Disabled Tagged Tagged Tagged Tagged Tagged

1 Default Disabled Enabled Untagged Untagged Untagged Untagged Untagged

DSCP Marking Voice e Disabled Disabled Tagged Tagged Tagged Tagged Tagged

802.1X Configuration
Disabled v Enabled v Tagged Tagged v Tagged v Tagged Tagged

» Firewall
» VPN Edit Delete

» Certificate Management

» Log

User Management

© 2013 Cisco Systems, Inc. All Rights Reserved.
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st]ear]ae Small Business

CISCO RV325 Gigabit Dual WAN VPN Router

Getting Started
System Summary
» Setup
» DHCP
» System Management
. 3
| Port Setup
Port Status
Traffic Statistics

VLAN Membership

QoS:CoS/DSCP Setting
DSCP Marking
802.1X Configuration
» Firewall
» VPN
» Certificate Management
» Log
» SSL VPN
User Management
Wizard

VLAN Membership

cisco

Log Out  About Help

VLAN: ¥/ Enable
Create VLANs and assign the Outgoing Frame Type.
Up to fourteen new VLANSs can be created. VLAN IDs must be in the range (4...4094)

VLAN Table

| | VLAN ID Description Inter VLAN Routing = Device Management = LAN1

Disabled

Disabled Tagged

Add Delete

Tagged

Tagged

Save Cancel

<

© 2013 Cisco Systems, Inc. All Rights Reserved.

S ER6. ( A& ) fEInter VLAN Routing TR EEH |, #iEEnabledZDisabled , #&H 2 — 1
VLANEE 2|5 —EVLAN., BUALIhEERER , AR EREE BEMRNFAREEHNE
BEUEBFRENEE, EREDRFHBREMSETETHEVLANR KR,

- BEA — RRVLANBEEHERIEEEHREE
- BB —EXRTILVLAN EIVLANRE BB R EREBAREE. Inter VLAN routingERH 2
BAERSHNVLANFHER S,

vt]tar] ey Small Business

CISCO RV325 Gigabit Dual WAN VPN Router

Getting Started
System Summary

» System Management

Port Setup
Port Status
Traffic Statistics

VLAN Membership
Q0S:CoS/DSCP Setting

DSCP Marking
802.1X Configuration
» Firewall

» Certificate Management

User Management
Wizard

VLAN Membership

CTEARGIR , RS AVLAN ID 1, 1007120088 AVLANREIBE B,

cisco

Log Out  About Help

VLAN: ¥/ Enable
Create VLANs and assign the Outgoing Frame Type.
Up to fourteen new VLANSs can be created. VLAN IDs must be in the range (4...4094)

VLAN Table

VLAN ID Description Inter VLAN Routing = Device Management = LAN1 LAN2

LAN3

LAN4 LANS

1 Default Enabled

(Enabled v)

Disabled

Enabled v

Untagged v

25 Guest Disabled Tagged

100 Voice Disabled v Tagged v

200 Data

Add Delete

Enabled v Tagged v

Untagged
Tagged

Tagged

Tagged

Untagged v

Tagged
Tagged
Tagged

v

v

Untagged v Untagged v

Tagged Tagged
Tagged v Tagged v

Tagged v Tagged v

Save Cancel

© 2013 Cisco Systems, Inc. All Rights Reserved.
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st]ear]ae Small Business : - cisco [SFTIEEE looOut About Help

CISCO RV325 Gigabit Dual WAN VPN Router

Getting Started

System Summary

VLAN Membership

VLAN: ¥/ Enable

Create VLANs and assign the Outgoing Frame Type.

» System Management .
Up to fourteen new VLANSs can be created. VLAN IDs must be in the range (4...4094)

Port Setup VLAN Table

Port Status VLAN ID | Description Inter VLAN Routing | Device Management | LAN1
Traffic Statistics

Q0S:CoS/DSCP Setting 25 Guest Disabled Disabled Tagged
DSCP Marking 100 Voice Enabled ¥ Disabled v [ Tagged

1 Default Enabled v Enabled Untagged V¥

802.1X Configuration
» Firewall

200 Data Enabled v Enabled v

Add Delete

Tagged

» Certificate Management

User Management

© 2013 Cisco Systems, Inc. All Rights Reserved.
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AR ERESFLE, TUEATERWebWERARER , AREME/DHCP > DHCP Setup i
VLANE B ZFRENHBE M. FERBERT , VLIANEEAVR TR FHEH,

i ESPAMPPES

EAEETUKEFEREANRTFHIRENEEERVLE. BBDHCPEE 150K IIMNMLES
Cisco EDOSafRer iR lNEL EfER. U TR FBEEN A,

HER 1 152 E88 L8 ASPA/MPPRIIPHEiE |, SAEEFZEAdmin Login , AREME
advanced,
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1 WAMConnection Type
DHCF

—urrent P
192 163 .1 115

Login basic | advanced

Attendant Console Status

System Information
Connection Type: DHCP Current IP:  192.168.1.138
Host Name:  SipuraSPA Domain:  routerf72530.com
Current Netmask: ~ 255.255.255.0 Current Gateway:  192.168.1.1
Primary DNS:  192.168.1.1
Secondary DNS:

Product Information
Product Name:  SPA502G Serial Number:  CBT133400JK
Software Version:  7.1.3 Hardware Version:  1.0.0(0001)
MAC Address:  0018B9FFD9I7A Client Certificate: Installed
Customization: Open Licenses: None

Phone Status
Current Time:  12/18/2017 06:52:56 Elapsed Time:  00:00:07
Broadcast Pkts Sent: 9 Broadcast Bytes Sent: 2014
Broadcast Pkis Recv: 6 Broadcast Bytes Recv: 360

Undo All Changes Submit All Changes

© 2009 Cisco Systems, Inc. All Rights Reserved. SPA502G IP Phone

S B2 2 BiiZVoice > Ext 1 , D ERRK.

User Login basic | advanced

Attendant Console Status

I R I R O S S e

General
Line Enable: | yes v |

Share Line Appearance

Share Ext: ‘ private ¥ Shared User ID:

Subscription Expires: ‘ 3600

NAT Settings
NAT Mapping Enable: | no v NAT Keep Alive Enable: | no v

NAT Keep Alive Msg: | SNOTIFY NAT Keep Alive Dest: | SPROXY

Network Settings

SIP TOS/DiffServ Value: ‘ 0x68 SIP CoS Value: 3 v

RTP TOS/DiffServ Value: ‘ 0xb8 RTP CoS Value: 6 v
Network Jitter Level: high v Jitter Buffer Adjustment up and down v

SIP Settinas

Undo All Changes Submit All Changes

© 2009 Cisco Systems, Inc. All Rights Reserved. SPA502G IP Phone




% BR 3.7 "Proxy and Registrationy #8528 "Proxy) WM FBANRERKRES. EARTHF
Raspberry Pi(192.168.3.10)#9 it it A% FAER I @ BRES . VLAN 10012 AEE192.168.3.xH F

AE MR !@F&%ﬁiﬁghm , nﬁEZIKKﬁ%:EE Raspberry PifvIPitist , H— T EEEMQZF

Y - #¢

ol l (] I h Small Business PI’ . User Login basic | advanced

cisco SPA502

Personal Directory Attendant Console Status

Provisioning Regional Attendant Console

CFWD Notifier:

Proxy and Registration

Proxy: ( 192.168.3.10 Use Outbound Proxy: no v

Outbound Proxy: Use OB Proxy In Dialog: yes ¥

Register: Make Call Without Reg: | no v
Register Expires: | 3600 Ans Call Without Reg: | no v

UseDNSSRV: [no v | DNS SRV Auto Prefix: | no v

Proxy Fallback Intvl: 3600 Proxy Redundancy Method: Normal v

Subscriber Information

Doy Nam: T —

Password: Use Auth ID: no v

Auth ID:

Mini Certificate:
SRTP Private Key:

Undo All Changes Submit All Changes ‘

© 2009 Cisco Systems, Inc. All Rights Reserved. SPA502G IP Phone

S BR 4. 7ESubscriber Information ™ , A A MNWETREBHNFEREID ( 2H% ) . X
fBildr | FA94%6E A BIRE = 1003,

5= : BERaspberry Pi L2 W # B EE 1003,

i
l'l"'l'l Small Business Pro - User Login basic | advanced

cisco SPAS02
Personal Directory Attendant Console Status

SIP Provisioning Regional Attendant Console

REUISIEl CAPIES. | 5000 RIS Gall WItIoul Rey.
Use DNS SRV: DNS SRV Auto Prefix:
Proxy Fallback Intvl: 3600 Proxy Redundancy Method:

Subscriber Information

Display Name: (1003 User ID: (

Password: Use Auth ID:

Auth ID:

Mini Certificate: |
SRTP Private Key: |

Audio Configuration

Preferred Codec: G711u v Use Pref Codec Only: no v
Second Preferred Codec: Unspecified ¥ Third Preferred Codec: Unspecified ¥

G729a Enable: yes ¥ G722 Enable: yes ¥

G726-16 Enable: yes Vv G726-24 Enable: yes v

G726-32 Enable: | yes v G726-40 Enable: | yes v

Undo All Changes Submit All Changes ‘

© 2009 Cisco Systems, Inc. All Rights Reserved. SPA502G IP Phone
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.'| 1|1, Small Business Pro

cisco SPA502G Co

Call History

System

Personal Directory

Regional

Attendant Console Status

User Login basic | advanced

REUISIE CADIES.

Use DNS SRV

Subscriber Information

Proxy Fallback Intvl:

Display Name:
Password:

Auth ID:

Mini Certificate:
SRTP Private Key:

Audio Configuration
Preferred Codec:

Second Preferred Codec:
G729a Enable:

G726-16 Enable:
G726-32 Enable:

© 2009 Cisco Systems, Inc. All Rights Reserved

B

[0 7]
E—

1003
D

Al Gall Wit iout Rey.
DNS SRV Auto Prefix:
Proxy Redundancy Method:

User ID:
Use Auth ID:

G711y v
Unspecified ¥

yes ¥

yes v

yes Vv

Undo All Changes

Use Pref Codec Only:
Third Preferred Codec:
G722 Enable:
G726-24 Enable:
G726-40 Enable:

Submit All Changes

7o

no v

Normal v
1003

no v

Unspecified ¥

yes Vv

yes Vv

yes Vv

SPA502G IP Phone

B 6.1%8Use Auth ID FRLERE BB ERIRE, BIEIFEYesHFINo, ERHSFEEERE

(SIP)BHBRE (L THNEHASIPEEUREE S A RERRAERTES ) |

IDTHLHBEAREIEYes, EARHIA | HMEIEYes,

..| "lh Small Business Pro

cisco SPA502G
Call History

System

guration Utility

Personal Directory

Attendant Console Status

FE#tAuth

User Login basic | advanced

REyISE CApIeS.
Use DNS SRV:
Proxy Fallback Intvl:

Subscriber Information
Display Name:
Password:
Auth ID:
Mini Certificate:
SRTP Private Key:

Audio Configuration
Preferred Codec:

Second Preferred Codec:
G729a Enable:

G726-16 Enable:
G726-32 Enable:

© 2009 Cisco Systems, Inc. All Rights Reserved

SR 7.EAUth IDRUPBALEHRABNLEFREN DB,

EEY

‘Al Uil Williout Rey,

DNS SRV Auto Prefix:
Proxy Redundancy Method:

User ID:
Use Auth ID:

G711u v

Unspecified ¥

yes ¥

yes ¥

yes v

Undo All Changes

Use Pref Codec Only:
Third Preferred Codec:
G722 Enable:
G726-24 Enable:
G726-40 Enable:

Submit All Changes

no v

Unspecified ¥

yes Vv

yes Vv

yes Vv

SPA502G IP Phone

SMRFIDANSIPE M EE.



o | I | h Small Business Pro User Login basic | advanced

cisco SPAS502G Configuration Utility

Call History Personal Directory Attendant Console Status

System isi Regional Attendant Console

OeVECE g GRS G VY oaT TNey.

Register Expires: Ans Call Without Reg:

Use DNS SRV: DNS SRV Auto Prefix:

Proxy Fallback Intvl: Proxy Redundancy Method: Normal v

Subscriber Information

Display Name: User ID: 1003
Password: Use Auth ID:

Auth ID:
Mini Certificate:
SRTP Private Key:

Audio Configuration
Preferred Codec: G71u v Use Pref Codec Only: no v

Second Preferred Codec: Unspecified v Third Preferred Codec: Unspecified ¥

G729a Enable: yes v G722 Enable: yes ¥
G726-16 Enable: yes ¥ G726-24 Enable: yes v

‘ Undo All Changes Submit All Changes

© 2009 Cisco Systems, Inc. All Rights Reserved SPA502G IP Phone

S ER 8. A% R — T Submit All Changes.

AE  NMREREFZSPA/MPPE:RE |, FBIREE ESPA/MPPEFE —HIHN L B1,

X RIS VLAN

SB1EATNERAWebWERERN L EMEBIVLANEESE T VLAN,
AR BEURREEMRE, EARTRHIF , TPEFASF220-24PRELEVLAN,

.|||.|||. Small Business / _Save cisco Language: Logout  About
cisco SF220-24P 24-Port 10/100 PoE Smart Switch -

Getting Started
» Status and Statistics

Create VLAN

» Administration VLAN Table

» Port Management [/ | VLANID | VLAN Name | Type
1 default Default

Default VLAN Settings
(E=)
Interface Settings
Port to VLAN
Port VLAN Membership
GVRP Settings
» Voice VLAN

» Spanning Tree

» MAC Address Tables

» Multicast

Edit... Delete

» IP Configuration

» Security

» Access Control

» Quality of Service
» SNMP

© 2014-2017 Cisco Systems, Inc. All Rights Reserved.
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Small Business J—
: I
e’ SF220-24P 24-Port 10/100 PoE Smart Switch

Getting Started

» Status and Statistics Create VLAN

cisco Language: English [ Logout About Help

» Administration VLAN Table

» Port Management [ VLANID VLANName  Type

1 default Default

Default VLAN Settings

( Add. ) Edi Delete

Interface Settings
Port to VLAN
Port VLAN Membership
GVRP Settings
» Voice VLAN

» Spanning Tree

» MAC Address Tables

» Multicast

» IP Configuration
» Security
» Access Control

» Quality of Service
» SNMP

© 2014-2017 Cisco Systems, Inc. All Rights Reserved.

TR IEEITEMVLAN , FiBEVLANERIZIM, 8 AVLAN IDFMVLANERE, REBER—T T

Apply. BAETEVLAN, EARGIH , HMAKSFEZTEIVLAN 100 ,

RHERIEIIVLAN 200,

AR RRFEFRAELVIANTESEARDSRR , At Tee@E B A EBRVIDMERVID (2
EARBVIDRMERVID ) B, FHARangeE=X K , TTLIEREIHIVLANG B X2 5100,

[ Add VLAN - Google Chrome
A Not secure  https;//192.168.1.100/html/vlan_createAdd.html

— O X

0

% VLAN ID: Qoo ) (Range: 2 - 4094)
VLAN Name: (Voice ) (5/32 Characters Used)
Range
% VLAN Range: | -

(Range: 2 - 4094)

©
(~Apply—)| Ciose |

AR MREFERIS—EE-VLAN , FEES R,

R LR EREEVLAN

SER 1.8 AWebfH B3 EEZEVLAN Management > Voice VLAN > Properties,




P

0 0-24

Getting Started

EEHBFEITVLANK BB EAE T VLANB QoSER

v

Status and Statistics

Administration

v

v

Port Management

Default VLAN Settings
Create VLAN

Interface Settings

Port to VLAN

Port VLAN Membership
GVRP Settings

Telephony OUI
Telephony OUI Interface
Spanning Tree

v

v

MAC Address Tables

Multicast

v ¥

IP Configuration

Properties
Co0S/802.1p and DSCP values are used only for LLDP MED Network Policy and Auto Voice VLAN.

CENEBARBESRE.

English v 0go Abo elp

Voice VLAN Settings:

Administrative Status: Operational Status:

# Voice VLAN ID: 1 (Range: 1 - 4094, Default: 1) Voice VLAN ID: 1
CoS/802.1p: 5 v | (Default: 5) CoS/802.1p: 5
DSCP: 46 v | (Default: 46) DSCP: 46

Dynamic Voice VLAN Settings:

Dynamic Voice VLAN: e Enable Auto Voice VLAN
Enable Telephony OUI

Disable

—
|

v

Security

Access Control

v|¥

Quality of Service

v

SNMP

B2 2 £Administrative Status T , #£Voice VLAN ID##{ i A E/EAZEZFTVLANBVLAN,
EAHIF | VLAN 10048 A B5EZVLAN,

=z =

AEE  BEEVLAN ID, BRIE¥EFI(CoS)/802.1pF/= [E BRI IER(DSCP) Wt S EHHEE

HEEEZVLANBE AT
AIEERHERR

F#E
46,

Small Business

cisco SF220-24P 24-Port 10/100 PoE Smart Switch

Getting Started

» Status and Statistics

» Administration

» Port Management

Default VLAN Settings

Create VLAN

Interface Settings

Port to VLAN

Port VLAN Membership

GVRP Settings

» Voice VLAN
Telephony OUI
Telephony OUI Interface
Spanning Tree

MAC Address Tables

Multicast

IP Configuration

Properties
C0S/802.1p and DSCP values are used only for LLDP MED Network Policy and Auto Voice VLAN.

REFEEVLAN, MR BIEZEHNBEZVLANAE M B BEE = VLANRK
EARHIFR | CoS/802.1pfRE AFEER{ES DSCPRE ATER

cisco Language: English v Logout About Help

Voice VLAN Settings:

Administrative Status: Operational Status:

# Voice VLAN ID: 100 (Range: 1 - 4094, Default: 1) Voice VLAN ID: 1

CoS/802.1p: 5 v | (Default: 5) CoS/802.1p: 5

DSCP: 46 v | (Default: 46) DSCP: 46

Dynamic Voice VLAN Settings:

Dynamic Voice VLAN: @ Enable Auto Voice VLAN
Enable Telephony OUI

Disable

p—
(

Security

Access Control

Quality of Service

SNMP

© 2014-2017 Cisco Systems, Inc. All Rights Reserved.
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'l' I|I Small Business - Save cisco Language: Logout About Help
' . ' . 7/
cisco SF220-24P 24-Port 10/100 PoE Smart Switch

Getting Started Properties
» Status and Statistics P

» Administration Co0S/802.1p and DSCP values are used only for LLDP MED Network Policy and Auto Voice VLAN.

» Port Management

Voice VLAN Settings:

Default VLAN Settings
Create VLAN
Interface Settings
Port to VLAN

Administrative Status: Operational Status:

# Voice VLAN ID: 100 (Range: 1 - 4094, Default: 1) Voice VLAN ID: 1

Port VLAN Membership CoS/802.1p: 5 v | (Default: 5) CoS/802.1p:
GVRP Settings
w Voice VLAN

DSCP: 46 v | (Default: 46) DSCP:

Telephony OUI Dynamic Voice VLAN Settings:
Telephony OUI Interface

Spanning Tree

MAC Address Tables
Multicast

IP Configuration € ) Cancel
Security —
Access Control

Dynamic Voice VLAN: e Enable Auto Voice VLAN
Enable Telephony OUI
Disable

Quality of Service
SNMP

© 2014-2017 Cisco Systems, Inc. All Rights Reserved.

EXH EBRENERE
LGN E (R MRS ) HREUTRES —

o —fi% : BAXEWIEEE 802. 1R EBHERNFIEWEE. ZNETUR —ERZEVLANK
EEBIREBEKE,

- 350 T ELEREEERE—EVLAN , B Rge&AE —EVLAN,

« Trunk : ATBATE —REERE LB ZEVLANKRE | 3 AFEEMR LEEVLAN,

 Dot1p-Tunnel : SN EERQNQER, EAFFEAEERHUEHEKE LEAECH
VLANZHE(PVID), EXRME —ERZ@dot1pbRBER | XBEEERQINQE,

SER 1. B AWebfHAEI EEZVLAN Management > Interface Settings,

Small Business
wlraln

cisco SF220-24P 24-Port 10/100 PoE Smart Switch

cisco Language: English v Logout About Help

Getting Started

» Status and Statistics

Interface Settings

» Administration

Settings Table

» Port Management

Default VLAN Settings
Create VLAN
Port to VLAN
Port VLAN Membership
GVRP Settings
» Voice VLAN
Properties
Telephony OUI
Telephony OUI Interface
» Spanning Tree

» MAC Address Tables

» Multicast

» IP Configuration

» Security

» Access Control

» Quality of Service

» SNMP

Showing 1-26 of 26  All ¥ per page

Filter: Interface Type equalsto Port v Go

Entry No. | Interface = Interface VLAN Mode = Administrative PVID = Frame Type | Ingress Filtering Uplink

FE1 Trunk 1 Admit All Enabled Disabled
FE2 Trunk 1 Admit All Enabled Disabled
FE3 Trunk 1 Admit All Enabled Disabled
FE4 Trunk Admit All Enabled Disabled
FE5 Trunk Admit All Enabled Disabled
FE6 Trunk Admit All Enabled Disabled
FE7 Trunk Admit All Enabled Disabled
FE8 Trunk Admit All Enabled Disabled
FE9 Trunk Admit All Enabled Disabled
Trunk Admit All Enabled Disabled
Trunk Admit All Enabled Disabled
Trunk Admit All Enabled Disabled
Trunk Admit All Enabled Disabled
Trunk Admit All Enabled Disabled
Trunk Admit All Enabled Disabled
Trunk Admit All Enabled Disabled
Trunk Admit All Enabled Disabled
Trunk Admit All Enabled Disabled

© 2014-2017 Cisco Systems, Inc. All Rights Reserved.
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||| I|| Small Business . cisco Language: Logout About Help
cisco SF220-24P 24-Port 10/100 PoE Smart Switch 2

Getting Started
» Status and Statistics
» Administration Settings Table Showing 1-26 of 26 All ¥  per page
» Port Management

+ VLAN Managen

Interface Settings

Filter: Interface Type equals to Port v

Default VLAN Settings Entry No. | Interface = Interface VLAN Mode = Administrative PVID = Frame Type | Ingress Filtering Uplink

Create VLAN ©) FE1 Trunk Admit All Enabled Disabled
) FE2 Trunk Admit All Enabled Disabled
Port to VLAN = o .

Port VLAN Membership

GVRP Settings
» Voice VLAN ) Admit All Enabled Disabled

Admit All Enabled Disabled

Admit All Enabled Disabled

» Spanning Tree
» MAC Address Tables @) Admit All Enabled Disabled

» Multicast ) Admit All Enabled Disabled

» IP Configuration D) Admit All Enabled Disabled
» Security O Admit All Enabled Disabled
» Access Control Q) Admit All Enabled Disabled
» Quality of Service ) Admit All Enabled Disabled
> SNMP O Admit All Enabled Disabled

Admit All Enabled Disabled
Admit All Enabled Disabled
Admit All Enabled Disabled

Ill'l'lll Small Business cisco Language: Logout About Help
cisco SF220-24P 24-Port 10/100 PoE Smart Switch

Getting Started D) Trunk Admit All Enabled Disabled
» Status and Statistics Trunk Admit All Enabled Disabled

b dministiation Trunk Admit Al Enabled  Disabled

10 Trunk Admit All Enabled Disabled
" Trunk Admit All Enabled Disabled

» Port Management
VLAN Manageme

Default VLAN Settings )
Create VLAN 12 Trunk Admit All Enabled Disabled

Interface Settings D) 13 Trunk Admit Al Enabled Disabled
Port to VLAN ) 14 Trunk Admit All Enabled Disabled
Port VLAN .Membership ) 15 Trunk Admit All Enabled Disabled
GVRP Settings 16 Trunk Admit Al Enabled  Disabled

» Voice VLAN
17 Trunk Admit All Enabled Disabled

» Spanning Tree
» MAC Address Tables. 18 Trunk Admit All Enabled Disabled

» Multicast

19 Trunk Admit All Enabled Disabled
20 Trunk Admit All Enabled Disabled
21 Trunk Admit All Enabled Disabled

» IP Configuration

» Security
» Access Control ) 22 Trunk Admit All Enabled Disabled

» Quality of Service D) 23 Trunk Admit All Enabled Disabled
» SNMP O 24 Trunk Admit All Enabled Disabled
25 GE1 Trunk Admit All Enabled Disabled
26 GE2 Trunk Admit All Enabled Disabled

Copy Settings... ( Edt. )

© 2014-2017 Cisco Systems, Inc. All Rights Reserved.

B 4.7 TInterface VLAN Mode H{U A |, i##E TAccess, , BN HEKXREAEBEVLANKE
EERE,



[M Edit Interface Settings - Google Chrome — O X

A Not secure | https://192.168.1.100/html/vlan_intfEdit.html?port=FE3

Interface: ® Port () LAG
Interface VLAN Mode: ( ) General
() Trunk
() Dot1g-Tunnel (The switch will be in Q-in-Q mode when it has one or more Dot1g-Tunnel pg
£ Administrative PVID: |1 (Range: 1 - 4094, Default: 1)
Frame Type: e Admit All

Admit Tagged Only
Admit Untagged Only

Ingress Filtering: ¢/ Enable
Uplink: Enable
TPID: 0x8100 v

LApply| | Close |

SEB 5% —T TApplys LAREEFERE,

[ Edit Interface Settings - Google Chrome — O X
A Not secure | https://192.168.1.100/html/vlan_intfEdithtm|?port=FE3
Interface: (@ Port ) LAG
Interface VLAN Mode: () General
(® Access
) Trunk
) Dot1g-Tunnel (The switch will be in Q-in-Q mode when it has one or more Dot1g-Tunnel pg
£ Administrative PVID: |1 (Range: 1 - 4094, Default: 1)
Frame Type: e Admit All

Admit Tagged Only
Admit Untagged Only

Ingress Filtering: #| Enable
Uplink: Enable
TPID: 0x8100 ¥

(apply—)| Ciose |




EXH FRERVLANKE B

BIVLANR , BFEERVLANS BB B EZERNIE,
HER 1. B AR WebE EX B EVLANEE>IBVLANK B &K,

all B e ave  cisco  Language: §afolih] v ogo AL elp
0 0-24P 24-Po 0/100 Po a
Getting Started . o
» Status and Statistics Port VLAN MemberShlp
» Administration F - Forbidden member T - Tagged member U - Untagged member P-PVID G - Guest VLAN
> Port Management Port VLAN b Table Showing 1-26 0726 | All ¥ per page
D;faul( VLAN Settings Filter: Interface Type equals to Port v
Create VLAN Interface = Mode Administrative VLANs = Operational VLANs | LAG
Interface Settings FE1 Trunk 1UP 1UP, 100T
FE2 Trunk 1UP 1UP, 100T
' Port VLAN Members|
FE3 Access 1UP 1UP
» Voice VLAN FE4 Trunk 1UP 1UP
» Spanning Tree FE5 Trunk 1UP 1UP
» MAC Address Tables FE6 Trunk 1UP 1UP
» Multicast FE7 Trunk 1UP 1UP
» IP Configuration FE8 Trunk 1UP 1UP
» Security FE9 Trunk 1UP 1UP
» Access Control FE10 Trunk 1UP 1UP
» Quality of Service FE11 Trunk 1UP 1UP
e SNME, FE12 Trunk 1UP 1UP
FE13 Trunk 1UP 1UP
FE14 Trunk 1UP 1UP
FE15 Trunk 1UP 1UP
© 2014-20 0 e Rig Re ed

SR 2.7 TBVLANKEERK ) kP , EREREVLANEEERNN N E, E4&EH , &M
#$Raspberry Pi ( # : FE3 ) E&EAVLAN 100,

EE . AMEIHRESSHEEDEERTM FERTETEZTVLAN(Setting Up Voice VLAN on the
Switch)ZB 4 3 NEEZVLAN,

N MM Small Business — cisco  Language: Logout About Help
cisco SF220-24P 24-Port 10/100 PoE Smart Switch .

Getting Started A
» Status and Statistics Port VLAN MemberShlp

» Administration F - Forbidden member T - Tagged member U - Untagged member P -PVID G - Guest VLAN

dmizortManagement Port VLAN Membership Table Showing 1-26 0f 26 All ¥ per page

Filter: Interface Type equalsto  Port v
Default VLAN Settings oy -
Create VLAN Interface | Mode Administrative VLANs | Operational VLANs | LAG
Interface Settings FE1 Trunk 1UP, 100T
Port to VLAN FE2 Trunk 1UP, 100T
Port VLAN Membership
GVRP Settings
» Voice VLAN Trunk 1UP
» Spanning Tree Trunk 1UP
» MAC Address Tables Trunk 1UP
» Multicast Trunk 1UP
» IP Configuration Trunk 1UP
> Security Trunk 1UP
» Access Control Trunk 1UP

» Quality of Service Trunk 1UP
» SNMP

Trunk 1UP

Trunk 1UP
Trunk 1UP
Trunk 1UP

© 2014-2017 Cisco Systems, Inc. All Rights Reserved.
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||| I|| Small Business — cisco  Language: Logout About Help
cisco SF220-24P 24-Port 10/100 PoE Smart Switch ’

Getting Started Y Trunk
» Status and Statistics

Trunk
Trunk
Trunk
Trunk
Trunk

» Administration

» Port Management

Default VLAN Settings
Create VLAN
Interface Settings ) Trunk
Port to VLAN ) T
‘ .
GVRP Settings : =—
» Voice VLAN
» Spanning Tree Trunk
» MAC Address Tables Trunk

» Multicast DS

» IP Configuration Trunk

» Security ) Trunk
» Access Control @) Trunk
» Quality of Service ) Trunk
» SNMP . GE1 Trunk
) GE2 Trunk

‘ Join VLAN... ' Details....

F - Forbidden member T - Tagged member U - Untagged member P -PVID G - Guest VLAN

© 2014-2017 Cisco Systems, Inc. All Rights Reserved.

S 4BBIUP , ABREREBVLAN—EIHIR— T <R EMERVLAN 1, ENEREIELR
B, RES1EREENVLANFTIERIAME,

[ Join VLAN - Google Chrome — O X

A Not secure | https://192.168.1.100/html/vlan_portMembershipEdit.html|?port=FE3

Interface: ® Port () LAG

Mode: Access
Select VLAN:

100 a (1up )-
200

©

F - Forbidden member, T - Tagged member, U - Untagged member, P - PVID, G - Guest VLAN

Tagging: () Forbidden
Excluded
Tagged
(® Untagged
< PVID

lApply| | Close

HER 5BE100 , ARE—T> , BAREEBAIVLANFE RN HE,



[ Join VLAN - Google Chrome

A Not secure | https://192.168.1.100/html/vlan_portMembershipEdit.html|?port=FE3

Interface: ® Port ) LAG
Mode: Access
Select VLAN:

200
i ®

A 4 v

F - Forbidden member, T - Tagged member, U - Untagged member, P - PVID, G - Guest VLAN

Tagging: () Forbidden
Excluded
Tagged
(® Untagged

< PVID

lApply| | Close

HER6.3L—T TApplys LARERE.



[ Join VLAN - Google Chrome — O

A Not secure | https://192.168.1.100/html/vlan_portMembershipEdit.html|?port=FE3

Interface: ® Port () LAG
Mode: Access

Select VLAN:

200 a 100UP a

1

F - Forbidden member, T - Tagged member, U - Untagged member, P - PVID, G - Guest VLAN

Tagging: () Forbidden
Excluded
Tagged
(® Untagged

# PVID

(npply—)| Close

HER 7.7 Interface M i IR FE LR B BE ARV T ENEAR IR, FULRPIF | BIEFTEGE,



[ Join VLAN - Google Chrome — O X

A Not secure | https://192.168.1.100/html/vlan_portMembershipEdit.html|?port=FE3

Success. To permanently save the configuration, go to the Copy/Save Configuration page or click the Save

icon.
Interface: (e Port GE1 v ) LAG
Mode: Trunk
Select VLAN:
100 a 1UP a
200

F - Forbidden member, T - Tagged member, U - Untagged member, P - PVID, G - Guest VLAN

Tagging: () Forbidden
Excluded

(®) Tagged
() Untagged

PVID

lApply—| |  Close

SERSEFENMEIEENHAVLAN , RARZE—T>EREFVLAN o HEEM. £XHF
, B EZEVLAN 10051200,



[ Join VLAN - Google Chrome — O X

A Not secure | hittps://192.168.1.100/html/vlan_portMembershipEdit.html?port=FE3

Q,/f: Success. To permanently save the configuration, go to the Copy/Save Configuration page or click the Save
icon.

Interface: e Port GE1 v LAG
Mode: Trunk
Select VLAN:

1UP

200

Tagging: Forbidden
e Tagged
Untagged
}—Apply—“ Close

SR —T TApplys AAEERE.
AR URFEEREIPER LEMRE , TEEKIPHUERAERN TR,

#&Raspberry PifyIP#s it ER AN A FREN F#E L

$E# 1.38iBSecure Shell(SSH)E#R ZI & #IRaspberry PigiA$Raspberry PiiE#3 2 & iSE5 18 85
EARTRGIH | FPIHEE A SSHRRELERaspberry Pio

AR RENERER , E/ELEEKHM IR FE ERRaspberry Piff AE —VLAN k£
WERERBEAER, FSRARNERMREE FERFE N EREMEREREE FERFEHRIBVIANK S
B9 —f, BRENIPH U EEKRaspberry P AR —#EEE , LUEBEIBSSHEZE R
MR EH B EARaspberry PiFAfER — #8388 £ , FBE A REIPHuE I F B A& IPH it B B AR
E—#k L, ETUEGTRIF TR A B Tipconfig /release Hipconfigirenew SAEEUET
RIPH#E s, SSHEFinAJRERERRKEME. EARRAIF , PUTTY ARBBSSHELRE
Raspberry Pi, BESSHHIFFHIER , FBIE—TILE,



https://www.cisco.com/c/zh_tw/support/docs/smb/switches/cisco-small-business-300-series-managed-switches/smb4982-access-an-smb-switch-cli-using-ssh-or-telnet.html

Category:

=/Session Basic options for your PuTTY session
[=iTerminal

-Keyboard Host Name (or IP address) Port
- Bell 22

~Features :
[~'Window Connection type:

Appearance (ORaw () Telnet () Rlogin ® ssH () Serial

- Behaviour

- Translation )
- Selection Saved Sessions

Specify the destination you want to connect to

Load, save or delete a stored session

- Colours
[-}Connection
- Proxy

- Telnet Save
[ﬂggg n Delete
Serial

Default Settings Load

Close window on exit:
O Always O Never @ Only on clean exit

About Open Cancel
|

HBR 2.7£Host Name ( ZIP address ) #R{LH # ARaspberry PifyIP#thsit, FEARBIF | A
7192.168.1.10,

AR B FERBBRFZPHWDHCPR R EHRaspberry Pifyititit, EARES |, Lt
Raspberry PiE FAlL & & E G @ AEIP#h L,



% PuTTY Configuration

Category:

[-ISession
Logging
[=ITerminal
~Keyboard
- Bell
-Features
[=IWindow
-Appearance
- Behaviour
- Translation
- Selection
-Colours
[=IConnection
Data
- Proxy
~-Telnet
~Rlogin
+/SSH

- Serial

About

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Name (or IP address) Port

@92.168.1.10 )22

Connection type:

(ORaw () Telnet () Rlogin ® ssH () Serial

Load, save or delete a stored session

Saved Sessions

Default Settings Load

Save

Delete

Close window on exit:
O Always O Never @ Only on clean exit

Open Cancel

HER 3.7 "Porty MW A2ERERBIRT. E2ESSHIHENRER,




2% PUTTY Configuration X
Category:
=/Session Basic options for your PuTTY session
Logging Specify the destinati tt tt
= Terminal pecify the destination you want to connect to
-Keyboard Host Name (or IP address) Port
- Bell 192.168.1.10 (22
- Features c T
= Window onnection type: _ _
Appearance O Raw O Telnet O Rlogin @ SSH O Serial
Behavmf.lr Load, save or delete a stored session
- Translation
- Selection Saved Sessions
~Colours
B(?%na:\:dlon Default Settings Load
- Proxy
~Telnet St
~Rlogin
+SSH Delete
- Serial
Close window on exit:
O Always O Never @ Only on clean exit
About Open Cancel

% B 4.7 "Connection type: 1 #8497 , #— T SSHE IR LA LUBIESSHIEAE I IRMAERH
ko REER—TOpenBlAEEE,




% PuTTY Configuration
Category:
=/Session Basic options for your PuTTY session
Logging Specify the destinati tt ctt
=i Terminal pecify the destination you want to connect to
-Keyboard Host Name (or IP address) Port
- Bell 192.168.1.10 22
~Features c ction type:
='Window onnection type: _ _
- Appearance ORaw () Telnet O Rlogin O serial
Beha\no_ur Load, save or delete a stored session
- Translation
- Selection Saved Sessions
~Colours
[=IConnection -
Data Default Settings Load
- Proxy
~Telnet Save
~Rlogin
+/SSH Delete
- Serial
Close window on exit:
O Always O Never @ Only on clean exit
About ( Open ) Cancel

B} 5.1Elogin asMpassword ¥ H & ARasPBXHY £ i & & BN ER.

EE  FERRMERE : rootMFEERZES : raspberry



login as: root
root@192.168.1.10"s password: D

S 6. B 2 KRN IPibi BN ARREIPHUE , 5588 Aifconfig ethO [IP address] netmask
[netmask]o EABIA | H4S4E192.168.3.10 B B HE255.255.255.0

ifconfig ethO 192.168.3.10 netmask 255.255.255.0

TE  EENIPHEE |, BiSETRESRENER, EERERaspberry Pi , B E K/ EREE
Hé] EﬁﬁiRaspberry Pi(192.168.3.x)u AR — & F# L.

92.168.3.10 - PuTTY

Linux raspbx 4.9.59-v7+ #1047 SMP Sun Oct 29 12:19:23 GMT 2017 armv7l

Welcome to RasPBX - Asterisk for Raspberry Pi

RasPBX is based on Debian. The programs included with the Debian GNU/Linux
system are free software; the exact distribution terms for each program are
described in the individual files in /usr/share/doc/*/copyright.

RasPBX comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

List of RasPBX specific commands:

raspbx-upgrade Keep your system up to date with the latest add-ons and
security fixes

configure-timezone Set timezone for both system and PHP

install-fax Install HylaFAX

add-fax-extension Add additional fax extension for use with HylaFAX

install-failZban Install Fail2Ban for additional security

install-dongle Install GSM/3G calling capability with chan dongle

raspbx-backup Backup your complete system to an image file

Last login: Mon Dec 18 19:56:37 2017 from 192.168.1.151
root@raspbx:~#(ifconfig eth0 192.168.3.10 netmask 255.255.255.00

SR 7ERASRP I ENFEIPH U ELRE &R Raspberry Pio EAFIH | HMEH




192.168.3.10E #R[E1 3K,

}iﬁ - RSN E S/ ERR R B BERaspberry PILARVLAN AR —F#F, MREHNEHK/E
SR E S EBERaspberry PI{uA B —EVLANG | 3 BI&R G ERAIPHE | RIS L AEE Jun'n
R RAFIL# Aipconfig /release , A8 Aipconfig renewAFERFTEV Pt |, REAEKE

BERAEZARBHETEGHRE IPiniJJ:o

&% PuTTY Configuration X

Category:

~ISession Basic options for your PUTTY session
Logging Specify the destinati tt tt

S Terminal pecify the destination you want to connect to
~Keyboard Host Name (or IP address) Port
-Bell 192.168.3.10) 22
-Features c tion type:

]Window onnection type: _ _
Appearance (ORaw () Telnet () RIogin ® sSSH (O Serial
Beha\no_ur Load, save or delete a stored session
-~ Translation
. Selection Saved Sessions
~Colours

[={Connection :

Data Default Settings Load
- Proxy
~Telnet SEE
~Rlogin
+SSH Delete
- Serial
Close window on exit:
(O Always () Never  (® Only on clean exit
About Open Cancel

S 8.1EMTYIF , # Aroute add default gw [Router IP address of subnet] A7 18 78 %4 3

o

FE SRR BAE A e Rroute AR IR B B R o

N4y

Bed T FEkgw 192.168.3.1



g 192.168.3.10 - PuTTY — O X

/+ #1047 SMP Sun O

terisk for Ra

with the
for

e

BREEKCRANRET —EEAEST MK, ERTE—H , FEE—HSPAMPPERE
, BEZERIBRET., EANESF , HP—ESPAMPPEFENEIER £1002 , 5 —EER
MEITEE /1003, A #1002 SPAIMPPERERF | & FEXRE S P AL 2 #1003,
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