ERV34xR Y HER LEEHER R
&

RV340 Dual-WAN VPN R 2 —EZRAER. BEENSNEEE | FFES/NELE, 8
T Z2£3hee , MBKER., ERAREMPRAE, FPRV40AENMNIHNETNERE TIRMH
EERZENEREERER. EEFMNLTSIEEENERE LN A TEETHA.

RV34xR 5 M EWESBAR AR FEAFEERIURSRK LTSN, RANAES K £fads
—EFEUEHEE(ACL), ACLRME IR AFSREFE X EXAEIRBEFAEREE
HEE, TS Access RulesElBE BIRIRE MBI ENREZNETE,
ACLEBEREERBEMNdeny , AILBRIEEBHEE A  TRAREELE R, flin, MRER
HFTEEREBEBRKAEN (SEBURA ) MK  WEEEBEEHU  REAHMER
fib 3 3t

AXHENRBRTUNMAERVIxRIIBHF LEEHERA,

HA&E

. RV34x& %5l

AR

- 1.0.1.16
c BAXE  FEHUNEECETA  FER-THEEITHER  FREKIENEEE

Al o

FERV34xFR I HEE LR EFRR A
BYBHREEA
SR EABBHSENERWebHNERRER , AR iEEFirewall > Access Rules,

- Firewal

Basic Settings
(Acoess Rules|
Network Address Translation
Static NAT
Port Forwarding
Port Triggering
Session Timeout
DMZ Host


https://software.cisco.com/download/home/282413304
https://software.cisco.com/download/home/282413304

$HER2 7EIPVv4ERIPV6 Access Rules®H |, & —TAddZE M #F R A,
BHEE : ERV3AXRFIKHEE L , ZSULEB202FR A, AREH|EHNEIPv4,

Access Rules

IPv4 Access Rules Table
. Priority ~ Enable Action  Service

201 J Allowed  IPv4: All Traffic

202 v Denied IPv4: All Traffic

T

5 E23.1 2 FEnable Rule StatusZxE 5 38 LARF 3R A,
Rule Status: @ Enable

SEAE TRE) THHEED BEFKEARFERIEEER,
BEE : FEULEEHIh | #IF TAllow, o

Action: v Allow _ a

‘ Deny
Services: eoarvearvB

SEB5 % TR, THHBED BIERMASSATNIEENHERT,
BHEE : BBl |, BETAI traffice. RFMAERE.

Services: SNCVARNLY v AlTraffier

| BGP
= L *  DNS-TCP
Source Interface: WAN1 s EQ?-UDF’

-~ aEE = 2 rTh

HER6MLog TRLREFRE—EEHE , UEERARRRCHATIIEBNRE, EEHITHE

T — BEBEKET R AT TE BN RE.
. True — BB ICHFEREITHRENRE,

BIEE : TEABIF | 22 T Never,



Voever 3

True !
Source Interface: e -

S BR7 #Source Interface THIRER |, AEEAGFBEREBNEARIANREREZENHE, BE
IE

- WAN1 — ZRBEEARRKEWANTHRE,
- WAN2 — 2R EREE AR K BWAN2H RE,
. USB1 — WWEREEBAR R BUSBIHRE.

- USB2 — ZEREEARRKRBUSB2HRE.

- VLAN1 — KER{E B AR REVLANT,

- Any — RELFERARAEMAANHE,

M : MR EREENNERETMEE(VLAN) , BIVLANBESBE REZE L, EARTRAIH
, IZIZ TWAN1,

Source nertace: (AT

WAN2 E
Source Address: USB1 v
Destination Interface; usB2 #

VLANT '
Destination Address:  Any v

S ER8. % Source Address THIREFIRIZEERARIRNIR, BIETE -

- Any — REEASFE A AMEE MV E Pt WMRBEFLNEE | BRELE12,
- BEIP — REEERANE/ MNP, MRBZFUIRE , BHRELERO,

- IPEEE — REFFEARN — M —#EIPibit. MBEFUEE  FRELS R0,

- T — RMERNEE A, MRBFLEER  FREIR1

BEEE : UL RBIH | BB T Any,

Source Address: ;J
ingle IF .

Destination Interface; IP Range
Subnet

4k |

Destination Address:

HERO. (B ) ELXRSFEZTERP , MAZEANKKAVE@PHit , ABRHREDER12

o

BHEE : EARHISF | £/ 7200.200.22.52,



Source Address: Single IP v 1200.200.22.52

SER10. (AR ) RESBESTEEFETIPEHE |, BES BNIPbU A P A 58 T RIPit
ik,

BHEE : EARHIS | 200.200.22.22 AEREIAIPH4E |, 200.200.22.34 FA{ERE RIPH#b 1L,

Source Address: IP Range 401 200.200.22.22 To | 200.200.22.34

SBI1. (8 ) MRESBSPIBIZT T , FWABRDEESE BN F1ARE IS EH KK,
BIEE : EARBIS | 200.200.22. 1 HEFHID , 24 AEF BB,

Source Address: Subnet + 1200.200.22.1 [ 24

S B12.#%¢Destination Interface THIRER | AEERGERENEHSIEL RERZREN T,
EIBAEWANT, WAN2, USB1. USB2. VLAN1FIAny,

BEE : EATRAIH , BETWANT

Destination Interfa

WAN2 L
Destination Address: ;51 v

USB2
VLAN1

Any
Schedulina

5 ER13.1¢Destination Address THIEEF | EEFEEEARKN EE, BEBEIIFEAny, Single
IP. IP Range, Subnet,

BEEE : U RAIH | BEBT ANy, RELE17,

Destination Address:
Single IP
IP Range
Subnet

Srhadiillinm
SB14, () MEESBR13PRIEZETEMP , FAEERNREE AEEIPibit,
BIRE : EARHIS | /5 7210.200.22.52,



Destination Address: @ Single IP v+ 1210.200.22.52

LSR5, (W) MRESRISTRETIPHE , FHESBNIPHE UM hE RN R
1Pt

MIEE : EARBIF |, 210.200.27. 22 A4Ei2 14 IPH#bHE |, 210.200.27 34 A{ER RIPHHt, BKE S
BR17,

Destination Address: | IP Range 7 |210.200.27.22 To | 210.200.27.34

HER16, (ANE ) MRESBRIBPRIET 7 , F MR HARRN T REERER
o

MiEE : ARG |, 210.200.27. 1 HEF Bt , 24 BEFHBIBE,

Destination Address: = Subnet + 1210.200.27.1 /| 24

S BB17.#%¢Schedule Name FHLREAR | BRIEEZERLRENITE, ERBUNMEREFTE
B—TLE,

B

Scheduling
ANYTIME

Schedule Name: v BUSINESS lic

| EVENINGHOURS B
WORKHOURS

Apply || Ca

& ER18.32 — T Apply.


https://sbkb.cisco.com/CiscoSB/ukp.aspx?login=1&pid=2&app=search&vw=1&articleid=5385

Access Rules

Rule Status: Enable

Action: Allow -

Services: . IPvd IPve | All Traffic a
Log: True 5

Source Interface: WAN1 =

Source Address: Any =

Destination Interface:  WAMN1

Ak

Destination Address: | Any

Scheduling
Schedule Name: | BUSINESS + | Click here to configure the schedules
Apply | Cancel |

BREEXRCEERVRTIB AR EACHEM T ErR R Al

fmeEan A A Al
HER1.EIPVATIPVeRIER AR T , BRERENHBRRZZNERIMG R,

BHEE : EARAIGD  EIPVARBERAKRF  BEEEIEF,

| IPv4 Access Rules Table
| Priority  Enable Action Service Source Interface
@ 1 Allowed |IPv4: All Traffic WAN1

2 Denied  IPv4: BGP WAN1

3 Allowed IPv4: FTP WAN1

201 v, Allowed |IPv4: All Traffic VLAN

202 Denied  IPv4: All Traffic WAN

Add | | Edit | | Delete

SEB2E—T TEdity



IPv4 Access Rules Table

Priority  Enable Action Service Source Interface
1 v Allowed  IPv4: All Traffic WAN1
2 ¥, Denied  IPv4: BGP WAN1
3 v Allowed  IPv4: FTP WAN1
201 ¥, Allowed  IPv4: All Traffic VLAN
202 v Denied  IPv4: All Traffic WAN
Add | | Delete
SER3. ( 7i& ) &EConfigureFld |, & — T PrE B 4T P HIEditiz i,
Schedule Configure
BUSINESS Delete | [ Up | [ Down
BUSINESS Edit | | Delete Up Down
ANYTIME Edit | | Delete | | Up | | Down
ANYTIME
ANYTIME

HRAEHMLEBIR



Access Rules

Rule Status: Enable

Action: Allow =

Services: «  IPv4 IPve  All Traffic v
Log: True =

Source Interface: WAN1 A

Source Address: Any =

Destination Interface:  USB1

4k

Destination Address: | Single IP 4 192.168.1.1

Scheduling

Schedule Name: BUSINESS ¥ Click here to configure the schedules
Apply l Cancel

S ER5.3% — T Apply.



Access Rules

Rule Status: Enable

Action: Allow =

Services: . IPvd IPv6 | All Traffic =
Log: True =

Source Interface: WAN1 A

Source Address: Any —

Destination Interface:  USB1

4k

Destination Address: = Single IP = ' 192.168.1.1
Scheduling
Schedule Name: BUSINESS ¥ Click here to configure the schedules

==

HER6. ( WIE ) EEConfigureFI P ERFHRBRAUNEERIER , FR—TEBBHNHRR AR
Up ZiDowni%z it

et : ESBRAE LA TEEE , ceERRVE L TR —ELSR, E4XRMF , E
FIEF1KE TR,

IPvd Access Rules Table
Priority = Enable Aclion  Servica Source Interl... Source  Destinal... Destination  Schedule Configure

l 1 Allowed  IPwi: ANT... WANT LEER1 192.188.1.1 BUSINESS | Edit | | Delela | | Up | | Down I
i 3 1

Aty
.o Ty BUERERE | Dot || Deee | Lo | !
3 Allowed  IPvd:FTR  WANI Aty USBZ  Any AMYTIME [ Edt | [Deets | [Up | [ Down |
201 Allwed 1Pl A T... VLAN Ay WAN Ay ANYTIME
202 Denied  IPwd: ANT... VAN Ay WLAN Ay AMNYTIME
| s |

BEE : EABIP  BRIEF1RERBEIEF2,



 IPvd Access Rules Table
Prioity  Enable Action | Service Source Infer... Source  Destina... Destinalion Schedule  Configure

1 Denied  IPvd: BGP  WANI Any WANT  Any BUSINESS | Edit | [ Detete | [ up | [ Down |
| =2 . Aiowed  IPvd: AR Tr,.. WANT Any USE1 15216811 BUSINESS | Eoit | | Delete | | up | | Down [}

3 ¥ Allivwed  [Pwd: FTP WAN1 Any UsSB2 Arry ANYTIME Edit | Deleta | _ULI Dawn

2m : Allowed  |Pvé: ABTL.. VLAN Any WAN  Any ANYTIME

02 Denied  IPwd: ANTr.. WAN Any VLAN  Any ANYTIME

S ERT 3% — T Apply.

Access Rules

hhmuunmnrmm
Priority  Enable Action Service Source Inte
1 W Denied IPvd: BGP WARN1
2 7 Allowed  IPvd: All Traffic WaAN1

Allowed |IPvd: FTP WaAM1
201 v, Allowed  |Pv4: All Traffic YLAN
202 ¥, Denied IPvd: Al Traffic WAN
i Add |

 IPV6 Access Rules Table
Prigirity Enable Action Senvice Source Inte
201 g Allowed  IPvE: All Traffic VILAN
202 J Denied IPwi: All Traffic WAN

[ A

| Restore to Default Rules I | Service Management |

B, BZEZCKKINRERVIAxRIIEEHEE EAEHER R,

T ERBH R 38 R
LB EIPVARIPVeRS IR BIR T | B B MIBRAY 25 R RIS 2 A BRENS 5.
BEE : EATRGIR , EIPVAFRIRAIRS | BEBEIEF,



~ Priority  Enable Action Service | Source Interface
@ 1 v Allowed IPv4: All Traffic WAN1
1 2 v Denied IPv4: BGP WAN1
- 3 v Allowed IPv4: FTP WAN1
201 v Allowed IPv4: All Traffic VLAN
202 v Denied IPv4: All Traffic WAN
Add Edit Delete

SR E—TRK T HHDelete , I iZ— T Configure¥| F iy deleteiz it

~ Priority Enable Action Service | Source Interface
1 v Allowed IPv4: All Traffic WAN1
- 2 v Denied IPv4: BGP WAN1
3 v Allowed IPv4: FTP WAN1
201 ” Allowed IPv4: All Traffic VLAN
202 v Denied  IPv4: All Traffic WAN
Add Edt | [__Delete ]

5%31&_1: rAppIYJ o



Access Rules

| Priority = Enable Action Service Sourc

) 1 v Denied  IPv4: BGP WAN1

) 2 v Allowed IPv4: FTP WAN1
201 7 Allowed  IPv4: All Traffic VLAN
202 v Denied  IPv4: All Traffic WAN
Add Edit Delete

~ Priority = Enable Action Service Sourc
201 v Allowed  IPv6: All Traffic VLAN
202 v Denied IPv6: All Traffic WAN
Add . Edit Delete |

Restore to Default Rules Service Management

BRI IEX R AIMIBR T RV3I4xR S HAR LR RIR A,

BRRAEBNES ...
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