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Getting Started
System Summary

Gateway to Gateway

r Setup
» OHCP

Add a Hew Tunnel

Tunnel Mo. 2
r System Management
Tunnel Mame:
¥ Port Management
» Firewall Interface: AN "]
Keying Mode: IKE with Preshared key V]
Summary
Enable: v

Client to Gateway
WPM Passthrough
PPTP Server

Local Group Setup

» Certificate Management Laocal Security Gateway Type: IP Only v
r Log
IP Address: 0.0.00
» SSLWPN
User Management Local Security Group Type: Subnet W
Wizard IP Address: 192.168.1.0
Subnet Mask: 255.255.255.0

Remote Group Setup

Remote Security Gateway Type: IP Only "]
IP Address W
Remaote Security Group Type: Subnet "]

IP Address:
& 2013 Cisco Systems, Inc. All Rights Resenved.

HER2 FREIPSechR B E ( FSHER )

a.) #& Encryptions% E B3DES,

b.) #% Authentications& & £ SHA1,

c) REZTLMIRE,

d) REALXLAzH (MEKHELXEEG ).
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IPSec Setup

Phase 1 DH Group:
Phase 1 Encryption :

Phase 1 Authentication:

Phase 1 SA Lifetime:

Perfect Forward Secrecy:

Phase 2 DH Group:
Phase 2 Encryption:

Phase 2 Authentication:

Phase 2 SA Lifetime:

Preshared Key:

Preshared Key Strength Meter:

Group 2 - 1024 bit W
3DES W
SHAT W
600

Group 2 - 1024 bit (¥
3DES W
SHAT W
GO0

KMinimum Preshared Key Complexity: Enable
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a.) #& Encryptionz% & AESP_3DES.,

b.) #&Hasha% E &SHA1,

c.) i Authenticationz% 7 & Pre-shared Key,
d.) #D-H Groups& X &Group 2 ( 102441 )
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cisco |[SA500 Series Cor_\figuration Utility

|| Defaultike

VPN 0

» VPN Status
IPsec VPN Status
S5L VPN Status

v Site-to-Site
IPsec Policies

Transform Sets
IPsec Remote Access
» S5L Remote User Access
Teleworker VPN Client
L2TP Server
VPN Passthrough

AES_

3DE

IKE Policy - Add/Edit

320

Name:
Encryption: ESP_3DES [~]
Hash: ® sHA1 O MD5

Authentication: ® Pre-shared Key (O RSA_SIG

EHourin IIISec

D-H Group:

Lifetime:
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a.) # Integrityz% E AESP_SHA1_HMAC,

b.) # Encryptioni%E AESP_DES,
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cisco

|| DefaultTrans

[ w320
» VPN Status

IPsec VPN Status

SSL VPN Status
v Site-to-Site

IPsec Policies

IKE Policies

IPsec Remote Access

» SSL Remote User Access
Teleworker VPN Client
L2TP Server
VPN Passthrough

S ER3.EHFIVPN > IPsec Policies > Add > Basic Settings (

a.) 81 A\ Description , 51#1RV320,
b.) #& IPsec Policy Enablez%E £&On,
c.) #% Remote TypeiRE A& Static IP-
d.) WA Eimht,

ESP_SHA1_HMAC

ESP_AES_256

ESP_SHA1_HMAC ESP_3DES
Transform Set - Add/Edit Help
* Name: 320
ESP
Integrit; ) ESP_MD5_HMAC &) ESP_SHA1_HMAC

Encryption: | ESP_3DES [ -]

e.) # Authentication Methods% X £ Pre-Shared Key,

f.) #& WAN Interface3% € AWAN1,

g.) #§ Local Networks& E /&DEFAULT_NETWORK,

(Range: 3 minutes to 24 hours)
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Enable ven: | IPsec Policies - Add/Edit

SR G ES  Advanced Settings | VPN Failover

+Md * Description: | w320

p [] MName IKE
| * |Psec Policy Enable: @) On O OF

~ VPN Status 0 ma320 _ 320
IPsec VPN Status * Remole Type:
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v Site-to-Site
* Authentication Method: (®) Pre-Shared Key
IKE Policies * Key: | Aa12345673001@#5%"&*() |
Transform Sets
IPsec Remote Access O Certificate
» 8SL Remote User Access Local Certificate: v
Teleworker VPN Client Remote Cerificate: =
2P Server WAN Interface:

VPN Passthrough

* Local network: | DEFAULT_NETWORK E]|

Save_}_Gancel * Remote network:
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S84 # %) VPN > IPsec Policies > Add > Advanced Settings ( 2R E f )
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| Basic Settings VP Falover
ok Add Windows Metworking S
{Net BIOS) Broadcast () On (&) Off
D Name . IKE
U | Access Control : | Zone Access Setting
+ VPN Status 0 w320 LAN ePermit  Deny 320
IPsec VPN Status WAN & Permit Deny
SSL VPN Status )
DMZ » Permit Deny
v Site-to-Site
_ GUEST # Permit Deny
IKE Puolicies SSLVPN @ Permit Deny
Transform Sets VOICE # Permit Deny
IPsec Remote Access
» S5L Remote User Access
. Apply NAT Policies: On = Off
Teleworker VPN Client
L2TP Server Translated Local Network: -
VPN Passthrough
Translated Remote Network: -

Save || Cancet|  |KE Policy: IKE Policy Link
Transform: Transform Link
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a.) # Enable VPNEZE £&On,
b.) #&—T Connectiz it
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Enable VPN: (&) on ) on
dkadd M Delete 45 Ratrash
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