ZERV110WPEr A il LB B &R R E R g
(VPN)EXE

B#&®R

ERERAMEVPN)ERLKBESInternet 2 I ERMEUETZEBER. Internet @R
(IKE) REMERE 2 HAEYZLBANGE. CARERERZARBEHR , BARVPNEREMinH
EEM,

VPN Ry 7 i 8 & A8 B A9 VPN R BE LA Sh AR BB Ao
ANENENEBRBNMAERVIIOWERRHIE EIBKER EERMEEVPNEKRE,

B KE

‘RV110W

AR

+1.2.0.9

IKEZE B 5 TE

InternetZ MRIR(KE)R—EHE , ARABVPNTHBARILZLER, EEERYNZLERE
AREEBI(SA), UTBENMETHAAVPNEREEIKERMIUAREZ M, EEVPNEETE
, W {8 s R Y IKER B FEAE [E)

S B A BWebEL B B A2 I iZZEVPN > Advanced VPN Setup. Advanced VPN SetupE [H
R

Advanced VPN Setup

IKE Policy Table
] Name Mode Local Remote Encryption Authentication CH

Mo data to display

VPN Policy Table
O Status Name Type Local Remote Authentication Encryption

Mo data to display

Add Row

IPSec Connection Status




Advanced VPN Setup

IKE Policy Table
] |Name | Mode |L0ca| Remuote
Mo data to display
[| Add Row | Edit || Delete |
VPN Policy Table
[ ] | Status | Mame | Type Local

Mo data to display

|AddRow || Edit || Enable || Dizable || Delete |

| Save | | Cancel |

| IPSec Connection Status |

HER2 1% — TAdd RowZE I #HIIKER R, Advanced VPN SetupEE B :

Advanced VPN Setup

Add | Edit IKE Policy Configuration

Palicy Mame: policy

Exchange Mode: Main W

IKE SA Parameters

Encryption Algorithm: AES-128 | w

Authentication Algorithm: SHA-1 ¥

Pre-Shared Key:

Diffie-Hellman (OH) Group: Group? (Y68 bit) | w

SA-Lifetime: 3600 Seconds (Range: 30 - 36400, Default: 3600)
Dead Peer Detection: Enable
DFPD Delay: 10 (Range: 10 - 999, Default: 10}
DPD Timeout: 30 (Range: 20 - 1000, Default: 30)
| Save | | Cancel | | Back |

$EB3.fE Policy Name {7 , B AIKERBEH BT | LUERREE,



Advanced VPN Setup

Add | Edit IKE Policy Configuration

Palicy Mame: policy1
Exchange Mode: ain W
IKE SA Parameters E_
| Aggressive |
Encryption Algarithm: AES-128 | w
Authentication Algorithm: SHA-1 W

Pre-Shared Key:

Diffie-Hellman (DH) Group: Groupt (768 bit) | w

SA-Lifetime: 3600 Seconds (Range: 30 - 86400, Default: 3600}
Dead Peer Detection: Enable
DRC Delay: 10 (Range: 10 - 999, Default: 10}
DPC Timeout: 30 (Range: 30 - 1000, Default: 30)
| Save || Cancel ‘ | Back

B4 . Exchange Mode ™ $I 35 B8 B 1E — EIiE1H

FE — AHFKERBLLEBEXAELZ2HET , BREER. IRFEEFLZLHVPNER , FEE
BEiEIE,

Bl — AFFIKERBLEEENETER , BEREMRE, MRFEERNVVPNELR , FREFLER

o



Advanced VPN Setup

Add | Edit IKE Policy Configuration
Policy Mame: policy

Exchange Mode: Agaressive | w

IKE 5A Parameters

Encryption Algorithm: AES-128 W
DES
Authentication Algorithm: jIZEIE

AES-192
AES-256

Pre-shared Key:

Diffie-Hellman (OH) Group: Groupl (768 bit) | w

SA-Lifetime: 3600 Seconds (Range: 30 - 86400, Default; 3600}
Dead Peer Detection: Enable
CPD Delay: 10 (Range: 10 - 999, Default: 10}
DPD Timeout: 30 (Fange: 30 - 1000, Default; 20}
| Save H Cancel || Back ‘

S BR5.# Encryption Algorithm N R EE R BIFE—EIREE L

‘DES — BRI B ER(DES)E AL M A/NETER T, DESTB | BEE—ERHES
EDESHER A,

-3DES — :Eﬁﬂﬂﬂ&*“E(3DES)$M‘TDES:/A BE|ANE168 B A1121L , RR112(UE R
561 , EBEEURAFIHAITHDESTER, 3DESLEDESHAESEZRZ %,

‘AES-128 — EH 128U £ N SR N EAE(AES-128)F 128 £ 88 ITAESINZ, AESH
DESER, B&X%, —fiXRiR , AESLLIDESER , BEZeMHBIEK , ERX LR FINFERFEIDESE R
o AES-128LLAES-192FIAES-256 1R , B R MHIK,

‘AES-192 — AES-192fFE 192U £ 8 HITAESIER, AES-192HLAES-128 R ERIEEELS , M
AES-192tLAES-256F E F R{E L2 M EIK,

-AES-256 — AES-2561 FI256 {7 &R EITAESINE . AES-256LLAES-128MAES-19218 , BE L2

o



Advanced VPN Setup

Add | Edit IKE Policy Configuration

Palicy Mame: palicy1

Exchange Mode: Agaressive | w

IKE 5A Parameters

Encryption Algarithm: 3DES ¥
Authentication Algorithm:

Pre-Shared Key:

Diffie-Hellman (DH) Group: Groupt (768 bit) | w

SA-Lifetime: 3600 Seconds (Range: 30 - 86400, Default: 3600}
Dead Peer Detection: Enable
CFD Delay: 10 (Range: 10 - 999 Default: 10}
DPD Timeout: 30 (Range: 20 - 1000, Default: 30)
| Save || Cancel || Back |

S ER6.# Authentication Algorithm THI)EE PIRIEFMEMNERTE -

‘MD5 — B EREREE AS5(MDS)E A 128U EEETEMERE. MDSWELEMERIE , {BLHESHA-
1MSHA2-256 F 1,

SHA-1 — Z2H#ZEER N 1(SHA-1)ER 160 M EEHETH0EBE. SHA-1LEMDSEREBER S
, TISHA-1tESHA2-256 B IRIEEE & £,

-SHA2-256 — BB 2561 # E{E(SHA2-256) MV Z & M E EE L2 256 M EEET B R,
SHA2-256 tkMD5FISHA- 1R E 8B L £,



Advanced VPN Setup

Paolicy Mame:

Exchange Mode:

IKE SA Parameters

. Add |/ Edit IKE Policy Configuration

policy

Agagressive | w

Encryption Algarithm: 30DES W
Authentication Algorithm: MD5 W
abod1234

(F're—Shared Key:

Diffie-Hellman (DH) Group:

Group1 (V68 bit)

b

SA-Lifetime: 3600 Seconds (Range: 30 - 86400, Default: 3600}
Dead Peer Detection: Enable
DPD Delay: 10 (Range: 10 - 998, Default: 10)
DPD Timeout: 30 (Range: 30 - 1000, Default: 30}
| sae || cancel || Back |

S ER7 TE Pre-Shared KeyB{L® , B AIKERBEEANFELASE,

Advanced VPN Setup

Palicy Mame:

Exchange Mode:

IKE 5A Parameters

Encryption Algaorithm: 3DES ]
Authentication Algorithim: MD5 "]
Pre-Shared Key: abcd1234
Diffie-Hellman (DH) Group: Group1 (768 bit) | w
| Group1 (768 bi)

Add [ Edit IKE Policy Configuration

policy1

Agaressive | w

SA-Lifetime: GroupZ (1024 bit) Seconds (Range: 30 - 85400, Default: 2600)
Group5s (1536 bit)
Dead Peer Detection: [+ Enahble
CFD Delay: 10 (Range: 10-999, Default: 10}
DPD Timeout: 30 (Range: 30- 1000, Default: 20)
| Save || Cancel || Back |

S ER8.# Diffie-Hellman(DH)Group THL
MENBERATRRE®. Aunds , H8Re,

#81-768y — BMERENERIKZIZLNSOREE, B

BRORER , AIEZELRE,

BER , EREFIKEEARDHIE, DHAEF R =M BRI

ATEIKESRATENRBER, MRE



#H2- 1024y —REFSNERVNEZLN S OREL, EFRE-LERBRFAEIKESR,

485 - 15361 — RNBEHESNERNEZENFNRTE. CREESHEFTHEKERR, MR
MREES , RIELEM.

Advanced VPN Setup

Add |/ Edit IKE Policy Configuration
Policy Mame: policy1

Exchange Mode: Aggressive | w

IKE SA Parameters

Encrypticn Algorithm: 3DES W
Authentication Algorithm: MDE W
Pre-Shared Key: abod1234

Diffie-Hellman (ODH} Group: Group2 (1024 bit) | w

r B
SA-Lifetime: 3500 Seconds (Range: 30 - 86400, Default: 3600}
Dead Peer Detection: Enable
DPD Delay: 20 (Range: 10 - 999, Default: 10}
LDF'D Timeout: 40 (Range: 30 - 1000, Default: 30)
J
| Save H Cancel || Back |

HBRI.7E SA-Lifetimet@ L F 8 A\VPNHYSATERBFTSAZ Rl @M R ( AW REMN ),

$E10, ( TIiE ) iBA Dead Peer Detectiont@ {3 # I Enable 2z Y /5 $2 LA B Fi Dead Peer
Detection, Did Peer DetectionE=1Z IKEH ZHUBRREHERIERF LT, KRB ERRAI TR
FEBHER LREBEKER,

SR, (WE) MRESROPRAT "RIFBERWN, | FE "REHFRELE, WP
AREYHE BT B E(UR BEL),

$EB12, (W) MREESELEIPADact Peer Detection , 5% "Dact Peer Detection
Timeout, WA AEMBRIETHEHEB 2 EFNWEL,

$ER13.3%2— T Save LAERAFIARE.

VPN R

FEB1 B AFWebE B E AR I IZZEVPN > Advanced VPN Setup. #4B8RAdvanced VPN Setup
HEH :



i MName Mode Local

Remote

O Mo data to display

lupddRow, || Eat Delete

Status MName

Type

Remaote

0
O Mo data to display

M\ Eat || Enave |[ Disavle |[ Deiete |

Aggressive

Edt || Delete

Enable || Disable ||

Delete

H B2 % — T VPN Policy TableF#JAdd Row., Hi¥RAdvanced VPN Policy SetuptR & :

Add / Edit VPN Policy Configuration

Policy Mame:

Policy Type:

Remaote Endpoint:

Local Traffic Selection

Local IP:

IP Address:

subnet Mask:

Auto Paolicy

[P Address

(Hint: 1.2.3.4 or abc.com)

Single | w

(Hint: 1.2.3.4)

{Hint: 255.255.255.0)

Remote Traffic Selection

Remaote IP:

IP Address:

Single | w

| (Hint: 1.2.2.4)



WS /ARIEVPN SR A0
Advanced VPN Setup

Add / Edit VPN Policy Configuration

(F'nlil:y Mame: policy 2 )

Policy Type: Auto Policy w

Remote Endpaint: IF Address | w

(Hint: 1.2.3.4 or abc.com)

HEBR1 1E Policy Namet {iz 5 i A 5% & B ME — 2 R LABE 258 Bl
Advanced VPN Setup

| Add | Edit VPH Policy Configuration

Palicy Mame: policy 2

Puolicy Type: Auto Policy (¥
Auto Policy

Remaote Endpoint: IManual Policy

(Hint: 1.2.3.4 or abc.com)
SER2 % Policy Type FHLIEZEHBEEER KRR,

-BERE — TUEBRESIB. FEBIERT , RTERKZI , BEERIKE ( InternetE& iRt
) 18 7E 1E R B VPN B 2 B 1T 1557

-FERE — EEBERT , SHEARVPNREN SRR ENFMERENEABARMFREA,
Advanced VPN Setup

Add / Edit VPH Policy Configuration

Palicy Mame: policy 2
Paolicy Type: Manual Policy | w
Remate Endpaint: IF Address |«
IP Address
FQDM (Hint: 1.2.3.4 or abc.com)

S BR3.#E Remote Endpoint T $1iZ B8 Fr iR 12 F AR 3R i i BB AV B BE Y IPRE& BI R_F 5 2L 3l o
APl — RimAR i EAEREAY 1P, GORIEBBULIEE | BEMAL DB AIPHLL,

‘FQDN ( T£REHE ) —BAERKEH LRBENTERESS, MRBELLRET  FERH
MR ATERERS

it AR



Local Traffic Selection

Local IP: Single | w
IP Address: Subnet {Hint: 1.2.3.4)

Subnet Mask:

(Hint: 255.255.255.0)

SBR1.#Local IP ( A#IP ) THIBEFREZEAKRIRRHAERTFER,

Local Traffic Selection

Local IP:

EF' Address:

Subnet Mask:

Single |w

192.168.1.1 (Hint: '1.2.3.4-}]

(Hint 255.255.255.0)

-Single — B RIERELS —EEH, MFBZFIRET

A TE P UL AR 3 A IPb 3L

Local Traffic Selection

Local IP: Subnet | w
-
IP Address: 192.168.1.1 (Hint: 1.2.3.4)
Subnet Mask: 2552552550 (Hint: 255.255.255.[!}J
48— &

ERERIPEANBER, EEANREEE FRANEMERIIVPN, ZERFIVPN , EfX

HEBEANDRERE, NMRIPERAFMENMEEE , AZRIZFER. WRBZFNEIE  BEIPHUL

FHANR AL & A P 3R 748,
RemoteTrafficiZ1E

Remote Traffic Selection

Remaote IP:

IP Address: (Hint: 1.2.3.4)

Subnet Mask:

(Hint: 255.255.255.0)

SRR A IPTHREPREZER G HAVEBIRFRER

Remote Traffic Selection

Remaote IP: Single | w

GF' Address: 192.168.1.5

(Hint: 1.2.3.4}]

Subnet Mask:

(Hint: 255.255.255.0)

-Single — S REERA R —EEH, WRBFJUEER  FBEIPHURL P8 AP,



Remote Traffic Selection
Remauote IP: Subnet | w

-,
IP Address: 192.168.1.6 (Hint: 1.2.3.4)
Subnet Mask: 55.255.255.0 (Hint: 255.255.255.0_‘;

FiH — EREEIPEANEE., EEAHRBEE AN EHEREIVPN, ZEHFEFVPN , B
HBEANDRIERE, MRIPEAFMMENMEEEHE , ARESHK, MRZZWRE  BEIPHuF
FHEAMAL P E A PR 748,

FERMSIB

EfgiEManual Policy Parameters , 8 #£Add/Edit VPN Policy Configuration&h4 B Policy Type T %I
1% 88 fh & #£Manual Policy.

Manual Policy Parameters

SPl-Incoming: 014cC
SPI-0utgaing: 014C

Encryption Algarithm: AES-128 | w

Key-In:
Key-Out:

Integrity Algorithm: SHA-1  [w
Key-In:

Key-Out:
HBR1. ESPI-IncomingfR L A — @ A8z B +SEMFIE, AREBIRBRISPHR—ER
AREIWANEN, SPIBRT ZEZ2YEE , AYRNBRBMAENZ L, SPI-IncomingfE¥t

FER £ —2 B HISPI-Outgoing. MNRiRixmVPNILImTE H SPI-Outgoingi@ L E G HEKE , RIEM
B TEZNW,

HER2 7 SPI-Outgoingt® i ¥ A — @M R3M8 2 MY /ML HIE.




Manual Policy Parameters

SPIl-Incoming: 014cC

SPI-0utgoing: 4cC
(——

Encryption Algarithm: AES-128 | w
3DES

Key-In: ES 1
AES-128

. : AES-192

Key-Out: AES-258 _

Integrity Algorithm: SHA-1 (¥

Key-In:

Key-Out:

S B3 #EEncryption Algorithm N AR E FEFEEN MZEE L,

‘DES — BB INZRIE(DES) A6 TMA/NETERMNE, DESTIBR , BEE — B REX
EDESHER T M.

-3DES — =ZE &R MBZEE(BDES)#1T3XDES , BRFBHITHWDESERK S K/ M E168 U A
11242 , 112112 /5617, 3DESLEDESFAESE R £,

‘AES-128 — EF 128U &M BRI IR LE(AES-128)E A 128U £IMEITAESINE ., AESHE
DESEMR., EX%, —MHKE , AESLL3DESER , BEREME(K , (ERLH BN EREFEIDESER
o AES-128LLAES-192FIAES-256F R , (B R £ M EIK.,

‘AES-192 — AES-192fE 192U & S#EITAESINE . AES-192LLAES-128REREEELZL , M
AES-192LLAES-256 R E ER{B L £ M RIK.

‘AES-256 — AES-2561 12561y & SR E{TAESINE . AES-256LLAES-128FIAES-19218 , BEER %

o

Manual Policy Parameters

SPIl-Incoming: 014c

SPI-Cutgoing: 014C

Encryption Algorithm: DE= (¥

-,
Key-In: 1452
Key-Cut: 1452

J
Integrity Algarithim: SHA-1 W
Key-In:
Key-Cut:

HERAFE Key- IR F B AAUKBHMNBE SR, SRNKREFURRSEIPRENEE L,
HER5.7E Key-Outily Fp¥a1 A HH UA SR BE BY D022 28R



Manual Policy Parameters

SPIl-Incoming: 014cC
SPI-0utgoing: 4cC
[——
Encryption Algarithm: AES-128 | w
3DES
Key-In: DES
AES-128
. : AES-192
Key-0Out: AES-258 _
——
Integrity Algorithm: SHA-1 (¥
Key-In:
Key-Out:

S ER6. 1 Integrity Algorithm T RLEE R BREFMEN TEMES X, WEEEIKRIJERNTEM
‘MD5 — IEE XK SRREREA16=FT. Message-Digest Algorithm 5(MD5)FBh&E 2R |, B A
REKFENBHENSSLERRBUBESZERARER . MDA THERBAEA12841E , {BSHAK
HBEA1601IE. MDSHVETER AR , ERMDSRMEERELNRERAE , ZZTHRYE,

-SHA1 — REMBEREERA1(SHAN)R —E160 L T M ERR , LEMDSEZR S |, B EREE
o

-SHA2-256 — IEE X SR REREA32EFE T,

Manual Policy Parameters

SPI-Incoming: 014C

SPI-Outgoing: 014c

Encryption Algarithm: DES W

Key-In: 1452
Key-Out: 1452
Integrity Algorithm: SHAZ-256 |w
II"_Ke'g,f-l n: 1234 ]
Key-Dut: 1234
\ ¥

SRTBAURBRATELETR (YREETEMEERANESP ) . SRNKREBURRSER6HIEE
K ER R,

HERB. TEKey-OutiB v i A H VAR TR M IR, VPNERREAHWBIAY | Hitt—imky Kk
ERMTEES RN ABERITE,

PEE : SPIEAMEH, MEEEE, TBEMWEREENEREVPNREBEN S —mFEEME , FEEX
WiE#Ro

E R R M 5| B



Auto Policy Parameters

-,
(S.A—Lifetime: 2800 Seconds (Range: 30 - 36400, Default: 28300
J

Encryption Algarithm: AES-128 | w
Integrity Algorithm: SHA-1 W
PFS Key Group: [] Enable
DH-Group 1(768 bit) |«
Select IKE Policy: policyl | »

HER1.FESA Lifetimetl i P A T2 BB (SA)VIFERE ( LV AEN ) . SAAFHRER[ASHR
EIHELEFHE  EAEBNSABRE BB ENIHE.

Auto Policy Parameters

SA-Lifetime: 2800 Seconds (Range: 30 - 86400, Default: 28800}

Encryption Algarithm: AES-128 | w

3DES
Integrity Algorithm: _
PFS Key Group: AES-182

AES-256

DH-Group 1(768 bit) |+
Select IKE Policy: policyl | w

& ER2 f€Encryption Algorithm FRLEEFRFEEN MEEE L .

‘DES — BRI INZZA(DES)EAS U SIMA/NETERMNE . DESEIBE , BEE —BERKEX
EDESHIER T M.

-3DES — = E & B IFZX(3DES)H1T3XRDES , ERBFHITHDESHERE S AN 168 E A
1121 , 112108 A5617, 3DESLLDESHIAESEZ £,

-‘AES-128 — EH 128 £ BH = ik INF1ZE X (AES-128) 128 £ 8 E TAESHIZ., AESLEE
DESEIR, E&X%, —fiXRER , AESLLIDESER , BEZe MBI , BEX LR FINFEEFEIDESE R
o AES-128tLAES-192F1AES-256F 1R , B R4 M RIE,

-‘AES-192 — AES-192fFE 192U 8 HITAESINE, AES-192LLAES-128RERIEEELZ S , M
AES-192tLAES-256 1 E FE R{E L4 M EIK,

-AES-256 — AES-2561F 256 €@ TAESINZR, AES-256LLAES-128F1AES-19218 | (EEZ S

o



Auto Policy Parameters

SA-Lifetime:
Encryption Algorithm:

Integrity Algorithm:

PF3 Key Group:

Select IKE Policy:

2800

DES

policyl | w

Seconds (Range: 30 - 86400, Default: 28800}

SRIM TEEMEEE THEETREMENTEYERE L, EELRBERNNTEM,
‘MD5 — WEE L SBREREA16{F . Message-Digest Algorithm 5(MD5) P& 3R |, #EH
RIEHBENSSLER R BUEESEAREN . MDSKE MM THERBREA1280E , ESHAK
HBREA160L{E. MDSHEFTERARE , ERMDSRMERELINBRERE , ZZTHRUE,

-SHA1 — Z&MEREERA1(SHAN) R —E160 T ZERN , LktMDSEZR S |, Bt EREEE

o

-SHA2-256 — WWEE EZK EMREREA32EF T,

Auto Policy Parameters

SA-Lifetime: 2800

Encryption Algarithm: DES W

Integrity Algarithm: SHA-1 W
[F'FS Key Group: Enable]

Select IKE Policy:

DH-Group 1(768 bit)

policy? | w

Seconds (Range: 30 - 86400, Default: 28800}

W

HEB4. (TR ) B PFS Key Groupt#{i 7 B9 Enable B EX 5 # LLBX A Perfect Forward Secrecy , &

BAREREM,



Auto Policy Parameters

SA-Lifetime: 2800 Seconds (Range: 30 - 86400, Default: 28800}
Encryption Algarithm: DES ¥

Integrity Algorithm: SHA-1 W

PFS Key Group: Enable

r_DH-Gn:uup 1768 bit) |w
Select IKE Policy: DH-Group 201024 bit)
DH-Group 5(1536 bit)
View
S ER5 MR BT L ER4hiE T T Enable , 551 PFS Key Groupt#{u T H1 3075 B iR 1218 E #Y Diffie-
Hellman< 8 33 #,

#81-768y — RABERENEBNETIRZENFNBREE. EFEIKESRAENEFHED. M
REERER , MELER,

#H2- 1024y — REBEESHERNELZENEHRETE. EFE-LRERFEIKEER.

485 - 1536 — R BEHGENERNELZLNEHREEL. CREEZKEFEKESR, NR
MmEES , AEEER,

Auto Policy Parameters

SA-Lifetime: 2300 Seconds (Range: 30 - 86400, Default: 28800}
Encryption Algorithm: DES 7]

Integrity Algorithm: SHA- 7]

PFS Key Group: Enable

DH-Group 1(768 bit) |w

Select IKE Policy:

SEROMEFIKERETHHZREDZRIZEBENIKERK, InternetEBRP(KE)R—EHE , ARAE
VPNFREFRRI LT ERF, EECEBINZSERBAZLEBI(SA). EFVPNEEIE , MmAE
HEMIKERBEHER,

S EB7 H— T Save A EAMBHRE,

MIEE : SA -Lifetime, MZBRE X, TEMEE L, PFSEBENMKERBEVPNBEEN S —InEE
HEFRER ThiERR

MREBRBERVIIOWLENESZXE | BiE—THRE.
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