{5 F Active Directory fIRV34xi#% R HY R I & 10
BREBMNEAERS

B#&®R

AICERBEA T WA fECisco RV34xF 5l B Ha 85 £ F i Windows Active Directory(AD)EL & & i & 17 B &%
o LbAN  EEEMEN , B BENEAER,

T

HERV34xiE MR LEERB S OREBRER K FEEENTS ORI .

FEERERT , RV34xR 5B H =R LRV /NS E R E R % EF ARADIUS/LDAP/AD/Local, MR 1EEKH
27 L #TBRADIUSHRARER , WebE AR H M R#E S AARADIUSAHRERERFERE, RE
BEANERHSWebZE ARBRAANTEREY SHEMBBEES —EERE., ERHAF[LEERIY
FAFRADIUS# , B% 25§ FIRADIUSERIEEAWebZE A, SAREEIUARIVPN, EzZVPN/E=7
VPN, SSL VPN, PPTP/L2TP VPN#802.1xH /A SR E R E,

R EMEAWindows , Microsoft@ R AEBADRTS . ADREFRRMNFIEEARERN , S/ERE.
RENRKE, EESEMAADERAE—NVERVNERRER. EAPRUR-—NAXNRERE, &5
MNTERNREEEIR,

BER , AAESRENEREETUERAINEFADEE ( EWindowsARBFEERKF ) ETHH
B, BUMERRV34xEHEE EVEMBERYE. REEHETAERRENIE  REAMERE
BB & 0 REFTRVERNNRE.

ERER |REREE

- RV3401.0.03.16

- RV340W | 1.0.03.16
- RV3451.0.03.16

- RV345P | 1.0.03.16

B #%

- BB REBE

. BActive Directory®® ¥ {5 i E#8

. £RV34xig 88 . $1iActive DirectoryS¥4H ¥ S
- MRERRSEMAPEHZE R T4 BE?

BRI HBEE

#hEWindows 20161 iR &5 L AYActive DirectoryE A E MEBMEE N HE., #EUsersBRERK | &
—TERER , A% RProperties. FEEEHRAETERV34xEE K2 User Container Pathi i #
A ® DistinguishedNamef&..

2® @0 u» k

File Action View Help
&2 20 {0/ XEcE BE 2 aETa%

. Active Directory Users and Computers [sb|| Name Type
Saved Quenes o




AActive Directory2 I (£ A &#
SR

B AEIRV34xR S HES. B EZESystem Configuration > User Groups.

Getting Started
e Status and Statistics

3& Administration

System .

Time
Log
Email

User Accounts

F2
2432 HO &K MR

@ .l Rvaasp-Rvaasp
CIsco

User Groups

User Groups Table

-+

O Group # Web Login/NETCONF/RESTCONF %

HR3
ﬁllﬁﬂ"gﬁo E—T rAppIYJ o
@ alualie pyzasp-RY345P

clsco

User Groups

Overview

Group Name: | Remoteddmin

ERHIF | EAME T —{ERemoteAdminfE A & 8.

90
Cance



SR
B—THEMAEAZENHRNT R, B— TeditBlR,

User Groups

User Groups Table

+ |2 @

O Group # Web Login/NETCONF/RESTCONF %

o Remote... Disabled
SRS
[ N RE)VEH ZE Services, % — T AdministratorE &% &,

Services

Web Login/NETCONF/RESTCONF O Disabled O Read Only Administrator

Site to Site VPN

HB%6

#—T "Applys

Apply Cancel

B75
R, AHEINETAEEEEHN RN EA SR,

alialn N )
e thilie RV345P-routerad9 1EF @) cisco (admin)  encisr @ € @

User Groups Cancel

& Getting Started

» Status and Statistics

&F Administration

User Groups Table ~
+@ W
System
O Group % Web Login/NETCONF/RESTCONF & S2S5-VPN = EZVPN/3rd Party +  SSLVPN & PPTP % L2TP = 802.1x =
Time
[ O RemoteAdmin Admin Disabled Disabled Disabled Disabled Disabled Disabled ]
Log
O admin Admin Disabled Disabled SSLVPNDef. Enabled Enabled Enabled
Email
O anyconnect Disabled Disabled Disabled SSLVPNDef...  Disabled Disabled Disabled
User Accounts .
O guest Disabled Disabled Disabled Disabled Disabled Disabled Disabled

ERV34x3E BB L ¥ W Active Directory 5413 FA



HB1

Bz RERBE>-ERAERSE, READRIEYWIZ— Tedit iconAFTBAD R R FEME A,
Englist v 9 o €

mmm _ 0 . .
© .l rRvaasP-routerasaiEF cisco (admin)

Getting Started
User Accounts
R Status and Statistics

* Administration

* Should have at least one account in the "admin" group

Remote Authentication Service

System
Time - )
Remote Authentication Service Table ~
o
s

Email O Enable $ Name % Primary Server 3 Backup Server %

TR 3 |
User Groups oo LDAP
IP Address Groups 0o RADIUS

SNMP

Discovery-Bonjour * Please input remote authentication service configurations when it is enabled

HRR2
WAADIE, Efkas. BN EHE B S+ MEH. E—T "Applya o
€ .uih RvaasP-routeraag R Engish |~ @ €

Cisco
Apply Cancel

(2]

cisco (RemoteAdmin)

User Accounts

Add/Edit New Domain

Name AD

Authentication Type Active Directory

AD Domain Name sbcslab.local

Port 389 o

Primary Server 172.16.1.2

User Container Patl cn=user,dc=shcslab,dc=loc

PR : SR EE A XRE W 5 A BE TS I A REWindows Al BR 25 B /Y £ 1 & RER B M ERA

o

TEARRGIF | FHMEAR Cn=user , dc=sbcslab , dc=local, BEH! B 8551 E (LDAP) R BRES TR
RIEFIE /389,

B3
EADH | BaR EBEE T User Group , I B E Pt #& B85 #Y User Group& 8.

Ta Action Maza Cipboard i Halp

B D @O nmm
] Active Directory Users and Computers — m} X
File Action View Help
&9 27 {0 XEE= HRE T ETI%R

| Active Directory Users and Computers [sbeslabfores) | Napme

. S:veld :Iuerlfs %Enterprise Read-only Domain Controllers
v oo .c;a_l.t.aca ﬁBGroup Policy Creator Owners
uiltin

) 8 yGuest
Computers >

. P! 82 Key Admins

2 | Domain Controllers

P T T T S g.;krbtgt

Type

Security Group - Universal
Security Group - Global
User

Security Group - Global
User



HBR4

7 THHR — EAE,L (New Object- Usen T , IEEE. BEFANMHAR , SEBEXRLEWMY , B
FEFNHER BNz

2E EPNBZNE BN ZHLAMBR  SRISEEEREA,
LEEERT BAMBRNTERBHI R

W Amoe  Mgde  Ogtoes Vas

@0 n» R

File Action Wiew Help
e nmfO0/XDc=HmLaeETak

:_ Active Dinectory Users and Computers [sb|| Name Type

ce SMI\IQIum:n Qlﬂd-nnfy'l}dmam Controllers Security Group - Global
= jb(;aﬁ:“ ‘hmnmnm Security Group - Global
| Builtan
Ciompisters B, Enterprize Adming paw Object - User %
2| Demain Contrallers ’EEM”W'“ Ky Ad|

| FareignSecurityPrincipals ER Enterprize Read-o .
1 Keys B schema Admins % Cioole i sbealab local/Lisers

| LostAndFound EMF'"” User2

| Managed Service Accounts &, Admin Userd - ] .
| Prograrn Data & Admin Urerd | | ia | 9
Sppteir SMmlnlstrmr
*_!m o E,Mmlnl.lsrr{l .
| TS Dsatas EMMIHULH] Full navme:
| TPM Dewices 2. Defwuhbccount
& Guest Lsts logon ruame

&, bibtat adade @sbesiab local v

& LaTP Usen L2 koguon resme pes-Windose: 2000}
E PETP Usen)

a Perel S md e _ﬁBl:SI.AB‘. o

El SBCS admin
s sbes labadmind

&, sbesadlabadmin < Back M » Cancel
&, User 0

& User1 User

B8RS

ERELSRUBRYE —EERE, BK , LREEBMBRABEYNEFZHERER 2 EML.
BR-—TTF—FREBEBLTHERAERY,

HEER "£8) PHZEREKMER. ERMEEAENERSRN

B Rmoe  Mada  Ogtoed  Wes  ap

Q=@ nir i

File Action  View Help

oo nm 4 XD EHm 5-1_;.?2“&

o Actrve Directony Users and Computers (38| Myeme I New Oibject - e x I
Sved Duenes
: Rernotediy
v F3 sheslablocal g
Enterpaize )
" Builtin S Conbeinc  shoslab localUsen
B Entespiia i
| Comparters B et
2 Domain Contraliers *’ﬂhNPm;
| FortignSecul rncipals whema w Il
x,r,w e B, Aderi U3 L -
| LostindFourd & Admin U =
_ Mamaged Senvice Accounts & ademin Us Full name: [daciminz
) Pmyam Diata a.i.dmnl:b' |
1 Sytem %Aﬁans' Lt agon rame:
Users Adminla [ s ]
al @shessh local hd
NTDS Quotas E,;I'.'Iehuh.&: L -
| TPM Devices & Guen U boger: rusme e winwdowrs 20001
Bt SECSLARY adadmind] |
RLTPuser '
EPF‘TF Use| e
&, Priv1% nde
&, 5803 ader e Fareet
E;sbuilbi»dmm! aer
E.,:b-uldlahadmm'l User
& uer0 User
B User User

User 2 User
2



HB%6

ERERERBETRMENMECREFEEN.

Fila Az Mledia ShgTaoard W Haig
= @0 | G -
: Active Directary Users and Computers
File Action  View  Help
= mF M XEE BHETasvyER
| Active Directory Users and Computers [sb|| Name Type -
= Saved Queries %En’t\erprise Adrmins Security Group - Universal
v =4 SthIah lacal &EEntl:rprisl: Fey Admins Security Group - Unireersal
- EL;Irl'nh;uters %En‘t&rprise Fead-only Domain Controllers Security Group - Universal
= Damain Controllers %Scher_’na Adrmins Securty Group - Unrsersal
~ | ForeignESecurityPrincipals E) Adrnin User2 User
= Keys E) Admin User3 User
= LostindFound E; Admin Userd User
~ Managed Service SAccounts E) Administrator User
~| Program Data E; AdrminlserQ User
| pstemn E)AdminUSEH User
—| Users &5 Defaultdccount User
| NTDS Quotas &, Guest User
. TP Devices 2. krbtgt User
B 12TP Usert User
&, PPTP Usert User
E, Priv15 admmin User
8, SBCS admin User
E) sbcs labadmind Uszer
&, sbesadlabadmin User
2, User0 User
E) User 1 User
E; User 2 Uszer
E) User 3 Uszer
E) User 4 User
E) User 5 User
E) User o User
B User 7 User
E) User 8 User
™ A User
& ad adminl User
& adadmin2 User
<
L YE 7
BEERE , ad admin B REFME BN ; MRTETEE  BABKY. LEREEER

~ZH =5 )45 72 RIB1E BB | adadmin2 iR Bl ERE,

ERREER , FiR—T4G8ad admin 1/ &% 1 i1EZFPropertiesiZIE, ARZEMZIObjectEH
, %248 Object detailst) HEE BE Ao

13

ad admin1 Properties 7 x < fadmin2 Properti
t
Security Environment Sessions Remote control u Security E nvironment Sessions Remate control
Remote Desktop Services Profile COM+ Attribute Editor U Remate Desktop Services Profile COM+ Attribute Editor
General  Address  Account  Profile Telephones  Orgagization U General Address  Account Profile Telephones Drganization
Published Certiicates  Member Of  Password Replication  Dialin Ul Published Certificates  Member Of  Password Replication  Diakin
Canonical name of object: E Canonical name of ohiect
sbeslab. local/Users/ad adminl | u |:bcslab. local/l sers/adadmin2 I
u |
Object class: User U Object class: User

o, BETNEMBBHRATHNASHER , BREELMEME S BN HEAH LN RemoteAdminst
HMEA.



ad admin1 Properties f X 2 adadmin2 Properties ? X

Security Environment Sessions Remate control Security Erwironment Sessions Remaote control
Remoate Desklop Services Profile COM+ Aftribute Editor Remate Desktop Services Profile COM+ Attribute E ditor
General  Address paufissaus Profle  Telephores  Orgarization General  Address __éweecount  Profle  Telephones  Organization
Published Certificates Password Replication  Diakin -~ Object Published Certificates | Member OF | Password Replication  Dialin  Object

Member of. Member of:
Name Active Directory Domain Services Folder Name Active Directory Domain Services Folder
Domnain Users sheslab local/lUsers Domain Users sheslab. local/Users
Remateddmin sbrslab local/Users Remateddmin sbeslab local/U sers

[
BinElAttribute Editor:ZI8+ , LABRFEIE L £ Fl & B B/ DistinguishedNamef&.

ad admin1 Properties 7

adadmin? Properties ? X

Security Environment Sessions Remote control
General  Addiess  Account  Profle  Telephones  Organization
Published Certificates ~ Member Of  Password Replicatic ial-i i

i 2Cl
Remote Desktop Services Profile COM+ Attribute E ditor

Securty Enwvitonment Sessions Remate control
General  Address  Account  Profle  Telephones  Organization
Published Certificates  Member OF  Password Replication  Dial-in__Obie

-
S
U
U
U !
U Remote Desktop Services Profile COM+
Altributes: 3 Attributes:
Tibute Walue G U (ibute Yalue =
partmentNumber <nat set> U pfaultClassStore <not set>
scription <not set> Ul partment <not sety
sktopPrafile <rot set> u [partmenthumber <not set>
stinationindicator <not sety U sscription <not set>
playName ad admin u :sktopProfile <not sety
‘playM amePrintable  <not set> - sstinationlndicator <not get>
an admint CN=Users DC=sbeslab,DClocal u adadmin?
= U ot sets
ASignature <not set> u CN=adadrming CH=Users DC=sbcslab DC=local
CorePropagationD... 0x0=[ ] U TIorTer
namicLDAPServer  <not set> U [ASignature <not get>
iployeelD <not set> ul  pCorePropagationD... 0x0=()
iployeeNumber <not set U namicLDAPServer  <not set>
ploveeT ype <not set> w u nployeelD <not sety v
< > < >
Edit Filter U Edit Filter

SR8
£ F User logon name(ZBlH Badadmin2) & A , BB R ZE AR,

HRR9
BULEINENERENFEER , U TENEFTBEMR.

£ Capturing from Ethernet - m} X

File Edit View Go Capture Analyze Statistics Telephony ‘Wireless Tools Help
Amage TREBQResEF LIS EQaQQAH

1 |Idap ~ | Expression... +
Mo, Tirne Source Destination Protocol  Lengt Info ~
2Q97 231.107. 172.16.1.2 172.16.1.126 LDAP 220 searchResDone(2) noSuchObject (@@@@2@8D: NameErr: DSID-@3100241, problem 2001 (NO_OBJECT), data @, best mat-
2851 329.849. 172.16.1.126 172.16.1.2  LDAP 99 bindRequest(1) "adadmin2@SBCSLAB.LOCAL" simple
2852 329.883. 172.16.1.2 172.16.1.126 LDAP 76 bindResponse(l) success
2854 329.883. 172.16.1.126 172.16.1.2  LDAP 143 searchRequest(2) “en=adadmin2,en=Users,dc=sbeslab,de=local®™ wholeSubtree
Izsss 329,896 172.16.1.2 172.16.1.126 LDAP 206 searchResEntry(2) "CN=adadmin2,CN=Users,DC=shcslab,DC=1ocal” | searchResDone(2) success [II'Esult]
2856 329.897- 172.16.1.126 172.16.1.2 LDAP 61 unbindRequest(3)

> Frame 2855: 206 bytes on wire (1648 bits), 206 bytes captured (1648 bits) on interface @

> Ethernet II, Src: Microsof_@1:7e:@1 (@@:15:5d:@1:7e:@1), Dst: (isco 44:57:7f (ec:bd:1d:44:57:7f)
> Internet Protocol Version 4, Src: 172.16.1.2, Dst: 172.16.1.126

> Transmission Centrol Protocel, Src Port: 389, Dst Port: 59896, Seq: 23, Ack: 135, Len: 152

ightuwei irectory Access Protoco.
> LDAPMessage searchResEntry(2) “CN=adadmin2,CH=Users,DC=sbcslab,DC=local™ [1 result]
ightuwed] irectory Access Protoco.

> LDAPM sear Done(2) [1 result]




MRFEE B MPEULZEE R T2

MREHACER A EEAE (FHIF Badadmin) , EBREBRBRARYK , RARERE HHBHE
(LDAP)fAI R EREMB R , A2 E(FHIF Bad admin1)E — A=, HirEREE , Ei%6E
HEIELFHMES , W TEHNBEHN R,

e o

BE , BERNTRIE R 7 EIBRV34xEE HES £ Active Directory i 1TiR i & 10 B 38 B9 B A Sk BX

o



	使用Active Directory和RV34x路由器的遠端身份驗證和登入指南
	目標
	簡介
	適用裝置 |軟體版本
	目錄

	標識可分辨名稱值
	為Active Directory建立使用者組
	步驟1
	步驟2
	步驟3
	步驟4
	步驟5
	步驟6
	第7步

	在RV34x路由器上新增Active Directory詳細資訊
	步驟1
	步驟2
	步驟3
	步驟4
	步驟5
	步驟6
	第7步
	步驟8
	步驟9

	如果不從全名欄位中取出空格會發生什麼？
	結論


