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cbd: ~$sudo apt cbd: ~$sudo apt install software-properties-comon chd: ~$sudo add- apt-repository

ppa: certbot/certbot cbd: ~$sudo apt cbd: ~$sudo apt install certbot
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cbd: ~$sudo nkdir /usr/lib/ciscobusiness/dashboard/ ww/ | et sencrypt cbd: ~$sudo chnod 755
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/usr/1ib/ciscobusiness/dashboard/ ww/ | et sencrypt cbd: ~$sudo bash -c¢ 'cat >
/var/1ib/ciscobusiness/ dashboar d/ ngi nx/ ngi nx-1 oc-1 etsencrypt.conf' << EOF

#certbot | ocation/.known/ acme-chal |l enge {

root/usr/lib/ciscobusiness/dashboard/ ww | et sencrypt;

}
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cbd: ~$ cbd: ~$sudo chown chbd: cbd /var/lib/ci scobusi ness/ dashboar d/ ngi nx/ ngi nx- | oc-

| et sencrypt. conf cbd: ~$sudo chnod 640 /var/|i b/ ci scobusi ness/ dashboar d/ ngi nx/ ngi nx-1 oc-

| et sencrypt. conf cbd: ~$ci sco- busi ness-dashboard stop cbd: ~$ci sco- busi ness- dashboard start
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cbd: ~$sudo certbot certonly —webroot -w /usr/lib/ciscobusiness/dashboard/ ww/ | etsencrypt/ -d
-d —depl oy-hook "cat /etc/letsencrypt/livel/
1fullchain.pem/etc/ssl/certs/DST_Root CA X3.pem > /tnp/cbdchai n. pem
/usr/ bi n/ ci sco- busi ness-dashboard inportcert -t pem-k /etc/letsencrypt/live/
1 privkey. pem-c /tnp/cbdchai n. pem
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cbhd: ~$sudo certbot certonly —webroot -w /usr/lib/ciscobusiness/dashboard/ ww/ | etsencrypt/ -d
-d —depl oy-hook "cat /etc/letsencrypt/live/
1fullchain.pem/etc/ssl/certs/DST_Root_CA X3.pem > /tnp/chdchai n. pem
/usr/ bi n/ ci sco- busi ness-dashboard inportcert -t pem-k /etc/letsencrypt/live/
1 privkey. pem-c /tnp/cbdchai n. pent
/var/log/letsencrypt/|etsencrypt.|og
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https://1etsencrypt. org/ docunents/LE- SA-v1. 2- Novenber - 15- 2017. pdf
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pnpserver. exanpl e. conhtt p- 01
webr oot/ usr/lib/ci scobusi ness/ dashboar d/ ww/ | et sencr ypt

depl oy- hookcat /etc/letsencrypt/livel/ dashboard. exanpl e. coni full chain. pem
/etc/ssl/certs/DST_Root CA X3.pem > /tnp/cbdchai n. pem /usr/ bi n/ ci sco-busi ness-dashboard
importcert -t pem-k /etc/letsencrypt/livel/dashboard. exanpl e.com privkey. pem-c

/ t np/ cbdchai n. pem

/etc/letsencrypt/livel/dashboard. exanpl e. com ful | chai n. pem
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cbd: ~$ sudo I's /etc/letsencrypt/live/
/ cert.pem chai n. pem ful |l chai n. pem pri vkey. pem
cbd: ~$
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2020-07-31 16:50: 52, 783: DEBUG. cert bot. mai n: certbot 0. 31. 0

2020- 07-31 16:50: 52, 784: DEBUG certbot.main[' -q']

2020-07-31 16:50: 52, 785: DEBUG: cer t bot . mai n
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2020- 07-31 16:50: 52, 793: DEBUG: cert bot. | 0g30

2020- 07-31 16:50:52,793: I NFO certhbot. | og

/var/log/letsencrypt/|etsencrypt.|og

2020- 07-31 16:50: 52, 802: DEBUG: cert bot . pl ugi ns. sel ecti on:

<certbot.cli

0x7f 1152969240><certbhot.cli (_D)

0x7f(_D1152969240>

2020-07-31 16:50: 52, 811: | NFO certbot . renewal

2020- 07-31 16:50: 52, 812: DEBUG: cert bot. pl ugi ns. sel ecti on

webr oot

2020-07-31 16:50: 52, 812: DEBUG: cert bot. renewal : no renewal failures
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https://certbot.eff.org/docs/using.html
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