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. Cisco IOS?# 8 ix7A12.4

. BRI36408 M8

. EARWindowshRr4<4.8# Cisco VPNE Fif ( {EAIVPNE Fimd x &% E S AR e TE )
XX : ip auth-proxyis & 2 7ECisco IOSE BB IRA12.0.5F E A , ItE & 2 £ Cisco IOSEEE MR A
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AEESEALUTHRBRERE
A0
Router
10141415
101.4.2 10.31.1.111 FE 00 10 ATATAT
- e -
.. _‘- .
- - &
10.3.41  Tunnel 10.14.14.14 10.17.17.16
e End-Point UL waob sarver

VPN Clant

10.14.14.3

TACALS «
Sarvar

L O
364085 F1 7

Current configuration:
|
version 12.4

service tinmestanps debug uptine
service tinmestanps | og uptine
no service password-encryption



/content/en/us/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
http://www.cisco.comhttp://tools.cisco.com/Support/CLILookup/cltSearchAction.do
http://tools.cisco.com/RPF/register/register.do

!

host nane 3640
!
! --- The username and password is used during local
authentication. username rtpuser password 0 rtpuserpass

! --- Enable AAA. aaa new-model

!--- Define server-group and servers for TACACS+. aaa
group server tacacs+ RTP
server 10.14.14.3

!--- In order to set authentication, authorization, and
accounting (AAA) authentication at login, use the aaa
authentication login conmand in gl obal configuration
node

aaa authentication login default group RTP local
aaa authentication login userauth local

aaa authorization exec default group RTP none
aaa authorization network groupauth local

aaa authorization auth-proxy default group RTP
enabl e secret 5 $1$CQHC3R/ 07u44E2JgVuCs OUWIGL
enabl e password ww

1

i p subnet-zero

!

!--- Define auth-proxy banner, timeout, and rules. ip
auth-proxy auth-proxy-banner http *C

Please Enter Your Username and Password:

AC

ip auth-proxy auth-cache-time 10

ip auth-proxy name list_a http

ip audit notify |og

ip audit po max-events 100

cns event-service server

!

!--- Define ISAKMP policy. crypto isakmp policy 10
hash md5

authentication pre-share

group 2

! --- These commands define the group policy that !--- is
enforced for the users in the group RTPUSERS. !--- This
group name and the key should match what !--- 1is

configured on the VPN Client. The users from this !---
group are assigned IP addresses from the pool RTP-POOL.
crypto isakmp client configuration group RTPUSERS

key ciscol23

pool RTP-POOL

!

!--- Define IPSec transform set and apply it to the
dynamic crypto map. crypto ipsec transform-set RTP-
TRANSFORM esp-des esp-md5-hmac

!
crypto dynamic-map RTP-DYNAMIC 10

set transform-set RTP-TRANSFORM

!

!--- Define extended authentication (X-Auth) using the
local database. !--- This is to authenticate the users
before they can !--- use the IPSec tunnel to access the
resources. crypto map RTPCLIENT client authentication
list userauth




!--- Define authorization using the local database. !---
This is required to push the 'mode configurations' to
the VPN Client. crypto map RTPCLIENT isakmp
authorization list groupauth
crypto map RTPCLIENT client configuration address
initiate
crypto map RTPCLIENT client configuration address
respond
crypto map RTPCLIENT 10 ipsec-isakmp dynamic RTP-DYNAMIC
1

i nterface FastEthernet0/0

ip address 10.31.1.111 255.255.255.0

ip access-group 118 in

no ip directed-broadcast

!--- Apply the authentication-proxy rule to the
interface. ip auth-proxy list_a

no i p route-cache

no i p nroute-cache

speed auto

hal f - dupl ex

!--- Apply the crypto-map to the interface. crypto map
RTPCLIENT

1

interface FastEthernetl/0

i p address 10. 14. 14. 14 255. 255.255.0

no ip directed-broadcast

speed auto

hal f - dupl ex

1

!--- Define the range of addresses in the pool. !--- VPN
Clients will have thier 'internal addresses' assigned !-
-- from this pool. ip local pool RTP-POOL 10.20.20.25
10.20.20.50

ip classless

iproute 0.0.0.0 0.0.0.0 10.14.14.15

ip route 10.1.1.0 255.255.255.0 10.31.1.1

!--- Turn on the HTTP server and authentication. !---
This is required for http auth-proxy to work. ip http
server

ip http authentication aaa

1

!--- The access-1ist 118 permits ISAKMP and IPSec
packets !--- to enable the Cisco VPN Client to establish
the IPSec tunnel. !--- The last line of the access-1list
118 permits communication !--- between the TACACS+
server and the 3640 router to enable !--- authentication
and authorization. All other traffic is denied. access-
list 118 permit esp 10.1.1.0 0.0.0.255 host 10.31.1.111
access-list 118 permit udp 10.1.1.0 0.0.0.255 host
10.31.1.111 eqg isakmp

access-list 118 permit tcp host 10.14.14.3 host
10.31.1.111

!

!--- Define the IP address and the key for the TACACS+
server. tacacs-server host 10.14.14.3 key cisco

!

line con O

transport input none

line aux 0

line vty 0 4




password ww
|

end
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1. i#1EStart > Programs > Cisco Systems VPN Client > VPN Client.
2. #— T NewL B B Create New VPN Connection Entryt8 &

# status: Disconnected | ¥PN Client - Version 4.8.01.0300 il =10] x|
Connection Entries _Status Certificates Log Options Help
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L ,,LE 1 | . ]
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Connection Entriez | Certificstes I Log |
Connection Erdy  ° Host Tranzport
4] | B
| Mot connected. | s

3. W NERFEN B BN, EHost ( T ) ERE ARBHIZONZBIPHUL, ARBE AVPNE
BBMZRE , A% IE— T Save,



# ¥PN Client | Properties for “vpn" N X|

Connection Entry: [

Description:

Host: 110.31.1.111

Authentication ITranspnrt Backup Servers I Dial-Up |

¥ Group Authentication i Mutual Group Authentication
M arne: RTPUSERS
FPazsword: Y

HEREENEE

Canfirmn Pazsword:

" Certificate Authentication

Name:l ;I

[~ Send C& Certificate Chair

Eraze lUzer Pazsward | Save I Cancel
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| Not connected, |
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# status: Disconnected | YPN Client - Yersion 4.8,

=101 x|

_onnechon Entres  Status  Cerbificates Log Optlons Help

S & F »
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M Cisco Srsrems
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Delete -

Connection Entry

Host Transport

¥pn

authentication.

# ¥WPN Client | User Authentication for “vpn™ x|
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Cisco SYSTEMS j;came [coco
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oK Cancel |
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uthenticating ug_rf,)
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# status: Connected | ¥PN Client - Yersion 4.8.01.0300 il -10] x|
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M Cisco SysTews

Disconnect New import Modify Delete B
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Connection Enty -/ Hist Transport
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3640(config)#

aaa group server tacacs+ RTP
3640(config)#

tacacs-server host 10.14.14.3 key cisco
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Setup
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Setup
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Interface
| Configuration
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i sternal User
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Activity Password
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FEPC LRI E R W AS H 18 [@http://10.17.17.17, Cisco 3640 HERERBLHTTPRE , BES
MEEAE , YRTEZWAERAEEBNER, Cisco 36408 FEAE BB/ EBEEEITACACSHA
RELETRE. MERBRY , IEIERABESITEWeb AR 10.17.17 17 LB EIW R,

WHERFFTE(EHERTFER)XEE Eshowin T , It TEAJREMR showds T & HHY 5 4.

. show ip access-lists — #RBF X HEES 2T LAl B IZER FIEMEIACL ( BIEEREACLIZE
) o BIREACLIREMSIRIBEAE D ETNRBCHIHEMMBR, tinHEREZRIERE
ZEINEFEEUEE118:

3640#show ip access-lists 118
Extended | P access |ist 118
10 pernmit esp 10.1.1.0 0.0.0.255 host 10.31.1.111 (321 matches)
20 pernmit udp 10.1.1.0 0.0.0.255 host 10.31.1.111 eq isaknmp (276 matches)
30 pernit tcp host 10.14.14.3 host 10.31.1.111 (174 natches)

Ut E B8 /Rauth-proxy #8 2% B £ 3 & R Sh#E 1758 B & access-list 118:

3640#show ip access-lists 118
Ext ended | P access |ist 118
permit tcp host 10.20.20.26 any (7 matches)
permit udp host 10.20.20.26 any (14 matches)
permit icmp host 10.20.20.26 any
10 pernmit esp 10.1.1.0 0.0.0.255 host 10.31.1.111 (379 matches)
20 permt udp 10.1.1.0 0.0.0.255 host 10.31.1.111 eq i saknmp (316 mat ches)
30 permt tcp host 10.14.14.3 host 10.31.1.111 (234 matches)

FEHEEN=TREALEAEERLRTACACS+AREE FTEHNWER,

. show ip auth-proxy cache — B REENRIEFRE XM THHNBRIBRERE., cacheBHRF , AR
I EIPbat, RIBSE, SORBRENERENCERASOBRBRENERRE. WR5H
R RIEHRAEBESTAB , BlEHE S HBRERID.

3640#show ip auth-proxy cache
Aut henti cati on Proxy Cache
Client |P 10.20.20.26 Port 1705, tineout 5, state ESTAB
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