AMicrosoft Windows 2000 IAS RADIUS{RI IR 2§
B4 A 5\EB 5 o B A Cisco VPN 5000%E 1 8§

Im
=

S [ER
>
SR

#

Bl
%

#

]
K
S

il (S

5
Cisco VPN 5000 Concentratorfii &

fit & Microsoft Windows 2000 IAS RADIUSfal R 25
BRER

fii EVPNE F i

£ A

SRSt HER

1HEAEEA

s

AXENMEBRAREBENT S HEFER Cisco VPN 50005 # 85#L & & E ERADIUSHIMicrosoft
Windows 2000 Internet & 15 B& 5% Al R 85 (IAS) BV iB 12,

EE  EHEFIMRIWECHAP)TEERH, EFATHBREBEABEPAP), MEBL—FHFH
B , ESEICiscoffZ8ID CSCAt96941(EREMEF),

A E R

®|XR

AXHEEREBR.

BATH

e EL L EE L PR T T

=

. Cisco VPN 5000 Concentratork §&hix4~6.0.16.0001
AXFAPEARBRBECEREREANEEFTETY., XHERENMEXEERREER ( 78R
) WIRRER A E), MRBHMEREEER K FRAREBCEBEMIESHEERNZE,

4|


//www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCdt96941
//tools.cisco.com/RPF/register/register.do

WMEXHEHIFFRE

520 SR TR RE A

Cisco VPN 5000 Concentratorfii i

VPN5001_4B9CBAS80

Ent er Passwor d:

[ General ]

Et her net Addr ess
Devi ceType
Confi guredOn
Conf i gur edFrom
Enabl ePasswor d
Password

[ IP Ethernet 0 ]
Mode

Subnet Mask

| PAddr ess

[ IP Ethernet 1 ]
Mbde

[ IKE Policy ]
Prot ection

Bi ndTo
Transform
Local | PNet
MaxConnect i ons
| PNet

[ RADIUS ]

Bi ndTo

Chal | engeType
PAPAuUt hSecr et
Pri mAddr ess
Secr et
UseChapl6

Aut henti cation

[ Logging ]

Level
Enabl ed

VPN5001_4B9CBA80#

Edi ted Configuration not

[ VPN Group "rtp-group"

VPN5001_4B9CBA80> show config

Present, using Running

Configuration size is 1065

00: 02: 4b: 9c: ba: 80

VPN 5001 Concentr at or

Ti meserver not configured
Command Line, from Console

Rout ed
255. 255. 255. 0
172.18. 124. 223

Of

MD5_DES_Gl

"et hernet 0"
esp( nd>5, des)
10.1.1.0/ 24
10
0.0.0.0/0

"et hernet 0"

PAP

" pappasswor d”
"172.18.124. 108"
"radi uspasswor d"”
O f

On

7
On

out of 65500 bytes.

B B Microsoft Windows 2000 IAS RADIUSfrl IR 88

B L5 BB S 5| B AR 5T AR B BE i Microsoft Windows 2000 IAS RADIUSRIRESEL &

1. FEMicrosoft Windows 2000 IASEBH T , iZ#ZClientsi¥ B U HE Fim., M REIH  BIL T —



//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

{E& A VPN5000RY{% B » Cisco VPN 50005+ 83V IP#h3t &172.18.124.223, fEClient-
Vendor F I 4E §i212Cisco, L ALEEVPNEDR BB raD Us | TH PR HE,

¥YPN5000 Properties 7 x|

Sethings |

Friendly name far client:
WP E000

— Client addressz

Addrezs [IF or DMS):
17218124223

Werify...

Client-*endar: Cizco j

[ Client must always send the signature attribute in the request

HEXHEXEX

Shared zecret:

HEXHEXEX

Canfirm zhared zecret:

aF. Cancel Epply

2. % "EmFAAERE, WEBET  RE TORERAFCEFS ) B THRTFRRHEFT TH
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AN s

Allow access if dial-in permission is enabled P

opertie 7 x|

Settings |

Palicy name: Allow access if dialin permizsion iz enabled

Specify the conditions to match:

D ay-and-Time-Restrictions matches ""Sun 00:00-24:00: b on 00:00-24: 00;

« | i

tod. | Remove | Edi.

— If a uzer matches the conditions
{* Grant remote access permission
™ Deny remate acces: permission

Access will be granted with the praofile you specify, unless access
iz ovemdden on a per-user basis.

Edit Prafile...

Q. Cancel iy

3. & — T Authentication B % , I # R {£i& FUnencrypted Authentication(PAP , SPAP),



Edit Dial-in Profile : 2| x|

Diskin Constraints | P | Multiink
Authentication | Encryption I Advanced

Check the authentication methods which are allowed far this connection.

I Estenzible Authentication Protocol

Select the EAP twpe which iz acceptable for thiz policy.,

|MD5-EhaIIenge j [Eontigure...

[T Microzoft Encrypted Authentication version 2 [MS-CHAP +2)
[T Microsoft Encrypted Authentication [M5-CHAP)

[T Encrupted Authentication [CHAP)
W Unencrypted Suthentication [PAP, SPAF)

Unauthenticated Access

Allow remote PPP clientz to connect without negatiating
any authentication method.

k. I Cancel £pplp

4. RE "k, BEE , ®#—TAdd , A% i#EVendor-Specific.



[ dit Dial-in Profile 20 x|
Dighn Constramnts | P | Mudtiiri | | order |
Austhentication | E nciyplion Advanced f
Specily addibonal conrechion atinbubes to be retumed to the Remcte
Access Servel
p Addaributes L E
arameters:
Hame | Vendo To sdd an tribuse to the Profie, select the atibute and click Add
RADIUS aftrbubes:
| Name | endor | ]|
Repl-Message RADILIS Standard  Message to be deplayed bo user when sutherc sl
Sennce-Type RADIUS Stendard  Type of service uses has requesshed =l
Tunrel-&ssonmeant-D RADIUS Standard  Tunnel bo which & sesson iz 1o be atsgned
Tunrnel-Lhent-fut b FAUS Standard  Mame wred by the lunned inhator dunng the authen
Turrel-Chent-£ ndpt RADIUS Standlard  IP address of the mitiator end of the unnel
TunreHedium-Type RADILUS Standard  Transpoil medum 10 use when ciesing & hinnel fo
Tunnel-Passveond RADILIS Standard  Passwond for suhenboating bo & semobe server
Tunrel-Pistererce RADIUS Standard  Felstive predersnce assigned to each lunnsl when
| Tumrel-Pyet-Group 0 RADIUS Standard  Gaowp [D hor 2 parcula unneled sezmon
TumrelServerdafdl RaliUs Standard  Mame ured by the lunned terminsion durng the st
Add. | Femove | Tunnel-ServesrEndpt RADIUS Standard 1P addvess of the serves end of the turmel
= | Tunned-T RADIUS Standard  Tunneling protocols 1o be wied
RADIUS Standard  Lised bo support peopnetany MAS leahurnes
Chzco-i'Par Cisoo Cizeo AV Pas VEA
USR-ACCHM-Type U5, Robobes., | Dretcnpion mnob avalshie
USHAT L all-d nput-Fiter U5, Hobotics, ..  Descoplion not avalable
LUSH-AT-Call-0utput-Filtes U5, Aobobes, ..  Descoplion nol avalable:
LSHAT dnput-Fiber 5. Aobobcs. |, Descoplion nof svalable
OF | USRAT Quiput Fiter 5. Robotics, |,  Dhescrpion not avalable
p— | USR-AT-ATMPIrgutFikes U5, Robolics, | Diesciiphon not gvalable -
| | 0
add | Cow |

5.7 "HEBSEBM. B "ZEBMHEN, HEARF  BE-THRUEE THESISEBY
B BEEHA B, 1EEEnter Vendor Code , AERTEAMPIEDE A255, ZETXR , BZEER, ©

o= nped oy 4§ _______
BT [v-rior-spec Attrbote information
Abiribuie name Aliribute nanme:
r.fm-smm: [Vendse Speciic
Airibute numbe: Specily nebenik accas e vendol
rz ™ Selack hom st lH-‘-I 155 Siandand Ll
Almbute format & EnieiVendos Code |25
Fﬁdﬁtm}
A . SﬁﬁhhﬁtﬂhmhhﬂmmlmIMh
Yerdon [\"d_.u Ao Lip = Voo B ool

™ Mo |t doss not confosm.

i |

Cancel |

6. £ Configure VSA(RFC compliant){FE 5+ , @ A4EREERE S B BMHRS , WA
StringtE & B4 |, 8 Artp-group ( Cisco VPN 50005 85 HIVPNEN BT ) (EABHE
[ E‘i_-lt rOKJ ,%&E@iﬁso




Configure ¥54 (RFC compliant) = il_lﬂ

Yendor-aszigned attribute Aurnber;

4

Attribute format;
String j

Attribute value:

rtp-grn:uud

H] 4 Cancel |

7.7 "EEVSA (HERFC) J HWREFRYP  GAMEARER S B BLERR | @ AStingtER
BB , B Aciscol123 (RFHHLASIR ) EABME. &—T "OK, (#E ).

Configure ¥S& (RFC compliant) N ilil

Yendaor-aszigned attribute number:
a]

Attribute format;
String j

Ottribute walue:
cizcol 23

] Cancel

8. £ERE "RENMERN. BUHasmEE (ANMVPNER ).



Edit Dial-in Profile : el

Dial-in Constraints | P | bulilink; |
Authentication I Encryption Advanced

Specify additional connection attibutes to be returned to the Remote
Aooess Server.

Farameters:
M armne Yendor Walue
Yendor-5pecific RADILS Standard  rtp-group, cizocol23

Add. Aemove | Edi. |

(] Cancel Apply

O EFEAERBMT , &R—T "# AL HEE , Y REF Control access through Remote Access



Generall Meml:uerl:lfl Prafile  Dial-in |

—Remote Accezs Permizzion [Dialkin or WYPM)

i Allow access

" Deny access

0 I:::untn:ul access through Femote Access Policg

™ Werify Caller-|D:
- Callback Optiohs

* Mo Calback
¢ Set by Caller [Fouting and Femote Access Service anly)

™ Alwaps Callback to:

[T Aszsign a Static IP Address

1 Apply Static Routes

D efine routes to enable for this Dialin Crafie e |
connechion,

k. Cancel | Apply

Policy.

BREER
AERENEATARERENEEREEEEE,
b HEFEES T B (EHE

AftEFEA)XERE Eshowsn & |, It TR AR B MR showds & i tH Y 5 4.

. show radius statistics — B/RVPNE #1258 EERADIUSEE 458 Bll 19 78 5RRADIUS Al BR 85 < B B A/
ERamETER,
- show radius config — #’RRADIUSS| &M ERIZLE.
LU show radius statistics BV H o

VPN5001_4B9CBA80>show radius statistics

RADI US Stats

Accounti ng Primary Secondary
Request s 0 na
Responses 0 na

Ret ransm ssi ons 0 na

Bad Aut henticators 0 na

Mal f or med Responses 0 na
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Packets Dropped 0 na
Pendi ng Requests 0 na
Ti meout s 0 na
Unknown Types 0 na
Aut henti cati on Primry Secondary
Request s 3 na
Accept s 3 na
Rej ect s 0 na
Chal | enges 0 na
Ret r ansm ssi ons 0 na
Bad Aut henticators 0 na
Mal f or med Responses 0 na
Packets Dropped 0 na
Pendi ng Requests 0 na
Ti meout s 0 na
Unknown Types 0 na
VPN5001_4B9CBA80>

LU 2show radius configds 5 A& H .

RADI US State UDP CHAP16

Aut henti cati on On 1812 No
Accounti ng O f 1813 n/a

Secr et ' radi uspasswor d'

Server | P address Attenpts Acct Secret
Primry 172.18.124. 108 5 nla

Secondary O f

ELBVPNE F ik

LBREEETRVPNE FiRVEE.

1. #8VPN Clienti5Z 785 | i#3EConfigurationE &, # T , 7£VPN Client-Prompt for
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VPNClient x|

Configuration I Logging | Gereral | Certificates | about |

Login Configuration -

M arme Fartrer Login Method Bdd...
arnar 17218124215 Manual
17218124223 Shared Key Remoivs
Edit...
Login Mame: omar Ok I
YPH Server: 17218124 223 Eakicel |
Shared Secret: |.|
< | | ﬂ Advanced...

[T futo-Connect to Default when Opened
[T Auto-Connect to Default before Logon

Connecting user omar to 172.18.124.223
Hide E wit

2HWMAHAETRE , RESREREBAOTNENRITR, BHEXEAENRADIUSERS
, T S DB RIMEVPNERER rRapiUs | WPAPE D EREE S48,



¥PN Client

Configuration IL::nggingI Eenerall Eertificate&l About I

Login Configuration

Mame Farther Login Method Add...
arnar 17218124215 Manual
omar 17218124.223  Shared key Remove
Edit...

RADIUS Login

i

d

Password: [| Ok I
Authentication Secret; I Cancel |
| ] Advanced...

[T Auto-Connect ta Default when Opened
I Auto-Connect to Default before Logon

Connecting user omar to 172.18.124.223

Hide Exit

AR HEE

Notice  4080.11 seconds New | KE connection: [172.18.124.108]:1195: omar
Debug 4080. 15 seconds Sendi ng RADI US PAP chall enge to omar at 172.18.124.108
Debug 4087. 52 seconds Received RADI US PAP response fromonar at 172.18.124.108,

server

Noti ce 4088. 8 seconds VPN 0: 3 opened for omar from 172.18. 124. 108.
Debug 4088.8 seconds dient's |ocal broadcast address = 172.18.124. 255
Noti ce 4088. 8 seconds User assigned |IP address 10.1.1.1

Info 4094. 49 seconds Command | oop started from10.1.1.1 on PTY2

il 523,
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