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Allow access if dial-in permission is EI'I-Elh;_i d

Sethings

Palicy name: Allove access if dialn permizzion iz enabled

Specity the conditions o match:

O ay-And-Time-Bestrictionz matches "Sun 00:00-24:00; Mon 00:00-24:00;

« | 2

sdd.. | Remove | Edi.

—If a uzer matches the conditions
% Grant remote access permission
™ Deny remote access permission

Aocess will be granted with the profile you specify, unlezs accesz
iz overnidden on a per-uzer basizs.
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aF. Cancel Ay
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13. EEncryption B # £iE#No Encryption.

14. % —T TOK. LARSRA "#A L BRER , A%RIZE—T TOK, UBEMERBKFIRARE.

15. H—T HRiInternet 3 RBIRK , AR E—TERFIEHFHVRBEK. T : KU FER
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test Properties : £ 2] x|

General | Member Of | Profie  Dialin l

Remote Acceszs Permizsion [Dialin or YPM]
* Allow access
(" Deny access

" Control access through Bemote Access Palicy

[ Verify Caller-|D:
Callback Optionz

* Mo Callback
(™ Set by Caller [Fouting and Remote Access Service anly)

(™ Always Callback to:

[ Azzign a Static |P Address

[ apply Static Foutes

Define routes to enable for thiz Dial-in e AR |
connection.

0] Cancel I
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1. FEAWeb BB EREIVPNERET , AERR AL RINELIEE D& ZF Configuration > System >
Servers > Authentication,

Conflguration | System | Servers | Authentication
Save Needeidls

This section lets you configure parameters for servers that authenticate users

Tou should have a properly configured BEATTITS, MT Domain, SCT or Flerberos/Actve Directory server to access, or you
can configure the internal server and add ugers to the internal database.

Click the Add button to add a server, or select a server and click Maodify, Delete, Wove, or Test

Authentication
Bervers Actions
— Emply — Add

kdodlify

ARE

Test




2. B—TAddEE BEELRE. MRESHERI= RADIUS & 5% [ ARES= RADIUSI RS (IAS)HY
|Ph iF 2% F # 2 fA] fR 25 38= 0 ( 0=FEF%=1645 ) A REFZIFE=EF ERADIUSAfREE — B A
ERsiEE

Conbgure and add a user authenbicahon server.

Selecting Mrermal Server will let you add uszers to the intemal user
Server Type |RADIUS | database. I you are using BADITE authenhcation or do nob requode an
addibonal authonzahon check, do not configure an avthonzation server.

Authentication

Sorver |I'I1‘5rﬂ.|:|II.IE.I:l: MiEamy. COm Enter [T address cr hostname.
Used For | Usar Authentication =) Select the operation(s) for which this RADIUS server will be used
Server Port Iﬂi Erier 00 for default port (16450,
Tiroeout |47 Enter the trneout for thas server (seconds).
Retries r Enter the number of retrias for this server
Server Secrot jsesssses Etirer the BADIUS server secret.
Yerify |nnnn| E.e-enter the secret

[ 4dd | cCancel |

3. 8—T TAdd. KEEIEINTHEES,
4. #&—"TAdd , i##ZInternal ServerfE AServer Type , R#% R — TApply. BERE Lt UE
5 1Psecil (& RAFEMAREFE B =AZBMAMRES ) o

Confgure and add a user authenticanon server.

Server Type |Inhe-|11.:d Sanvar j Selecong ffersmal Server will let you add users to the mternal user database.

Agply | Cancel |

5. APPTPERAEHVPNE Fin A EEEVPNE+FES. PPTPEREL SR , LUEAPPTPEA
EBE. ##EConfiguration > User Management > Base Group , A% 1% — FTPPTP/L2TPE &
o IZEMSCHAPV2 , AR#%ETEPPTP Authentication Protocols&f 4 BUH 2 f E Ath & 3 ER 1 E o




Configuration | User Management | Base Group

General | IPSec | Client Config | Client FUW | HA Client " FPTELZTF | WebWPH | NAC

PPTP/L2TP Parameters
Attribute Yalue Diescription
Tse Chent Address| [T Check to accept and use an TP address recenred from the client
M EAP
FPIP| T CHAP Check the avthenticabon protocols allowed. Fefer to the onbne help Bor

Aunthentication| [~ b5 CHAPY] authentication protocol dependencies. Tnchecking @il options means that
Protocols| # BISCHAD? mo anthentication is required.

[T EAE Proay

™ Bequred

FPTP Encryption| [ Bequre Stateless |Select the allowed encryption metheds for FETE connections for this group.

W 40t [ 128-bat

FPTP Compression| [~ Cheek to enable MPPC camprezsion for PFTE comnnectiens for thes group.
I BAFR
L2TP| = CHAF Check the authenncation protocols allowed. Eefer to the online help for

Authentication| # KECHAPY] authentication protocel dependencies. Unchecking aff options means that
Frotocols| [ p{SCHARYS no anthentication is required.

I EAF Proay

I Bequired
L2TP Encryption| I Bequre Stateless [Select the allowed encryption metheds Bor L2TE connechons Bor this grovp.
 A0-kit ¥ 128-bt

L2TP Compression| ™ Check to enable MFFC compression for LETF commechions for this group
| Apply I Cancel I

®—TEHHKIBApply , KEXHBIETEER. BR7E , PPTPERAEZERE  81E1B
RADIUSTIBRER(IAS)ETERE . VPNERERTHRUATESR , LMEAVPNEFinEAEETR
&, 1## Configuration > User Management > Groups , A& — TAddAFT 8 # .

Configuration | User Management | Groups
Save Neededfs

This section lets you configure groups. A group 1z 2 collechon of users treated asz a single entty

Chelk the Add Group button to add a group, or select a group and chek Delete Group or Modify Group. T modify
other group parameters, select a group and click the appropnate button,

Actions Current Groups Modify

—Empty — Autherticetion Serers

Authorizalion Sen/ers

I Accounling Sensers

Add Group
- Addrass Pools
Madity Group | Client Update
Delete Group I

Eandwidth Assignment

\WakiPN Servers and URLs |
WebWPN Port Forwarding |

BAEA (HlaiPsecUsers ) MZRHE,




This section letz you add a group. Check the Inherit? box to set a feld that you want to default to the base group vale
Theheck the Inherit? box and enter a new vahe to override base groun walees

Attribuote Value Description
Group .
1
Nme|| FSacllsers Enter a wmique hame for the groun
Enter the password for the group.
|IllllIlI Wenfy the group's password
Bxtermal groups are configured on an external authentication server (e.g BEADITS)
T || fernal |
ype[imems 2 Tntermal groups ate n:-::lnﬁgl.lrzd of the VETT 3000 Concentrator's Intemal Databage
add | Cancel |

WRBERAEBERSNELALE ., B3IPSecER I EAuthentications% E ARADIUS,

Configuration | Adminisiration | Monitoring

| Ibtlaw as needed. -]
Remote Access Parameters
Group Lock| [T W  |Lock weers inko ths group.
Select the authentication methed for members
Authentcation | FalIls ;1 ™ Jofthis group, Thes paremeter does not apply

te: Indinridual TTser Authentication

If members of thes growp need authonzation in
. adcibion te authentication, sel=ct an
Autho Dml MHone "'I M Jauthorization method. IFwou confipure this

Type Geld, sou st also configure an
Authenzanon Server,
" n Im’l C ¥  |Check to requre successhul authonzabion.
Required

For certificate-based users, select the subgect

c Distingushed Iame (DI) field that is used as
DN Fl!k“l Bl AL E i the uzemame. Thes field 1= vsed for user
L ythorization.
IFComgp m = celect the methed of IF Compresaion Loy

rrermters of ths groug.

Reauthentication) - = Check to reauthentcate the uzer on an IEE
on Rekey (Phase-1) rekey

Derit or daeer STDRT i himats aonaedins ba ;

IEAFFEBRADIUSER 3 A AR BF B RE IPsecE A H i, X — T HMEKIBAIAID , 15 LHTEE)E
TEREF, BRI , EIPsecEFimERIERAEERENER , ©SHRADIUSHRRETS
HERE.

o

BER B EARLERNRERET.

ol 12203
WebVPN & 14 B8 58 5 BX




UTEERET TAREEBETHREIRNER,

- FIRE:WebVPNfE f & #EHRADIUS A BRETET S 255 , (B SUBBVPNEF RN At &R
ERIhET SRR, SMHERIER , flm "EAKML MEER.

Grson BysTimy

SECURE DESKTOP for WEBVPN

This computer does not match any location.

FR-EFRAREPSRAFERE
ZHANEMERER  BESRENERE, WebVPNERAEEHNERIEPHEFLAEHRTE
REORIFHFERGHEELRE, KA EEEREAETENATERE K MARECEEN
RADIUSE Hft Al fRES. MRS R : WebVPNERAEBEETHHRER , SPHREREL
Configuration > System > Servers > Authentication™ E & A [R25 B8 , WF A TEIPHEE,
BREGEFEWebVPNEREETHMRENRAREFZEEERL. fl0 , RRADIUSKE
=RESZ , AEEHRADIUSHRSEBEZIFERR , UEREHERTE, X . E A
WebVPNEAERVMETERE , IFBREFMMARBRELRE, Tl EE R EREAM
WebVPN#8 , it B {# f #& 7T LA 18 7 B 14 25(0OU=groupname) ®IRADIUS R BR 88 &0 BCAS . 203E
AAIERE | FF2 R EARADIUSHE AR 2544 65 /A & 85 F F|VPN 30005 25 &¥4H .

gt ¥ Active DirectoryBd {# i & B BB L

f£Active Directoryfa IRESH , TXAMEAENERAEBMEN RS, BEE L , BRI TERA
8

XFRERTRE
MRACHEPLERINGR , B Y ERABXELMEREETSORE.
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