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2 7] LA A WebVPNE 8 52 5 LA 75 o
1. BR(SDM , AEER|Configure > VPN > WebVPN, #Z— T Create WebVPNE & ;&

Create a new WebVPNE#1%ift, # — TLaunch the selected task,

P Cleco Router and Sacurity Device Manoger [SOM): 172.22.1.151
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| Cizen SysTEME
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S5L VPN Clisnt [SVC) =
Windows 2000 or 17222130 = it
Windows XP
Cisco Sacure Daskiop
- WebVPN Gateway Secure Access
—— OWA
92.168.0.37 Sarver Famn
e 172.22.1.250
Cilrix
Applications
iaciniosh Internet Cisco 3825
___u ==j CIFS
— 1| Cache Cleanar
1!: | 172.22.1.50
S&L Enabled Web
Browser
hitps:/{192 168.0.37/sales
3. B AWebVPN#RIH IPtbit, IRIEHKE —ZBANBUESEM. IR "Nextys ( T—%
WebYPN Wizard X

IP Address and Name

Thiz is the IP address users will enter to access the WebVPR portal page. If multiple vWebVPR
senices are configured in this router, the unigue name is used fo distinguish the sendce.

WebVPN Wizard

IF Address: |192.168.0.37 E] Name: |cisto

[~ Enahle secure S0OM access through 192.168.0.37

Digital Cenificate
- When users cannect, this digital cerificale will be sent 1a their web browser 1o aulhenlicate the
| router.

Cerificate: |'I'F'asalr—slgr':ad-5ﬂ19311n ll

2 Information

URL o login tothis Yeb VPR senice: hitps 32 168.0.3Tcisco

=;Elsu:t-cl Haﬂﬂ Finish E C::anr:el| Halp ]

4. A LB FRERE UBRF L WebVPNMEEE, B LMERAAIIREREASEHRT. ZEN
CIR(AAA)RIBRES LB WIRF . LERPIEAAHER LA ARIRS ., EHLocally on this
routerEEE izl , REE— TAdd,



WehY¥PH Wizard

User Authentication

You can canfigure user accounts locally on this router, You can configure user accaunts on a
AAA server so thal the router can contact this server fo authenlicate users when they iy to log
anh. Spacify how Y¥ebVPN should authenticate the users when they login.

" Extarnal AL sarvar

" FIft on an external A8 semver and then locally on this router

" 1Use the ASA authentication method list  |=dm v sauth w9 <]

Create user accounts locally on this router,

Llzsemame Add..
EdiL.,.
ausnmi

sales
NEWEISCo

u:EIsu:[-cl Next = | Finish | Ganca]l Help I

5.1 "HBIRF ) EBTRAFEAENIRFES , RER—THRRE,



Add an Account

Enter the usernarme and password

%]

LIsername: user_1
—— Password
Fasswiord =Mone=
Mewy Passward: e
Confirm Mew Password: e
v Encrypt password using MD5 hash algaorithm

Privilege Level: 11 _1'

] [:] Cancel ] Help

6. B FEHE®% , 'EUser AuthenticationE & £ 3% — T Next.




WebhYPH Wizard m
User Authentication

You can canfigure user accounts locally on this router, You can configure user accaunts on a
AAA server so thal the router can contact this server fo authenlicate users when they iry to log
anh. Spacify how Y¥ebVPN should authenticate the users when they login.

" Extarnal ALA sarver
= Localky on this router

" First on an external A& semver and then locally on this router

™ Use the ASA authentication methad list |0 vor sauth_mi 9 <]

Create wser accounts locally on this router,

Usemame Add... |
wis han Edit .
ausnmi
sales
NEWESCo

=;Elsu:[-c| Haﬂﬂ Fintsh | Ganca]l Help |

7. Configure Intranet Websites & % 7t 3T & B EWebVPNBEBE A E 7T A, HRAXEE
B RCSDWELE , BZAMIE., & "Nexty (T—% ),



WebhYPH Wizard

WebVPN Wizard

Configure kiranet Websies

You can configure groups of infranet wehsites here. Each group can be given a heading and
can contaln one or more websites. Each of these groups will appear in the portal page as
links that users can click to nadgate to these sites,

Add or select the group ofwebsites you want to display in the portal page.
Acfion | LRL List T

It

Lialgle

=;Elsu:[-c| Meaxt h| Finizh l Gar‘ma]l Halp i
]

8. AT —{EWebVPNEBEZE R R RZEMALBEESSL VPNEFFiR , EARAXEZEH N AW
fIEAFACSD, HUEIEREnable Full Tunnel , A #%3#% — T Next.



WehYPH Wizard

T R B ety

Enabling full tunnel downlozads the WebvPR full tunnel client software ta the clignt.
IPAddress Pool

Creale a new or select an existing address pool from which clients will be given an IP address
when they connect

[P ediress Rorl e

d (= E R I = =

The full unne| client sofware should be installed on vour reuler, 5o that it can be
downloaded by clients when they connect {o WebYFr service on this rouler, Specifiihe
location of the full tennel softvare install bundle.

e CETI | Brovse.

Drowmload [atest Full Tunnel clisnt install bundle.

Iv [Keeol e Eul unrel Elienl eoffrarainstaie die melfent BE

Click Advanced Tunnel Options_.. to configure split tunneling, solit DS, Drowser prosy
zattings, DS and WINS samvers.

Aovrznced [unnel Lpions... |

=;Elsu:[-c| Haxtall\g Finish E Ganca]l Help |

9. BALAEAERERWebVPNFIFEEMNING, HEBERT , BIHAFINE, & "Nexty
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WebhY¥PH Wizard

Customize WebVPHN Portal Page

Theme;

Qpen Highwas

Preview:

~ou can customize the WebVPN portal page that is displayed to users. You can selecta
predefined theme for the portal page. Atheme defines colors for texts and background and a
logo, You can create new themes, and customize colors, text and logo in EditWebYPR mode,

Cisco SYSTEMS [2I[E] (&1X]
Web VPN Server '
i Flaali [
Websites
Infernet
Enter Web address (URL): | | Go|
u:EIsu:[-cl Hmﬁ Finizh | Ganca]l Help I

10. BESBETURIPHRE—EER. HPETTWebVPNBENEERE, B—T '

Finish J
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Summany of the Configuration

WebBVPN Senice Mame | Cisco
YWebWPHM Palicy Name - policy_1
¥YWebWPH Galewsay Mame : gateway 1
User Authentication Method List  : Local

| |Intranetwebsites: Dizabled

| |Full Tunnel Canfiguration
| SV Status T
IF Address Pool ; =Mone=
Split Tunneling  : Disabled
Split DS :Disabled
Install Full Tunnel Client | Disabled

DS is not enabled on vour router, As same WebVPHN services require DNES o wark, it is]
& : Y recommended that you enable DNS.

e

ﬁElm:t-:l Hant = | Finlsh[’j&igg_r]_r;_g_]_j Halp i

FEERI: 525 : EWebVPN L TFXHEACSD,
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1. EAWebVPNEBEHN SRINEEAMEYN L TXMACSD, MRMARLECSDEHET , BE
BATREZEZVBINESE, ESDMH |, IR—TConfigureEH., EEMBELRF , &E—T
VPN > WebVPN, 1 — T Create WebVPNE %, i& Configure advance features for an
existing WebVPNEE 21zl . % — T BEBFRBER IR
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F8 Cleco Router and Security Device Manoger (SDH): 172.22.1.151
Tools Help

%w' I"""‘;“"| Hcﬁt EEH &E"d-; 2

Easy VPH Rermobe
Eaiy WPH Senves

Chriamic Mullipainl WP

mr
L WebVEe Galewiys
=)

Fackages
WPH Cermnmponenls

Craaie WebVIH | Editviebiven |

SO can guice wou Through YWebVP N configuestion 1aske. Salecl a 1ass; then cick
Lawnch the selected fask butlor.

Lise Case Scenario

-

- Recommended Tasks

OIS b= riol srmbied onvour rouber, S pome Vissby PR servces
Fequire DS 50 ik, i B Fecoimimendsd that you enabée DNS.

" Craade a new Wb WP
Lize fhiz wezard bo cremls & newr Web VPN,
" Audd a new policy to an existing YWeb PN for 2 new group of users

Lk i i d B0 Crmonla f niree OBCy 10 By diting VeebYPRd for & e grous of Ll For ecampla
you can creste separsle poboiss for diffsrent depscments n your company.

& Configure advanced features for an gxsting WelVPN

[%Lmuﬁmuhmmmm“mummi. Tull {urwel, mnd Cepod Secure
De=zkiop Tor an exisling VeelowFH.

Launth e salaciad task

=) oo |

Howedixl |Huw B | Cordrm mg We VS |5 working®

Cisen SysTEME
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WebhYPH Wizarnd !E

wﬂhvpuwjzﬂd Welcome to the Advanced WebVYPH Wizard

The Advanced WebVPH wizard lets you configure advanced features for an existing
WebWPN. You can use this wizard to do the following:

* Configure links in the porlal page to intranetwebsites and web-enabled
applications such as Microsoft Office Oullook e-mail.

* Conflgure the router to operate nhin client mode. This mode suppots port
| forwanding, which enables users to run client applicalions on their PCs and
| securely connect o corporate sepers,

| * Enable the rauter to dovsmload full-tunnel WebPM clignt softeare on users PCs,
| giving them full-tunnal connecivity.

* Enable the rouler {o download Cisco Secure Deskiop software on users PCs,
* Configure the router to use the Common Intemet File System (CIFES).

* Enable cllentiess Clirx by configuring the rouier with the URLS for Clirx servers,

i =|'.'_I'|E Ganca]l Halp |

3. e LAY THRAEPRZEWebVPNREAE. SiRWebVPNEBEINREMEANEARE, & T
Nextt (T—%),



WebhYPH Wizard

W&I:NFH w Select the WehWPH user group
"N Wizard Select the WebWPN and the user group within that WebWPN for whom you want to configure

additional advanced features.

First select the YWebWPM where the user group is defined and then select the user group.

WebVPN: .
Liser Group; |p-:| licy_1 |

Default Group:  policy_1

=;Elsu:[-c| Haﬂﬂ Finish E Gar‘ma]l Help |

4. Select Advanced Features ( BESHKINEE ) EFAFERIIEWHE M P ETEE, BECisco
Secure Desktop. EAHIH , #IZFH EClientless Mode. MR FZFHM S HAEMEN , Al

PR E MR & LA A MR E . # — TNextiRiRl,



WebYPH Wizard m

Select Atvanced Features
WebVPN Wizard
Selectthe advanced features you want 1o configure for user graup palicy_1 inWebYFH
Cisco.

Configure predefined LRL links In the portal page for Intranet Wehbsites and Weab
enabled applicalions such as Micrasof OfMice Ouliook e-frail,

[~ Thin Client (Port Forwarding)

Allows wsers to run client applications on their PCs and securely connectio seners in
corporate network.

[ BELYPH Client (Full Tunnel

Installz the WabWPM VPN Client application on client PC. The Cliant PC will becoma
part of the corporate network,

¥ Clsco Secura Deskiop
Installs Cisco Secure Deskiap on client PC.

™ Cormmon Internet Flle System (CIFS)

Enahled users to browse and access files in theirWindows software-based servers in
the corporate network

I~ Mative Citrix Support
Enables users to use a Clirke setver sacurely using ¥Web VPR,

=;Elsu:[-c| Maﬂ:&- nizh E Ganr:all Halp |

5. 1818 "EEIntraneti@h ) EF , TUREFEAEZEEEFANRKLER. SOUHELATNA
Ep#AYE | flan0utiook Web Access(OWA),



WebhYPH Wizard

WebVPN Wizard

Configure kiranet Websies

You can configure groups of infranet wehsites here. Each group can be given a heading and
cah contain one or more websites. Each of these groups will appear in the portal page as
links that users can click to nandgate to these sites,

Add or select the group ofwebsites you want to display in the portal page.
Action | URL List

It

Lialgle

=;Elsu:[-c| Huﬂﬁ Finish [ Gar‘ma]l Halp i

6. £ B A Cisco Secure Desktop(CSD)&&EH , BEME A IIESRACSD, #H&R%ECisco
Secure Desktop(CSD)3Z:2 WV HE , A% % — T Browse.



WebhYPH Wizard

X

Enahle Cisco Secure Deskiop (CSD)

Installs Cisco Secure Deskiop (S0 Software on client's PCwhen they connect 1o ¥yebvPN
FE M

WebVPN sessions may leave cookies, browser history files, temporary files, and e-mail
attachments on the client PC even after the session is over. Cisco Secure Desktop creates a
secure parliion and encrypts all information stored on client PC. AL session close, itremoves
all data using the US Department of Defence sanitation algorithen and deletas the partition.

""" ¥ Inztall Clsco Secure Deskiop (CSD).
Specify the location of Cisco Secure Desktop (G500 install bundle {pko) file.

Location: | Brovse.

Download latest Cizco Secura Deskiop Install burndle,

=;Elsu:[-c| MNext = | Finish F Ganr:al| Help 1

7. f£Select CSD Location[E1F , i My Computer, 12— TBrowseiZift, EEE T/ Fi#E
CSD IOSE&%@E%O ;i_-FOKEEO E_TNeXtEﬂo



WebYPH Wizard

Enahle Cisco Secure Deskiop (CSD)

Installs Cisco Secure Deskiop (CS0) Software an client's PCwhen they connect 1o YvebvPN
FEMEr.

WebVPN sessions may leave cookies, browser history files, temporary files, and &-mail
altachments on the client PC even after the session is aver. Cisco Secure Desktop creates a
secure parliion and encrypts all information stored on client PC. AL session close, itremoves
all data using the US Department of Defence sanitation algorithen and deletas the partition.

b Install Clsco Secure Deskiop (CSD).
Specify the location of Cisco Secure Desktop (G500 install bundle {pko) file.
Location: [ Browse...,

Dowrload latest Cizco Secura Desklop Install bundle,

Select C50 location

Specify the location of Installation bundle.

" Router File System | Browse,
= iy Computer |G1CIECDI1:|wmluad5 Browse. .
Ok E | Cancel | Help |
-:Elackl Next = | Finizh | Gam:a!l Help I
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WebYPH Wizard E_l

mﬂﬂ]!" I Summary of the Configuration

WebVPN Senice Name  cisco
YiebWVPHN Policy Name - policy_1

Intranet websites: Disabled

Insiall Cisco Secure Desklop (CSD), :Enabled
Location: CHMEISCOWownloadsisecuredeskiop-ios-3.1 1.32-k3.pky

& DrS s not enabled onyvour router, As some WebVPR services require DNS (0 work, it is
recommended that you enable DS

= Back | Mext =

Finlsh[:!e Cancal | Halp I

9. BEZICSDHETERERIZER , B—TOK,



Web¥PH Wizard

Summary of the Configuration

YWWebVPN Senice Name  cisco
YWebVPHN Policy Mame - policy_1

Intranet websites: Disabled

Install Cisco Secure Desklop (CSD), :Enabled
| [Location: CACISCOWownloadsisecuredesidop-ios-3.1 .1.32-k8.pky

@ Clseo Secure Deskiop package successiully Installed.

lr}t.itls

u:EIm:[-cl Next = | Finish | Gam:a]l Help I

BB : SEAWebBINEEERCSD,
ELELSRAMNEWebBIERS ETHCSDHEE,
B : 15 : EEWindowsfil,
E&EWindows{i &,
1. #https://WebVPNgateway_IP Address/csd_admin.html LG EUEHIWebBIESS , Hi40

https:/192.168.0.37/csd_admin.html,
2. g AEAEEBadmin, WAOT , AIRHBOFEEMEOS, E—T "Login



2 WebVPH G50 Manager - Microsoft Internet Explorer proyided by Claca Syetems, Inc.

Rl Edt  Yew Fovortes  Toos  Help

Out- QO HEG P Fonwes @ 2-5 W -LJEH B

Atickirss @um:r,ugz.]m.mrm_m.rm

Google - | | (G search = @ | G5 K 1obedad M Chetk - 5, i

g | WebVPN CSD Manager

Clseo Secura Desktop Admin Login
Flease enter the admin username and password.

Username: admin |
FPassword: IIIIIIII’ |

| chnhfj[ Clear |

|£|nme

S @ e

3. MR RHARREHNES , RTHEFERELTX , ARE—TGo.




2N httpe:id 92,1 68.0. 37 foed_adimdn.himl - Microsoft Internet Explorer provided by Chaco Systems, Inc. |:_ EHE

Rl Edt Vew Favorbes Toos  Heb ar
Q- QO HEG Pwo forws @ 3-5 #-JH S

ﬁﬁjs;s@umzmﬂ.lm.arm_pdm.m = Elso ok ®
Google - | vl (3] seach = @ | g2 B iobloced  MF Check v L dutclih - ] Auorl i optioms P

R WebVPN CSD Manager

Virtual Context: EEER ~

|£|nma | ) Inernet
4. BBk Secure Desktop Manager for WebVPN,




N httpe:fd 92.168.0, 37 ced_admin.himl - Microsoft Internet Explorer provided by Chco Systems, Inc.

Rl Edt YWew  Fovortes  Tools  Help

Qo - @ ¥ B P Sorons @ 2-5 W - JE B
ks | 48] Bitpa {192 168.0.37csd_asckin hemd v EJee ks ™
Google - |

) IG] search = D | R ERisblaced M chest = L Aulik o D annrl e optons @

Virtual Context: | cisco ~

m Secure Deskror Manacer forWesVPN

Release Hobas | Help

& Settings Saved Secure Deskinp Manager

FiYecure Destton Manager This intesf ace lets wou set up all the: settings of the Seoure Desop end-user experience.
Areegs seltivngs by chckieeg on elements in P Seours Toshbop Mansgmr aub-bres ot naee Ball, 3F you mske charegms, ik "Sae”™ whan it
sppasrs shove the sub-tres,
T begin configuration chdeon Swindows Locsbon Settngs™ and define the diferent locsbons that users vl conrect From, Then define the
T Usioaciormicad Sektings settings Foe eath of the locstions

uing ke bocabiones sab-tnes kes, Cick on thee "Mac B Ui Cache Cleaner™ b configure the sebtings For

Ma & Linuz wsers, You can also uee “Upload ) Dosnlosd Setbings” bo upload any saved configurations o download the current
il alion.

E]nme

5. EEBE P , iEEWindows Location Settings. #HFZEER "LEHAM. (Location name)55i2
WHES  WMANERRE, F—T "Add . BRI+, BRT=EMLERTE : Office,
HomeRInsecure, BRI NER , EEKNESRBARVENTERES &,



R httpe:fid 92.168.0. 37 ced _sdmin.htmi - Microzoft Internet Explorer provided by Gisco Systems, [nc.
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