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https://www.cisco.com/c/en/us/support/docs/smb/cloud-and-systems-management/network-automation-and-management/smb5489-how-to-request-a-smart-account.html
https://www.cisco.com/c/en_my/products/software/smart-accounts/software-licensing.html
https://www.cisco.com/c/en_my/products/software/smart-accounts/software-licensing.html
https://www.cisco.com/c/en_my/products/software/smart-accounts/software-licensing.html
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html
https://www.cisco.com/c/en/us/buy/licensing.html
https://software.cisco.com/software/csws/ws/platform/home?locale=en_US
https://software.cisco.com/software/csws/ws/platform/home?locale=en_US
https://software.cisco.com/software/csws/ws/platform/home?locale=en_US
https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/#module/SmartLicensing
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/200567-How-to-generate-license-key-file-from-PA.html
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/200567-How-to-generate-license-key-file-from-PA.html
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/200567-How-to-generate-license-key-file-from-PA.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/smart-software-manager-satellite/series.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/smart-software-manager-satellite/series.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/smart-software-manager-satellite/series.html
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mEr A RN,

- BENFTEEEARSWASSIEOOKR L3 o AV FTE AL,

- FEEAENERFTRCLEBEEEFURMERIL B BOORTMEFAFE,

- MIEEBSWARSEHEEERERFTEVLN) , ERXMLER | FBSSHANE(CLI)
loadlicense S T EAZREKE |, LUER B AR/ EFHRRES.

- FFEEBSWARRERYRHTIFOXRFIE , YAEEHERFITRVINERREA
XML)AE R 5.

- FIEEAENERFTHCLEBNERSWARFETIFIOKRFTEEFATH.

- B, SWAEFIERAMAFHEEEENTE , ER—EEIE,

- BABEHURE  ZELETSHEHERITE,

- BMAEEHUER , BEAREERITTE.

o FESWARRA15.0MEFIRANIRAS , JLLUEZEZRASERTE K MESRASREY
F, TELER  EERENTRUKEGEAFRABEEEFTEMNSWA,
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« IS ARNEIMRAT , HARBESFFIRT REESWALERET, I, AERERFT
HAEE Y D RE B AR A P B BR
« MREERRAPRBAETFTTR , AETHERABRBISWARN & ZFF AT FREMRA.

CLIFIGUIEE R E X

Tj‘:CIassm LicensefICLIFRMEA 7T M@ w,. Hit , EEEHFURRERE (15 1FESHAK ) F
18 LE B ASAR  BR o

MBRHICLIG 75

* loadlicense
» showlicense
- IhgE

« featurekeyconfig

f£Classic LicensefIGUIH |, System Administration BB F R MEEE, Eik , f£Smart License
Mandate 315 LR #ER , HESHEHBER.
BRIWGUIEHEBE :

. hEEREBTE
. ThaesR

EENEHRHEA

ESWAHEBEERMTHBREE , LB REEE B L ESWAIRE E HBAREE,
ERESFIERER  BRUESREMEENTA.

Reload —fECLIBHE &G+ , AREKREEERAEMERINGERR. MRSWAE @ Classic LicensedE
RALATEFRA , FEBABRATITH.

MRSWAERETEEFTR  NEEFHEAR , E8FUIKERLER  AFHEEEAER
SWATT &o

ESWARHERBERAF  EEFTRRTFIREdisablefREE , Hitreloadin TEBERERE.
BEFURENTMIRE , Rt , EERBERAEFATRE,

BAER

Flsmartreceiver.cisco.com ( TCPi8443 ) WA EEA.

ZRFALSWARER , FEAUATIR
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S EB 2.8 Atelnet , A% IKEnter,
SR 3IEELHFESWAERIEEFEMRARIZNNE.
845 . 8 Asmartreceiver.cisco.comif #zenteri,

SER 5. portEl o , #8 A4433Renter,

AR NMRLCREEREREEREFE , FESBR4PEMEZARFEABN R —BERE
{25 (URL) S A8 BR M8 B2 0 TE (IP) b 31t

AT RBEDERRE =B

> telnet

Please select which interface you want to telnet from.
1. Auto
2. Management (10.48.48.184/24: management.swal.cisco.com)



3. P1 (192.168.13.184/24: pl.swal.cisco.com)
4. P2 (192.168.133.184/24: p2.swal.cisco.com)
[1]> 4

Enter the remote hostname or IP address.
[I> smartreceiver.cisco.com

Enter the remote port.
[23]> 443

Trying 10.112.59.81...
Connected to smartreceiver.cisco.com.
Escape character is 'A]'.

AT Bk M ERR P -

SWA_CLI> telnet

Please select which interface you want to telnet from.

1. Auto

2. Management (10.48.48.184/24: management.swal.cisco.com)
3. P1 (192.168.13.184/24: pl.swal.cisco.com)

4. P2 (192.168.133.184/24: p2.swal.cisco.com)

[1]> 2

Enter the remote hostname or IP address.
[1> smartreceiver.cisco.com

Enter the remote port.
[23]> 443

Trying 10.112.59.81...

telnet: connect to address 10.112.59.81: Operation timed out
Trying 2a04:e4c7:fffe::f...

bind: Invalid argument



AE  EiRHitelnet , MMRctri+cFEMERMR |, FFIREControl , REIZK] , RRE AR

enter,

HRGUIELEE ST A%
FB 1. ZFAFGUI , REREMFISystem Administration,

SR 2. BIEEEHBIT A (Smart Software Licensing).



System Administration

Policy Trace
Alerts

Log Subscriptions
Return Addresses
SSL Configuration

Users
Network Access

System Time
Time Zone
Time Settings

Configuration
Configuration Summary


https://smartreceiver.cisco.com
https://software.cisco.com/software/smart-licensing/inventory
https://software.cisco.com/software/smart-licensing/inventory

D INREA BEEHEIAT ASKERARESE  BREVHN AR RALERELRAE , UE
HESWAZ # B A H 55 &4

ERT A AR HEER

LTRERBRUNBREENTER,
SusssfuliE 4R

AT RIS RMsmart_license B56 R4 :

Mon Sep 4 20:39:32 2023 Info: The product is registered successfully with Smart Software Manager.

5T 2% BX

Registration Mode: |7 | Smart license (Change type)

Action: (7 | IEERTETE

Evaluation Period: |7 | In Use
Evaluation Period Remaining: .? | 89 days 23 hours 15 minutes
( Registration Status (?' | Unregistered - Registration Failed )
License Authorization Status: (?' | Evaluation Mode
?

Last Registration Renewal Attempt Status: |7 | FAILED on 04 Sep 2023 19:56

Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: wsal25tol5.amojarra.calo

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license) (Edit)

Device Led Conversion Status: |7 | Not Started

Test Interface:

AR {5 -RE 5K B

MREEMEEMAY , FEAUTZRECLIEREsmart_license B :
S 1.2 AZEICLL

HER 2.8 Agrep , AR%EKEnter,

HER 3. & Esmartlicense A FBBINVRIR L EA RS , REIKEnter,
SR AEETNBFEZA , FBFKEnter,

BIABIAER

MRER TEBABIAERL | FRESWATIETCP 443 LN & E7 7 R A ARER < BHELR,



Mon Sep 4 19:57:09 2023 Warning: The registration of the product with Smart Software Manager failed. Th

nl‘.H.

AR E O BRI ER,

RBE NMRACHKREESUREERFE

EREEENE  FEAEXHN "EAER, —HHPRENSER,
A, FERERY , CESEIHREMNERER

04 Sep 2023 20:19:29 +0200 The registration of the product with Smart Software Manager failed. The r



BBER

MR TokenBBHAFEF HHE AEZEUsedE , BIIREIE S HEEToken is not valid.
&) LU B displayalertsis 5 B smartlicense A 5558 B 835

LR CLIsdisplayalerts#y 552 R~ 451

04 Sep 2023 20:26:55 +0200 The registration of the product with Smart Software Manager failed. The r

LA 2CLIfsmarticese A&/ B 51T R4 -

Mon Sep 4 20:26:55 2023 Warning: The registration of the product with Smart Software Manager failed. Th

ERETHAMMEAERUEMF  FEMIEE , REBHRENER R

Token Expiration Date Uses Export-Controlled Description

OTQONZExMTItOTRk.. B Allowed SWA,

ELENRE
BABIEEHER

MEHABAEEAERMENMRELY , AITERHAERBEE, BRAEREEEARARIAE
SWAEEsmartreceiver.cisco.com TCPIE443 5 A & 28 B E 1 2354 E M RS < B B4R

EREEEY  FEAXXHN "TBAER, —HPREENPR,
&7 LA fdisplayalertsin 5 S i&iBsmartlicense B 5558 & #5531

AR CLIsdisplayalerts#y 552 R~ 451

04 Sep 2023 22:23:43 +0200 Failed to renew authorization of the product with Smart Software Manager due

LA 2CLIfsmarticese A&/ B 51T~ -

Mon Sep 4 22:22:58 2023 Warning: Failed to renew authorization of the product with Smart Software Manag



BECHE

NMREHRENFRAERZENRE  FRERERGCRERFTTEMFFMER.
BEANK 'EEEFURMAFTFRERERE, D,

{# Adisplayalerts@ ¥ Bismartlicense H 5558 3% #6552

LU £CLIsdisplayalerts#y 552 R4 -

04 Sep 2023 22:39:10 +0200 Failed to renew authorization of the product with Smart Software Manager due

LA T 2CLIfsmarticese A&/ H&4TRA -

Mon Sep 4 22:39:10 2023 Warning: Failed to renew authorization of the product with Smart Software Manag

B RULEE  BEAERRE.
KEPRBVLAN

HRYERE  RAVLAN ; ERFAIRREEIEARERKE.

MBEFEANRERSWA , BCLIBsmartaccountinfoly# P8 BVLN |, SFEHECLIRER
loadlicense®i S B XBAXMLEF AT HEZER,



AR EREFNFIERERNER A, loadlicensetm SR RERBEPMBRAAIBERENI
RETlR ( BREMMEER ) MFFrURESR

BEFUBERERELTTA
mRWELEERES , RBIRHA 2 XCisco bug ID 5K,

"Smart Ticense agent service is unavailable. Please visit this page after some time. If you continue to

EERAERR
MRERBFF IR RERMIA LERER



Tue Apr 22 09:46:27 2023 Warning: Failed to renew authorization of the product with Smart Software Mana

[ERIE 85 RR P sE = F B &R B RHRIRID CSCvx04164 5|2 /Y

o

LEHBRNREREZFFAIMF LNERIRFEBESHRF T , LEENFEREES
EfwmBERIRF Y BIRIFENFTT

B 1.55 81 {Fsoftware.cisco.com,

TR 2ERINEE-EBEEBIRE>ERIRS,
SRR3R -TERENERIKRS.
TRIEERFEBAUBRIERXF T,


https://tools.cisco.com/bugsearch/bug/CSCvx04164

AR HRAEMXAREEENTE  TREFGEERIKRS.

[Fo-XARAINRERHRFEBER  FRAEEIEESFUTRMFEES,
AEAANTD "TREESFITEMAFFNRERE. BoRENSR,
[F=RAFMREEFNEERFFURMFEESD , FERAMRCLIEFN B SWAE Z5F AT &R
HB’ 1.8 AZICLI,
SR2ETLEHDD

SR 3IEERK

S 4 #IESMART_LICENSE

SRS BREEND



SWA_CLI> diagnostic

Choose the operation you want to perform:
- NET - Network Diagnostic Utility.

PROXY - Proxy Debugging Utility.
REPORTING - Reporting Utilities.
SERVICES - Service Utilities.

[I> SERVICES

Choose one of the following services:

- AMP - Secure Endpoint

- AVC - AVC

- ADC - ADC

- DCA - DCA

- WBRS - WBRS

- EXTFEED - ExtFeed

- L4TM - L4TM

- ANTIVIRUS - Anti-Virus xiServices

- AUTHENTICATION - Authentication Services
- MANAGEMENT - Appliance Management Services
- REPORTING - Reporting Associated services
- MISCSERVICES - Miscellaneous Service

- OCSP - 0OscCpP

- UPDATER - UPDATER

- SICAP - SICAP

- SNMP - SNMP

- SNTP - SNTP

- VMSERVICE - VM Services

- WEBUI - Web GUI

- SMART_LICENSE - Smart Licensing Agent

- WCCP - wCCP

[]> SMART_LICENSE

Choose the operation you want to perform:
- RESTART - Restart the service

- STATUS - View status of the service

[1> RESTART

smart_agent is restarting.

[Forth test] EE 2T AR EERFIFPERF THELENZEMEE

Smart_agent{E B A5 AR &E

HERRE (EARBMATERFTR ) ARIRA14.1514.0%% , ESAHISMA L HRELEH

o



FEE  fEx1955( 3955 & F HIR L5,

LT REESEKKEE A

08 Apr 2023 10:19:36 -0500 Initialization of smart agent service failed. Reason : Port 65501 is not ava

Esmart_licenseic ik |, B[ LAEE :

Mon Apr 8 09:02:36 2021 Warning: Smart License: Failed to change the hostname to esa.local for the prod

LR R AR ESAH E & B RRIEID CSCvz74874 M AR SMAR BRHRIAID CSCvx68947 5|2 HY o
BEEBR BRI B RILERE,


https://tools.cisco.com/bugsearch/bug/CSCvz74874
https://tools.cisco.com/bugsearch/bug/CSCvx68947

ERRERBEDR{ILAR
LERIEEERABENER  ELERABRETHANESNWER.
W2 B ) -

Thu Jun 23 16:16:07 2022 Critical: Initialization of smart agent service failed. Reason : Port 65501 is
any attempts to swap ports using the defined command will fail.

EfRIERE |, FRECLIFversionts THEE , ARCPUNBEN D EHNLEERER

expected,

MRFLBENEKBEEESHL , REEHE.
REREENEREY
MREHEEFTRERRMFMBREE  ABERAFRELER

Thu Nov 15 13:50:20 2022 Warning: Failed to renew authorization of the product with Smart Software Mana

ZEBELMEE , FEMEMEE.
AEEEHHSSLEE

MRMBEHNEEWD I FERRY B IR LEESER , i82BField Notice : FN - 72502 A BN G E A

o

21 Aug 2023 14:03:04 +0200 Unable to connect to the Cisco Aggregator Server.
Details: No valid SSL certificate was sent

BIVLNE B R 2EHTalos Keymaster B M ARBEEFRMAMNEBE. ESREER SRR
B (CA)MR2023F1 A 13 2,

202112 A 15 A BNF S ERHEB 12 ANVINE SERLAE20235F1 A 13 B B EM

o

BEFALEE  FRENF TR ESFIBELFER —ERHVVLNESR,
HREEBETFERE


https://www.cisco.com/c/en/us/support/docs/field-notices/725/fn72502.html?emailclick=CNSemail

MRERINRLERBEREEEN R EBETHERE , FRE .

1. R BRI RE
2. RECHEESHIERARFER (F2RAXXH "BAER,) #2)
3.*‘@@%‘%#7%5? i — 25 B )tk R R
4. BEIF DR EUS KB
LT RBFER

Mon Sep 4 20:41:09 2023 Warning: Secure Web Appliance HTTPs Decryption Ticense has been moved to Out of
Mon Sep 4 20:41:10 2023 Warning: The Secure Web Appliance HTTPs Decryption is in Out of Compliance (00C

ERRERRRRBHMRE

BRI E| "Critical error as "Smart Agent is Authorization Expired state" , a8 R LA F{TE 1L AR RE
WIRE,

AT RiRsRE4)

Fri Aug 18 15:51:11 2023 Critical: Web Security Appliance Cisco Web Usage Controls feature will stop wo

RS ERIRRENEEEE SRR TR SRR,

¥
i

AR XEREERIERE-EH

BRKSEC-3303 (ciscolive)

Cisco Secure Web AppliancefJAsyncOS 14.5FFHF M- GD ( ERIBE ) - g, TENE S
[Cisco Secure Web Appliance] -E &}

N =33 Hh = S
= k EMIE '/%EI\

/00 =


https://www.cisco.com/c/en/us/products/collateral/security/web-security-appliance/guide-c07-742373.html#_Toc10022553
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2018/pdf/BRKSEC-3303.pdf
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/smart-software-manager-satellite/series.html
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