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SWA_CLI> dnsconfig

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

- SEARCH - Configure DNS domain search 1ist.
[I> SETUP

Enter the minimum TTL in seconds for DNS cache.
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WEGBERNAMER redirect WSA.lab, EAEHHEM THERE

Transparent authentication packet flow

TCP 80
HTTP
GET/HTTP 1.1
Host: cisco.com

HTTP
GET/42277DBABC1.../192.168.1.1/http:{/cisco.com HTTP/1.1
Host: redirectwsa.lab

Authentication

GET/HTTP 1.1
Host: cisco.com
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The WSA obtains user-to-IP
_ mappings and security group
tags by subscribing to the
pxGrid service.

For Bring Your Own Device
(BYOD) environments, ISE
can profile devices and
enforce web authentication
for guest users.

Identity Service Engine

" pxGri

i d The WSA obtains ISE and

- Active directory group

ERE....... information for authenticated
P — * users from ISE by querying

gl ......... the External RESTful API

«" o s Services (ERS)
i Domain
services

Authentication can b-e

enforced by network : Web Security Appliance

devices using dot1x and :

MAB. These events are
authenticated and
authorized by ISE.

|SE obtains acitive directory
information from the domain
controller such as group
memebership for policy enforement.

Domain users

Active Directory

BRE fCisco Context Directory Agent (CDA)EXEB S an#k Lt , 52 B Cisco Context Directory
Agent (CDA),

HCDA&#6i2 , E2Microsoft Server 2016878, B , RMEEHEEE S HCDATZBEE
ISE-PIC, REMEAARHFEAWMIETEWindowsZ£EH4HB , LEREAEDIPHEIR (BAE
r&fE, ). HHIRCDA ,, SWAEARADIUSEMIELHM, HRISE-PIC , EXEISELZEH F 4
B K pxGridIERSIE#R, ISE-PICTHREE S EBISEZEFLUREB I EREEF T,

Identity Service Engine
ISE-PIC can periodically Passive Identity Connector
probe an endpoint to
determine whether a useris
still logged in.

The WSA obtains user-to-IP
mappings by subscribing to
the pxGrid service.

The WSA obtains ISE and
Active directory group
information for authenticated
users from ISE by querying
the External RESTful
APl (ERS)

- Web Security Appliance
ISE-PIC obtains user logon

An active director_y logon ; events from the domain controller
gfaneratas a srecunty EUEnIN @ 00 : via the Windows Management
in the domain controller. Instrumentation (WMI) service.

Active Directory
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HAEWebREEEFRARN , LEHEERL RS NE. BEHTTPSREN TS LEM , E—
HEBETBHREEER , BASWAERBRA TAERMHTTPSEHR, MAKKENRBEREREXEF
iR AR A AEEEREXHEB Y FEMARNKERBNEMRE, BBEEAX , BE
RBEGBURD , WERET RFNZ2FRA  RFFEAEHERR.

HEEERFEEARHTTPERS  UEEETH RNV THHEE, CEFHFEXERBENERARE
AENTEENER  UE-RERERNIBD. FERBERT , SWASRBRELRER , IEEE
BRERER , ARBESAV)EH. EREBNONUREATREZESIAVC), EBEREREF
SRMASERREENER  EESURVERIMRELRENERHBRKE, FHLEE
MEFMAES  F2RBBARER.

Range Request Forwarding: Enable Range Regquest Forwarding

HTTPS{E

LZeBEERESR MBS EAEEATCMHNEE AR , YERSERTIEMi S, HTTPSKRIEE
BAFEIYSRENANMBEBERELS(TLS)ERNEE, ARBEEBHERCSR)ALUTEILH
NP BEIZREEN(CA)ZEE, TEActive Directory (AD)IREH | ERHERZE , ABADEASMCAH
BZEHERENEE  XEFFEHMIRKILBIHRSE,

HTTPSREMN —BELRLIERREMARFES. XEEREBENFSEREMER. BA
Decrypt for EUNTIZRSWAR AR BRFE RN EREE. WRRBBALIEE  EAREIEN
HTTPSU: MBS EHBERIFER. EEHTEDERERNEN , XAERERABREET , MF
RHESWAMRLE TE#R, MMEEMNBRREBLAZTIRES "HBR, . IRREELREPH
EMEEAERSR , IREEEEBEE LA ICEA ANERER

Invalid Certificate Options

Invalid Certificate Handling: Expired: Monitor

Mismatched Hostname: Monitor
Unrecognized Root Authority / Issuer Maonitor
Invalid Signing Certificate Monitor

Invalid Leaf Certificate  Monitor

All other error types:  Monitor

Online Certificate Status Protocol Options

OCSP Result Handling: Revoked Certificate: Monitor

Unknown Certificate: Monitor

QCSP Error:  Monitor

Bt , # LR EBRBFHEOCSPRELARGMAMRE , ¥ AT EMBERERER. BRE
RPHENES  YAMRHARELAZORES "HE, | UAFCHMEBERES. Authority



Information Access Tracking (AIA Tracking) =& Fiml AR EH B EMURLW G E , R4 SR
HMFE, fln, MRRARB[EURNOBERTZE (ROFELRESE ) , SWATLUREAIAR
A FEAZBURERNRONEBSLRIFEEM., MREREBEBTIIESECLIFER

SWA_CLI> advancedproxyconfig

Choose a parameter group:

- AUTHENTICATION - Authentication related parameters

- CACHING - Proxy Caching related parameters

- DNS - DNS related parameters

- EUN - EUN related parameters

- NATIVEFTP - Native FTP related parameters

- FTPOVERHTTP - FTP Over HTTP related parameters

- HTTPS - HTTPS related parameters

- SCANNING - Scanning related parameters

- PROXYCONN - Proxy connection header related parameters

- CUSTOMHEADERS - Manage custom request headers for specific domains
- MISCELLANEOUS - Miscellaneous proxy related parameters

- SOCKS - SOCKS Proxy parameters

- CONTENT-ENCODING - Block content-encoding types

- SCANNERS - Scanner related parameters

[1> HTTPS

Do you want to enable automatic discovery and download of missing Intermediate Certificates?
[Yl>

NoEE HREEREARARE  FEER  BARSARARSKELBRATSRIEMSE
2EEHE,
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LATMRIERSWANBZEHE 6 23R TEBRENESRE , URFMETCPHIUDPE LHRE
W—EEEERN S Z, TIATAREARNERIMER DS RRRMERETTE, EAFSWAH Bt
EEREEFHENAMERE, NRBRBRBRITEZIPHUMNARE , SWAT L ERERERESIPHE LAY [E
BFEIARSTRILIETCPEE, HRUDPHRE , ©aLHEiXPort UnreachablesB B, BlEEE S5
, RIFHERE MR ESWARENENFRE , UL AE T EBHEBN A,

BRTERESHREZHN , UTMESEEDNSEN , LEHBIBREEE., HEERANWCCPIHE
, AR LHERIREZIWCCPHE HEF LB HEWeb [ iRES. HERBEBTECHRNERSTT
SHREBEE, WEENISIPMURARSEEE. BWICHZNTTLAOM , SWARI0D ERHET —IX
ERBEFTENTNEMEE, B2, MERBALATMINAEE , SWAT LA A EEE R DNS &30 55 58 Eith
FINE LR, ERIK T F F i ESWAT[E /9 i 11t BF H IR R & E Y ERE

REEELIE

ERNEBEEHNSWANRENTRAMZEHER. ETERRARKASERBEEFMAITL



AERTENARNE , ERARENKBEHEREAEUARSWANRBETRANMUETERZE
o —HBREMIFRTTENREITREFRETRENEREERE

R

EHFTEMAMEBCRRER T RERRER, REEERNXMLERAREYZERIKEEER
MABERA, BEMENM  ProxyEEFENBEESRHBRTEESASHENEERANE, £
SWAETEERHRNARERER  SEV - HELARK IR  EEARAREEEMUEN =R
H. tESOERERER, BERKMFBERRE , URTESES10BERRRIER. 50MERRKR
Pt MA20E AR EH BN EERER , FRAREMUEERE. BSEHFRU2NMIS FIEE
TFERMENSERMENEE,

ERESBBREMN  SYNEREESEWebMNEMCLIEEEE, —FRIASHEAEER
EXRE, CREENEH REEELAEEAERATRENREARES, Hit , REEREN
FRENSEEILR-—ERANGTE I BREMNEELEHASWARENERER.

B HpiEEtrack_stats HFEHP e —IXCPUKRE ( MW AEN ) . ERTFEAERBE B 2 LA BGT
ER (FERERB+RKIFE ) /300, EFEAERBEEL270R  XEREEAERATRETAS
WCPUBRH , B4 FRERARBEAEM , BEBMHETII,

Current Date: Wed, 09 Nov 2022 08:49:00 +03

system time: 48.189 (16.063%) Low Complexity Definition

max resident set size: 104712 10 Access Policies
integral sh'd text mem size: 61923808

integral unshared data size: 1003469344 — 10 Custom 10 Regex
integral unshared stack size: 114521088 Categories 50 Se;ver P's
page reclaims: 29776 2305
l B \ Server
L]

10 Ildentities

faults:
pagefat B Names

Medium complexity = 2 x Low
complexity

swaps: 0
block input operations: 62168
block output operations: 289048

messages sent; 2755817
messages received: 1667985

signals r d: 0 High complexity = 3 x Low
voluntary context switches: 2957114 = complexity

involuntary context switches: 4341
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ERBEEER

ER(D)EEEREEWIFFARFEILNE—BRETE, EIDREBNE —HIPRENAE
EAMELUBEANDETRHME, EEWREM ARG SALTE , RS e EERIE., 2K
R, REEVEBREIBHUE, SEEETHHNNEREERETRREFT2HEN , I H AR

BERESE, FRAHTTPERE, BERERFERFRTNEREREFRERERRHIEBERE
B Y 5B 4 SR B

BE K FESFORENIEEEERS  YERNENEE. EFIBTERES0RBHRER , &
FRANRBAABREKZLERS. TEERBRAUNSORERRFIEE. NRSHBEE LHER
FimEEONEETHETRRE  ASAEFNRRTRERIEYHEZERE R, BEERETH
PRENEFIREAKEOBBNFEREXZISWA , SWAKRAEIRY AT s EHCPUM R FIA



HREEERR , —ER RNRERMLEAR —EME— VI DEC B A8 5 LUK AR FE #Y 57 22 5% B M 55 ] SR RS
. HREMEEMS A EERBYERE. WETE , RELEAR "HEBN, , WEEEIDEEE
RUNEZERZNGEREEER. ERTEN , RAKERBTNMAERESATE , RES
RREREEIE., EEORIRKPEDTE , TERNKKEPEER  ZERBNHELD.

Client f User Identification Profiles

Managed by: ngsma.cholasen. lab - local changes will be owvenwriltan
End-User
Order Transaction Criteria Authentication / ldentification Decision Acknowledgement Delete
m Authenticate:
1 192.168.10.50, 192.1568.0.40 ‘ 3 (global profile - |
Protocols: HTTEHTTES Realm: AD (Scheme: Basic, NTLMSSF, Kerberos) :
Glabal Identification Profile
Managed by: ngsma.chclasen.lab - local changes will be overwrilten
add Pol ¥
Protocols and
Order Group User Agents URL Filtering Applications Objects
Github
+ Policies do not require a y | Identification Profilef AD Auth | globel palicy) | Monitor: 3 slobel pobicy) | (alebe! peicy
All identified users
1:1 ﬂOW! URL Categores: Github
Contractors
g 2 :l:lcr‘.lfv:ulncn-"-'c-hll: global palicy global polcy global pohicy) | (global ¢
« Reduce Gomplexlw b\‘p‘ 1 groups (ADVCHCLEEERTCS ctors
collapsing where Domain Users AP
F g 3 Identificabion Profile] AD Auth globa ICy jlobal pohcy Jlobal policy)  (global g
pDSSIbl‘E. All identified users
ﬁ:lm::ﬁmmhle: Al Mo blocked items  Mandtor: 85 Monstar: 356 No blocked items

R R B

BRIDEBERERE—& , BREBEPRENREBEFTAEEAND , BEAISENEFRE —FER
PIsk, THRREEENTHELSRX , EREURREEN TR (ADE, FRAEWSCT)

- ADIANMERE-TERABNTA ; MREAERENKE , AECERBTIEEERE , B
I SR B PR

- SGTHADIEREAE-MREAELRSCTHEBMARADENKE , AECERBEPEELH
&, AICE R B

- SCGTHEAE-MRAERAELRSCTHEYMINERBTIEE THEAE , AICERE,

ESWABITHFIERET , RAEEAEMS , BHTTPSHENIGRAEZEE, MERENEI LY
HEENAKNEEEFE, EEETUKEELT75%HWebREEITHTTPS,

ERRECR  VEARERBRENB 2L, UBERERRERRKAENELR., HER , 4KAE
ZERE—RILES. FRaccess_logsBIRN T UARREHSWARZHNHTTPSRER FLE , BIfER
BHENNBRHEERRB RN, TUFEHAERNBashmsPowerShellin T REEULLEF, AT 2
HEMREERNIER

1. Linux@s$> :

cat aclog.current | grep -Ev "\/407|\/401" | awk 'BEGIN { total=0; decrypt=0; ss1=0;} {total++; if($0 ~



2. Powershellfi &

$1ines = Get-Content -Path "aclog.current” | Where-Object { $_ -notmatch "/407|/401" }; $total = 0; $de

ARGTAZ SRR |, LEAREREDIENSERENAERRETEHTTPSER, EXAREF
mAMARESELEHTLISEFNE % , MEESWARZSEENTR , SERAEERE. BFEKGE
REMRER , MLEBRSWATKEMRIFN—RTLSEF. ERAA/SWALERIBESFRIEIE
BHEIER  WELERBEMARBNVTLSERUENRES. NRBERW , SWAKEIEELR , I
RHEFREEEEEARRELER,

HTTPS policy operations

« Drop

* Connection is closed.

YalzT at
Iy I..

. Tréffic is decrypted and evaluated by access policies.

* Transaction is not decrypted.
* Client negotiates directly with server.

* No action taken.
* Move to the next column on the policy.

SWATHTEMTLSEFHH—ERR , ARFEBIPHUFEREERERF (REAER

) , XEFRAREREBWBEHTTP CONNECTHTLSE FirHelloh M., EENIGZREF , BEFIRE
TLSEFEMNBILZE (EEHEE D ) aNERHABRFENERE LS RBEEEREREL
Wi, EEAIHLEF , SWARETLSE FimHellodHE PRI A MREE B BERSN)RAL , XRIFEE
SHHHETIME, MREMBENSNINFE , SWALERBERARFEF L UERIEFBRE
HE LN HERBABB(SAN)T LA ETB(CN)BAL,

LITRABERERFTNERR , EERELARNANEENARBLEEREARBERERFER
E, MARKBHERERNNEESD (ENFEESWATHEMRIFNTLSETF ) , AR TLSE
?E’J%ﬁ(;o BR 6 LEIENE  EHEHLBEFTIMRE,



Explicit HTTPS-What do we know?

TCP 443

Connect cisco.com:443 TLS Client Hello

TLS Server Hello

Certihcate:

We know... ersion: 3 (0x2)
Certificate issuer.

Certificate validity.

Host header.

Subject Alternative Name field.
User-agent string.

Common Name field.

S L ol o

Certificate:
Date:

We know... Version: 3 (0x2)
Serial Number:
1. Certificate issuer.
2. Certificate validity.
3. SNI field.
4. Subject Alternative Name field.
5. Common Name field.

ERFENER EHRNERE | TRt RE - LR REREHMIIEEANWebEEN T BER
EEITOE, EYTRTHZUER —EETRERRWE , A, MEELURNEZIAVEHE,
AMPREREEN N , UREMEERENHRELFHFHR, HRELERER , EBRTEESHERLT
ERRDBUR . RESEMRESBAVSIZRZNFRE  LHAVC, AMP, FhERBEFETE
o AhEIREEE D IRH T BRAKRD B M FAET.

A SR e

HEDEERERE—& , #ERBPRENRE BRFTEAEEAND , EEAISENERAR  §—HEE
EHSN. BETRERBEEENTE (ADME, EAENSCT ) BERMETETA

- ADIAMERZE-TERUBNTA ; MREAERENKE  AECERBTIEEELRE , B



It SR B PUEC

- SGTHMADMEREME-NRERAELESCTHHEBERADENKE , NECHERKPEELH
& , RIpCE R R,

- SCTHEAE-MREAELRSCTRE , AECERKPEECLRE |, AIFCE R,

EREBHMBRER , SIUARBIBRBILHTTPRE, EREB2R , UREBRIZTENEZ
REEEATHRERERE  BFEHTTPSRE, WRBENFBER , BMfEaccess_logfkB. F—1EHE
R EBERSEARMBTLSER (#% ) WRE  F_EAFKREBETHEREEAREEBEHTTPHE
REVRAE,

MWebREBIBHFIRAN , BEFBRBEARBRERNBEN THALSE , T ABEREEREMN
EREXNEHREMER, FBRBERT , SWARHMLFERDMBRELIFEE  NANRIERERE

, BEEZHTEESRERBESFEAAVCIIAEE. NRMARFNESEIMEEBR/MITHBEERRR
FE, AIAES B SWARF THEAERZ N, ESREREB T AN Internet3E B I EHRFE F
B, kBIERHSE R ERREEZEMicrosoft WindowsE# fMAdobeE @ EfHT<FERER.

ERMEERER , RERRIREBUERETLEHESWARE., EHRNERBBNRELIFER
AT, FEEERT , T—ARERERAREERVERERRE , X EELRK - AEERS
REAEE, VEEZRELBERELHETAVEENAVC , At A BFMEGTREMESHTERRE.
BE  BRE-HNEEFARCEEBREFTFNFEAEREFTHE, EREFTEEINFERAE-R
BFRAUREERE , IETUREEEHEBIRER R, KSEEHRE ( BFEMicrosoft
Windows M Adobe B8 E#T ) TEAHTTPS,

MERRBEE D PR , TERBRMBREBEZREPRES BN, HREERNERRE , BBTEES
BREEHELEEM. BEABRDMDCA)SIZTUERABELEBNAR  UARHMAFEXER RS
Bk, SAIBLUHMBRURLEREEHNRBEARDE. BALLIIEETRDSWAR R D EHIR
HE,

FERKEN "THREH RERK TRESERINFEERAIIE, MREBREH THFEER
ERAEARAEHRN -2  IRATEERRESEZHEMCPULRAR, MREREMAEFER
R, LARMHARLERIRE. BELARABELREN TR EZNEEAERETZS  BAER
RERE R TRRBERRERENIPAFIEE,

B E&MATURLE A

Custom#E B)EE AN EBIPH U = F M E EBFARET. TUAERAERK TN (regex) B ERREFEE
CEER, FlregexEXCEARD[EBLEA T ZECEERBEAEESR , RSV EEEREY
PERFEATM. JEEENEEEN T, o UERFE , MEFERARTR, flm, T
.cisco.com B "www.cisco.com  PCfi,

MEHMIDFIERAN , BEMUEEEATEEEREREE , PEEMMERA—TE , MaE
HMUuERA=TE, EBSULEFREE20UT , BHIRESTEFEAregexERNHTEREREB K

. FRSERNREENESHMAEN , F2RSHRRKDS.



http://www.cisco.com.%E2%80%9D
http://www.cisco.com.%E2%80%9D

ARMURLFLLBEEERERFERESS  FACHTREHZLELEERE  RATATE
FEEEESFHHECM. HRUIIETARBRRTHASWAEESHENIEFHINEE , Atk
AsyncOS 11.8iR-PIE 10 7 A EE(E G S E N T Hb Ut AYRED o

Office365 APIEI AT ¥ It E R B BERBMERBARFINEAR , TAREREARER
( PowerPoint, Skype. Word% ) ., Microsoft# %18 Fr & Office365REMN R ERER , UKEIL
MBE, MicrosoftSTHEEREA :

AE . THASSLHENRESHEEREGR  BERESORENEEEHSHMORER
REEBMETENFEAERRTE. A, B/ BERREETECANBTEREEME
HRERFE R, BMBZRBENRKESIREEERETEEOSce 365 ER, 1 -
https://learn.microsoft.com/en-us/microsoft-365/enterprise/managing-office-365-
endpoints?view=0365-worldwide

EERANKREBRBEPEARERTREREHE, #AsyncOSHA11.85% , AJLASE A #£Office365
AP ZENEERBIBFREERZRREFE, LEEAMSERENREQNRESEZQWCCPERE


https://learn.microsoft.com/en-us/microsoft-365/enterprise/managing-office-365-endpoints?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/enterprise/managing-office-365-endpoints?view=o365-worldwide

LUETT EREER

BIBFr A Office365E , BEARTE—LELA R RFIRKT L RENEEIET TR, MRSWAK
BiBOffice365hE , BETREENERRMRERIEFEE, Hdhz—REABKAAMEERE
o NKABERE , LLBEOffice365B RN ERNBINGETCPER, ENAESEEMREN
RERFTBIR N0 15@SFETCPE .

HTTPSREHTHRBNERMZRESHERTRIBIE, Office365MARENHIEEIFFF B
 MRESREREENWEMEIREHERRMNB TE—BR , FRERRAXSZIRE,

L Office365EARAFEHEENTLSSEIE , FEIEHTTPSREBHEAEXARSZTHARIE, ER
BEBEIRFIMEMMSEN, ETHEBERRER ( flISkype for Business ) & ERAK ,
FERAEXEHTLSE FiiHellodE R TEEARBFBBERSNNEAL , IEXEXZLEBILRE,
AsyncOS 11.85| A TEER B RIPi it EBRENIIEE , BRETRERBA TR IEE,

ERNER
CLIEER 85

SWA CLIRtAREBEREEEENGT. RAANGTREETEproxEREENRTEFTN S
wORERMEANNEER (BREBRETRE, FHANER. BEIEE, ERY

4, status detailfp & 2

ZVYRENRFHRF, UT RGN RAES
SWA_CLI> status detail

Status as of: Fri Nov 11 14:06:52 2022 +03

Up since: Fri Apr 08 10:15:00 2022 +03 (217d 3h 51m 52s)
System Resource Utilization:
CPU 3.3%
RAM 6.2%
Reporting/Logging Disk 45.6%
Transactions per Second:
Average in last minute 55
Maximum in last hour 201
Average in last hour 65
Maximum since proxy restart 1031
Average since proxy restart 51
Bandwidth (Mbps):
Average in last minute 4.676
Maximum in last hour 327.258
Average in last hour 10.845
Maximum since proxy restart 1581.297
Average since proxy restart 11.167
Response Time (ms):
Average in last minute 635
Maximum in last hour 376209
Average in last hour 605
Maximum since proxy restart 2602943
Average since proxy restart 701



Cache Hit Rate:

Average in last minute 0
Maximum in last hour 2
Average in last hour 0
Maximum since proxy restart 15
Average since proxy restart 0
Connections:
Idle client connections 186
Idle server connections 184
Total client connections 3499
Total server connections 3632
SSLJobs:
In queue Avg in last minute 4
Average in last minute 45214
SSLInfo Average in Tlast min 94
Network Events:
Average in last minute 0.0
Maximum in last minute 35
Network events in last min 124502

ratefn &R R A BproxERREANCPUR £ LW BN &R , AR BWFERB(RPS)MIREURET &R,
o TERFERHLERTEL  ESPE AL, TR SHE HRA

SWA_CLI> rate

Press Ctr1-C to stop.

%proxy reqs client server %bw disk disk
CPU /sec hits blocks misses kb/sec kb/sec saved wrs rds
5.00 51 1 147 370 2283 2268 0.6 48 37
4.00 36 0 128 237 21695 21687 0.0 47 38
4.00 48 2 179 307 8168 8154 0.2 65 33
5.00 53 0 161 372 2894 2880 0.5 48 32
6.00 52 0 198 328 15110 15100 0.1 63 33
6.00 77 0 415 363 4695 4684 0.2 48 34
7.00 85 1 417 433 5270 5251 0.4 49 35
7.00 67 1 443 228 2242 2232 0.5 85 44

tcpservicesth RN AMMMBEREERENEF . RNESERSEER N it u NIRE S /RS

SWA_CLI> tcpservices

System Processes (Note: All processes may not always be present)

ftpd.main - The FTP daemon

ginetd - The INET daemon

interface - The 1interface controller for inter-process communication
ipfw - The IP firewall

sTapd - The Standalone LDAP daemon

sntpd - The SNTP daemon

sshd - The SSH daemon

syslogd - The system logging daemon

winbindd - The Samba Name Service Switch daemon



Feature Processes

coeuslogd - Main WSA controller

gui - GUI process

hermes - Mail server for sending alerts, etc.

java - Processes for storing and querying Web Tracking data

musd - AnyConnect Secure Mobility server

pacd - PAC file hosting daemon

prox - WSA proxy

trafmon - L4 Traffic Monitor

uds - User Discovery System (Transparent Auth)

wccpd - WCCP daemon
COMMAND USER TYPE NODE  NAME
connector root IPv4 TCP 127.0.0.1:8823
java root IPv6 TCP [::127.0.0.1]:18081
hybridd root IPv4 TCP 127.0.0.1:8833
gui root IPv4 TCP 172.16.40.80:8443
ginetd root IPv4 TCP 172.16.40.80:ssh
nginx root IPv6 TCP *:4431
nginx root IPv4 TCP 127.0.0.1:8843
nginx nobody IPv6 TCP *:4431
nginx nobody IPv4 TCP 127.0.0.1:8843
nginx nobody IPv6 TCP *:4431
nginx nobody IPv4 TCP 127.0.0.1:8843
api_serve root IPv4 TCP 172.16.40.80:6080
api_serve root IPv4 TCP 127.0.0.1:60001
api_serve root IPv4 TCP 172.16.40.80:6443
chimera root IPv4 TCP 127.0.0.1:6380
nectar root IPv4 TCP 127.0.0.1:6382
redis-ser root IPv4 TCP 127.0.0.1:6383
redis-ser root IPv4 TCP 127.0.0.1:6379
prox root IPv4 TCP 127.0.0.1:http
prox root IPv6 TCP [::1]:http
prox root IPv4 TCP 172.16.11.69:http
prox root IPv4 TCP 172.16.11.68:http
prox root IPv4 TCP 172.16.11.252:http
prox root IPv4 TCP 127.0.0.1:3128
prox root IPv6 TCP [::1]:3128
prox root IPv4 TCP 172.16.11.69:3128
prox root IPv4 TCP 172.16.11.68:3128
prox root IPv4 TCP 172.16.11.252:3128
prox root IPv4 TCP 127.0.0.1:https
prox root IPv6 TCP [::1]:https
prox root IPv4 TCP 172.16.11.69:https
prox root IPv4 TCP 172.16.11.68:https
prox root IPv4 TCP 172.16.11.252:https
prox root IPv4 TCP 127.0.0.1:http
prox root IPv6 TCP [::1]:http
prox root IPv4 TCP 172.16.11.69:http
prox root IPv4 TCP 172.16.11.68:http
prox root IPv4 TCP 172.16.11.252:http
prox root IPv4 TCP 127.0.0.1:3128
prox root IPv6 TCP [::1]:3128
prox root IPv4 TCP 172.16.11.69:3128
prox root IPv4 TCP 172.16.11.68:3128
prox root IPv4 TCP 172.16.11.252:3128
prox root IPv4 TCP 127.0.0.1:https
prox root IPv6 TCP [::1]:https
prox root IPv4 TCP 172.16.11.69:https
prox root IPv4 TCP 172.16.11.68:https
prox root IPv4 TCP 172.16.11.252:https

prox root IPv4 TCP 127.0.0.1:25255



prox root IPv4 TCP 127.0.0.1:socks

prox root IPv6 TCP [::1]:socks

prox root IPv4 TCP 172.16.11.69:socks
prox root IPv4 TCP 172.16.11.68:socks
prox root IPv4 TCP 172.16.11.252:socks
prox root IPv4 TCP 127.0.0.1:ftp-proxy
prox root IPv6 TCP [::1]:ftp-proxy
prox root IPv4 TCP 172.16.11.69:ftp-proxy
prox root IPv4 TCP 172.16.11.68:ftp-proxy
prox root IPv4 TCP 172.16.11.252:ftp-proxy
prox root IPv4 TCP 127.0.0.1:http

prox root IPv6 TCP [::1]:http

prox root IPv4 TCP 172.16.11.69:http
prox root IPv4 TCP 172.16.11.68:http
prox root IPv4 TCP 172.16.11.252:http
prox root IPv4 TCP 127.0.0.1:3128

prox root IPv6 TCP [::1]:3128

prox root IPv4 TCP 172.16.11.69:3128
prox root IPv4 TCP 172.16.11.68:3128
prox root IPv4 TCP 172.16.11.252:3128
prox root IPv4 TCP 127.0.0.1:https
prox root IPv6 TCP [::1]:https

prox root IPv4 TCP 172.16.11.69:https
prox root IPv4 TCP 172.16.11.68:https
prox root IPv4 TCP 172.16.11.252:https
prox root IPv4 TCP 127.0.0.1:25256
prox root IPv4 TCP 127.0.0.1:http

prox root IPv6 TCP [::1]:http

prox root IPv4 TCP 172.16.11.69:http
prox root IPv4 TCP 172.16.11.68:http
prox root IPv4 TCP 172.16.11.252:http
prox root IPv4 TCP 127.0.0.1:3128

prox root IPv6 TCP [::1]:3128

prox root IPv4 TCP 172.16.11.69:3128
prox root IPv4 TCP 172.16.11.68:3128
prox root IPv4 TCP 172.16.11.252:3128
prox root IPv4 TCP 127.0.0.1:https
prox root IPv6 TCP [::1]:https

prox root IPv4 TCP 172.21.11.69:https
prox root IPv4 TCP 172.21.11.68:https
prox root IPv4 TCP 172.21.11.252:https
prox root IPv4 TCP 127.0.0.1:25257
smart_age root IPv6 TCP [::127.0.0.1]:65501
smart_age root IPv6 TCP [::127.0.0.1]:28073
interface root IPv4 TCP 127.0.0.1:domain
stunnel root IPv4 TCP 127.0.0.1:32137

RO #%

WebREEESEBEMMNZEM, REXBERE , E%E*ﬁn*fﬁﬁL% HERRBENE
RIFFEE, EXETHRERZRENEI2L (BFE—X) , MERX/DEVBRENTEHM
BRE—., EWUERAE E\.E“é‘fﬂénn(ﬂﬂﬂﬁ%&ﬁﬂﬁﬁéiﬁ%(AWSR))ﬁiﬂﬁ%Fﬂ HFFHEE
BashzfPowerShellfF T REMN . BLEAEHEHMTHRPSHEE  UHERKEEGEHNEREY
SHUAM, EETFEREPHNRESEN AT EER HMETIH,

BROESMHIN—Rirack_stats B3 , X AR I L@@ LD , EL@ b EREproxERE R HiE



RREPNERER, THEEETPEEANS I RERSEFRERN FHLE , SEDNSEMR
B, AVESIZRHEBENAZSETRNMM, LAFTRREGUITSICLIRE A REBEBLZ2ERBE
(SCP)SEREw B E(FTP)FAM. ERFRMENERFEENHF , RS AEERAE,

Where can latency be introduced?

 External Services
 Internal Services

DLP
r

O Q@@

Client side latency

« “Client Time” in track_stats log.

* The amount of time in milliseconds that the client was waiting for a
response.

* May indicate an upstream issues-keep investigating!

* Access logs can show this in custom field % : 1>

[%:1 > x-p2c-first-byte-time Wait-time for first byte written to client ]
AV Wi NS
WHES ; H [TII - )
AVC N -
Dl

o0 @




DNS latency

* The amount of time in milliseconds that the WSA waited for a DNS
response,

» Calls for investigation for your DNS resolvers (or path to them).

*» access logs can show this in custom field % : >d

%6:>d X-p2p-dns-svc-time Time taken by the Web Proxy DNS Process to
send a DNS result to ehe Web proxy.

DNS
AV
wers { ‘ ONS 3 AD
ISE
DLP

Authentication latency

* There are two metrics: “Auth Helper Wait Time” and “Auth Helper
Service Wait Time.”

*» Use the first to get pure auth time without the request time added.

* access logs can show this in custom field % : »>a

%:<a X-p2p-auth-wait-time Wait-time to receive the response from the
Web Proxy authentication process, after the
Web Proxy sent the request.

AV Authentication DNS

WBRS P ( ) AD
ISE
DLP




Server latency-wait time

* The amount of time in milliseconds that the WSA waited for the first
byte of the server response.

» (Calls for investigation of your upstream devices and WAN connection.

» access logs can show this in custom field % : >1

[ Y21 | x-s2p-first-byte-time | Wait-time for first response byte from server

DNS
AD
LDAP
ISE
DLP

AV
WBRS P
L]

Server

Server latency-transaction time

* The amount of time in milliseconds for the entire server-side
transaction to complete.

« Calls for investigation of your upstream devices and WAN connection.

= No access logs custom field, but can be determined by a
combinationof them.

AV DNS

WBRS it

AVC LDAP
ISE
DLP




Internal services latency-not exhaustive

AVC

See the user guide for all custom
fields associated with these values.

BREOVWHEBTA—MHRSHDART , HP S SHREERREZNM , TF/ILE,. RPSUK
& Fin M AR5 im AV EIER. L TRSHDHEITHRHA

Fri Nov 11 14:16:42 2022 Info: Status: CPULd 2.4 DskUtil 45.7 RAMUtil 6.7 Reqs 62 Band 11383 Latency 61
Fri Nov 11 14:17:42 2022 Info: Status: CPULd 2.6 DskUtil 45.7 RAMUtil 6.7 Regs 55 Band 10532 Latency 77
Fri Nov 11 14:18:43 2022 Info: Status: CPULd 1.9 DskUtil 45.7 RAMUtil 6.6 Reqs 48 Band 7285 Latency 579
Fri Nov 11 14:19:43 2022 Info: Status: CPULd 2.3 DskUtil 45.7 RAMUtil 6.6 Reqs 52 Band 34294 Latency 79
Fri Nov 11 14:20:43 2022 Info: Status: CPULd 2.4 DskUtil 45.7 RAMUtil 6.7 Reqgs 55 Band 8696 Latency 691
Fri Nov 11 14:21:43 2022 Info: Status: CPULd 2.3 DskUtil 45.7 RAMUtil 6.7 Reqs 49 Band 7064 Latency 140
Fri Nov 11 14:22:43 2022 Info: Status: CPULd 1.9 DskUtil 45.7 RAMUtil 6.8 Reqs 41 Band 5444 Latency 788
Fri Nov 11 14:23:43 2022 Info: Status: CPULd 2.2 DskUtil 45.7 RAMUtil 6.8 Reqs 48 Band 6793 Latency 820
Fri Nov 11 14:24:44 2022 Info: Status: CPULd 2.3 DskUtil 45.7 RAMUtil 6.7 Reqs 44 Band 8735 Latency 673
Fri Nov 11 14:25:44 2022 Info: Status: CPULd 2.4 DskUtil 45.7 RAMUtil 6.7 Reqs 53 Band 8338 Latency 731

Hi BETMAL W LA 38 Zaccess_logs , KA ERMNVIEEE, ELBWMUBIERIRESEE,
DNSEMFMAVIZIHEEE, ELWMUXEEMB AFES , MKEARNKEHFBRNEEEN, BEME
RUTEITRMLFS :

[ Request Details: ID = %I, User Agent = %u, AD Group Memberships = ( %m ) %g ] [ Tx Wait Times (in ms)

, Response Header = %:h>, Client Body = %:b> ] [ Rx Wait Times (in ms): 1lst request byte = %:1<,



a; DNS response = %:

d, WBRS response = %:

r, AVC response = %:A>, AVC total = %:A<, DCA response = %:C>, DCA total = %:C<, McAfee respon

s, AMP response = %:e>, AMP total = %:e<; Latency = %x; %L ][Client Port = %F, Server IP = %k

HEWebREEIEFRE , fWebRESHRBBERREERNESRE,

1 <b

ERRECERBERTBRAARFNEERHE.

EWebREBEXFERE , BWebREDNSERIZWEENSEFRE,

B THZREEREER ARRBFOEFFERE,

WebRIBEIXFRE , ‘WebFEBRFHWEENEFRKME.

HEWebREEEFRE , #WebREREHRUBERZEBHERE RN EFEE

o

A AR 5 — EE B TR SR A

> >a

EWebRESHRFBBEZRERNEFHE , 3EWebRBEIZBERIEN
RS




% : >b W BB A S S e R B FE T B Y RS,

% : >c Web £ T8 14 iR i BN SE BV 8 FE AT B 1 B .

% : > RWebRIEDNSHBZWE RN SR , SIEWebR B EE B RATEMN ERD
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