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LT RESEHEERNESRKN

« Cisco Feed Format -%BREZMDFBE(csV)ER ; Bl , BIBBA.csVlIXAER, csvidR
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<products updated="4/15/2016">
<product name="0365">

<addresslist type="IPv6">
<address>fc00:1040:401: :d:80</address>
<address>fc00:1040:401: :a</address>
<address>fc00:1040:401: :9</address>
</addresslist>

<addresslist type="IPv4">
<address>10.71.145.72</address>
<address>10.71.148.74</address>
<address>10.71.145.114</address>
</addresslist>

<addresslist type="URL">
<address>*.cisco.com</address>
<address>*.example.local</address>
</addresslist>

</product>

<product name="LYO">

<addresslist type="URL">
<address>*.subdomain.cisco.com</address>
<address>*.example.local</address>
</addresslist>

</product>

</products>
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Predefined URL Category Filtering

Fhese UBL Categories are defined a3 group membership criteria, AR cther categares are nat applicable for bhis policy.
APt from he URL categorins isted her, ail fhe LIRL calegaries from Ehe glohal coess poiicy will be inherited i (his polcy.

Use Global Cuerride Global Settings

Settings

Black Monitor wam (7 Quota-Based Tirne-Based
[5] 3] ]
Category Salect sl Select all Select all Select all
) Animals and Pets
D s
{redefined Quota Profile: | 10GEdamLmit ~[)
(0 Astratagy
In Eima Fangs! | MomingShift -
Acn 2@
Otherwise: [ =L

FE-ENHALER TR BHE

SR 6. HEADTENURLE D , BEFEHURBAREEN A ERURLER VB ETEFinEREH
THRME. WEREHEREURLERISENIES <M ER R/ ERE RN ARDHE,

Uncategorized URLs

Specify an action for urls that do not match any category.

Uncategorized URLs: ((Monitor ~)

@efault Action for Update Categories: ?) [ Most Restrictive v]

B R SEIRHBURLI R A

TR BXIRRER.
AREERBEEURLBIRIEN SR
SR BRERRZeEERBERE,
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AFFER , EREREART. REWREBETHE , YKFHARKEARCHEENRE
#E | RERERMEXFEREXNEHHEMHTTIP)ER —K, EERERE I IE BRI
, BALRHERENER TSR,

drop |MIBERE#R , MAFTKERERESEZMMAREE. RETTBALHE CEHFER,
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LEERE th &R EURLEE B S8 B #T Pi EE 4 i ¥ 48 5l B2 & G B 48 RV TR AR BB

Uncategorized URLs
Specify an action for urls that do not match any category.

Uncategorized URLs: ﬂDecrwt VD

(Derault Action for Update Categories: ?) [Most Restrictive v|

FR-RDBENBER

HR6 BRI RRER.

A s NEEE I EYAEREERS(HTTPS) B RIISEURLER | 5% M % R 5 R 5
B WA B S URLIE R | SR#2 200 1F 35 P9 S WA 4R i 8 5 — URLEE I,

ARERLZE2RBKERBEURLBRRASER

SR BERERLZLEES> CiscoERZE,
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SaaS Policies
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Access Policies ‘
Overall Bandwidth Limits

Data Transfer Policies
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Outbound Malware Scanning
External Data Loss Prevention
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Predefined URL Category Filtering

These URL Categories are defined as group membership criteria. All other categories are not applicable for this policy.

Apart from the URL categories listed here, all the URL categories from the global access policy will be inherited in this policy.

Use Override Global
Global Settings
Settings

Monitor Block
) L}

Category Select all | Select all | Select all

€9 lllegal Activities v

FR-ERLZEFEERURLERREF

HER 6. EARTDEH URLERY , REEHTERNAERN A ERURLER N ER EEFREKIMA
**1?0

LEERE th &R EURLEE B S8 B #T P 4 i ¥ 48 5l B & G B 48 RV TRAR BB

Uncategorized URLs

Specify an action for urls that do not match any category.

Uncategorized URLs: l[’mmk V]‘]

(Default Action for Update Categories: 9 [ Least Restrictive ~|

FR-ROBFWER T2

FR7 BRI RRER,
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SR | REERZLEER-HULESHRERE,

SR2 |EERIF , B-TEEENRBEANER,

#ER 3 |7EEdit Destination Settings&f s # , #& T HiEE 1E1EDefine Destinations Scanning
Custom Settings. »
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HEZURLER!
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$E 6 |fEAnti-Malware Filtering¥|® |, & — T RE&AHAER




HER7 |EAnti-Malware SettingsgBs #F , #EiEDefine Anti-Malware Custom Settings.
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512,
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FR1 | BEEBRRLEES > INBEREXRME.

FR2 |BR-TEREZRAUFEN "B, ERHETRIERS,

#ER 3 |7EEdit Destination Settings&f% T , i### "Define Destinations Scanning Custom
Settings. »

R4 |EERENBERS  BEUATERZ—

- BOREEMLE, FTEBEMLEEREEZCHENBHERIEXDLP)RFE
TRiE. RASRBHERRTMEME LEBER.
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PR LE SRR IREA I RS (TR | EREURRDLPRATEHE,
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« EEExempt from authentication/identication,

- EELPHERERSAERNMI. ERSERIPHIE, HEHERSH(CIDR)EM T,

FR1|BAHTTPSKE,

SER2 | BEERTSEER > HHER,

a. i###Add Domain,

b. & A E B RMA MRS

c. MREETHRLER , FEREXIEFNIERF.
d. & AIPHbt,

e. & — T Submit.

F$EBR3I |REERZS2EERS > BEEMIAIBURLESR,
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BREEREHEERNRURLERNETNEREELN , URESEAR
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URL-Categories

P Printable PDF &5

Time Range:

21 May 2023 00:00 to 28 May 2023 12:25 (GMT +02:00)

Top URL Categories: Total Transactions Top URL Categories: Blocked and Warned Transactions

Infrastructure and Content Delivery Netw...
Computers and Internet

Business and Industry
CustomURLCategoriesAllowedIP

Social Networking

Advertisements

Search Engines and Portals

Saas and B2B

News

CustomURLCategoriesAllowedIP 0908
(CustomU RLCategori esBLOCKED} 0739

0 2,000 4,000 [} 400 800 1,200

Cloud and Data Centers

Transactions Transactions
Chart Options... | Export... Warned URL Category

I Blocked by URL Category

Chart Options... | Export...

URL Categories Matched ﬂ

Items Displayed

URL Category Bandwidth Used Time Spent Blocked by URL Category Transactions Completed Total Transactions =

Infrastructure and Content Delivery Netw... B.6MB 00:03 0 3,166 3,166
Computers and Internet 86.7MB 00:15 Q 1,382 1,382
Business and Industry 2.8MB 00:00 0 1,364 1,364

Image-URL¥E Bk 5

BULE-TEMNERERE , RRRZERMENFAES , Sl "HEFNEE. X TEREEE

d o



URL Categories > CustomURLCategoriesBLOCKED

P Printable PDF &

I —

21 May 2023 00:00 to 28 May 2023 12:37 (GMT +02:00)

Top Domains for Category: Total Transactions Top Users for Category: Total Transactions

www.cisco.com |NIII—— 39 10.61.108.72 |— 5o
T - . - - T T T T
0 20 40 ] 20 40
Transactions Transactions
Chart Options... | Export... Chart Options... | Export...
Domains Matched
Domain or IP Bandwidth Used Time Spent Transactions Completed Transactions Blocked Total Transactions -

WWW.cisco.com oB 00:03 1] 39 39
J Columns... | Export...
Web Users
User ID or Client IP Bandwidth Used Time Spent Transactions Completed Transactions Blocked Total Transactions =
10.61.108.72 0B 00:03 0 39 39
Totals (all available data): 0B 00:03 o] 39 39
Columns... | Export...
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https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html
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SSL Configuration

SSL Configuration

Disabling 55Lv2 for all services is recommended for best security. Depending on your network requirements, you may also choose to disable some
versions of TLS for specific services.

Note that the SSL/TLS service on remote servers may require that the selected TLS versions be sequential. So to avoid communications errors, always
select a contiguous set of versions for each service. For example, do not enable TLS 1.0 and 1.2, while leaving TLS 1.1 disabled.

Appliance Management Web User Interface: | changing this option will disconnect all active Web User Interface connections on Commit. You will need to log in

again.
Enable protocol versions: TLS v1.2
OTs via
LJTLS v1.0

Proxy Services: | prouy services include HTTPS Proxy and credential encryption for secure client.

Enable protocol versions: TLS v1.3

Ersviz
Otsvia
CJTLs vi.0

Disable TLS Compression (Recommended)
TLS compression should be disabled for best security.

Cipher(s) to Use: |EECDH:DSS:RSA:INULL:leNULL:laNU
LL:!EXPORT: !3DES: | SEED: | CAMELLIA, |

Secure LDAP Services: | secyre | DAP services include Authentication, External Authentication, Saas 550, and Secure Mobility.

Enable protocol versions: [ TLS v1.2
TLS vi.1
U s vio

RADSEC Services: | Enable protocol versions: TLS v1.2
TLS v1.1

Secure ICAP Services (External DLP): Enable protocol versions: TLS v1.2
TLS v1.1

LTS vio

Update Service: |  Enable protocol versions:
o TLS v1.1
TLS v1.0

B
HB-EHMRBTLSVL.2
TRARRAEERER
EFNEMENSSLEE , FRCLIBITU TSR .
HER 1.7ECLIH , :E{1Tsslcofig
R 2.8 AversiondE #ZEnter
S ER 3.3# ¥ Updater
HER 4 BETLSV1.2
S ER 5. EnterB H1BE
SERORXER.

SWA_CLI> ssTconfig

Disabling SSLv3 is recommended for best security.



Note that the SSL/TLS service on remote servers may require that the selected TLS versions be sequentia
1.2, while Teaving TLS 1.1 disabled.

Choose the operation you want to perform:

VERSIONS - Enable or disable SSL/TLS versions

COMPRESS - Enable or disable TLS compression for Proxy Service
CIPHERS - Set ciphers for services in Secure Web Appliance
FALLBACK - Enable or disable SSL/TLS fallback option

- ECDHE - Enable or disable ECDHE Authentication.

[I> versions

SSL/TLS versions may be enabled or disabled for the following services:

LDAPS - Secure LDAP Services (including Authentication, External Authentication, SaaS SSO, Secu
Updater - Update Service

WebUI - Appliance Management Web User Interface

RADSEC - Secure RADSEC Services (including Authentication, External Authentication)

SICAP - Secure ICAP Service

Proxy - Proxy Services (including HTTPS Proxy, Credential Encryption for Secure Client)

Currently enabled SSL/TLS versions by service: (Y : Enabled, N : Disabled)

LDAPS Updater WebUI RADSEC SICAP Proxy

TLSv1.0 N N N N/A N N
TLSv1.1 Y Y N Y Y N
TLSv1.2 N N Y Y Y Y
TLSv1.3 N/A N/A N/A N/A N/A Y

Select the service for which to enable/disable SSL/TLS versions:

1. LDAPS

2. Updater

3. Proxy

4. RADSEC

5. SICAP

6. WebUI

7. ATl Services
(1> 2

Currently enabled protocol(s) for Updater are TLSv1l.1.

To change the setting for a specific protocol, select an option below:

1. TLSv1.0
2. TLSvl1.1
3. TLSvl.2
[1> 3

TLSv1.2 support for Update Service is currently disabled. Do you want to enable it? [N]> Y

Currently enabled protocol(s) for Updater are TLSv1l.1l, TLSv1l.2.
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BRKSEC-3303 (ciscolive)
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https://www.cisco.com/c/en/us/products/collateral/security/web-security-appliance/guide-c07-742373.html#_Toc10022553
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2018/pdf/BRKSEC-3303.pdf
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
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