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Current configuration:

!

version 12.1

service timestamps debug uptime

service timestamps log uptime

no service password-encryption

!

hostname carter

!

aaa new-model

aaa authentication login default group tacacs+ none
aaa authorization exec default group tacacs+ none
aaa authorization auth-proxy default group tacacs+
enable secret 5 $1$cSVLSF6VxATKBFAGHVhBLRINS20
enable password ww

!

ip subnet-zero

1

ip inspect name myfw cuseeme timeout 3600
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ip inspect name myfw ftp timeout 3600

ip inspect name myfw http timeout 3600

ip inspect name myfw rcmd timeout 3600

ip inspect name myfw realaudio timeout 3600
ip inspect name myfw smtp timeout 3600

ip inspect name myfw sqglnet timeout 3600

ip inspect name myfw streamworks timeout 3600
ip inspect name myfw tftp timeout 30

ip inspect name myfw udp timeout 15

ip inspect name myfw tcp timeout 3600

ip inspect name myfw vdolive

ip auth-proxy auth-proxy-banner

ip auth-proxy auth-cache-time 10

ip auth-proxy name list_a http

ip audit notify log

ip audit po max-events 100

cns event-service server

!

crypto isakmp policy 10

hash md5

authentication pre-share

crypto isakmp key ciscol234 address 0.0.0.0 0.0.0.0
crypto isakmp client configuration address-pool local
ourpool

crypto ipsec transform-set mypolicy esp-des esp-md5-hmac
1

crypto dynamic-map dyna 10
set transform-set mypolicy

crypto map test client configuration address initiate
crypto map test client configuration address respond
crypto map test 5 ipsec-isakmp dynamic dyna

interface Loopback0

ip address 1.1.1.1 255.255.255.0
!

interface Ethernet0/0

ip address 10.13.1.48 255.255.255.0
ip nat inside

ip inspect myfw in

ip route-cache policy

no ip mroute-cache

ip policy route-map nonat

no mop enabled

!

interface TokenRing0/0

no ip address

shutdown

ring-speed 16

!

interface Ethernet2/0

ip address 99.99.99.1 255.255.255.0
ip access-group 117 in

ip nat outside

ip auth-proxy list_a

no ip route-cache

no ip mroute-cache

no mop enabled

crypto map test

1

interface TokenRing2/0

no ip address

shutdown




ring-speed 16

1

ip local pool ourpool 10.2.1.1 10.2.1.254

ip nat pool outsidepool 99.99.99.50 99.99.99.60 netmask
255.255.255.0

ip nat inside source route-map rmap pool outsidepool
ip classless

ip route 0.0.0.0 0.0.0.0 99.99.99.20

ip route 172.18.124.0 255.255.255.0 10.13.1.1

no ip http server

1

access-list 110 deny ip 10.13.1.0 0.0.0.255 10.2.1.0
0.0.0.255

access-list 110 permit ip 10.13.1.0 0.0.0.255 any
access-list 117 permit esp any any

access-list 117 permit udp any any eq isakmp
access-list 120 permit ip 10.13.1.0 0.0.0.255 10.2.1.0
0.0.0.255

dialer-1list 1 protocol ip permit

dialer-1list 1 protocol ipx permit

route-map rmap permit 10

match ip address 110

!

route-map nonat permit 10

match ip address 120

set ip next-hop 1.1.1.2

route-map nonat permit 20
1

tacacs-server host 172.18.124.97
tacacs-server key cisco

!

line con 0

transport input none

line aux 0

line vty 0 4

password ww
1

end

B

BRIRBERARLERNBRERERF.

4 37

MERHIMER , BFSRBRBRERHIRE,
BHEE : 5 debug FE 281 , FEE 2B EE Debug ETHNEEE .

HHE & A

Cisco VPN{# i & itk

IPSec 1 E/IKE BRI E

Cisco |OSPp X i 13 i % 8

H i X ME Y ¥ - Cisco Systems



//www.cisco.com/en/US/products/sw/secursw/ps1018/products_tech_note09186a0080093f52.shtml
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
//www.cisco.com/en/US/products/sw/secursw/ps2308/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps1018/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	使用IPsec的身份驗證入站和使用NAT和Cisco IOS防火牆的VPN客戶端配置
	目錄
	簡介
	必要條件
	需求
	採用元件
	慣例

	設定
	網路圖表
	組態

	驗證
	疑難排解
	相關資訊


