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allow unconfined_service_t self:bpf { map_create map_read map_write prog_load prog_run };
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* Red Hat Enterprise Linux 7
+ CentOS 7


https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/214523-amp-for-endpoints-linux-connector-faults.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/214523-amp-for-endpoints-linux-connector-faults.html

* Oracle Linux(RHCK/UEK)7
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yum install policycoreutils-python
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1. B A BHEIFEER Bcisco-secure-bpf. tei % ¢

module cisco-secure-bpf 1.0;

require {

type unconfined_service_t;

class bpf { map_create map_read map_write prog_load prog_run };
}

# unconfined_service_t
allow unconfined_service_t self:bpf { map_create map_read map_write prog_load prog_run };

2. FRELDTRENRARE,



checkmodule -M -m -0 "cisco-secure-bpf.mod" "cisco-secure-bpf.te"
semodule_package -o "cisco-secure-bpf.pp" -m "cisco-secure-bpf.mod"
semodule -i "cisco-secure-bpf.pp"

3. EFRREN B AL B LUB BRI
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BTSSP UMERS % £ cisco-secure-bpf SELinuxZK BEE4H

semodule -1 | grep cisco-secure-bpf

WREEIRE " cisco-secure-bpf 1.0, - a1 ¢ % + SELinux # s i3 <.
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sesearch -A | grep "unconfined_t unconfined_t : bpf"

yu%ﬁftﬂ*ﬁ% Mallow unconded_service_t self:bpf { map_create map_read map_write prog_Tload

prog_run }; | s PIEpRRE FrEcH (S é&l‘ﬁgi—;‘-“f °



BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



