EeZ 4 & FimAnyConnect VPNHI &1L 3 HE

EMCELE R4
£ Fi Default WEBVPNGroupFlDefaultRAGroupi® R it & 18 52 1 I AAA oA
£ DefaultWEBVPNGroup#DefaultRAGroup .t & FlHostscan/% £ B X fEARAE ( A3
ik N k=i FHURL
BEHE
|Psec-IKEv2

&
AN RAOTREERTHEVPNEEHE 2L,
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BREBREEAELLT TE

- BRZ 2% FimAnyConnect VPN,
« ASA/FTDEImzA R E .

BRA T



REERERENUTERMKERE

» Cisco ASA 9.x
* FirepowerB &FHE7 x/FMC 7.x

ANFHEARBBBEERETRREANEENEL. XPEAZNAMBERERREAR ( HER
) BVIERERE B, MRIEHVMERIEET |, FERERBEMESTRERNTZE,

EE  AXETEBEFirepower£ EEEBR(FDMW S B, FDMEXESSE
DefaultWEBVPNGroup L BB EE 5 5%, S E4ISEEACL , SREEFDM Ul A= 55
VPN "£RBRE, BoHPEABERE, MRFE | FHIECiscoBfii X B+ U\(TAC) A&
BGE— S E B,

BERE

A RER B B RERCiscok £ B FiisAnyConnect VPNE B ERB L2 N EB AT RENRAH RS
BREZLREER,



RNRBEESREAEAERBNERESRBERAGBER, WBEEHEMMMNBREN
BESR. Z2EFREAENEIEGCIERASECAERBNRE , FECMNEAAAEREF
VERMEEHETE., ERAAETEONRER  RAPEREEAEHAHLEREEBNER
REHREBEVERRLEN, AR K EEAZERAHEREZH , BEATEREESH. REELE
, EEERBERAFNAUTESR !

1. B2YFCisco Secure Firewall W E£REE R ( #F5l 2EEREERE P EHAHE R A &

)

- MRWEFEZFVPNIAEHFQDN |, Bt S LUBEFERAERBR D RENER
BIREFERREMH,

2. EAAAAS A 1 B R BRI B Y TR EAREC EAE R
- MRWBEHIIVPNE AMERIFQDN |, i se e BB AAAR RS SA b E B E
EITRIKE, HBEEERFARRNASEFQDNNERNVARREREERESRL |, B
fEARIEEMR BB AL,

3. BF KRR RAAAfI R RS LV EIRFES -
- WEENZEBEEKXE S 7 EREFRMEIIEBRE(DoS) R4 REBIZAAAR MR R
R K BEIR.

B2

Group-Aliases :

- BPABARSRERZEENERNEE. MBEMHABHERE | ELEBEERESecure
Client US THLREER | HEHAEIEE. MBRgroup-aliasesEMiBrSecure Client UIFFEY T $1
Ihee.

#HURL :

- JEEEERREENURL , MEZEAEREEZEHEREMENERRER. KRB THIIHEE
, ARAERETUELZLEFKUIFEATENURL , NEAJSVEURLEXMLEERESREFH "
BTER, Be  LaERERBEURL.

HEFTRIZEER , EERERNABR , 5 KEEKto vpn_gateway.example.com , I H RB&
PUEER MR R EREEER, FERAgroup-URL , A EMENZ
vpn_gateway.example.com/example_grouphViE#R , AR HEEEB T ERAEER L MEST
PLEE N T AR ERIRIE,

BRZ2HRBEENREEFiRECEER

BEFEREBERASSEEAZHMEERNBER EGEERER , OFSECEEFRHEEETMR
BB , PSS IEHRBREEAREATATCEAZEEBNEBHES. HANIFELEEBEMEHESE
,BEEEZEBRENENE , RAAFEREER R I8 FDefaultWEBVPNGroupHl
DefaultRAGroupfy BR 3 5 7%



- ERMARNE , YEETEREEEREEREMAgroup-url , EELEFSEFQDN , REEE
ZRSBANZEZFQDN , RAREEF IEHRFQDNWE Fin S BERRENEAR, Fil0
vpn_gateway.example.com/example_groupttvpn_gateway.example.com® H 4 & & R

o

« FEDefaultWEBVPNGroupHDefaultRAGroupF ERAAAS BB U RIER S F M RFT , B
A R E AR ERERAAARRSBHITRNBRE. WESPHREEEHERNSAEE
B, HRENRBEARE AN EEAEERIARBHENY , ®MELELEH. 38

FREBIAUTERBEMNAAAGRSS , AREREREILRE,

- MAERREBNBEHE. EAEAERRRBREFHEXE LR SEHRHNBIEHRES
EEREERER. EAERESNEMAERERER  mEREE KB REEREED
Default WEBVPNGroup,

« EAIKEV2-IPSeci A RSSLEEHRBEMAMBXMLE ERRHHNEFECA EEEM, WRE
mEAEER ERAIXML |, BIfEREK B BEXTERBER.

AR AEARAYRERFEEN , F2EASA VPNELEEFIWEE "5R1, o SSL


https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/vpn/asa-920-vpn-config/vpn-groups.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/vpn/asa-920-vpn-config/vpn-groups.html

VPNRVEREERERBE, -

EFH H wb\nEﬁ*ﬂ%:{l" wt.\lD#H:&I&%

FNRBRPWHRRABVPNNEESZ , EFABHRREIAERENE, BENAERR
sbRCSk M fhsyslog RFF KN BHFREMER., F RMsyslog IDATEREBIERSHBLENKRE
, EERMBFELE

%ASA-6-113015

<{froot>
YASA- 6- 113015

: AAA user authentication Rejected : reason = User was not found : Tocal database : user = admin : user

%ASA-6-113005

<tfroot>
YASA- 6- 113005

: AAA user authentication Rejected : reason = Unspecified : server = X.X.X.X : user = **%%% : yser IP =

%ASA-6-716039

<tfroot>
YASA- 6- 716039

: Group <Df1tGrpPoTlicy> User <admin> IP <x.x.x.x> Authentication: rejected, Session Type: WebVPN

fEASA LELE T no logging hide username@ 2 81 , & BBRKLERBEMRE,
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AR AR

, ARERERBERFFIR,

Cisco ASA B i5508% -

L2 ASABL K fE

 MRBYWIPERIEXN T ERNEAE | EARMRME, BR , FEREH

{Cisco Secure Firewall ASARYERIRIECLIELEIER) A BEEECEE—

Cisco FTDEC 8% :

%18 FMC 58 FTD HHYECE

Cisco Secure Firewall Management CenterZs & &

SyslogEh 2
1EFirepowerZE EMIE%%#EEEE&.M,%,@ HEE

Configuring System Logging Settings#f % ( 774
BHEREREENRRREEZLHTD )

& 15 BV Platform Settings = &3 #1 #9 Configure

i AR FirepowersE & & ¥ 2831 Cisco Firepower,


https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/200150-Cisco-Guide-to-Harden-Cisco-ASA-Firewall.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/200150-Cisco-Guide-to-Harden-Cisco-ASA-Firewall.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/200150-Cisco-Guide-to-Harden-Cisco-ASA-Firewall.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa919/configuration/general/asa-919-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/interfaces-settings-platform.html#concept_8637BBD154854CA498A2DA66D55A115E
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/interfaces-settings-platform.html#concept_8637BBD154854CA498A2DA66D55A115E
https://www.cisco.com/c/en/us/support/docs/security/firepower-2130-security-appliance/220231-configure-and-verify-syslog-in-firepower.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-2130-security-appliance/220231-configure-and-verify-syslog-in-firepower.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-2130-security-appliance/220231-configure-and-verify-syslog-in-firepower.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/720/fdm/fptd-fdm-config-guide-720/fptd-fdm-system.html#id_88125

W

EETRE  BEAZASASFTDAH T E(CLI) , E{Tshow aaa-serverin
WEME R BEAAARREEN & 0 RFEH '}?E’JT S EHE

<#root>
ciscoasa#

show aaa-server

Server Group: LOCAL - - - - - >>>> Sprays against the LOCAL database
Server Protocol: Local database

Server Address: None

Server port: None

Server status: ACTIVE, Last transaction at 16:46:01 UTC Fri Mar 22 2024
Number of pending requests 0

Average round trip time Oms

Number of authentication requests 8473575 - - - - - >>>> Unusual increments
Number of authorization requests 0

Number of accounting requests 0

Number of retransmissions 0

Number of accepts 0

Number of rejects 8473574 - - - - - >>>> Unusual increments

<#root>
ciscoasa#

show aaa-server

Server Group: LDAP-SERVER - - - - - >>>> Sprays against the LDAP server
Server Protocol: ldap

Server Hostname: ldap-server.example.com

Server Address: 10.10.10.10

Server port: 636

Server status: ACTIVE, Last transaction at unknown

Number of pending requests 0

Average round trip time Oms

Number of authentication requests 2228536 - - - - - >>>> Unusual increments
Number of authorization requests 0

Number of accounting requests 0

Number of retransmissions 0

Number of accepts 1312

Number of rejects 2225363 - - - - - >>>> Unusual increments

Number of challenges 0

Number of malformed responses 0

Number of bad authenticators 0

Number of timeouts 1

Number of unrecognized responses 0



FMCHL & R~

1= FDefault WEBVPNGroup#DefaultRAGroupiZ AR B i& 18 3= 1 B AAA B 17 B 3%

BfERE>ERAE,

Firewall Management Center
Overview | Dashboards /

Policies Devices Objects Integration

Device Management VPN Troubleshoot
NAT Site To Site File Download
QoS Remote Access Threat Defense CLI
Platform Settings Dynamic Access Policy Packet Tracer
Network Threats Intrusion Events Geolocation FlexConfig Troubleshooting Packet Capture
Certificates:
Upgrade
Threat Defense Upgrade
Chassis Upgrade

FEREFMC GUILAES R mFH BVPNER B ELE

RERENRRFEVPNEREELE I A "DefaultRAGroup, HIEAREERER

1, Firewall Management Center Overviow  Anabsis  Polices  Dowicos  Objocts  Intogration

FRUMEFMC Ul iR iR Imah B VPN B

fmEER A "DefaultWEBVPNGroup, # "DefaultRAGroup. HIEZREERER

- Firewall Management Center Cverdew  Analysis  Policies  Devices  Objects imiegration Depioy O @ 4 @ admn

RAVPN

Enter Description

Local Realm.

Achvanced

BRI TEFMC Ul fREE Default WEBVPNGroup,

B EIAAAR &I E EAuthentication Method THIZE ., 1#E1EClient Certificate OnlyifEi#Save,



Edit Connection Profile

Connection Profile:* | DefaultWEBVPNGroup

Group Policy:* | DfitGrpPolicy

Client Address Assignment AAA Aliases

Authentication
Authentication Method: | Client Certificate Only A

Enable multuple cerincate authentication

» Map username from client certificate

Authorization

Authorization Server: v

Allow connection only if user exists in authorization database

Accounting

Accounting Server:

#FMC UlRDefault WEBVPNGroupfI B8 552 2 E AF A & R EE.

fm¥#EDefaultRAGroup it Bl ZEIAAAE & I 5 £ Authentication Method FHIIZE, #I1Z Client
Certificate Only Ifi#E#ESave,




Edit Connection Profile

Connection Profile* | DefaultRAGroup

Group Policy=* | DfitGrpPolicy

Client Address Assignment AAA Aliases

Authentication
Authentication Method: || Client Certificate Only v

Enable multiple certificate authentication

» Map username from client certificate

Authorization

Awthorization Server: =

Allow connection only if user exists in authorization database

Accounting

Accounting Server:

B HBRFHEFERAFMC Ul DefaultRAGroupfy & FinE &,




EE  BAEESE B LIESinkhole AAARI RS, MMRFEALLSE | BIAAARIARETELE
2ERBY , ER ELFSREEMER, EHEE "Client Address Assignmenty BEEFE
HVPNHIAREFE R,

£ Default WEBVPNGroupHlDefaultRAGroup L& Hostscan/Z £ B X BB ARRE ( A&
)

E S RIE D B BHostscan/ R B A SR EER S EEHITILIRIE, LS BB TIRY I B H 18 ik
IR EERE S RN AR ENERR AR, EFMCH | EREBMEAwithout-csdi SR
FlexConfigf K SME R IR 1R HiTh RS SR B IR M,

EBEEYH>YHEIE> FlexConfigl 4 >#7 8 FlexConfig ¥4 .



F ire\fvall Management Center o Ansiysia Policies . ey

FlexConfig Object

Application Filters
AS: Path i
BFD Ternplate

Cipher Suite List
—— Dtauit_DNS_Consgure Contigune Default DNS with the help 0f TextObRcts delaultDNS.

Ampeannect_rouln_Rsnng

DHCP IPv6 Pool
Distingushed Name
DS Server Group

Exbesrasl Attributes DHCPVE_Profin_Dekegatcn_Configurn Contgune one cutsde (PO chent) and ona irside nterace (eop

Dafmdt_inspection_Protacol_Dissble Db Doleull Nspecion

Dotauit_inspection_Protosol_Enable Enabie Detsult Inspescion

File List
FlexConfig
FlexCordg Object

Toxt Objwct ONS_UnContaurs Rirnow U (NS conhgurations

DHCPYE_Profx_Delegation_UnConfgurs Rmave configuration of one cutside {PD cient) and ona inside |

DE_Configues Confgune DA with ihe heip of TexiObjects desParameiers and
Eigrp_Configurs Contgunes sy, 1. ConOUImS naxt hop. 2. CoNROUILS SUID-Su

Eiorp_intoitiaee_Configure Conbgures interlnse parameters fof nirn 1 Cardgures swent

Eigrp_UnContgare {Clears aigr confguraton for an AS

AFlexConfigi i & |, iEEBIRE BEverytime , B BAppend. A% , TLRBAIREA
WREFEHR,

Edit FlexConfig Object

Name:
Witihout-CSD

Description:

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Insert v 23] Deployment: | Everytime Type: | Append

tunnel-group DefaulctWEBVFNGroup webvpn-attributes
without-csd

tunnel-group DefaultRAGroup webvpn-attributes
without-cad

» Variables

Property

Name Dimension Default Value (Type:Name)

Override Description

Mo records to display

BinZEI%E > FlexConfig , R&EIR— T R EmEFlexConfig=R i,




F.lr.cwfall Management Center o s Policies f Obiects ntegration

Stats Last Msdifes

Tangeting 1 devices 2074-04-10 21:54:19
Mo by “mant

FEFMCH #REFlexConfig R B

KEER "TEREER. BREVNYMG. A%  EESFESHEMEFTEMNFlexConfigs, &%
, IE1ESave LA f#FFlexConfig K B,

= F.lre.waHManagemenl Center Ovrdon! | aoskais P B Obisca  Hiagration

FlexConfig

Enter Descripton

% Selected Propand FlaxConfigs

Y ATVEORnSE!_Foils_Nmsreg
7 Kiopoit

} No_Keapout

- Gystim Dofnea
T Dafult_DMS_Conbguns
Dafsutt_inspoection_Proincol_Disabio

! Datmt_inspaction_Protocol_Erabls Sekicted Appand FlaxConfigs
? DHCIVE_Profis_Delogation_Costgure
B Mame
DHCPvE_Profix_Deldegation_UnCenhigund
} DNS_Configure

DNS_UnConhgue

# FlexConfig¥t 5 Fft h E|FlexConfig SR k& o

BERKSD , WRIFLEEAILFlexConfigtlREEHIFTD , AR BIFEWRE, WRERFH
FlexConfigZ' Bt , i@ BXiZ1ESave , RAERIPBER, HER , BFE

Targeted Devices

Taegoind Devices

Sedect devices to which you want 1o apply this policy.
Awailable Devices.

0, Search by name of value




# AFTD CLI¥ ADefaultWEBVPNGroup#lDefaultRAGroup 2% H &5 %3show run tunnel-group, B& &
Bt & IR £ R B FEwithout-csd,

<tfroot>
FTD72#

show run tunnel - group Defaul t RAG oup

tunnel-group DefaultRAGroup general-attributes
address-pool TEST-POOL

tunnel-group DefaultRAGroup webvpn-attributes
authentication certificate

W t hout - csd

FTD72#

show run tunnel - group Def aul t WEBVPNG' oup

tunnel-group DefaultWEBVPNGroup general-attributes
address-pool TEST-POOL

tunnel-group DefaultWEBVPNGroup webvpn-attributes
authentication certificate

W t hout - csd

F A RIA IR AEURL
EMIEREEERIERE "5&. AR, FRIMEKRERS , REE—TplusE/REIMURLE A

o



Edit Connection Profile

Connection Profile:* LDAP-TG

Group Policy:* | DfltGrpPolicy

Client Address Assignment AAA Aliases

Alias Names:

Incoming users can choose an alias name upon first login. Aliases from all connections configured
on this device can be turned on or off for display.
+

Status

Disabled

URL Alias:

Configure the list of URL alias which your endpoints can select on web access. If users choose the
following URLs, system will automatically log them in via this connection profile.

-

Status

EFMC Ul {= AR EE Y48 B & 1218,

AURLBIBEEHRERE , WAURLERH ARMAFQDNAN/SH P , RIREFLEEERE ERESE
BB B, EAHF , BMRE "aaaldapy - BFFE , Z2HEs , BARERESECEEN
IEHIFQDN |, I RlSEBURLAV AT REME B R, STRR |, iEHESave,



Edit URL Objects

Name
LDAP-ALIAS

Description

URL
htips:f/fid1 M com/aaalda

Allow Overrides

EFMC Ul E I URLBI B 14

RTHANEEFZEZFURLEIE |, EHEnabledEIEFOK,




Add URL Alias

URL Alias:
LDAP-ALIAS

+ Enabled

HERTEFMC UIFRERAURLEIA

BARMBREERTHELNS , YREEHURLAIZEFNRBERA , RREERT.



Edit Connection Profile

Connection Profile:* LDAP-TG

Group Policy=* | DfitGrpPolicy

Client Address Assignment AAA Aliases

Incoming users can choose an alias name upon first login. Aliases from all connections configured
on this device can be turned on or off for display.

Status

Disabled

URL Alias:

Configure the list of URL alias which your endpoints can select on web access. If users choose the
following URLs, system will automatically log them in via this connection profile.

URL Status

LDAP-ALIAS (https://fid1 | com/aaaldap) Enabled

FEFMC UIH B AR E A URL-AliasiEIE,

MREFE |, WA BAFURLEIBHEBXMLE —E 5. EREBFEAVPNE BERFESRNASAE E
RERFEERTEXMLRER, EKILRE , FEMBIServer ListEHK , WHERELASSLE
User Group#{ ELiEARELERE RAWURLEIA TH ., BRIKEV2 , #E{RUser Groupt i B iE AR EL E S
RN A BITHE,




Biota: It ks highly recommaendd that at lasst ona sarver ba dafired & Add

MEXMLRER , FREBSSLEZAURLEIE,

BRYE

E i1 FIRemote Access VPN PolicyF fyAdvanced B &, RBIBRFREIRE —METEIRE, BER
, F21Z#£Add Mapping.

Local Reslm: M Dynamic Access Policy;

ion Profile Mapping

BHEIFMC UIFH TSk, BEE , EFFMC UIFEYEEHMRHE R,

AREHMBRHEIHEFEAID Rule., HLRAH , ERCEFBNTEBUELEER EHRIE
EEREEER, TARER , BEOK, RARZEESave,



Add Certificate Map

Map Name*:
Certificate-Map-CN

Mapping Rule
Configure the certificate matching rule

i Field Component Operator Value

1 Subject CN (Common Nami v Equals customvalue

[ [==T]

FEFMC UIAE Y 38 S LRI A& S RRE Ik .

RTHREF , ZERITHRER , UARFLHEATTHMREABHNEREEER. RRREFOK,



Add Connection Profile to Certificate Map

Choose a Certificate Map and associate Connection Profiles to
selected Certhicate Map.

Certificate Map Name*:
Certificate-Map-CN

Connection Prohle®:
LDAP-TG

1R EHME RBEIIFMC UIF WP EREE,

MR A TE S E AR L B R R Fl & ADefaultWEBVPNGroup , 54 , tIREAEHM K , AlEEE
32 E|Default WEBVPNGroup, TR # , #ESavel BEE X,

RAVPN

Enter Description

Dynamic Access Policy: M
Connection Profle Access Interfoces.  Advanced

Socurn Chant Images General Settings for Connection Profile Mapping
. Eocurs Clent Customization Thas tenics procosses this pobcies in th order ksted below bl & Snds a match
GUN Text and Messages Use group URL if group URL and Certifcate Map match different Connection Profies.
B Use the configured rues to match a certificate 1o a Connection Profile
beons and Images
Certificate to Connection Profile Mapping

Charit recpuast is chacked againet each CariAcale Map, associatid Connecion Profils will be used whon nslas s matched. If nons of the Cartificab Map s matchod, ditault connection profils will ba chosan

Address Assignment Policy
Cerfcate Maps
Geowp Policies
LEAE Attribute Mapping
Load Balancing
. IPsec
Cryplo Maps
KE Policy

Psec/IKEv Paramaters Default WEENPNGroup
B FHEYMEIFMC UlF Default WEBVPNGrouphy 8 s E AR EL B 1E =R
IPsec-IKEv2

BEMENIPsec-IKEV2ERBLERE R , WM F/Edit Group Policy,




Edit Connection Profile

Connection Profile:* IKEV2

Group Policy:* | IKEV2-IPSEC

Client Address Assignment AAA Aliases

IP Address for the remote clients can be assigned from local IP Address pools/DHCP Servers/AAA
Servers. Configure the 'Client Address Assignment Policy’ in the Advanced tab to define the

assignment criteria.

Address Pools:

Name IP Address Range

AnyConnect_Pool 10.50.50.1-10.50_50_6

DHCP Servers:

Name DHCP Server IP Address

EFMC Ul {REEE SR B

EGeneralE&H , EfiiZ|VPN ProtocolsZp 4 A R 218 B IPsec-IKEV24E,



Edit Group Policy

Pd e *

IKEV2-IPSEC

Description

Geneml Secure Chant Achsanced

VPN Protocols VPN Tunnel Protocol

Specify the VPN tunnel types that user can use, Al least one tunneding mode

I Address Pools must be configured for users to connect over a VPN tunned.

Banner 2 B

DMNSAWING & |Psec-lKEvZ

Spiit Tunneling

TEFMC UIR94E R B A B A IPsec-IKEV2,

TEVPN Profile Editors}ASA Profile Editord , Bfin ZServer ListEE, A EEBBL ARG X E
tHESRBEREEBTS A, E4ARAP , IKEV2EESREER/FREEEE, THERES
IPsec, BRI BERBERNERE 70 TETREEB. BETKRLLEFRKUIFHNERSE,




Server List Entry
Server Lpad Balancing Servers SCEP Mobile Certificate Pinning
Primary Server Cormection Information
Display Mame (required) FTD1-IPSEC Primary Protocaol
FQDMor IP A... Lsar Group B AsA gateway
ﬂdl:(t}m IKEV2 Auth Methiod During [KE Megotiation  |EAP-AnyCornect
Group LRL [KE [dertity (105 gateway only)
Baclowup Servers
Host Address Add
Move Lo
Mowve D,
Delete
oK Cancel

b

REXVMLEBRER , FXEHERIPsec , Y AEAEHEEREEREE BT,



AR BESSLERT REMSXMLE B R NBHEIAZIT iR, NREEMIKEV2-
IPsec , AIXEEBHING EREXMLE EEREXTEF K.

BXMLEEER#HEIZFFRE , R2FFREAXMLEEERFNEREEEREIKEV2-
IPseciERELEER,



9 Cisco Secure Client

AnyConnect VPI:
Contacting FTD 1-IPSEC.

FTD1-IFSEC Connect

i ©

8 Cisco Secure Client | FTD1-IPSEC

@

Lszername:

Password:

IPsec-lIKEv2 RAVPNERERNZ 2B FiRUIRE,

ASAFRL & 7l
% A DefaultWEBVPNGroup#DefaultRAGroupiZ R Bi B 12 R F HIAAA B 19 B 5%

I Atunnel-group Default WEBVPNGroupfJwebvpn-attributesZf 2 W iE EERBEN S EBRE. ¥
DefaultRAGroupEEILIBRE, BABEERESRREENFRAELELHRRBRRE K MASEHE
WAERAEZBNEEERE,

ASA# configure terminal
ASA(config)# tunnel-group DefaultWEBVPNGroup webvpn-attributes
ASA(config-tunnel-webvpn)# authentication certificate

ASA# configure terminal
ASA(config)# tunnel-group DefaultRAGroup webvpn-attributes
ASA(config-tunnel-webvpn)# authentication certificate



£ DefaultWEBVPNGroup#DefaultRAGroup t & FiHostscan/Z £ B X AR RE ( o] &
)

EELNIRIED EBHostscan/Z £ XEARER T FEHTIRE. WERAHLEREEFEMAK
IniREERSI RN AB ENERAAE, & ADefautWEBVPNGroup, DefaultRAGroupFlE#R
EEIEE;’EE’\Jwebvpn-attributes%llﬁa‘ﬁ%iﬁ,without-csdl«lf%hﬁﬁ b Th BE o

ASA# configure terminal
ASA(config)# tunnel-group DefaultWEBVPNGroup webvpn-attributes
ASA(config-tunnel-webvpn)# without-csd

ASA# configure terminal
ASA(config)# tunnel-group DefaultRAGroup webvpn-attributes
ASA(config-tunnel-webvpn)# without-csd

& A8 Bl & Y R AAHURL

WAFAEEEGNEER, WRERENEERS K BEECEHIBR. EX&E5F , CERE
BAAREE, EXE , FHARAVPNL LN EAFQDNERIPH# 11t 3 37 —{Bgroup-url, group-url KRB &R
FEER, BEMEAVPN, AAA, RADIUS, LDAPSERE  AACSEEFREEERSEEN
FQDNEIER FIERITEURL, Rk , BEEARPERBBREBEYHERRER.

ASA# configure terminal

ASA(config)# tunnel-group NAME webvpn-attributes
ASA(config-tunnel-webvpn)# group-alias NAME disable
ASA(config-tunnel-webvpn)# group-url https://FQDN/name enable

BREYE

E2REEERT  BUBREHMUAHSIREBANFIHE. A%, EXFERAELEACERNRE

, LRI YR, FEEfS | FRELEFESER Tcustomvalue, WBRABBENKYE., BETE

, B AwebvpnBl BN AS B EXMERRFTENPREH., TRE , FEA

DefaultWEBVPNGroup , XA lBREHRE AR EHMABERAENFARRE. WREAFHWREK
B, AlE# H E [ B|Default WEBVPNGroup, &DefautWEBVPNGroupsk EA BEBRE R L FHE
REBEFAER BRI BHRFMNEE,

ASA(config)# crypto ca certificate map NAME 1
ASA(config-ca-cert-map)# subject-name attr cn eq customvalue

ASA(config)# webvpn
ASA(config-webvpn)# certificate-group-map NAME 1 TG-NAME



ASA(config)# tunnel-group DefaultWEBVPNGroup webvpn-attributes
ASA(config-tunnel-webvpn)# tunnel-group-map default-group

IPsec-IKEv2

E2REEERT , B LREREERBRBII AR LW AZARBNBMY, EA
attributesZpn & , BUAIKEV2{EA M —HIvpnPRBIHE. HMR IR BEEIHE A RIPsec-IKEV2iE
ImEAEVPNIEARMPSE ., EEFMCEERMELL , MU EFEIBVPNE B RIFESNASAR BEERFEE
BMEXMLEBER , W E hUser GroupM A LEASA LW RREHENE R , REBHEEHA

IPsec,

ASA# configure terminal

ASA(config)# group-policy GP-NAME internal
ASA(config)# group-policy GP-NAME attributes
ASA(config-group-policy)# vpn-tunnel-protocol ikev2

ASA(config)# tunnel-group TG-NAME general-attributes
ASA(config-tunnel-general)# default-group-policy GP-NAME

TEVPN Profile Editorg8{ASA Profile Editor/® , EffiEServer ListEH., FREHEBIBLEEPL AR
tHESREREEBTLIE., THERESIPsec, B BN B TERNELE  £Secure
Client UIRO)fE i E B RETRE B,



Server List Entry

Server |Load Balancing Servers SCEP Mobile Certificate Pinning

Primary Server Cormection [nformation
Display Mame (required) | ASA-TPsec Primary Protocol | [Psec w
FQDMor [P A... Llser Group B Asa gateway
FQDM TG-MAME Auth Method During [KE Megotiation  |EAP-AmyConnect
Group LRL [KE [dentity (105 gateway anly)
FQOMN/TG-NAME
BackLp Servers
Host Address Add
Mowve Lip
Move D..
Delete
Ok Cancel

REXMLEEER , FXEREREAIPsec , FHEHEBBEASAIPsec-IKEV2 RAVPNEZFZEH & fBICHE



AR BESSLERT REMSXMLE B R NBHEIAZIT iR, NREEMIKEV2-
IPsec , AIXEEBHING EREXMLE EEREXTEF K.

&
By  AXEFIEAERNENREESEFEAEHRIAEREREEER , RARFNBEEATE
FADefaultWEBVPNGroup#DefaultRAGroup, EREIEESF , METERERE EERLEEMA

BIENBEERAAMARSREE, Lo, MBRE RIS w70y 1 B EFEIBE SR E P AR FQDNE 2
HIPib it FMIBR TR o R RERPE A ERERREER,
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https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/221806-password-spray-attacks-impacting-custome.html#:~:text=Cisco%20Secure%20Firewall.-,Background%20Information,be%20related%20to%20reconnaissance%20efforts.
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-ravpn-auth-8LyfCkeC
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
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