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AXEN B ASSLEE A & #E Cisco Secure Clienti 1T B 9 B &
BELEREFISANBREENNERER,

+ CA : ftd-ra-ca-common-name

- IREEMVPNEFinEE : vpnEngineerClientCN
- Manager VPNE Fix®E : vponManagerClientCN
- AREFFEE : 192.168.1.200
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192.168.1.21

Manager Client

1.x.%5

FMC
1.x.x.49
192.168.1.11 192.168.1.200
GigabitEthernet0/0 -
Engineer Client
Firepower
R E xR
Lats
1 /uab\
FMCHHELE
SEB1REFTDNE
BB FDevices > Device Management , #RiE B EFTDEE , AR AFTDREA BN E
inInterfacestab,
# M GigabitEthernet0/0 |
« &% : outside
« Z&[EI : outsideZone
o IPHE3E : 192.168.1.200/24
L ?ir:—:--,._'nlr\:‘af.a;_:c-rre.n'. Center P Analysis Policias Disvicaa Ojects —— epioy Q@ &5 @  odmin e

1.77..7.49
Cisco Firepower Threat Defense for Viiware
Deviee Routing Interiaces Inling Sets DHCP WTEP

- &, Search by name

Piysic 1

| @ GigabilEthemetdyo Phiysicat outsadedone 192.168.1. 200/ 24(51auc) I Drsabied

FTDSTE

SR 2ERBRNREFF IR R

Type Security Zones MAG Address (Active/Standby) IP Address Path Monitosing

Add Interfaces »

EMIARE-REEE , EBFRFTDRE , #RERBTHIECiscoR 2 F F iRt A&,



License

Perlormance Tier:

Essentials:

Export-Controlled Features:
Malware Defense:

PS5

Carrier:

URL:

Secure Client Premier:

Secure Client Advantage:

Secure Client VPN Only:

ReHRE SR
SER 3.18 NIPv4 itk th

B AERSEREES > IPv4ith | BhEAJD IPv4RIRER,

() Firewall Management Ceter oo analyss  Poles  Devices — ooy QA @ £ @ samnv i secure

IPué Pools o

IPvd pool contains list of IPwd addresses, it is used for management/diagnostic interface with clustering, or for VPN remote access profiles.

Name Valwe Owermide

N reconds 1o display

18 0IPv4 it 1t St

BMANEET , BIRMVPNEFRIREIIPv4HbIE D,

- &M : ftd-vpn-engineer-pool
o IPv4ithht €5 : 172.16.1.100-172.16.1.110
« A : 255.255.255.0



Edit IPv4 Pool

M ®

fid-vpn-engineer-pool

Description

IPvd Address Range®
17216.1.100-172.16.1.110

Fofmatl: ipaddr-ipaddr &g, 10,72 1.71=-10_F2.1.130

Mask*®

255.255.255.0

Allow Owerndes

'Cn-nf‘.qure dervice owsrmides in the addness pool object 1o
avold IF addreas conflicis in case of object s shaied Bcross
MURiphy Grvices

» Owerride (O)

TIREMVPNE F i IPv4 it 3t it
BMANENEFASTIEEVPNE FiREEIIPvAEHE i,

- &% : ftd-vpn-manager-pool
o |Pv4itb 3t E5E : 172.16.1.120-172.16.1.130
« 75 : 255.255.255.0



Add IPvd Pool

Pl e ™

fid-vpn-manager-pool

Lhag.cnpindn

IPvd Address Range*

172.16.1.120-172.16.1.130

Formeat: ipaddr-ipaddr e.g.. 10.72.1.1-10.72.1.150

Mask*®

255.255.255.00

Allow Overrides

’Cl.'.lﬂf'lﬂl..llil davich owBimicdas in fhe adadness po object 0D
avold 1P address conflicts Incase of object 15 shaned across
mafliple deslisns

Onerride (0)

L_:BNCE
=2 Ll N
Manager VPN%E 5 i B 1Pv4 tth 31k St
TORTHY IPv4 it 3 Sth
HESLETHIIPv4 st 3t 5,
Firewall Mar?.ﬁgement Center Overview Analysis Policies Devices Objects Integration Depoy ©, @ & @ admin v b e CURE
IPv4 Pools Adkd [Pvd Poois
IPvd pool contains list of IPvd , it s used for i ic interface with chustering, or for VPN remote acce: 35 profiles.
Nama Value

Hd-vpn-engineer-pool 172.16.1,100-172.16.1.110
Hdd=vpai-manager- pool 172.16.1.120=172.16.1.130

A IPvA4 it 1t 5t

HER 4 18 INAE SR A
EMIHR>-HREE> VPN >HERR | BB NERKIZE.



Firewall Marﬁ"zgcmcn\ Center Overview Analysis Policies Devices Integration Deploy ©, @ 2+ @ admin v

Group Policy ad Group Poiicy | IEREL g

A Group Policy is a set of attribute and value pairs, stored in a group policy object, that define the remate access VPN experience The RADIUS authorization server assigns the group policy or it is obtained from the
curment connaction profile.

Mame

DMGEPolicy s

18 hnAE SR m

WAATEMVPNE Fin B ERBAENEN.

- & : ftd-vpn-engineer-grp
« VPNIHE : SSL

Add Group Policy Q

Name:

Ad-wpin-EngingsEr-grp

Dascription:

LRI | Saciira Cliem ahhransad

WPH Prodosols ] VBN Tunnel Protocod;

Specily (e VPN unnal fypas hal user can use, AL Bl cne lunneling msde
I Address Foos - ;
must be confgured for usars 1o connect over a Vel tumingl,

DRSNS iPsec-IKEY2

Split Tiumneling

T2EVPNE P im iy AE KBS

BWAREERVPNE FInEMERKEENEN.

- %% . ftd-vpn-manager-grp
« VPNI#HZE : SSL



Add Group Palicy 7]

[ g, e

fid-vpn -manager-grp

DeEzeripion:

General Secune Cher Achmnced

YWPHM Prodocals WiFM Tunned Prodocol;

P Adds Paa Spacity tha VPN DEnnel Types thal ESar Con use. AL Rbs ong tunnaling modae
b . sl be confgilaned for Esais 10 ConmecT oar & VPN Tunsel.

Banngr 5L |

DSANINS IPsec-IEEVE

SRE Tuminglimg
Manager VPN% = i i 48 58 %

RERDRTRY BB R Bl

Firewall Management Center
. 9 Overview Analysis Policles Devices Objests Integration Deply O @F £ @  admin v b

Group Policy Add Group Policy  [RCREL g

A Group Policy is 8 set of atiribute and value pairs, stored in a group policy object, that define the remote access VPN experience The RADIUS authorization server assigns the group policy o it is obtained from the
current connection profile:

Hame

DMtGREPoicy

fd-vpn -arginser-grp 7
ftd-vpea - Manages- (Fp P

SRR R
SR 5 FBFTDEE

EMIANR-HREE> PKI >FEEEM , BBE IR SEMRE,

8] Firewall Ma.'_]agemem Center Overview Anabysis Palicies Devices _ Integration Deply O, @F 3 @  odmin - cduk

Cert Enrollment rg

nroliment object contains the Certification Authority (CA) server information and enroliment parameters that are required for creating Certificate Signing Requests (CSRs) and obtaining ldentity
om the specibied CA. These activities occwr in your Private Key infrastructune (PKI)

Hama Type Querride




W BT
BMAFTDRENSLEENR , W RABERKE APKCS12EER,

« B ¥ : ftd-vpn-cert
- FEMAR : PKCS128R

Add Cert Enrollment 9

MName®

Rd=-vpn-cer

Description

his certicate is already enmlled on devices. Remowe the enrcdment from

Device>Certificale page to edit/deleta this Certihcate.

s Inforrmation Carlifcate Paramalars Ky Fevocation
————————

Enrgliment Type: PKCS12 File v
FRLSTE Fila®: frdCen plx Browse PECS12 Flle

Fassphrase"; [ amam

Validation Usage: IPsec Client SSL Client SSL Server
Skip Check for CA ag in basic constraints of the CA Centificie

HEEMFRESA

HERD TR B A2

-] Firewall Management Center

Overdew  Analysis  Policies  Dewices  Objects  Integeation Deploy O, @ £+ @  admin~ b o

Cert Enrallment a

A certificate enroliment object contains the Cartiheation Authority (CA) server information and ennolifment parameters that are required for creating Certificats Signing Requests (CSRs) and obtaining ldemtity
Cartificates from the specified CA. Thise activities accur in your Private Key Infrastructure (PKI).

Name Type: Override

i " i




$BREEM
EREKE-RE , MEL KR,

Flrewall.h..l'llanlagement Center Overview Anatysis Policies Objects

Filter
All Certificates

Hame Domain Enroliment Ty, De Identity Certificate Expl Iy

HIEFTDE®

WARTBRREMESEIFTDNLEEH.

« #HE : 1.xx49
« WEM : ftd-vpn-cert

Add New Certificate

Deploy QO @ & @  admin v

Add a new certificate to the device using cert enrcliment object which is used to

generate CA and identify certificate.,

Cert Enrallment®:

ftd-vpn-cert

Cert Enrollmeant Details:

Marme ftd-vpn-cert
Enroliment Type: PECS12 file
Enrollment LIRL: MNSA

EBEEFEIFTD

B BRBENMRE,

concel | N



Firewall Management Center

Overview Analysis Policies Devicos Objects Integraticon Deploy
Filzer
All Certificates v
BREBRENRE
HER 6.5 TIEAMELRE B2 R IR w5 B
Efii BDevices > VPN > Remote Access , Addbutton,
Firewall Management Center P Biradyale Podkies Objects Integration Deploy
Name Status Last Modified
B hnEREAEVPN
MALEET  RRE-T "T—-F, &ill,
- & : ftd-vpn-engineer
« VPN##E : SSL
- BEEE : 1.xx.49
Firewall Management Center Overview  Analysis  Policies  Devices  Objects  Imegration Deploy
Remote Access VPN Policy Wizard
° Palicy Assignmant 2 Connection Profile 3 Securs Client 4 Access & Certificate 5 Summary

Targeted Devices and Protocols

5 VPN palicy with a new user-defined connection profile

Nam:*

fid-vpn-

Description

VPN Protocols:

IPsec-IKEvZ

Targeted Devices:

0, Search 1

B
s
L1

RO E
SR 7 BRETIRMERREBHFHER
WMALERER  REER-T "T—F. #ill,

- BENE  EERAERER
- REVENERERTE  HRISERN

vizard will giede you thiough the required manimal S16ps 1o confgure the Remots

Before You Start
Before you start, ensure the following configuration

elaments to be in place to complate Remote Access
VPN Policy

Authentication Server

Conbgure LOCAL or or
or 530 to authenticate VPN clients.

Secure Client Package
Make sune you hive Secure Chent package for VPN

Client downloaded or you have the relevant Cisco
credentials to download it during the wizand.

Dewvice Intenface

Interfaces shoukd be alneady confgured on targeted
50 that they can be used as & security zone
or interface group 1o enable VPN access.

a & &+ @
o & =@
o & @

admin

a
rPCWH
admin ~
admin v b

.
exita

e




« TEMWMML:CN (—BBR])
« REMAM : OU (BB )

o |Pvatbiitih : ftd-vpn-engineer-pool
. #HIKBE : ftd-vpn-engineer-grp

Firewall Management Center

Crveniiew Analysis Policies Devices Ojects Integration Deploy [+ ] é) o9 sdmin ~

Remote Access VPN Policy Wizard

1 Policy Assignment o Connection Profile 3 Secure Client & Access & Certificate 5 Summary

Connection Profile:

Connection Profiles specify the tunnel group policies for a VPN connection. These policies pertai
nunnel issell, how AAA is accomplished and how addresses ane assigned. They also inchude user att
are defined in group policies.

ftd -wpA-enginesr
This name is conhigured as a connection alias, it can be used to connect to the VPN gateway

Authentication, Authorization & Accounting (AAA):

Specity the method of authentication (AAA, certificates or both), and the AAA servers that will be used for VPN
EONNECtions.

Atk

= Map specifc held ise entire DN (Distinguished Name) 83 usemame
CN {Comemon Name) -
QU [Organisational Linit) -
| +
AGECOL v +

Client Address Assignment;

Client IP address can be assigned from ARA server, DHCP server and IP address pools. When multiphe options are
sebected, P address assignment ks tried in the onder of AAA server, DHCP server and IF address pood

IPvd Address Pools: | fed-vpn-engineer- (ool

Pools P

Group Policy:

A group policy is a collection of user-oriented session attributes which are assigned to client when a VPN

connection is established, Select or create a Group Policy object.

fid-wpn-engineer-grp ] * +

BRRERORRET
SRATIEMEREEEREEREEFIRRE

BEZEEFRMRGESR , AR IE— T Nextbutton,



Firewall Management Center

Overview Analbysis % Devicas Objsets Integratian
Remote Access VPN Policy Wizard
1 | Policy Assignment 7 | Connection Profile o Secure Client 4 Access & Certiicate 5 | Summary
1 ¢
|
User e nt

Secure Client Image

The VPN gateway can automatically download the lakest Secure Cllent package io the chent device when the VPN
connection is initiated. Minimize connection Setup time by choosing the appropriate OF for the selected package.

Downlasd Secure Client packages fram frware

Secure Client File Object Name Secure Chent Package Name Oparating System

I cisen-gpcure-chent-win-5.1.36... eiseo-sacure-chant-wi

. 1.3.62-webdeplo... Windows v

EHRSEAER
SRIOBETEMEREEERNABNES

ANEHE/Z2ESNREEMREREE A RARR-TT-FT&HE,

- NHE/REES : outsideZone
- J/FEEEM : ftd-vpn-cert

Firewall Management Center

Overview Analysis Objects Integration
Remote Access VPN Policy Wizard
1| Policy Assignment 7 | Connection Profile 3 | Secure Client o Access & Certificate 5 | Summary

&
AAR

Metwork Interface for Incoming VPN Access

Salect or craste an Imarface Group of & Security Zone that containg the Network iMeraces users
sccess for VPN connections.

oustsiceZone ] - +

Enable DTLS on member interfaces

dh Al the devices must have interfaces as part of the Interface Group/Security Zone selected.

Device Certificates

Device certificate (also called Identity certificate) idertifes the VPN gateway to the remate access
cherits. Select a certificate which is used 16 suthenticate the VPN gatewsy

Certificate

ment:* M- vpn-gert ] |+

Access Control for VPN Traffic

Al decrypted traffic in the VPN tunnel is subjected 1o the Acs
this option 1o bypass decrypted trafe from the Access Contr

Cantrol Policy by default, Select
Policy.

¥ Bypass Access Control policy for decrypted traffic (sysopt permi

BEARENHRAER
SRR TEMERRERHE

HERW AN ERARBVPNEBEEF , ABIE—TFinishiZil.,

Deploy

Deploy

o & e

o @ e

admin

admin




Firewall Management Center
_g Overview Analysis Policies Devices Objects Integration Deploy

Remote Access VPN Policy Wizard

1 | Policy Assignement 2 | Connbction Profle 3 | Secure Client 4 | Acceds & Certificate o Summary

Remote Access VPN Policy Configuration Additional Configuration Requirements

Firewall Management Center will configure an RA VPN Policy with the follow i

wwall Management Cente conhgune 2 ™ Policy with the follewing settings Ahes the wiarnd compleles, the iollowing
M- enginasr configuration needs 1o be completed for VPN 10
1w LA work on all device targets.

rpnenanes Access Control Policy Update
d-vpn- enginaer
An Access Control rule must be defined to allow
VPN traffic an all targeted devices.
Chient Certifcate Onby
MNAT Exemption

- I MAT is enabled on the targeted devices, you
must dafine a NAT y 1o exempt VPN traffic

0 DNS Configuration

- To resolve hostname specified in AAA Ser\mrs
= or CA Servers, configure DNS using F
fid-vpr-anginesr-pect ¥ on the targeted devices.

Port Configuration

fid-vpe-ergineer-grp SSL will be enabled on port 443.

cisco-secure-cliant-win-5.1.3 62-wabdepioy-k9.pk IPsec-IEV2 uses port 500 and Clent Senvices
M will be enabled on port 443 for Securs Client
outsideZone image download NAT-Traversal will be enabled

by default and will use port 4500.
Voast enswre that these poris are not used in
¢ or other services before deoloving

Md=vpa-cert

RIHFHEIVPNREEH ML

$ER 11.AManager VPNE iR INEREEER

B ZE|Devices > VPN > Remote Access > Connection Profile , 38— T +i%#f,

Firewall Mana.gemer)t Center Creerview Analysis Policies Ojects Integration Deploy
ftd-vpn-engineer
Enter Description
Local Realm: &
Connection Profile Access Imerfaces Addvanced
——
Namse LLEY Group Policy

DefaultWEBVPNGroup W DfieGroPoboy

Client Cestiheate Only

fiel-vpn-gngineer y fid-vpn-engineer-grp

AManager VPN i 18 hEAREL E AR

i

WAEREBERNMLEET , AR —TSaveKil,

&% : ftd-vpn-manager
#AZERE - ftd-vpn-manager-grp
« IPvatbiitih : ftd-vpn-manager-pool

o & =@

o & o e

admin

v | ot
admin ok

Dynamic Access Policy:



Add Connection Profile 7]

Connection Profile:® | frd-vpn-manager
Group Policy:* | Md-wpn-manasger-grp - |+
R

IP Address for the remote clients can be assigned from local IP Address pools/DHCP Servers /A48
Servers. Configure the Cent Address Assignment Policy” in the Advanced tab to define the
assignment criteria.

Address Pools: ke

Mame IF Address Range

tod - v~ ridanages- poal 172.16.1.120-172.16.1.130 ol - vpn-Frand g er- pool

DHCP Servers: e

Mamo DHCP Server IF Address

Manager VPNZ i Y E 4R Bl B 12 AV E A

RERDAT AV IERRERE R

e} Fire?vall.l\_ﬂali'lla.genjem Center Overview Analysia Policies Devices Objects Integration Depioy O @ € @ adminw M cecune
ftd-vpn-engineer ¥ou have unsaved changes [JEERR)
Emter Description

Policy Agsignments (1}
Le<al Realen: None Dynamic Accass Pobiey: Mone

Connection Profile Access Interfaces Advanced
——

o+
Name ARA Group Policy
Authentication -
DetaultWEBVPNGroup Authorization: [y DfGpPolicy £
_—
_ Authentication: Client Certificate Only . _
fid-vpn-engineor Authorization; iy fid-vpo-engineer-grp e
ACcounting:
Aut ation: Client Certificate Only a =
ftd-vpn-manages Bu tion: [y, fid-vpr-manager-grp £
Accounting

Ersta il DBE U RIS



HER 12, EH IR

BMIHR>-WREE> VPN >EEHR | BREMET S HRZE.

.. Firewall Management Center i
9 bl Overview Analysis. Policies Devices Integraton Deplay Q, (f" fo N ] admin ~ s

Certificate Map

2 Map Object is wsed 1
n ks associated with th

VLAN Tag

= WPN
Certificate Map

GCustorm Attribute

18I W B
WATIRMVPNEFRNEEHMAENET , ARIE—TSaveZil,

- ¥HREZ M : cert-map-engineer
« ¥MRBFAl : CN ( 2B # ) ERvpnEngineerClientCN



Add Certificate Map

Map Nama®:
cori-map-engineesr
Mapping Rube
Confgure the certiicate matching nule

i Field Cormponent Operator

Add Rule

Walue

v
1 Subjpect CH [Commaon MNamaes) Edjuals

Engineer Clientfy & & %8t
AEERVPNEFIHNESHMM ALETEF , ARIE— T Saveizif,

- HWHEEH : cert-map-manager
- HIRAl : CN ( 2AB ) EMvpnManagerClientCN

vpnEngineerClie._. | @



Add Certificate Map 9

Map Mame®:

CETT == a0 T

Configure the certificate matching rule

H Field Companent Operator ¥alue
r ¥
1 I Subms M [Comimon Mame) Eguals vpnklanasgarCls. .. I,-'" ™

Manager% FF i 1) 3% & £ iR

HTENBREE,

] Flre\..'.'all Ma_ l_‘-_agemen_t Center Overview  Analysis Policies ~ Devices  Objects  Integration

Depoy @ @ & @ odmin~ b

Certificate Map q,

Certificate Map Object is used to provide an association between

a received certificate and a Remote Access VPN connection profile.lf a received cerificate matches the rules contained in the certificat
CONNBSHON i ssociated with the spacified connection profile.

e map, the

y Intelligence Hame

cort=map-ergineer 1 Criteria F
A Monitor

cort-map-manager

1 Criteria i

MBELE

TR 1R ELMBEIEREEER

BE ZDevices > VPN > Remote Access , fmiBftd-vpn-engineer, A% , BRI SH>FESHM
, BhE W ¥ BIR R,



P Firewall Mana.g.ementCenEer — Analysis Policies Devices Objects Integration Depioy O € % @ odminv

L3 5 R
—
| ftd-vpn-engineer | You have unsaved changes m m

Enter Description

Local Realm: Mone Dynamic Access Policy: N

Connection Profile Access Interfaces
it I

General Settings for Connection Profile Mapping

The dovice processes the policies in the order hsted below untd it finds a match

Uze group URL if group URL and Certificate Map match different Connection Profiles

Use the confgured rules to match a certificate o a Connection Profile

Certificate to Connection Profile Mapping
Client requast is checked against sach Certificate Map, associated Connaction Profile will be usad whan rules are matched, If none of the Certificate Map is matched, default connection profile will

be chosen,

@ Please provide at least one Cartificate Mapping _

Certificate Map Connection Profile

BEREHR

BEEHMBEI TREMVPNES RN EGEEESR,
- BEYMER : cert-map-engineer
. E#RProfile: ftd-vpn-engineer

Add Connection Profile to Certificate Map 7]

Chodase a Cermficate Map and associate Connection Profiles o
selected Certhcate Map.

Certfcate Map Marma®;

CEM-map-angineéer - -

Connection Profle®;

fid-vpn-enginaer

TREVPNE ik BAE BHB
R EHREBEIEERVPNEF RN EREERER,

- BEHMER : cert-map-manager
- EiFEBEER : ftd-vpn-manager



Add Connection Profile to Certificate Map 7]

Choose a Certificate Map and associate Connection Profiles to

selected Certhcate Map,

Certificate Map Mame*;

Cert-map-manager

Connection Prahle®;

fid-vpn-manager

Manager VPNZ 5 i i) B2 45 3% S 4R

Firewall Mana.g_ement. Center Overview Analysis Policies Devices

ftd-vpn-engineer

Enter Description

Connection Profile Access Interfaces Advanced

Inte-gration

Deploy Q @ £ @ admin v b oo

Local Realm: Mone

You have unsaved changes m m

Paolicy Assignments

Dynamic Access Policy: None

General Settings for Connection Profile Mapping
The device processes the poficies in the order listed below until it finds a match

Use the configured rules 1o match a centificate to a Connection Profile
Certificate to Connection Profile Mapping

be chosen,

Cartificats Map

Use group URL if group URL and Certificate Map match different Connection Profiles

Connection Profile

CO-rRap-Engineer

cart=Mmap-manages

Nd-vpn-engineer

fid-vpn-managear

BRBREE

fEFTD CLI#EER

RFMCEBE# , 7£FTD CLIF#EFEVPNERRERE

// Defines IP of interface
interface GigabitEthernet0/0

Client request is checked against each Certificate Map, associated Connection Profile will be used when rules are matched. If none of the Certificate Mag is matched, default connection profile will



nameif outside
security-level 0
ip address 192.168.1.200 255.255.255.0

// Defines a pool of addresses
ip local pool ftd-vpn-engineer-pool 172.16.1.100-172.16.1.110 mask 255.255.255.0
ip local pool ftd-vpn-manager-pool 172.16.1.120-172.16.1.130 mask 255.255.255.0

// Defines Trustpoint for Server Certificate
crypto ca trustpoint ftd-vpn-cert

keypair ftd-vpn-cert

crl configure

// Server Certificate Chain

crypto ca certificate chain ftd-vpn-cert

certificate 22413df584b6726¢C

3082037c 30820264 a0030201 02020822 413df584 b6726c30 0d06092a 8648867

certificate ca 5242a02e0db6f7fd
3082036¢ 30820254 a0030201 02020852 42a02e0d b6f7fd30 0d06092a 8648867

// Defines Certificate Map for Engineer VPN Clients
crypto ca certificate map cert-map-engineer 10
subject-name attr cn eq vpnEngineerClientCN

// Defines Certificate Map for Manager VPN Clients
crypto ca certificate map cert-map-manager 10
subject-name attr cn eq vpnManagerClientCN

// Configures the FTD to allow Cisco Secure Client connections and the valid Cisco Secure Client images
webvpn

enable outside

http-headers

hsts-server

enable

max-age 31536000

include-sub-domains

no preload

hsts-client

enable

X-content-type-options

X-Xss-protection

content-security-policy

anyconnect image diskO:/csm/cisco-secure-client-win-5.1.3.62-webdeploy-k9.pkg 1 regex "Windows"
anyconnect enable

tunnel-group-list enable

cache

disable

certificate-group-map cert-map-engineer 10 ftd-vpn-engineer
certificate-group-map cert-map-manager 10 ftd-vpn-manager
error-recovery disable

// Configures the group-policy to allow SSL connections from manager VPN clients
group-policy ftd-vpn-manager-grp internal

group-policy ftd-vpn-manager-grp attributes

banner none

wins-server none

dns-server none



dhcp-network-scope none
vpn-simultaneous-Togins 3
vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vph-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vph-tunnel-protocol ikev2 ssl-client
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-tunnel-network-1ist none
default-domain none

split-dns none

split-tunnel-all-dns disable
client-bypass-protocol disable

vlan none

address-pools none

webvpn

anyconnect ss1 dtls enable
anyconnect mtu 1406

anyconnect firewall-rule client-interface public none
anyconnect firewall-rule client-interface private none
anyconnect ss1 keepalive 20
anyconnect ss1 rekey time none
anyconnect ss1 rekey method none
anyconnect dpd-interval client 30
anyconnect dpd-interval gateway 30
anyconnect ss1 compression none
anyconnect dtls compression none
anyconnect modules value none
anyconnect ask none default anyconnect
anyconnect ss1 df-bit-ignore disable

// Configures the group-policy to allow SSL connections from engineer VPN clients
group-policy ftd-vpn-engineer-grp internal
group-policy ftd-vpn-engineer-grp attributes

banner none

wins-server none

dns-server none

dhcp-network-scope none

vpn-simultaneous-Togins 3

vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1

vph-session-timeout none

vpn-session-timeout alert-interval 1

vpn-filter none

vpn-tunnel-protocol ssl-client

split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-tunnel-network-1ist none

default-domain none

split-dns none

split-tunnel-all-dns disable

client-bypass-protocol disable

vlan none

address-pools none

webvpn

anyconnect ss1 dtls enable

anyconnect mtu 1406

anyconnect firewall-rule client-interface public none
anyconnect firewall-rule client-interface private none
anyconnect ss1 keepalive 20



anyconnect ss1 rekey time none
anyconnect ss1 rekey method none
anyconnect dpd-interval client 30
anyconnect dpd-interval gateway 30
anyconnect ss1 compression none
anyconnect dtls compression none
anyconnect modules value none
anyconnect ask none default anyconnect
anyconnect ss1 df-bit-ignore disable

// Configures the tunnel-group to use the certificate authentication for engineer VPN clients
tunnel-group ftd-vpn-engineer type remote-access

tunnel-group ftd-vpn-engineer general-attributes

address-pool ftd-vpn-engineer-pool

default-group-policy ftd-vpn-engineer-grp

tunnel-group ftd-vpn-engineer webvpn-attributes

authentication certificate

group-alias ftd-vpn-engineer enable

// Configures the tunnel-group to use the certificate authentication for manager VPN clients
tunnel-group ftd-vpn-manager type remote-access

tunnel-group ftd-vpn-manager general-attributes

address-pool ftd-vpn-manager-pool

default-group-policy ftd-vpn-manager-grp

tunnel-group ftd-vpn-manager webvpn-attributes

authentication certificate
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2024-06-1911:01:18  Discovered Identities\vpnManagerClientCN =~ 2024-06-19 11:01:19 VPN Authentication 172181120 Discovered Identities vpnhanagerChentCN
4-06-19 11:00:35 Discovered IdentittesivpnEngineenClientCN 2024-06-19 11:00:35 VPN Authentication 172.16.1.101 Discovered Identities vpnEngineerClentCh
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FEFTD (Lina) CLIF $ 1T show vpn-sessiondb detail anyconnect@ 4 , MR TRETFEE 8 HVPNELRER.

ftd702# show vpn-sessiondb detail anyconnect
Session Type: AnyConnect Detailed

Username : vpnEngineerClientCN Index : 13

Assigned |P: 172.16.1.101 Public IP: 192.168.1.11

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-128 DTLS-Tunnel: (1))AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA256 DTLS-Tunnel: (1)SHA384
Bytes Tx : 14782 Bytes Rx : 12714

Pkts Tx : 2 PktsRx : 32

Pkts Tx Drop : 0 PktsRx Drop : 0

Group Palicy : ftd-vpn-engineer-grp Tunnel Group : ftd-vpn-engineer

Login Time: 02:00:35 UTC Wed Jun 19 2024



Duration : Oh:00m:55s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : cb0071820000d00066723bc3
Security Grp : none Tunnel Zone: 0

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID: 13.1

Public IP: 192.168.1.11

Encryption : none Hashing : none

TCP Src Port : 50225 TCP Dst Port : 443

Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS: win

Client OS Ver: 10.0.15063

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 7391 BytesRx : 0

PktsTx : 1 PktsRx : 0

Pkts Tx Drop : 0 PktsRx Drop : O

SSL-Tunnel:

Tunnel ID : 13.2

Assigned |IP: 172.16.1.101 Public IP: 192.168.1.11
Encryption : AES-GCM-128 Hashing : SHA256
Ciphersuite: TLS AES 128 GCM_SHA?256
Encapsulation: TLSv1.3 TCP Src Port : 50232

TCP Dst Port : 443 Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Windows

Client Type: SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 7391 BytesRx : 1775

PkisTx : 1 PktsRx : 2

Pkts Tx Drop : 0 PktsRx Drop : 0

DTLS-Tunnel:

Tunnel ID : 13.3

Assigned IP: 172.16.1.101 Public IP: 192.168.1.11
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA384
Encapsulation: DTLSv1.2 UDP Src Port : 50825

UDP Dst Port : 443 Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Windows

Client Type: DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 0 Bytes Rx : 10939

Pkts Tx : 0 PktsRx : 30

Pkts Tx Drop : 0 PktsRx Drop : 0

Username : vpnManagerClientCN Index : 14

Assigned IP: 172.16.1.120 Public IP: 192.168.1.21
Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
License : AnyConnect Premium



Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1))AES-GCM-128 DTLS-Tunnel: (1))AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA256 DTLS-Tunnel: (1)SHA384
Bytes Tx : 14782 Bytes Rx : 13521

Pkts Tx : 2 PktsRx : 57

Pkts Tx Drop : 0 PktsRx Drop : O

Group Palicy : ftd-vpn-manager-grp Tunnel Group : ftd-vpn-manager

Login Time: 02:01:19 UTC Wed Jun 19 2024

Duration : Oh:00m:11s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess D : cb0071820000e00066723bef

Security Grp : none Tunnel Zone: 0

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 14.1

Public IP: 192.168.1.21

Encryption : none Hashing : none

TCP Src Port : 49809 TCP Dst Port : 443

Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS: win

Client OS Ver: 10.0.15063

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 7391 BytesRx : 0

PktsTx : 1 PktsRx: 0

Pkts Tx Drop : 0 PktsRx Drop : 0

SSL-Tunnel:

Tunnel ID : 14.2

Assigned IP: 172.16.1.120 Public IP: 192.168.1.21
Encryption : AES-GCM-128 Hashing : SHA256
Ciphersuite: TLS_AES_128 GCM_SHA256
Encapsulation: TLSv1.3 TCP Src Port : 49816

TCP Dst Port : 443 Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Windows

Client Type: SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 7391 Bytes Rx : 3848

PktsTx : 1 PktsRx : 25

Pkts Tx Drop : 0 PktsRx Drop : O

DTLS-Tunnel:

Tunnel ID : 14.3

Assigned IP: 172.16.1.120 Public IP: 192.168.1.21
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA 384
Encapsulation: DTLSv1.2 UDP Src Port : 65501

UDP Dst Port : 443 Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 30 Minutes
Client OS : Windows

Client Type: DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 0 BytesRx : 9673



Pkts Tx : 0 PktsRx : 32
Pkts Tx Drop : 0 PktsRx Drop : 0
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<#froot>

Jun 19 2024 02:00:35: %FTD-7-717029: Identified client certificate within certificate chain. serial number: 7AF1C78ADCC8F941, subject name: CN=vpr
Jun 19 2024 02:00:35: %FTD-6-717022:

Certificate was successfully validated
. serial number: 7AF1C78ADCC8F941, subject name:
CN=vpnEngi neer C i ent CN

,0U=vpnEngineerClientOU,0=Cisco,L=Tokyo,ST=Tokyo,C=]P.
Jun 19 2024 02:00:35: %FTD-7-717038: Tunnel group match found.

Tunnel Group: ftd-vpn-engineer

, Peer certificate: serial number: 7AF1C78ADCC8F941, subject name: CN=vpnEngineerClientCN,OU=vpnEnginee
Jun 19 2024 02:00:35: %FTD-6-113009: AAA retrieved default group policy (ftd-vpn-engineer-grp) for user
Jun 19 2024 02:00:46: %FTD-6-725002: Device completed SSL handshake with client outside:192.168.1.11/50

THRREEEREFIHNVPNERBELInas| ZHHFRE B R

<tfroot>

Jun 19 2024 02:01:19: %FTD-7-717029: Identified client certificate within certificate chain. serial number: 1IAD1B5EAE28C6D3C, subject name: CN=vp
Jun 19 2024 02:01:19: %FTD-6-717022:

Certificate was successfully validated
. serial number: 1AD1B5EAE28C6D3C, subject name:
CN=vpnManager Cl i ent CN

,0U=vpnManagerClientOU,0=Cisco,L=Tokyo,ST=Tokyo,C=]P.
Jun 19 2024 02:01:19: %FTD-7-717038: Tunnel group match found.

Tunnel G oup: ftd-vpn-manager

, Peer certificate: serial number: 1AD1B5EAE28C6D3C, subject name: CN=vpnManagerClientCN,OU=vpnManagerC
Jun 19 2024 02:01:19: %FTD-6-113009: AAA retrieved default group policy (ftd-vpn-manager-grp) for user :
Jun 19 2024 02:01:25: %FTD-6-725002: Device completed SSL handshake with client outside:192.168.1.21/65
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