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vpnuser@ciscosspt.es

RA-VPN
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N

Secure
Access

1. VPN Authentication on Secure Access 2. Radius request with the username and password,

RADIUS Access-Accept
3. 5200 Authentication succeeded
3.1 CSA-Unknown-Compliant

The Identity Exist on 3.2 Redirect URL Send
Secure Access? 3.3 dACL Send
YES NO Unknowr itity
5232 DACL Download Succeeded Authentication Rejected
CSA-Unknown-Compliance

F 3

A)) e ror o Ay) e
(‘)I Pd'- % @ c::q:n:c(essabwed

4, Posture status compliance, answer send to ISE 4.1 Evaluating Authorization Policy

5. Selected Authorization Profile - CSA-Compliant

5232 DACL Download Succeeded 5.1. Added the dACL specified in the Authorization Profile

CSA-Compliance

F 9
F 3

5.2. CoA send to Secure Access

6. Machine on Compliance Full Access to
Resources
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CUSTOMER INFRASTRUCTURE SECURE ACCESS INFRASTRUCTURE
192.168.10.0/24 Management IP Pool: 192.168.60.0/24
DNS ‘Endpoint IP Pools: 192.168.50.0/24
IP:192.168.10.153 :
DNS
Firewall
Secure
ISE Access
ISE
IP:192.168.10.206
Hostname: ISE.ciscosspt.es RA-VPN
..................... | —
Secure Client Users
(Outside Network)
=N

AxX &



AR ERARERRECH  BLATHELHBENISERENE—F,

ZehEEE
1Pt £ B B Radius#l
EfARadiusBLEVPNEBE SR , FREFITUTISR .
BmELLHBEREE,
« ¥ —T Connect > Enduser Connectivity > Virtual Private Network

& TERHEE ) (Manage P Pools) T , #— T Manage


https://dashboard.sse.cisco.com/

Manage IP Pools

2 Hageans mapped

o ZZIP Pool Region I &l i& Radius Server

EUROPE 1
Pop Name Display Name Endpoint IF Pools Management |P Pools DNS Servers RADIUS Groups
192.168.50.0/24 192.168.60.0/24
Europe (Germany) RAVPN 1 House &

256 user connections

256 user connections

- B-TEREBNNE




IR7E , EIP Pool section configuration Radius Group (Optional)

#%—T Add RADIUS Group

RADIUS Groups (optional)

Associate one RADIUS group per AAA method to this IP pool.

el RE
E TZH

Mo RADIUS groups created

‘ [ Add RADIUS Group J




« Edit RADIUS Group X

Add group of RADIUS servers, which will be used to control access to your VPN
profiles

Change of authorization (CoA) mode (D
CoA Port: 1700

Accounting
Port

[ 1813 ® ]

Accounting mode

@® single

Simultaneous

Accounting update
Interim accounting update

Update interval

[ 1 hour(s) J
e >
- ™)
Settings A
h, A
RADIUS Servers
You can add up to 8 servers in each group
Assign servers
[ ISE_CSA x v ] + Add

# Server Name IP Address

1 ISE_CSA 192.168.10.206 g ©



BEoMER

- AAA method

- Authentication : B#Authentication FWEREUG 1 , IR FE | FAREH1812

. R 5178 E EMicrosoft Challenge Handshake Authentication Protocol Version 2 (MCHAPV2) |, 55i2
BRES

.

Authorization : Z#AuthorizationZREU 7 8RB | FAREBER T 51812

. #&#, Authorization mode Only Change of Authorization (CoA) mode EREUA #1 , A% fo 55 3K B ISERTAR
ERMEXR

Accounting : Z/H AuthorizationBREX TR , iR IEFARES1813

- i##Singleor Simultaneous (TEE&ERF |

IEERMEMLE — A RRE. ERSERT | SEREE
B BHE B TS I ARES)

2 Accounting update BRER A 88 , LARK A 72 HA 4 B{RADIUS interim-accounting-updatesi 2.



EE  BEEFAuthenticationflAuthorization J7 3% 24 B 4 FAAE B Y E LR IR,

o 2%, BEET RADIUS Serversti Bl B A RIEBAAAKTT & 13 RFEAIRADIUS Servers (ISE) :

e E—T+Add



RADIUS Servers
You can add up to 8 servers in each group

Assign servers

[

e

# Server Name IP Address

A& MENATEE :

Add RADIUS Server

Server name

L

IP Address
| |
Password type

Secret Key

| =3
Password

| =

Cancel



«  Server Name : BB B f8 LUERR B9 I SERIBRES -

* IPAddress: BEEAEIBZ BB ERISEEENIP

*  SecretKey : BLEZ&HRADIUSE #§

»  Password : Bt & # Radius® i

o EhiESave WEAssign Serveri®BIE T 2 ELEMRADIUSIBRES , AR REZSRHVISERRES :

RADIUS Servers
You can add up to 8 servers in each group

Assign servers

ISE_CSA

« BRsaveE-TURFERNAARE



« Edit RADIUS Group X

Add group of RADIUS servers, which will be used to control access to your VPN
profiles

Change of authorization (CoA) mode (D
CoA Port: 1700

Accounting
Port

[ 1813 ® ]

Accounting mode

@® single

Simultaneous

Accounting update
Interim accounting update

Update interval

[ 1 hour(s) J
e >
- ™)
Settings A
h, A
RADIUS Servers
You can add up to 8 servers in each group
Assign servers
[ ISE_CSA x v ] + Add

# Server Name IP Address

1 ISE_CSA 192.168.10.206 g ©


https://dashboard.sse.cisco.com/

. Protocols:i##E Radius

»  Map authentication groupsto regions : 232 ih [E I %2 Radius Groups

& —T Next

AR BXARDAERE , YERSEARSRKERFEHE. NRETERM , AEHNet RAFE2HRNE,



EExmMEENREHHR  FREETRE,

Authorization

@ General settings

Default Domain: ciscosspt.es | DNS Server: House
(192.168.10.153) | Protocol: TLS / DTLS, IKEv2

o Authentication, Authorization, and
Accounting
RADIUS

@ Traffic Steering (Split Tunnel)
Connect to Secure Access | 2 Exceptions

@ Cisco Secure Client Configuration

* Authorization

Authentication, Authorization, and Accounting

Choose a configuration method to complete the SAML authentication process
for this VPN profile.Help 3

Authentication

Authorization Accounting

Enable Radius Authorization
Use defaults or customize groups to map to regions

Select one group for all regions

[ ISE_CSA V]
Region Management IP Groups
pools
RA
ISE_CSA v
VPN 2 192.168.80.0/24
i 102.168.60.0/24 | ISE_CSA (default) .
VPN 1 ’ T -
Cancel

Enable Radius Authorization : ZH % EREU5 5 SLEA A RADIUSEE #2

- RFAREEE—EA  BPXEBENAR , AMEERSE-EEERMERKRA-VPN)HAER — @4 ERADIUSH R

&, IRBECEBERXAMRE

«  #&—T Next

B & ST Authorization B , BT Accounting.
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@ ) Authentication, Authorization, and Accounting
General settings

Default Domain: ciscosspt.es | DNS Server: House Choose a configuration method to complete the SAML authentication process

(192.168.10.153) | Protocol: TLS / DTLS, IKEv2 for this VPN profile.HeIp =

o Authentication, Authorization, and o L .
Authentication  Authorization  Accounting

Accounting
RADIUS
Enable Radius Accounting =
@ Traffic Steering (Split Tunnel) Use defaults or customize groups to map to regions
Connect to Secure Access | 2 Exceptions
Select one group for all regions
@ Cisco Secure Client Configuration
ISE_CSA ~
Region Management IP Groups
pools
-“" 192.168.80.0/24 ISE_CSA v
VPN 2
RA 192.168.60.0/24 | ISE_CSA (default .
VPN 1
< Cancel

¢ Accounting

Map Authorization groupsto regions : iZ1¥i#h [E 37 i#1# Radius Groups

e E—TF Next

After you have done configured the Authentication, Authorization and Accounting F54& & Traffic Steeringo

mESIE

ERESIET K SRREBLZLFBEEBEARR.



Tunnel Mode Tunnel Mode

Connect to Secure Access v ] [ Bypass Secure Access N2 J
All traffic is steered through the tunnel. All traffic is steered outside the tunnel.
A - S -
|
\ - e E p. T
N <00
Tunnel VPN Internet
VPN Secure @
Access

o MNRIEIE Connect to Secure Access , R AT E Interneti 2 EB#5E B Secure Access

[ Connect to Secure Access v ]

All traffic is steered through the tunnel.

d o QB
VPN e Secure ‘@

Access

Add Exceptions + Add
Destinations specified here will be steered OUTSIDE the tunnel.

Destinations Exclude Destinations Actions

proxy-

8195126.zpc.sse.cisco.com,

ztna.sse.cisco.com,acme.sse.

cisco.com,devices.api.umbrell

a.com,sseposture-routing-

commercial.k8s.5¢10.0rg,sse

posture-routing- - -
commercial.posture.duosecuri

ty.com,data.eb.thousandeyes.

MREBInternetiH =k IPE INPEBRIE |, L — T+ Add 28 , REIE— T Next,



o WRMERTE Bypass Secure Access , RIFT BB TR E 1S ER B EBARKIZMARE , T 21EBSecure Access ( &
BRABER1REE )

Tunnel Mode

Bypass Secure Access v

All traffic is steered outside the tunnel.

-

VPN Internet

Add Exceptions + Add
Destinations specified here will be steered INSIDE the tunnel.

Destinations Exclude Destinations Actions

No matches found




EE . iR EBypass Secure AccessiF I8 fllenroll.cisco.com AR SEMK i &R £ 5.

EHFRT | EREFLZEBVPNHRNFEERMERER, EHTIEE , FE—T + Add , RARE—TNext AR EINAAEER.
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@ General settings

Default Domain: cisco.com | DNS Server: -
Protocol: TLS / DTLS, IKEv2

@ Authentication, Authorization, and
Accounting
RADIUS

@ Traffic Steering (Split Tunnel)

Bypass Secure Access | 1 Exceptions

o Cisco Secure Client Configuration

ERSRF |, BULEAMAERATORERARELIZ—T Save, BNREAEREENFHER

bi=i:

| SEELE

ElERREKERE

EREZBEMSEN S HRE  ERERETUEBRISEETERN R

Cisco Secure Client Configuration

Select various settings to configure how Cisco Secure Client operates.Help C

Session Settings 3 Client Settings 13 Client Certificate Settings i Download XML

Banner Message

Require user to accept a banner message post authentication

a»

Session Timeout

7 days

Session Timeout Alert

30 minutes before

Maximum Transmission Unit ()

1240

Cancel

EH!
i
o

. EEZ Administration > Network Devices

« &—T +Add

55448 Cisco Secure Client BB &


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/anyconnect-profile-editor.html?bookSearch=true
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/anyconnect-profile-editor.html?bookSearch=true
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/anyconnect-profile-editor.html?bookSearch=true

> CSA

Network Devices

Description

IP Address : 192.168.60.0

Device Profile  H Cisco

~  RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS
Shared Secret

[ ] Use Second Shared Secret

Second Shared
Secret

CoA Port




« Name: FABRERZELHH

* IP Address : &% B Management Interface , |Pih[E1E

o DeviceProfile: BEZEHR

Radius Authentication Settings

- Shared Secret : EEESRIEENARLAER , 2R

* CoAPort : BHERATERME ; 1700t AR L 2EHH

TRE , BE—TSacERBEARTER L, BREERYAHEAELTESRE.

BB

ERERANAERAENE , FREBTUTSR

e ¥®—TF Administration > Groups

o 3—TF User Identity Groups

e ®—T +Add

o ABAEIName—fEIEIE—T Submit



Administration

System
Deployment
Licensing
Certificates
Logging
Maintenance

Upgrade

EEXERE

REAMERENRBENES

Network Resources
Metwork Devices
Network Device Groups
Network Device Profiles
External RADIUS Servers

RADIUS Server Sequences

NAC Managers

User Identity Groups

Identity Groups

Identity Management
Identities

Groups

External Identity So
Identity Source Seq

Settings

Identity Group

Identity Group

o« EEZF Administration > ldentities

e E—T Add+

CSA-ISE

Endpoint Identity Groups

User Identity Groups

User Identity Groups




Network Access User

* Username

Status ¥ Enabled

Account Name Alias

Email

Passwords

Password Type: Internal Users

Password Lifetime:
(O With Expiration

Never Expires

Password Re-Enter Password

* Login

Passwaord

Enable

Passwaord

User Groups

CSA-ISE

Username : fESecure AccessHEF B HUPNFEEEFEAEEE | EERSBEGHS

Status ; SEED

Password Lifetime : #& 7] BURIRIZAIWith Expiration SiNever ExpiresEi B'©

Login Password : BEREELZEE

User Groups : BEESREER FEIAE




AR ERUPNK B RBRREA TR E LN R EHBREFER,

2% , BA LA Save THRREERE |, WHIE S B Configure Policy Set,

BB R
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« #—TF Policy > Policy Sets

o BE+ DUBIATREEE

Policy Sets

Status Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits Actions View

Q

Policy Sets

Status  Polidy Set Name Description Conditions Allowed Prgtocols | Server Sequence Hits Actions View

[ v o]

EEEERT , BRI —EHNERRE  MASFEATERERE. A% , BRERFEREGEFNRIBNTE., IENKRKAFHRBE
EEPREEBEESBHERNBREES | LIRFIEL 575 K B CSA Network Device List , $87% ELConditionst & 171 A K B o
BH®EAFNIGE , MDefault Network Accesso

ER Y ERMBETE condition KK , FERBUTRARETRME -
« BT+

« 1£ Condition Studio~ , ATANEABIE :

Conditions Studio

Library Editor

Equals

_Switch_Local_Web_Authentic

o FEEBEMEMY , FBE—T Click to add an attribute

o ¥ —TNetwork Device #%§l

o HEHEMIEET , #— TFNetwork Access-Network Device Name iZ18

o TEEquasEIET , £ B Configure Network Devices List 8 ANetwork Device B & &




« ¥ &—T Save

Network Ac NetworkDeviceName

Equals

Network Access NetworkDeviceName

Radius el MNetworkDeviceName

B RRAEHE AE TR CSA R SE SR LA B 5K R £ CSA-I SE T Authentication FlAuthorization 58 %E
Network Access 1Y JRERSE R EFAIHE

I BIRERBAFFHE Default

ERNKBNBERLAR

Policy Sets re to do visibility setup

Status Policy Set Name Description Conditions Allowed Protocols /| Server Sequence

o EEFDefault Network Access Protocols SAFFRIE N, | SHEE T ERIERAA

# — T Policy > Results

o ¥ —T Allowed Protocols

o 32— Default Network Access



Policy [ Dictionaries Con

Policy Sets Policy Elements

Profiling Dictionaries Authentication

Posture Conditions
Allowed Protocols
Client Provisioning Results

Allowed Protocols Services Authorization

For Policy Export go to

Profiling
Posture
Description

Default Allowed Protocol Service Client PrOVISIOI‘IIng

o A%, LEFEINELAHFNFIERE Default Network Access

EERBESHRINRE

E1£ Policy Set T M AuthenticationFlAuthorization 5K , FEREBEHTUTE R -

« B-T>

Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits Actions View

o 2%, e E T FE RAuthenticationf Authorization s :



Status Policy Set Name Description Conditions Allowed Protocols | Server Sequence

Q CSA-ISE =] Network Access:NetworkDeviceMame

> Authentication Policy(2)
> Authorization Policy - Local Exceptions
» Authorization Policy = Global Exceptions

» Authorization Policy(2)

SRR
HRENRIERE , TUARAZELSXETRE. EEERFBARAT , SREINCLERREEFESRPERNKERE , LRBHTE
R ERE SRR

EBET B D ERFH LA ENetwork Device CSA BEE Y &R HRIEEN F 1 EE,

~Authentication Policy(2)

Status Rule Name Conditions

Q

Authentication Secure .
0‘ =] Network Access-NetworkDeviceName
Access 5

Options

1k 5% g BR L B SR BR SR 20 BR P E R AV SR BE AR

RERRE

AUEBSEAARERERK. EEERRT , EREEAEESRIEBNEATNERE. FS2RUT ROIREEMNRERE

~Authorization Policy(2)

Results
Status Rule Name Conditions Profiles Security Groups
e Authorization Rule 1

Status Rule Na Conditions Profiles Security Groups

Q

InternalUser-ldentityGroup

Authorization Secure Access A User Identity PermitAccess

Groups:CSA-ISE




+ 3 —TF Authorization Policy

o HEBE+ UERBEXE , WTAHAR

~Authorization Policy(2)

Results

Status Rule Name Conditions Profiles Security Groups

Authorization Rule 1

o HET—%HH , ERule Name , FConditions Profiles

«  EXTEName BB & BRI R RE R

« ERE Condition , FHEIE +

« 1£ Condition Studio ™ , ALK BIATER :

Conditions Studio

Library Editor

Equals

Web_Authentic

o EEEMNIFMY , 55— Click to add an attribute

o —TRIdentity Group %58

o TEHRMEABET , — TlInternal User - IdentityGroup option

o fEEqualsiBIET , A THEEEHSBEBHEPMNGroup HERTEHERE

« &—T Save

« ¥R—T Use



InternalUser IdentityGroup

User Identity Groups:CSA-ISE =

Equals
Editor

InternalUser-lde

Equals

Identity group

2% , MEEES Profiles, which help approve user access under the authorization policy once the user authentication matches the group

selected on the policy.

» ¥£ Authorization Policy & , 32— Profiles

- B8R

T

o JEH! PermitAccess

o 1E—T Save



InternalUser-ldentityGroup
R User Identity
Groups:CSA-ISE

InternalUser-ldentityGroup

R User Identity permit
Groups:CSA-ISE

Profiles

PermitAccess

PermitAccess >

2% , BEESR T BB Authentication Authorization MKk, REEAERDERRIEBE , URERBHAFTIRLHBEMSEL
8 B35,

EEHFIVPN , B BAEAESecure Access E BV BB R |, I3EiB Secure ClientEl| SEFL & 8 RIEITIER.

o EBMBEBERGHIER - MTESecure AccessP BT B ?

- BRI ZLpMEEE

. #—TF Monitor > Remote AccessLog

28 Events

User Connection Event Event Details Internal IP Address Public IP Address VPN Profile

A vpn user (vpnuser@ciscosspt.es) @ Connected 192.168.50.2 151.248.21152 ISE_CSA


https://dashboard.sse.cisco.com/

. EBMBEREGHER - HEFMOE SEPHER?

EfiE Cisco | SE Dashboard

+ $—TF Operations> Live Logs

Status Details Identity Authentication Policy

Identity Authentication Policy

CSA-ISE >> Authentication Secure Ac...

CSA-ISE >> Authentication Secure Ac...

CSA-ISE >> Authentication Secure Ac...

Authorization Policy

Authorization Policy

CSA-ISE => Authorization Secure Access

CSA-ISE => Authorization Secure Access

CSA-ISE >> Authorization Secure Access

# i Radi usZs i S Active Directory{£ fi &

fil B | SERR U 2 £ 5 AE

EhBEST , BURENARBRFESAM  RARRTREBEANPEROHERT TR,

ERET , FREINTUTIR

Bi B AR B R4

. BRIEHISEERFA
* #—"F Work Center > Policy Elements> Conditions

«  ®—T Anti-Malware



AR BUBEREREFFZRE , ARRERENRELRE AP REET ERFIE,



Conditions v

Anti-Malware
Anti-Spyware
Anti-Virus
Application
Compound
Dictionary Compound
Dictionary Simple
Disk Encryption
External DataSource
File

Firewall



1. Agent Resources

Z2EAERWebTEEH,

2. Compliance Module Cisco ISE& 1B #1848

3. Agent Profile

ERREREER,

3. Agent Configuration FARBEEERNNREER , BB
EEEFEER,

B FIF R

Ka
fit

Step 1 TEI HEREBER

. ERENMFHREER , FEMIICiscoTRFIF W T HWebE B ; WebBE EERLE R pkgtg R0

Cisco Secure Client Headend Deployment Package (Linux 64-bit) 06-Feb-2024 58.06 MB B
cisco-secure-client-linux64-5.1.2.42-webdeploy-k9.pkg
Advisories [

Cisco Secure Client Headend Deployment Package (Windows) 06-Feb-2024 111.59 MB s .
cisco-secure-client-win-5.1.2.42-webdeploy-k9.pkg
Advisories [

Cisco Secure Client Headend Deployment Package (Mac OS) - 06-Feb-2024 118.88 MB AT
Administrator rights or managed device required for install or
upgrade. See Administrator Guide and Release Notes for details.
cisco-secure-client-macos-5.1.2.42-webdeploy-k9.pKg

Advisories [

o B+ Add > Agent resources from local disk ¥ _EEE


https://software.cisco.com/download/home/286330811/type/282364313/release/
https://software.cisco.com/download/home/286330811/type/282364313/release/

Agent resources from Cisco site

Agent resources from local disk

MNative Supplicant Profile

Agent Configuration

Agent Posture Profile

AMP Enabler Profile

Step 2T AR

e ¥®—TF + Add > Agent resources from Cisco Site




Agent resources from Cisco site

Agent resources from local disk

Native Supplicant Profile

Agent Configuration

Agent Posture Profile

AMP Enabler Profile

o EBERFESESAMEEANRIRGR  REE-T Save




Download Remote Resources

Name

AnyConnectComplianceModuleLinux64 4.3.3064.0

AnyConnectComplianceModuleLinux64 4.3.3104.0

AnyConnectComplianceModuleOSX 4.3.3432.6400

AnyConnectComplianceModuleOSX 4.3.3472.6400

AnyConnectComplianceModuleWindows 4.3.3940.8192

AnyConnectComplianceModuleWindows 4.3.3980.8192

AnyConnectComplianceModuleWindowsARM64 4.3.3940....

AnyConnectComplianceModuleWindowsARM64 4.3.3980....

For Agent software, please download from |
resource from local disk" add option, to import into ISE

Step M EREEREER

o 32— + Add> Agent Posture Profile

Description

Cisco Secure Client Linux Compliance Module 4.

Cisco Secure Client Linux Compliance Module 4.

Cisco Secure Client OSX Compliance Module 4.3

Cisco Secure Client OSX Compliance Module 4.3

Cisco Secure Client Windows Compliance Modul

Cisco Secure Client Windows Compliance Modul

Cisco Secure Client WindowsARM64 Compliance

Cisco Secure Client WindowsARM64 Compliance

. Use the " Agent




Agent resources from Cisco site

Agent resources from local disk

Native Supplicant Profile

Agent Configuration

Agent Posture Profile

AMP Enabler Profile

o AXName I Posture Profile




Agent Posture Profile

Name

Description:

E TABSEEEARN. T, RE—

Pasture Pratocol

Parameter

PRA retransmission time
Retransmission Delay

Retransmission Limit

Discowery host
Discovery Backup Server List

Server name rules
Call Home List

Back=-off Timer

Step 4 RLEREERE

#—T + Add > Agent Config

Wz BB~

Deseription

This is the agent retry peried if there is a Passive Reassessment communication failure
Time (in seconds) to wait before retrying.

Number of ratries allowed for a message.

Enter any |IP address or FODN that is routed through a NAD. The NAD detects and redirects
that http traffic to the Client Provisioning portal.

By default, AnyConnect sends discovery probes to all the Cisco ISE PSNs sequentially if
the PSN is unreachable. Choose specific PSNs as the backup list and restrict the nodes to
which AnyConnect sends discovery probes.

A list of wildecarded, comma-separated names that defines the servers that the agent can
connect to. E.g I

A list of IP addresses, that defines the all the Policy semvice nodes that the agent will try to
connect to if the PSN that authenticated the endpoint doesn't respond for soeme reason.

Agent will continuously try to reach discovery targets (redirection targets and previously
connected PSNs) by sending the discovery packets till this max time limit is reached




Agent resources from Cisco site

Agent resources from local disk

Native Supplicant Profile

Agent Configuration

Agent Posture Profile

AMP Enabler Profile

« & EEUNTEIH:




> New Agent Configuration

* Select Agent Package:

* Configuration Name:

Description:

Description Value Notes

* Compliance Module

CiscoSecureClientDesktopWindows 5.1

CiscoSecureClientComplianceModuleW!




Cisco Secure Client Module Selection

ISE Posture

VPN

Zero Trust Access
Network Access Manager
Secure Firewall Posture
Network Visibility
Umbrella

Start Before Logon

Diagnostic and Reporting Tool

Profile Selection

* |SE Posture

[

1.CSA_PROFILE

+  Select Agent Package : BELERSR I THM HEREERNST

»  Configuration Name : 1% —1{E % LA HH Agent Configuration

+ ComplianceModule : 2B LSBT HERMIRME F THW SR MEEE

¢ Cisco Secure Client Module Selection

- ISE Posture : i BREU S 5

¢ Profile Selection



. ISE Posture: EE3F R ERER BEETRIZRENISERBESR

s ¥—TF Save

AR ERSEEERM (Windows, Mac OSHLinux ) BN "EFHEEE. -

Bie B % 5 b 28 B 5K B



ERAREE L -PERENISERRRETANEE  CFEERERBKETHE,

o  ERIFEHISEEE A

s ¥&—T Work Center > Client Provisioning

AR EERSEEERM (Windows, Mac OSEiLinux ) #8 —EF Finhl B KiK.



Rule Name Identity Groups Operating Systems Other Conditions

Windows GPP Redirect Any Windows All

Agaont Configuration
Rule Nam Condition Mame

2. CSA_AGENT_CONEIG

Wi : Network Acc ...
indows C SO e Native Supplicant Configuration

& Enable

@ Disable

& Monitor

* RuleName: BIFREBHBIMNSHERERERKERE  UBRHBSERK
+ Identity Groups : B2 ETL K £ FE R
»  Operating Systems : RIFES R "ERABEEXNENS) PEINAEBEEXNEHBEEERR

«  Other Condition : #Network Access & B Bt B #9 5 559 Authentication MethodEQUAL SIZ 28 IIRADIUSHR , & &
ALURERZ

* Rewlt: ELFRAEERERETERCRENNRELRE

- Native Supplicant Configuration : i###Config Wizard Wizard Profile

o WREWARIITHREMAKEGHR , FERBERBERA,

BURERERER

REREERREBSFORITBBRNVEAERERHIBERNFE. LARTRE , UARBREREERE THEBLER.

REREESR A
ME EREHRT-ERERE-RECHRE

AANHE |ERAERISRE-EEQARERE-RESFRESREE




EEF ERETHEE-EEE

EREDACL , FFEMIBISEEFH A -

« ¥—TF Work Centers> Policy Elements > Downloadable ACLs

« ®—T +Add

« E3I Compliant DACL

L ET CSA-Compliant

Description

IP version IPvd IPv6 Agnostic

*DACL 1234567 | permit ip any any

8910111
2131415

Content

*« Name: #BmM—ERE , XEZB5|HEDACLEEAN
o |Pversion:i®iZ IPv4

+ DACL Content : M /] FEFHEEGIEE(DACL) , AR REBBRNATEER

<tfroot>

permit ip any any

¥ — T Save W E IV A AFAHDACL

« ¥—TF Work Centers> Policy Elements > Downloadable ACLs

« &—T +Add



+  E3 Unknown Compliant DACL

* Name CSA_Redirect_To _ISE

IP version IPv4 IPvE Agnostic

* DACL 1234567 permit udp any any eq 67

8910111 permit udp any any eq 68
2131415 permit udp any any eq 53
1617181 permit tcp any host 192.168.10.206 eq 8443
9202122 permit tcp any any eq B0

Content

6272829
3031323
J34.3536
3738304

Check DACL Syntax

«  Name: #8in—{E&%E , ARSIFADACLER (X4 )
e |Pversion: & IPv4

« DACL Content: 23 —{EDACL , RFFEIBIE84434 8. DHCP, DNS. HTTPHMFAE I FHEITE R

permt udp any any eq 67
permt udp any any eq 68
permt udp any any eq 53
permt tcp any any eq 80
permt tcp any host 192.168.10.206 eq 8443



EE EWBES , IPH#1E192.168.10.206% FEFA Cisco | dentity Services Engine (ISE) Al AR2S , 3844318 E ARRREM S,
EERE BB E8443% P11t 192.168.10.2069 TCPRE , M ERHEFAEM S,

LR, SREAR U REREERENDACL,
EREREREHER , FEMIISERHA

« ¥ —F Work Centers> Policy Elements > Authorization Profiles



E—T +Add

» 3 Compliant Authorization Profile

Authorization Profile

CSA-Compliant

Description

* Access Type
ACCESS_ACCEPT

Network Device Profile

Service Template
Track Movement
Agentless Posture

Passive ldentity Tracking




v Common Tasks

DACL Name CSA-Compliant

| IPv6 DACL Name

| ACL

I A/l I .2 (IFileae- 1IN

« Name: BIAS|AEHAREREERNEE

» Access Typei### ACCESS ACCEPT

¢ Common Tasks

- DACL NAME : BB DACLSBFE EHDACL

253# Save I 2 31 Unknown Authorization Profile

* &—T Work Centers> Policy Elements > Authorization Profiles

« ®—T +Add



«  Z37 Uknown Compliant Authorization Profile

CSA-Unknown-Compliant

Description

* Access Type
ACCESS_ACCEPT

Network Device Profile

Service Template

Track Movement

Agentless Posture

Passive ldentity Tracking

v Common Tasks

DACL Name CSA_Redirect_To_ISE




Web Redirection (CWA, MDM, NSP, CPP)

Client Provisioning (Posture) ACL redirect Value Client Provisioning Portal (...

« Name: BUS|ARAEEREREERNER

*  Access Type:i#$E ACCESS ACCEPT

¢ Common Tasks

DACL NAME : i##E7E R AHHEBDACL S B HE BHDACL

e Web Redirection (CWA,MDM ,NSP,CPP)

iE1E Client Provisioning (Posture)

e ACL : #4782 redirect

«  Value: BERRBEMF , AEWRER T HMMF , FREXFIF



AR BRFIEZE , fESecure AccessE EEBACLHBEA redirect,

EBRTMAELER , BEMLAEALtibutes Detail ST B LR A,

~ Attributes Details

Access Type = ACCESS_ACCEPT
DACL = CSA_Redirect_To_ISE

cisco-av-pair = url-redirect-acl=redirect
cisco-av-pair = url-redirect=https://ip:port/portal/gateway?sessionld=SessionIdValue&portal= Raction=cpp

HiESave MREBYRET —F.



B EMRERIEE

FRINE=ZARBENECRENRERERESR

; 51 DenyAccess , BT REE V5 —EKE,

SR S - R EERENE
b SEEENE S
KARIRE O
ETER {EBAZEL

ERBEHISEEEH A

+  #—T Work Center > Policy Sets




o RE> LERBE R AR

Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits Actions View

+  #&—TF Authorization Policy

Status Policy Set Name Description Conditions Allowed Protocols [ Server Sequence  Hits

@

sthentication Pe

rcal Exceptior

uthorization Policy - Global Exceptions

o BT —{EIERFEI BT RN =ERE :



Compliant_Devices

CSA- Network_Access_Authentication_Passed CSA-Post-Compliant
Compliant

InternalUser-ldentityGroup

User Identity Groups:CSA-ISE

Network_Access_Authentication_Passed

O3 Compli Unk Devi :
Unknown- QRPEAnce SLNKNOWNEA2EVEc oS CSA-Unknown-Compliant

Compliant InternalUser-ldentityGroup

User Identity Groups:CSA-ISE

Non_Compliant_Devices

CSA-Non- E] Network_Access_Authentication_Passed DenyAccess
Compliant

InternalUser-ldentityGroup

User Identity Groups:CSA-ISE

o BB+ BIEZR K CSA-Compliance B :

Results

Status Rule Name Conditions Profiles Security Groups

G Authorization Rule 1

o HET—%% , EXRuleName, MConditions Profiles
+  HBEWName FEESR CSA-Compliance
o ERE Condition , FEEIE +

« 1£ Condition Studio ™ , B LK B TER :



Conditions Studio

Library Editor

Equals

Catalyst_Switch_Local_Web_Authentic

ation

o FEEEBEMNEMY , FES compliant

. RMAEEFR Compliant_Devices

«  HERIE Editor

- BREBVF_@ERHY , FES network

o WA ABEEAR Network_Access Authentication Passed
- ¥ERUE Editor

« FEditorF , #—T New

+  $&—TFldentity Group EI’R

«  J®#E Internal User Identity Group

« £ EqualsT , i##2User |dentity Group BLEH

« E—T Use



Conditions Studio
Result of the Configuration

Library

tiant z Editor

[ Compliant_Devices

compliant_Deévices
Library
4 ne
l C
5

Compliant_De:

B O se @

N thentication_Passed

Compliant

7 NEW Nat Authentication_Passed
—_— 8 T R IntemalUser identityGroup
Di
1 = Equats [ i

InternalUser 9 IdentityGroup — sl Equals User Ident
10 v
s
11

. Bt , SEFIT-ER

Compliant_Devices

° CSA- Network_Access_Authentication_Passed
Compliant

InternalUser-ldentityGroup
User Identity Groups:CSA-ISE

o HEProfile BMBETHEATHEESRIRENRFREREERSABEBLBEESR



Compliant_Devices

CSA- AN Network_Access_Authentication_Passed CSA-Compliant
Compliant

InternalUser-ldentityGroup
User Identity Groups:CSA-ISE

B , BEKLEE T Compliance Policy Seto

o BB+ BUERZECSA-Unknown-Compliance B :

Results

Status Rule Name Conditions Profiles Security Groups

Q Authorization Rule 1

o H®ET—% , ERule Name , M Conditions Profiles
+  #§EHName 52 E A CSA-Unknown-Compliance
o EfE Condition , FEEIE +

o 1£ Condition Studio ™ , ALK BIATER :

Conditions Studio

Library Editor

Equals

Catalyst_Switch_Local_Web_Authentic

ation




o BEEVKH , FES compliance

o IRMZAE R Compliant_Unknown_Devices

« ¥R Editor

- BEBUF_@EERHY , FES network

. BMEEHET Network_Access Authentication Passed
« M Editor

»  TEEditor T, #&—T New

*  1&—TFldentity Group EI’R

o &I Internal User Identity Group

« 1 EqualsT , i#{2User Identity Group ELHELHY

« —T Use

Result of the Configuration

[Z] Compliance_Unknown_Devices

Library

4 network

10::&:.@@!@3“;@;.E%F.‘E-:&::-.I.OE-'-E-*

5 & MNetwork_Acces thentication_Passed

InternalUser

. Bkt BEFIT-ER



E Network_Access_Authentication_Passed

o CSA- E Compliance_Unknown_Devices

Unknown- AND

Compliant InternalUser-ldentityGroup

2
a User Identity Groups:CSA-ISE

o fEProfile B TR T IR E S BB B 1Y % R R EE E 2 R Unknown Compliant Authorization Profile

Network_Access_Authentication_Passed

Gzt =] cComplia Unk Devices :
Unknown- AND =l ompliance_uUnknown_uUevices CSA—Unkann—COmpllant

Compliant InternalUser:IdentityGroup

User Identity Groups:CSA-ISE

BE , LERKERE T Unknown Compliance Policy Seto

o BHE+ LIEZE K CSA- Non-Compliant B :

Results

Status Rule Name Conditions Profiles Security Groups

a Authorization Rule 1

o H®ET—% , E&Rule Name , FConditions Profiles
+  #§EHName FRE A CSA-Non-Compliance

« ERE Condition , FHEIE +



« 1£ Condition Studio~ , BRI AKIUTER ;

Conditions Studio

Library

Editor

Catalyst_Switch_Local_Web_Authentic

ation

BEEMMRY , FESE non

&2 7AE B8 Non_Compliant_Devices

¥EMIE Editor

BEERVE_@ERY , FEES network

& ZE B BE Network_Access Authentication Passed
¥EMIE Editor

fEEditor T~ , #&—TF New

# — Tl dentity Group BI’R

iE$Z Internal User Identity Group

£ EqualsT , i##User Identity Group E [Ty

#B—T Use



Library

Result of the Configuration
1 non

PEHODeseRRDEFER

E Non_Compliant_Devices

HNon_Compliant_Devices

Library
4 netwark

= Mon_Compliant_Devices

E Network_Acc

7 MEW

__________'___"89

InternalUser 9 IdentityGroup

T 10w

. Bt , SEFIT-ER

Non_Compliant_Devices

° CSA-Non- AND Network_Access_Authentication_Passed
Compliant

InternalUser-ldentityGroup
User Identity Groups:CSA-ISE

e fEProfile BB TR IR T AR FIREFIREEL E 18R DenyAccess



Non_Compliant_Devices

CSA-Non- ' Network_Access_Authentication_Passed
Compliant

InternalUser-ldentityGroup
User |dentity Groups:CSA-ISE

—BERR=ZEREERNVEE , ERUTURRIERERRRETEES,

B
EfE LR ER

BBZREEFEFIHERERZEHBE LIEMANFODN RA-VPNIF,

AR WSRPEFLREISERA.

1 ERR2EFimER.



€9 Cisco Secure Client — X

AnyConnect VPN:
Ready to connect.

‘ ISE CSA - IKEV2 - Auto Select Nez ‘

Zero Trust Access:

Registration is required to access
secure resources.

Enroll

i ® et

2. RIFBFIETRE.

@ Cisco Secure Client | ISE_CSA - IKEv2 - Auto Select... X

Please enter your username and password.

Username: vpnuser@ciscosspt.es

Password: |

OK Cancel




3 LB, BEREIVPN , RAUEESHEEHRISE ; T, BAUERHEREhttp:1.1.1.1

€Y Cisco Secure Client

AnyConnect VPN

Connected: ISE_CSA - IKEv2 - Auto Select

Nearest Location

" InPrivate im| @ Device Security Check bd -+

€ Ilot secure https://ise.ciscosspt.es

ot]oar]n,
CISCO

Client Provisioning Portal

Device Security Check

Your computer requires security software to be installed before you can connect to the network.

Start




AR LR SRR R - KSR CSA-Unknown-Compliance T , R RBRE B LR KISERIFR2FENE , YAKKEE
a2 SEFRE PP AR ERE,

4. B—T "R UERCERXRERE.
Device Security Check

Your computer requires security software to be installed before you can connect to the network

g Detecting if Agent is installed and running...

5. #&— T+ Thisismy first time here,



Device Security Check

Your computer requires security software to be installed before you can connect to the network.

Unable to detect Posture Agent

+ + This is my first time here

+ Remind me what to do next

6. 32— Click hereto download and install agent

— + This is my first time here

1. You must install Agent to check your device before
accessing the network. Click here to download and install

Agent
2. After installation, Agent will automatically scan your:evh
before allowing you access to the network.

3. You have 4 minutes to install and for the system scan to
complete.

Tip: Leave Agent running so it will automatically scan your

device and connect you faster next time you access this
network.

<. You have 4 minutes to install and for the compliance
nv check to complete

7. RERE



Downloads ] Q

iJ cisco-secure-client-ise...aBf8STpS5Nr1nzotleQ.exe

Open file

See more

Network Setup Assistant

Network Setup Assistant

J Installation is completed.

it

(c) 2022-2024 Cisco Systems, Inc, Cisco, Cisco Systems and Cisco Systems
logo are registered trademarks of Cisco Systems, Inc and/or its =ffiliztes in the
U.S. and certzin other countriss,

8 REMRER , ISERRRLTMERARBEMNENRE, MRTHFERBER , BER—EAELEQD , FELERERAMER.



€9 Cisco Secure Client — O X

-
@ ISE POSture Time Remaining:

1 Update(s) Required 3 Minutes

® Action Required to Enable Access

Updates are needed on your device before you can join the network.

This endpoint has failed to check. Please ask your network administrator to install a Secure
Endpoint.

More Details >

Cancel



R WRCancd FHRFHKRFEER , BHEEBDEAETHTES , ZTHERMECSA-Non-Compliancefl#J , 3t 37 ENERTH
VPNE#R .

9. &8¢ Secure Endpoint Agent3f B E AR ZIVPN,



Secure Endpoint Installed Agent Scanning

@ Cisco Secure Client @ Cisco Secure Client

00:14:31 (3 Ditys 23 Hors Remaining)
00:14:31 (3 Doty 23 Houws o i 00:00:26 (3 Days 23 Hours Rems

Zero Trust Access:
. Zero Trust Access:
Registration s required 0 access | Q
UM (EEOLTOCS, Registration i required o access
SECUNe MeSOUNCes,

| ISE Posture:
1SE Posture: [ G SEANNING System . 1SE Posture:
System scan nat required on current Wi-R | = . = ) ] Camphant.

0 MNetwork access alowed.

Secure Endpoint:

Secure Endpoint: Diszonnected.

SRS Flash Sean

Rash Scan

-;'I';g'g- Secure Client

SE Posture
SE Porstus

Mreresces Sweess | SecreProe -

Updaies

o A ANTIMALWARE

10 ERERTEMRETARE , CHREKBRHRERE , X AFHBMERE LNMEER,



AR EHERRE BB RRERIECSA-Compliance , I B & LA BIFA PR B R E R

W{AFEISERR U EE B 56

ERTEAENFORBLR  CEMEERNTETHRG, BEEISEHFBRAET , FEENATRA :

«  BRIEAISEEF A

+ ¥ —TF Operations> Live Logs



Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops Client Stopped Responding Repeaat Counter

Re Wi

Show
Never ~ Latest 50 records - Last 24 hours

Status Details Identity Authentication Palicy Authorization Policy
|ﬂl.'.-|'|li|',' Authentication Authorization Po Cy
Apr 03, 2
Apr 03,
Apr O

Apr 03, 2024 2 CSA-ISE >> Authe

T—EthoFRER T RINFE UM S EEMHWAIRERE LiveLogsT :

Authentication Policy Authorization Policy Authorization Profilas Posture Sta

Authentication Pol Authorization Paolicy Authorization Pro Posture Statu

1. Authentication Step 5. Authorization Step - CSA-Compliant

3. Download CSA_Redirect_To_ISE DACL

4. 6. Download CSA-Compliant
rization Step — Unknown - J
Compliance

®) ==

0 Network access alowed.




CSA-ISE

CSA-ISE

1. Authentication Step

4,
2. Authorization Step — Unknown

Compliance

RLFRMISERENE—F

SA-Non-Compliant

SA-Unknown-Compliant

CSA-ISE >» CSA-Uaknown-Compliant

5
3. Download CSA_Redirect_To ISE DACL

DanyAccess

CSA-Unknown-Compliant

CSA-Unknown-Compliant

After 3 Minutes

6. VPN Disconnected

ET—EREF , BRHSEMAMEE192.168.10.0/24 T , EEEBRBETZENAREETEEMEBEEREET.

Step 1: BRBEHNRZERE :

EHLETERE  FEMIZETSEEHE,

e 3—T Connect > Network Connections

o BEENetwork Tunnel Groups >#&HIB&E

HomeFTD & Connected

Europe (Germany)

sse-euc-1-1-0

. HEHET K REBERACOEEMCisco ISEFTEMNIEZER -

1 sse-euc-1-1-1


https://dashboard.sse.cisco.com/

Summary

& Connected

Region Europe (Germany)
Device Type FTD

Routing Type Static Routing

Last Status Update Mar 19, 2024 11:13 AM

Step 2 : SRFFRHXME LHRE

EAFZETRBEERAENISERERITRADIUSE MR , REERERTLHBEENBEENR AR FIENRADIUSE :



8] RiR B a9t B BB RIE
I SERERNR COA
ISE_Server|Z | Pt (RA-VPN)
Tt UDP 1700 ( TEFRIE )
QR IRE
UDP 1812 ( TEFRIE )
ISENNEZZIEEE Pt EE|Pith ISE_Server
T E
UDP 1813 ( TERRIE )
HEME
| SERYZ ZEH R i Pith &R Pits ISE_Server
TCP 8443 ( TARRIE )
DNS
DNSfEREZRIZ 2 Eh RIS Pith| #24%IPHE DNSfalfR 25

UDPEETCP 53




AR CNEEMMATELEISEHBNE  BREERFR-B8E,


http://Emmanuel%20Cano%20Gutierrez%204/3/2024%2010:02%20AM%20%E2%80%A2%20https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/install_guide/b_ise_installationGuide33/b_ise_InstallationGuide33_chapter_7.html

R WREHISERERESBEMEABTRE ( Miseciscossptes) BH , AIFEEDNSHE R

BT AN IR Pt
ERVENEENKIRIPE , FENIZLHEEEE

« #2—TF Connect > End User Connectivity

o #2—TF Virtua Private Network


https://dashboard.sse.cisco.com/

+ J&T ManagelP Pools

+  #&—T Manage

EUROPE 1 ~

Management IP

Pop Name Display Name Endpoint IP Pools Pools DNS Servers RADIUS Groups
192.168.50.0/24 192.168.60.0/24
Europe
(Germany) RA VPN 1 256 user 256 user House ISE_CSA & m|

connections connections

F35 REENISERBEEERAERTEE

BEAMERVPNIERN A EERRISE Provisioning Portal , B EERFRSEEREELRESHANLEER  ZERARATER
VPN B By B I SE Posture Module,

ERTEDTEREE TISE, FEMIZEFHHRHE

o ¥ —T~ Resources> Private Resources

o  ELBISEER


https://dashboard.sse.cisco.com/

Private Resource Name

CiscolSE

Description (optional)

Communication with Secure Access Cloud

Specify one or more addresses that will be used for communication between this resource and Secure Access.

Secure Access will route traffic to this address.

Internally reachable (FQDN, Wildcard FQDN, IP o Protocol Port / Ranges
address Address, CIDR)
192.168.10.206 TCP - (HTTP/HTTPS

+ |IP Address or FQDN

Help 7

+ Protocol &
Port

VPN connections

Allow endpoints to connect to this resource when connected to the network using VPN.

MRFE , B LR RIR I BIFHE I F18(8443),



AR FRACERVPNERN RIS,

B4% - MR T RFFISERSM

B RFEBVPNELRH 6 A & R F)I SE Provisioning Portal , B EERR D E BAccess Policy A A RIBZRABBNFEREHBE
Step3 i BN EAEIR.

ERFRALREE TISE, FEMIZLHBIEHE -

« ¥—TF Secure> Access Policy


https://dashboard.sse.cisco.com/

o EhEBEANIFIHEVPNGEAEMISER R A

Specify Access
Specify which users and endpoints can access which resources, Help €7

Action
Allow () Block
Allow specified traffic if security Block specified traffic.
requirements are met,
From To
Specify one or more sources. Specify one or more destinations.
CSA (ciscosspt.es\CsA) = ® CiscolSE = &
Information about sources, including selecting multiple sources, Help [ Information about destinations, including selecting multiple destinations. Help 3

Endpoint Requirements

For VPN connections:
[#4] End-user endpoint devices that are connected to the network using VPN may be able to access destinations specified in this rule. ()
Endpoint requirements are configured in the VPN posture profile, Requirements are evaluated at the time the endpoint device connects to the network. VPN Posture Profiles =y

For Branch connections:
F‘il Endpoint device posture is not evaluated for endpoints connecting to these resources from a branch network.

g 3713
W T HI SER IR R & FPAE R B ES

ETHISEAFURFBRKKZ 2T

HHARNEE  FRENTUTSR

o EREEMISERS A

« $2—T Operations > Troubleshoot > Debug Wizard



Bookmarks Diagnostic Tools Download Logs

Dashboard Debug Profile Configuration

SR Debug Log Confi ti
Context Visibility ebug og Lontiguration

Operations
RADIUS Troubleshoot

Policy Live Logs Diagnostic Tools

Live Sessions Download Logs

Administration Debug Wizard

« 3 —TF Debug Profile Configuration

Diagnostic Tools Download Logs Debug Wizard

Debug Profile Configuration

Debug Profile Configuration

Debug Log Configuration

Debug Wizard contains predefined debug templates with the

components inside the template.

o ERBEUAH Posture > Debug Nodes






o ERERAREFEE NSRRI REAY | SERT R HY BREUS B

A

Warning

Enabling the node will override its debug log configuration

« ®—T Save



Debug Nodes

d profile Posture

Choose on which ISE nodes you want to enable this profile.

Host Name Persona Role

ISE.ciscosspt.es Administration, Monitoring, Policy Service STANDALONE




R Elte® B ERKRBEBE ; thedebuglogs can affect the performance of your device,

EERMER  FRENTUTIR

+ $£—TF Operations> Download Logs

o ERERPEIRAGHER

Appliance node list

ISE

* £ SupportBundle "1 H, BETHIREE



Support Bundle Debug Logs

Include full configuration database
Include debug logs

Include local logs

Include core files

Include monitoring and reporting logs
Include system logs

Include policy configuration

Include policy cache

From Date
(mm/dd/yyyy)

To Date
(mm/dd/yyyy)

* Note: Output from the ‘show tech-support' CLI command will be included along with the selected entries.

v Support Bundle - Encryption

(O Public Key Encryption
Shared Key Encryption

* Encryption key

* Re-Enter Encryption key

¢ Include debug logs

« J&T Support Bundle Encryption

Shared Key Encryption

EREncryption key # Re-Enter Encryption key



« $2—TF Create Support Bundle

¥ —T Download

v Support Bundle - Last Generated

File Name: ise-support-bundle-ISE-admin-04-04-2024-14-27 tar.gpg

[ime: Thu, 04 Apr 2024 14:35:35 UTC

Size(KB): 52165.0




gL - EHESBDebug Profile Configuration B AR EEEE R,

AR R R £ EERSE B

BRESNRLHEEREE

+  ¥&—T Monitor > Remote Access Logs



100 Events

User Connection Event Event Details Internal IP Address
4 vpn user (vpnuser@ciscosspt.es) @ Disconnected User Requested 192.168.50.129
4 vpn user (vpnuser@ciscosspt.es) @ Disconnected Unknown 192.168.50.130
4 vpn user (vpnuser@ciscosspt.es) @ Connected 192.168.50.130
4 vpn user (vpnuser@ciscosspt.es) @ Connected 192.168.50.129
4 vpn user (vpnuser@ciscosspt.es) @ Disconnected User Requested 192.168.50.1

P § vpn user (vpnuser@ciscosspt.es) @ Disconnected Unknown 192.168.50.1

4 vpn user (vpnuser@ciscosspt.es) @ Connected 192.168.50.1
Unknown Identity @ Failed AUTHORIZATION-CHECK

EREEF i EERDARTHEAE

EELNEM EERDARTHHS  FRENTXE :

Cisco Secure Client Diagnostic and Reporting Tool (DART


https://www.cisco.com/c/en/us/support/docs/security/secure-access/221240-troubleshoot-and-collect-basic-informati.html#toc-hId-1076053197

i METHEHRED PERNRRR , FEBTAC BURA , NBESHTEF.

THEAE~A

+ -
« HB i BT

Secur e Access3 & #14& F F i


https://www.cisco.com/c/en/us/support/index.html
https://docs.sse.cisco.com/
https://docs.sse.cisco.com/

Cisco Secure Client i B2 T &

$5|EERE1EmM3.3


https://www.cisco.com/c/en/us/support/security/secure-client-5/model.html#~tab-downloads
https://www.cisco.com/c/en/us/support/security/secure-client-5/model.html#~tab-downloads
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/new_and_changed_info.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/new_and_changed_info.html

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



