ACS 5.x : ERADEK E B MIITACACS+5 155
Mo RERE G

H &%

5hN

DEEY

2

&4

L

BLEACS 5.xTES R EMEFMNZE
BLECisco IOSEBUHITE BB IITHE
EpsE

@
FERKRERBEAZNZEEIURHIRM(ACS) 5XVMEMMAZEAENADEFERE S 5

ETACACS+EEMB T RENEH, ACSHEAMicrosoft Active Directory (AD)HE A& S\2B & 17 B8 5 &%
EERE, S, BNBEEER,

AR

=K

ERMARCE , FRENSUTER

« ACS5XERELEAIMEMADE, MRACSKEFMEMNADERES , BF2HMACSSXEES
KRZA - EEMicrosoft Active Directory B S B iE REI A EENGFMER | LEHTESEK,

BRF T
AN AHHEFARRIFA T SR ANE LR

+ CiscoZ£ACS 5.3

« Cisco I0S®#k B i 45 12.2(44)SE6,
AR WEE Y LAEMABCisco IOSEE LK.

« Microsoft Windows Server 200315


/c/zh_tw/support/docs/security/secure-access-control-system/113571-acs5-ad-int-config-00.html
/c/zh_tw/support/docs/security/secure-access-control-system/113571-acs5-ad-int-config-00.html
/c/zh_tw/support/docs/security/secure-access-control-system/113571-acs5-ad-int-config-00.html
/c/zh_tw/support/docs/security/secure-access-control-system/113571-acs5-ad-int-config-00.html
/c/zh_tw/support/docs/security/secure-access-control-system/113571-acs5-ad-int-config-00.html

ANHHEARBBBEERETREANEEMEL. XPEAZNAMBERERREREKR (HK
) BAERERRE) ., RGP EEER  FRACCHEBIMNES IRERNEE,

Bl EACS 5.xET BT RBMRE

ERBBEEACS 5.xETEERFBAIBE 2R , ACSHED HKIhEEMicrosoft ADES, MMERACSAKEEFT
FEWMADHES , FHSBIACS 5.xEEE A : BEeMicrosoft Active Directory® & i & 7= I SAE B4
B, WERTEEER.

HEAEF , EEMEADEHRIIMEREH S EMMEShellBlERE SR , —fE#Cisco IOSKE £
ERAR2HBATUE  5—BEFERIBFTHE.

1. EAEEBEBFEEAZIACS GUI,

2. iZfEUsers and ldentity Stores > External Identity Stores > Active Directory , 35 RACSE R
EMAFENE , URERRERERERFHconnected,

% — T Directory GroupsBE#.


/c/zh_tw/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
/c/zh_tw/support/docs/security/secure-access-control-system/113571-acs5-ad-int-config-00.html
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& Active Directory Domain Mame: MCS55 com

Please specify the credentials used to join this machine to the Active Directory Domain:
& Usamamea: training

o Password. TTTTTT T T TS

You may use the Test Connection Button to ensure credentials are correct and Actve Directory Domain is reachable.
[ Test Connection ]

Click on "Save Changes’ to connect to the Active Directory Domain and save this configuration. Once you have successf
can select the Directory Groups and Directory Attnbutes to be available for use in policy rules.

End User Authentication Settings
Enable password change
[¥] Enable machine authentication
L1 Enable Machine Access Restrictions

Connectivity Status
Joined to Domain:messs com — Connectivty Status: COMNECTED

=

Discard Chanaes || Clear Confiauration |

3. B—TiEE,



[.f“i_r Directory Groups T_M:qr.m.]

Directary groups must be selected on this page to be available as options in group mapping canditions in
policy rules. Click "Select’ to launch a dialog to select groups from the directory.

Selected Directony Groups:

Group Mame

: Edit V Replace f'll Deselsct |

Group Mame

Example for group format -
& = Reguired fields

4. BEZEHRIKEREMIHShelBEERRMBTEMNME, E—T TOKL (#BE),

Search Base DM DC=MC355,0C=com
Saarch Filter [i]
[l Group Hame « Group Type
1 MC355.comflsersDomain Guests GLOBAL I

MCS55. comUzersHetwork Admins GLOBAL

MCS55 com/UsersMelwerk Mamienance Team GLOBAL

Fl MCS55. comfsers/Schema Admins UNNERSAL
| aukj Cancal
[Database Active Directory

Use * for wildcard search (i.e. admin™)
Search fiter applies to group name and not the fully qualified path.

5. #&— T Save Changes,



| General | Directory Groups | Directory Attributes |

Directory grovps must be selected on this page to be available as options in group mapping conditions in
policy rules. Click "Select’ to launch a dialog to select groups from the directony.

Selected Direclory Groups.

Group Name
MCS56 comiUsers/MNetwork Admins
MCS55 comiUsers/Metwork Maintenance Team

| AddA || Editv | Replace || Deselect || Select |
Group Hame

Example for group format -
cisco comAlsersDomain Llsers
@ = Requirad fialds

6. 1#1EAccess Policies > Access Services > Service Selection Rulesif 2 EIETACACS+5 17
BRBNHERE, EARAEIF | ©RDefault Device Admin,

Filter. Status = Matchif: Equals = Enabled | | Clear Filter | | G | -

Conditions Results

f Status Mame Hit Count
- Frotocol Senice

1 B B Rule-1  match Tacacs N Default Device Admin 1

2 [ ©  Rule-2 match Radius Default Metwork Access 0

7. ##2 Access Policies > Access Services > Default Device Admin > Identity , AREER—T
Identity Source3=:& #9Select,



8. IEEAD1A R — T OK,

Fiter: - Ma.chi’ - Go | -

Hanms 2 Descoplive

o Ch Usemzine Pradeined Cziliicale Suenlicatio: Fol e
i MemyAreass

7 Imtemzl Fosts

o lemal Lsars

i LaaH Lizma n Cantro ler LASH

T MG Proilzr Czfakt Entry for MAZ Profler

1 sofewors THIS IS KOT JSEDY nic 2011.17 .22

T salowdeas

(] 4] Page 1lef1 [ » ¢




9. # — T Save Changes.

Access Policies = Access Senvices = Default Device Admin = Identitd

@ Single result selection ' ' Rule based result selection

|dentity Source: a1

b Advanced Options

[ Save (zhanges l [ Discard Changes ]

10. i##2Access Policies > Access Services > Default Device Admin > Authorization , A& IZ—
T Customize,

|ﬁ:cu=5 Policies = foceus Servives = Defaul Deice Adirin = .'«ul]ll:ri.call:l|||

Standard Polley| Excepdion Policy
. Davice Administration Authorization Policy
Filler. Slalus * Malch il. Eguals * | Enabled - Clear Falber Go | =
Conditions Rasults
I Sigtus MName Hi Courtt
Compourd Condtion Shell Frofile Commard Sels

Ho data to display

== | Dafaudt [ ma rules dafined or no arabled e matches Pemit Access DanyblCommands 1
Create | = | | Duplicate . | = Edit Dielet= [oue e [‘.usin{ni.zr: | Hil Count
.
i Changes liscand Changes

11. #AD1 : ExternalGroupsf¢ Al R E| BT IRFRIBIER , ARAEShelREREMETER
TABBE AT ERERNENERP, BEFER—TOK,



Customize Conditions

Ayailable: Selected:

ACS Host Name . AD1:ExternalGroups -
Authentication Method
Authentication Status
Compound Condition

Device Filter

Device |P Address

Device Port Filter

Eap Authentication Method
Eap Tunnel Building Method
End Station Filter - -

Ay [l
K<) DX

Customize Results

Available: Selected:
- Shell Profile -
Command Sets

ERES

12. 38— T Create AE M #1358l

Fiter: Status = Iatch if Equals = Enahled - Clear Filber | Go W
Conditions Results
ADT ExternalGoups Shell Prolle Command Sels
Ho dala Lo display

Diafult IFnn nulas defined er no enabled rule matchas.  Permit Access  DenyAllCammands

Slaiuz  Hame

|| Duplicate... | *| | Edit || Deiete | A || Moweto.. | ¥ |

13. F£AD1 : ExternalGroupsf&# #H#& — T Select.



[+

General
Mams: Hole-1 Sdatus: Lnabled - B2

The Gustamize tittor in the lnwer Aght area of e paliey niles 3treen contmls which policy
condtions and results are avalable here for use in policy rules.

Condilivns

¥ AN Lxtemzlisoups:

comainz any v

=
Felers TIr=plent lear
- |
Rozuhs
Shu | Frulie. Parmil Acewss I Sulzil ]

Command S=15-

o | e | (i

14. ZBEE#KCisco IOSEKE FRMUTLHBFFAIENE, B—T "OK, (HE ).

Filter - Match if ~ | Go | -

" Enum Name -

MCS55 com/UsersMetwork Admins

& MCSa5 comUsarsMetwark Maintenance Team

15. 7 "Shell Profile s #{Z #1Z— T Select,



The Customize: nomnn nthe lonweer right arca of te poley nles sereen controls whoek policy
condivcns anc results are avai'zble here for use in paolicy rules.

Condifions
@ &7 =xtema G r&"

CUrLEIns S0y r

PAZSE5 com' Jssrsfoalwmrk Sdimins

| SC ok |'Dm:~lnc1]' o car

Hesults

Ehel M-ofil=- [Cermic &reess

Command Stz

A=lert 8

L

Sel=rt MNese eck

16. H— T Create AR T2 BT N EAER L HAShell BLERE R,

Showing 1-20f2 50~ perpage| Go |

Filter » Match if

Go

Mame a  Descnption
DenyAccess

Permit Access

|| Erm Duplicate Edit

Page 1 of1 |

Dk Cancal

17. EEREBPRESBARSA (&) , ARE-TERAKER.



' General 1 Common {&aﬁks 1 Custom Attrnibutes ]

& Name: Full-Privilege

Description: To push default privilege 15 for 105

& = Required fields

r 1T 7T 1

18. #%Default Privilege MlMaximum Privilege & 2k & Static , E15, #— T Submit,



| General || Common Tasks || Custom Attnibutes ]

Privilege Level

Default Privilege: Static - Value 15

Maximum Privilege: Static - Value 15
Shell Attributes

Access Control List: Mot in Use -
Auto Command: Mot in Use -

Mo Callback Verify: Mot in Use -

Mo Escape: Mot in Use -
Mo Hang Up: Mot in Use -
Timeout: Mot in Use -
ldle Time: Mot in Use =
Callback Line: Mot in Use -
Callback Rotary: Mot in Use -

&% = Required fields

Submit : Cancel

19. REEENEINTLHBEShel I BRE R ( EARRHBIH BFull-Privilege ) , REE—TOK,



Filter: = Match if: - | Go | &

Name «  Description

i DenyAccess

Full-Prvlege To push default privilege 15 for 105

] Fermit Access

| Create | | Duplicate | | Edit | | Delete |
E

20. f£Command Setst#{z F 3% — T Select,




T The Customize: nomon nthe lonweer right arca of the poley noles sereen controls wieeh policy
condivons anc results are vai zble here for vse in policy rules.

Condifions
@ &7 =xtema Cirevipas
LOrLEIns S0y r
PAZSE5 com Jssrsfoalwark Sdiins -
[ Seoet | Desclect ] - car
Hesults =
Ehel M-ofil=- Ful -M=wilzne | Selert
Commaond Serz
Selar [ese ect

21. &8 — T Create BFull-Access{E & E M —EFN B HE,

Command Sets Showing 1-1of f 50 + parpage| Go
Filter. = Match if: - Go | w

71 Command Set Name &  Description
| lanyAICommands

i Eremé | Cuplicate Edit Delete | | [ File Operations [ Expart ] Page 1 of1

0k | Cancel Help

22. R{EEE , I REZHPermit any command that is not in the table belowBRE S 8, H— T
Submit,

i ABGTENFEER  FE2REL. ERANGEEANKEEENTTE,



//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.3/user/guide/pol_elem.html#wp1077595

Genaral

& Hame: Full-Access
Deacripgtion:

Parmit amy command that is not in tha fabla balow

Grant Command Arguments

Addf || Edtv | Replacen| Dalets |

(3rant Cammand Arquments
Permit -
Selecl CommanddAmuments rom Command Sel

o ] e

23. E_-F I_OKJ ( ﬁfg ) o

DenyAllCommands =

| Salect |

Filter: » Match if: - | Go | =
Command Set Name a Description
DenyAllCommands
| Create | | Duplicate | | Edit | | Delete | [ | File Operations | | Export |
(] Concel




24. E_-F rOKJ ( ﬁEE ) ° EH%%EERU'G-']E"JQEIEO

The DustemiFe button in the lower oght area of the policy nides serenn controls which podficy
concitions and resuls are avzsilable nere for use in oolicy rules.

Coenditivns
= AL :L=teallzroups:
conlains dny -
MC 325 comlsersMerwark Admiss B
selert || Deselzet || Clesr |
Rosults =
Shzll Proflw. =ull-Privilage  Belecl I

‘Jormmmand SZets:

ﬁ

I A

Scleer || Dezelest
k| Catee Felp

25 BEBEVYABRPHEERAERIIRA
[ccess Paicies = Access Seroces = Defaull Device s = Autherizalion]

Standard Pellcy| Exception Poligy

Filber,  Stalus = Malch il. Equals v Emnabled | Clear Fille Go | =

Conditions Rasults
AL External Groups Shall Profila Command Sels
A =) Rule 1 comains amy (MCSEE comisersMebwork Admins)  Full Prisilege Full- Access

7l Stalus  Mame

IF o rules defined or no enabled rule matches. Permit Access  DenyACommands D

| Edt || Delete | A | Mewera. |V Customize | | Hil Count

26. IBFEAD1 : ExternalGroups , %% — T Select,




[zeneral

Mzme: Rule 2 Stat.s: Enablcod - B

| Fe Custormize button in the 'ower nght area of the policy rules screen contrels which oolicy
condilivnz and 12su'ly @ dvailase berg Twousae o policy iues,

Condhlons
[#] A0 Exzmal Sroups.
ENEED -

E[ ——

Reanlta
Sl Pl Pl Acowss | Sulac, |

Lommand Sets:

lelp

27 REERRMUARUBATHENA () A, ARE-TOK.




Filter: « Match if: - | Go | -
Enum Name

MCS55 comfUsers/Metwork Admins

MCS55 comfUsers/MNetwork Maintenance Team

g corce |

28. £ "Shell Profile s ¥ 5 ¥ — T Select,



The Customize button in the lower right area of the policy rules screen confrols which policy
conditions and results are available here for use im policy rules.

Conditions
) ADN-ExtemalGroups:

contains any -

MC355. com/Users/Metwark Maintenance Team -

Select | Deselect | Clear |

Resulis

Shall Profile: Parmit Access @

Command Sets:

Select Deselect

1"

ok |_canca |

29. ¥ — T Create 5 Z PREAFEI M #AIShell B EFE =R,



Filter: » Match if: - | G0 | -

Name «  Description
DenyAccess

@

] Full-Privilege To push default privilege 15 for [0S
(] Permit Access

[mﬂ[ Duplicate | | Edit | | Delete |

0K || Cancel |

30. AR A EBRTFREBBNHRA (NE ) , ARR-TERERER.



' General 1 Cﬂmm%rasks 1 Custom Attributes ]

o Mame: Limited-Privilege

Description: To push default privilege 1 for 105

& = Required fields

31. DRIRERGT I HNR AT HEERR/BE , ER/1M15, E—TSubmit,



. General ]l Common Tasks [ Custom Attributes ]
Privilege Level
Default Privilege: Static - Value 1 -
Maximum Privilege: Static - Value 15 -
Shell Attributes
Access Control List: Mot in Use -
Auto Command: Mot in Use -
Mo Callback Verfy: Mot in Use -
Mo Escape: Mot in Use -
Mo Hang Up: Mot in Use -
Timeout: Mot in Use -
ldle Time: Mot in Use -
Callback Line: Mot in Use -
Callback Fotary: Mot in Use -
& = Required fields

| SUhmitﬁﬂ | Cancel

32.—T "TOK, (HE ).




Filter: - Match if - | Go | -

Name «  Description

i DenyAccess

(@] Full-Privilege To push default privilege 15 for IOS

Limited-Prmlege  To push default privilege 1 for 105

@] Permit Access

| Create | | Duplicate | | Edit | | Delete |
‘|{H§|!Calcei|

33. #£Command Setsi#\ & — T Select,




The Customize button in the lower right area of the policy rules screen controls which policy
conditions and results are available here for use in policy rules

Conditions
AD1 ExternalGroups:
contains any -

‘ MCS55 comfUsersMetwork Maintenance Team s

| Select || Deselect || Clear

Results

Shell Profile:  Limited-Privlege

Command Sets:

Deselect

[0k |[_cance |

34. % — T Create A Z R BBEREIHTN BT E,



Command 5Sets

Filter: « Match if: - Go | ¥

| Command Set Name a Description
] DenyAllCommands
[ Full-Access

Creat Duplicate Edit Delete | | ’ File Operations ] [ Export ]

o ) Canct |

35. 2B | |, WRERARIZEFPermit any command that not in the tableZ 2 BRIV T ., EH S
o R Z HES#E Ashow® |, —TAdd , REEGrantEf o FRiREPermit , UMEERHTE
BR &5 1 4B P B9 55 A & £ F show @i T



General

& Mame: Show-Access

Description:

] Permit any command that is not in the table below

Grant Command Arguments

| Add N h Edit V Replace M Delete

Grant Command Arguments
Permit + show
Select Command/Arguments from Command Set: DenyAllCommands

Select |

[ Submit ] [ Cancel ]

36. |l , EAAJEMEMEMEAFERFIBEANEAEEANG T, B— T Submit
i FEGTENFMER  FSHREY, ERNFEEANKEEENGTE,


//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.3/user/guide/pol_elem.html#wp1077595

General

& Mame: Show-Access

Description:

Permit any command that is not in the table below

Grant Command Argu ments
Permit show
Permit enable

AddA || EditV || Replacen || Delete
Grant Command Arguments
Permit -
Select Command/Arguments from Command Set: DenyAllCommands ~

| Select

’ 5uhm&£|[ Cancel ]

37.#—T TOKy (HEE).




Filter: ~ Match if: - Go | -

Command Set Name 4« Descrption

DenyAllCommands
Full-Access

| Create | | Duplicate | | Edit | | Delete | [ | File Operations | [ Export |

[0k, | cancel |

38.#%—TF "OK, (#&E ).



The Customize button in the lower right area of the policy rules screen con
conditions and results are available here for use in policy rules.

Conditions
AD1:ExternalGroups:
contains any -

MCSE55 com/Users/Metwork Maintenance Team

Select ” Deselect H Clear
Results
Shell Profile: Limited-Privilege Select

Command Sets:

Show-Access &

[ (<o) [

Select ’ Deselect

Cancel |

39. # — T Save Changes.

n




« Match i Cquas = - | Claarfiter [[Go_ »

Resailts.
AN -Eatamallroups Shell Prefil Cameand Setz
contzins ary [MCEES comfUsersMetwors Admins) Full-Privilege Full-Access

B Eel  conlsing sy MCSES cordUsersMetwork Mainlenance Team)  LiriledPiisse  Show-Secess

= Cafauk I no rules defrac ar ne snabied mils matohas

[Cosste_| <] | Duplicate. | = || Edit | Delete || A | Movera [V

Filter: IP Address = Match if Equals * 192.168.26.7 M [&J =
[T Name = [P Address Description NDG:Location HNDG:Device Type
[ Mo data to display

| Crestegy| Duslicaie | Edt | Deite | [ Fila Operations | [ Exgot |

41. RTACACS+iRMtERE, IPtbut, HASH , RER—TEREX.



Hetwark Regouices » Felwore Devices gl A4 Clierds » Creabs

MName lab-router
Oescrplon:

Matwork Davice Groups

Location All Locations

Dewce Type All Dece Types

IP Address
@ Single IP Addiess IF Ranope(s} By Mask

IP: 192 168.26.7

Reguired fields

| Belect

[ matsct |

Auwlhenticalion Oplions
P Rangefs) ™ TACACSs [F
Sharad Sacral: seswwmns Show
Single Connect Davice
Legacy TACACE+ Eingle Connecl Support
TACACS+ Draf Comphant Sngle Conngct Suppor
- Halius |
Shared Secrel. Shrw
Cofy port- 1700

Il' sannutﬁ'|| Cancel

FtiECisco |IOSHE &

LUETTE R RENRE

SERA T BBLLELE Cisco IOSE EFMACSUAEIT B BB MTE,
1. fEfusernamem T EY —AEE T EBRHF AN A FERE , WA :

username admin privilege 15 password O ciscol23!

2. REACSHIPHb 3t AR FAAAAL 38 IIACS 5. x#E B TACACSIBRER

aaa new-model

tacacs-server host 192.168.26.51 key ciscol23

EE  £I8FEEACSLEAICisco IOSHEBIRMHNILHLBITHE,

3. £ Atest aaafn &R TACACS I AR 25 AT B M |, I T AT R

test aaa group tacacs+ userl xxxxx legacy
Attempting authentication test to server-group tacacs+ using tacacs+

User was successfully authenticated.

E—EaTHEEET , TACACSAMRSR A , YEEAECRIEBSHRRE.



//www.cisco.com/en/US/docs/ios/12_3/security/command/reference/sec_s1g.html#wp1072962

AEE : Usert MIZBxxxBRAD, MRBFHLH  BHREAL—PHEHNABASH/IERE,
4. BEBRAIRAESHRTE K REEHEXecHHTRE , MTIR :

aaa authentication login default group tacacs+ local

aaa authentication enable default group tacacs+ enable
aaa authorization exec default group tacacs+ Tlocal

aaa authorization commands 0 default group tacacs+ local
aaa authorization commands 1 default group tacacs+ local
aaa authorization commands 15 default group tacacs+ local
aaa authorization config-commands

EE  MRTACACSHIARZSEEHR , BlLocalfEnableBE = % B AR EE ZICisco I0SA ih
FREMEA£E,

B

ABTERBEHERENZE B EBTelnet® AZEICisco IOSEE

1. Bluser1fy B 51EiBTelnetiEAE FICisco IOSEE |, ZFERAEBRADFN TR, Network
Adminsfl RADHH M BACS LR EN T H AR ERERMNTLHBTTNE, ERE
TEAGSUEREEET S B TE,

k=] U]
K

2. Bluser2 B #1iEiBTelnetiE#RF|Cisco IOSEE |, ZEAEBRADFHERIHEME. (HEEHEE
BB RADHHBRBIACS L B IRFF A AR EL EE R MShow-Accesstn w M), MREE
iiti_‘ﬁ'ShOW Accessﬁ%%ﬂlﬂ%;‘tﬂE’Jﬁ%&%ﬂ’]&ﬂﬁ% , »m}ETL&EUCommand Authorization
Failed$BiR , EA B Ruser2 EE BRIV BEFF AT,



UZECTLAmE &
passyord:

roulerl-enagtl=

password:

routorld

routorl#F

routerlfshow werslicn

Crzes LOS Scitware, 23550 Zoitware (US3L5E0-LJBASERY-M), version 1J2.72(1449)5Es, HELEASE 5
OFTWORT, (Tel)

Copyrigh. (o) 1286-2D002 by Cisvo Jysocno,

Compiled Mon D8-Mar-09 20:26 by gereddy

0C0, dota baoc: Ox0D0EAZDES

2
-
3

Imaogc Toxt caoc: 0RO0DOOD
HiE: BooTEtrap program 18 UHssl boot loader

rITET] npnim= 12 16 hrs, 48 minnnes
Syzlzm relurn=d Lo BOM by power-co
Syatom imags: file is "flaszh:ciiil-ipbascekS-—mnmz . 1272-44.CZEC . bin"
3:
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YTatss anc loczl country laws Jovernlng import, sSxport, tranecsr

Drlivery nf Cliamn crypoodraphie prodness donsa nnt Inply
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SERTEE -5
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recuir= further assistance pleass contact us by z2ending email to

SCLOCC, DO,

routsrlfocnt €
CommAand annhorizanion Fail1ed.

rouvt=rléwr mem
Command auvthorization Eailed.

. B AE|ACS GUII B EMonitoring and Reports viewer, #3#ZAAA Protocol >
TACACS+Authorization A8 user1 Muser2 AT 1T BYSE B o




b e e . . ]

Showirg Fags 1 af 1 Giorbe: Fmgas: Go

BAL Prolocol = TACAC S+ Aulhorization
AuFionzation Slalua - Paga ar Fail

Diale - June 08, 2012
Uenerabed on June 8, 2012 115734 Al 151
Il}ﬂllnnd
¥ Puan ®_Fail U ks, Ter cutsibe
ALE Wiew Lisar Mrtwcrk |
Tirmstamp ACETmastamp  Stshus Detals Falurg Faasan Hame Command Sel Sheil Profila Nevica |

Fow B2 620 19210 AML o L] EsuT [ Comldtmany ] P—
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