WA @ PIX IPSec 5.2 % & B A ¥

= (Xauth)
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PIX_E#Debugds &

B Eima

AAAR] iR 28 5% FE 18

CiscoZ £ UNIX TACACS+

1B A R Windows TACACS+HJCiscoZ£ACS

CiscoZz £ UNIX RADIUS

i A FAWindows RADIUSHICiscoZ £ ACS

Merit RADIUS ( &z #Cisco AV¥Y )

3% B 7=

AL B AIRADIUSIE ( 5.3% FE SRS )

w04l 7 5 A VPNAR B 15 R T 5 Fl Xauth # 17 & 19 B8 5%
CiscoZ£VPNZE Fix1.158E — 7% VPN#E ) Xauth

VPN 3000% Fi2.58VPNE F i 3.x58 & — & VPNAE A Xauth

EIEII
g'III,I
5

T #VPN#E #Y Xauth - PIXE&E

704a] {5 A VP NAE B Xauth it 17 B8 5%

VPNE Fi2.55.3.058% F — #VPNAH A Xauth

A VPN4E A Xauth - PIXERE

2VPNEH 18 #1158 & 0] T SACLEYXauth - ACSERTE
#VPNAR #1{E F F & 0] T SACLEIXauth - PIX 6.x5% &
#VPNARF ] #2245 F & T SAYACLAY Xauth - ASA/PIX 7.x58E
W AVPNE F iR E 4R L & 45 b Xauth

Jn4{AT 7 18 5T BR

TACACS+5t & #i

RADIUSEt & #i I

Debug and Show — F#VPN#AR# Xauth

&8 5 A B 7~ — 56 A VPN#AR A9 Xauth

Debug and Show - Xauth ( EBZRERE TEHMWACL )
tHEAE A

THAAAS 175k



s

RADIUSHITACACS+H BT MR , UREREBEE L , ®REREPIX# LM Cisco Secure VPN
Client 1.1F1Cisco VPN 3000 2.5/ @ & Finf2 B TR M. PIX5.2RESRAWIER 555k HE
(Xauth)BEEERIARAM LN E) , RETLESORE. RENCIRAAA)GFEBEXE , IEFHIKA
S ERFEN A E T LS WL R B LA K ¥ Cisco VPN 3000 Client 2.5 Xauth#& IE#I 2, vpn
group split-tunneling@s & £VPN 3000% = ik 88 £ [ BRREAR BIPIX A A A8 8% DA R EL At 48 B% (Bl , 48
BRABES ) o EPIX5.3RESMAF , AAABE LB IEMR ALY E L RRADIUSER AR EN, 7
PIX 6.07 , #7118 7T HVPNEFiIm3.xHW &, EEEDiffie-HellmanBt 2,

A E R

B3R

ANHERBEBEER,

BRA U

AN AN EFARRBIA T ERMBERRARA

- PIX# B IRA5.2.1
. CiscoZ£VPNfER & 1.1
. Cisco VPN 3000 2.5fF F Eim = VPNEA & w3.x3EX : Cisco VPNE Fif3.0. xR FEEE R R
6.0MPIXWAEEEH, BRAFFMERN , F2 WX E|IPsec/PPTP/L2TPHICiscof B MVPNE F
Ui o
AXHHEARRBIEEEREREANEEMEN., XPFEAINFELEERREER (Y
) WARREZREE), MRS EREER K FRALCERTMESTRERNFE,

&5
MEXAEAGHEET , BB MR TEH,
HRER

PIXBA K A Sk B8 MR A<6.2 32 AL 34 R 12 Rl BR 2R (ACS) i S B 12 B B (ACL) TR EIPIXBL A&, B
, EAAAfIBR RS EELEFE A EACLANREBEAEACLERE, RRALUERBACSHETRE
PIXP5 X ig. ERADIUSTRIARZRZE L IIAE. TACACS+AMR=RT X E L ThAE,

e v

SERATHARSER

1. EFEAAA G DRFT 281 , FBRARPIX XauthBtE THEIEE. R EBRAAAZ BIEEZEER
E , Bz REEHT,

2. ZEPIXH A REE AR . TEEEHBEMN R L2 Hlogging console debugging @i o
A] LA % Hilogging buffered debuggingdi 5. A% % tishow loggingdn &, H 5650 #i18 Al SUEIX
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B R B H B B (syslog) AR W TR E,
3. FARTACACS+=RADIUSAIREFHV AR . FRE ARSI E B IIRIE,

PIX_EHDebugiin &
. debug crypto ipsec sa — tdebugin = # R IPsecEH,

. debug crypto isakmp sa — Ltdebugin H R A EInternet #8 XIR(KE)EHHE R,
. debug crypto isakmp engine — Ltdebug@r T E R~ EBIKESHHHE R,

FF A
X B R 28 AR Cisco Secure 1.13kVPN 3000 Client 2.5F I & F ik .

AAAfr] B 28 B% I 8

CiscoZ£UNIX TACACS+

user = noacl{
paSSMDrd = clear "xFErExEA"
service=shel | {
}
}
user = pixb{
paSSMDrd = clear "xFErExEA"
servi ce=shel | {
set acl =115
}

}
user = 3000ful I {

password = cl ear "**xxkExxn
servi ce=shel | {

}
user = 3000partial {

password = cl ear "**xxkExxn
servi ce=shel | {

il F AWindows TACACS+HICisco®R£ACS

Noacl, 3000full#13000partialfiE f & 7£ Cisco Secure ACS for WindowsF REEF A & BB NZE
. PiXoEFAEZEFEAERR. BB, MEMshellexecil. MEMNACLFEFH115,

CiscoZ£UNIX RADIUS

user = noacl{

password = clear "****xkxxn

}

user = pi xb{
password = clear "****xkxxn
radi us=Ci sco {
reply_attributes= {



9, 1="acl =115"
}
}

}
user = 3000ful I {

password = clear "xxxFkExxn

}
user = 3000partial {

password = cl ear "x*xFkExxn

}
il A ;AWindows RADIUSHICiscoZ£ACS

RADIUS/CiscoZ 2 E R B, Noacl, 3000fullf13000partialf /i #& 7£Cisco Secure ACS for
Windows P REEFEAERBNRE, pixofAEFEECisco/RADIUSEFEFTHERERRE. &
BAmEMac=115 , EHEE/R009\001 AVELH (S EREER ) .

AR BEEZACLHHERBM, BHE11(filter-id)EM. WREECHERACiscofii2ID
CSCdt50422(EREMEF). BFEPIXEEEMRZA6.0.1HE1E,

Merit RADIUS ( 3 Cisco AVH )

noacl Password= "noacl"

pi xb Passwor d= " pi xb"
ci sco-avpair = "acl =115"

3000f ul I Password= "3000ful "

3000partial Password= "3000partial "

A8 [ 7=
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10.1.1.40 10.1.1.41

; —L ——

\ﬁ/

10.1.1.101 {inside) ‘
—_— -

—
172.18.124.157 (outside)

i’

—=r

CiscoSecure TACACS+ / RADIUS Server
VPN Client or 172.18.124.114
VPN 3000 Client
or VPN Client
172.18.124.99
A ELEAYRADIUSIE ( 5.3R EEARA )

FHERADIUSA AR i FIRADIUSER BT T~ 21645/1646 ( BHE 51812/1813 ) » #EPIX53RES
WA | I AMEA L T HASRADIUS B 0 Ea 8 MO IRIEE i A BRTEER 1645/1646 2 ARV IR -

- aaa-server radius-authport #
- aaa-server radius-acctport #

A4 T A VPNAE B9 15 5L T 68 FAXauthi# 17 & {3 R 58




EARES S | FrE=EVPNEREY %BEHXauthi_ﬁsﬁ% B2 , VPNEFix RAEEH BPIX R ZRHY
R I%Tﬁﬁ%?ﬁ TBEE, MESENBENFMAER , F2E A FEH VPN E Xauth, #
AAAHHE%EHT% EHACLEAREMVPNE Fin, FEATRAIF , BERZEMFEHEnoacliER IR
PIXHRWIFFEEIR, A EpixbiELR , {BHRACL 115 XauthiBIEF RAAARIBRES [ T EE |, Fit
FRHE RAERHR10.1.1.40, ¥10.1.1.41 M AZBFTE EALIPbut R SHRIMRIELE .,

AE : VPNEFim3.0X EEEPIXE 6.0,

CiscoZ£VPNE Fin1.158E — F#HVPN4E K Xauth

Name of connecti on:
Rermpote party address = | P_Subnet = 10.1.1.0, Mask 255.255.255.0
Connect using Secure Gateway Tunnel to 172.18.124. 157

My ldentity:
Sel ect certificate = None
ID Type = ip address, pre-shared key and fill in key

('ciscol234') - matches that of pix in 'isaknmp key' command
Security policy = defaults

Proposal 1 (Authen) = DES, M5

Proposal 2 (Key Exchange) = DES, M5, Tunne

FRUEERIE(DoS)RE , REE Hping -t A#AA#IET. HRXauthREK , B ARAAAMRIBREE £
HNEAERBNER —BNEAERBAERR.

VPN 3000% Fiii2.558 VPN Fiifi3.x5¥ E — T #VPN#H I Xauth

mIERBU TSR

1. 1##£Options > Properties > Authentication > Group Name.

2. #HEBANo_care , ZiGEisakmp keyin T HPIX L HIE— B, FHH A172.18.124.157,
3. #&—T TConnect. »

4. HBEXauthRE R , BABEAAARRSR LNEAEEBNER - BWERESBNEE,

F# VPN Xauth - PIXEEE

Pl X Version 5.2(1)

namei f ethernet0 outside security0

namei f ethernetl inside securityl00

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed

host nane goss- pi xb

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol sntp 25

fixup protocol sqglnet 1521

fixup protocol sip 5060

names

access-list 108 permit ip 10.1.1.0 255.255.255.0
192.168.1.0 255.255.255.0

access-list 115 deny ip any host 10.1.1.41
access-list 115 permit ip any host 10.1.1.40
pager lines 24

| oggi ng on



no | oggi ng timestanp

no | oggi ng st andby

| oggi ng consol e debuggi ng

no | oggi ng nonitor

no | oggi ng buffered

| oggi ng trap debuggi ng

no | oggi ng history

logging facility 20

| oggi ng queue 512

interface ethernet0 auto

interface ethernetl auto

ntu outside 1500

ntu inside 1500

ip address outside 172.18.124. 157 255. 255.255.0

ip address inside 10.1.1.101 255. 255.255.0

ip audit info action alarm

ip audit attack action alarm

ip local pool test 192.168.1.1-192.168.1.5

no fail over

failover tineout 0:00:00

failover poll 15

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

arp tineout 14400

gl obal (outside) 1 172.18.124.154

nat (inside) 0 access-list 108

Nat (inside) 1 10.1.1.0 255.255.255.0 0 O

timeout xlate 3:00: 00

ti meout conn 1:00: 00 hal f-closed 0:10:00 udp 0: 02: 00
rpc 0:10: 00 h323 0: 05: 00

sip 0:30:00 sip_nedia 0:02:00

ti meout uauth 0:05: 00 absol ute

AAA- server TACACS+ protocol tacacs+

AAA- server RADIUS protocol radius

AAA-server AuthInbound protocol tacacs+

AAA-server AuthInbound (outside) host 172.18.124.114 cisco timeout 5
no snnp-server | ocation

no snnp-server contact

snnp-server comunity public

no snnp-server enable traps

fl oodguard enabl e

sysopt connection permit-ipsec

no sysopt route dnat

crypto ipsec transform-set myset esp-des esp-md5-hmac
crypto dynamic-map dynmap 10 set transform-set myset
crypto map mymap 10 ipsec-isakmp dynamic dynmap

crypto map mymap client configuration address initiate
crypto map mymap client configuration address respond
crypto map mymap client authentication AuthInbound
crypto map mymap interface outside

isakmp enable outside

isakmp key ******** gddress 0.0.0.0 netmask 0.0.0.0
isakmp identity address

isakmp client configuration address-pool local test outside
!-—-- Internet Security Association and Key Management Protocol (ISAKMP) !--- Policy for Cisco
VPN Client 2.5 or !--- Cisco Secure VPN Client 1.1. isakmp policy 10 authentication pre-share
isakmp policy 10 encryption des

isakmp policy 10 hash md5

!--- The 1.1 and 2.5 VPN Clients use Diffie-Hellman (D-H) !--- group 1 policy (PIX default).
isakmp policy 10 group 1

isakmp policy 10 lifetime 86400

1

!'--- ISAKMP Policy for VPN Client 3.0 isakmp policy 20 authentication pre-share
isakmp policy 20 encryption des



isakmp policy 20 hash md5

!--- The VPN 3.0 Clients use D-H group 2 policy !--- and PIX 6.0 code. isakmp policy 20 group 2
isakmp policy 20 lifetime 86400

telnet timeout 5

ssh tinmeout 5

termnal width 80

Crypt ochecksum 05c6a2f 3a7d187162c4408503b55af f a

: end

I04n] {5 FA VPN#A B XauthiE 1T B 8

A& HH | VPN 30006 & %2 .55 VPNE & iw3.0 W LAE A Xauth# TR E | B9 Z@EEEX
0 EHHAVPN%EJEEE%@ , ACLIEPIXESEZIVPN 3000 Fi, BiIgSERABPIXA E’Jﬁ“ﬂ%ﬁﬁbu&"\ﬁz
o HARE ( WEEEMInternet ) FE N,

EARTRGIH , FRAERBA3000full ( EAAARBRER L ) BvpnE FixfE#Hvpn3000-all ( FEPIX E

) EREREPIXA R ZE10.1.1. XM . VPNE FiniElwins-server, dns-serverfliZ& &/, FH
& & W A3000partial ( FAAAfRIARER £ ) M5 —EIVPNZE FisfE#Hvpn3000-41 ( EPIXL ) EEIB
BB SRR AR —EIPH#1E(10.1.1.40), LLVPNEFE T ERwinsHMdnsERESER , B
MARBITIHR D BRE,

XX VPNEFi3.0X BEEPIXEEG.0M,

VPNE Fis2.583.058% E — #VPNAH /I Xauth
EERUTSE
S VPN 258308 S EIRAS RINEAE,

1. i##£Options > Properties > Authentication,
2. A B BABERFEPIX EHEBBITE , 0 FFTR : vpngroup vpn3000-all password ********gf
vpngroup vpn3000-41 password ********, F#F 5172.18.124.157,
3. #&—T TConnect. »
4. HEXauthiRE & , I ABEAAARIRES LR E BB,
FEARTREIF | FEHAE3000fullBER S BRFER , ©i8#%vpn3000-alliiRREVER. F£HEI0003 7§’
vpn3000-4 1A EEEMEF . ZARER T HHRLABEER FNEKRECLE.

{85 FA #& 3000fullfE A #Bvpn3000-allty Z 15, HR D EIRZE B/ , SHREEE 108X B REAR ., FERE
|‘11o1 1. xR HBRE, RERNBREOTEFZIVEE108HHNEE ( HIMMBEMEEK )., ERDIE

O

IERMEAE3000fullly "VPNEFimEMRRE REN@EH

i T

Net wor k Mask
key 10.1.1.0 255. 255.255.0
key 172.18.124. 157 255. 255. 255. 255

{8 A & 3000partial £ A #Bvpn3000-4 18V 1. HRDEIPZEE R |, SHREEE 1258 RN, P3E
FERE01AMEE, ANMBHWRERQDFEFEUEE125FNEE ( fHINRAREE ). B2, R
ETERME10.1.1.40%E A RALRETATRH, REMZBETEPIEET,

iERFEAE3000partial I VPNE F ik EiGRERB@ L



Net wor k Mask
key 10.1.1.41 255. 255. 255. 255
key 172.18.124. 157 255. 255. 255. 255

#VPN#E Y Xauth - PIXGEE

X : Cisco Secure VPN Client 1. 1A A LLIhEE , BAR BinternetZ BB AN B EREHE
(ISAKMP)&:88 ., #ilisakmp key ******** address 0.0.0.0 netmask 0.0.0.0 &5 FEFTEVPNE F i
EIEE T4,

Pl X Version 5.2(1)

namei f ethernet0 outside security0

namei f ethernetl inside securityl00

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd OnTr BUGLTpOednkr encrypted

host nane goss- pi xb

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol sntp 25

fixup protocol sqglnet 1521

fixup protocol sip 5060

names

access-list 108 permit ip 10.1.1.0 255.255.255.0
192.168.1.0 255.255.255.0

access-list 125 permit ip host 10.1.1.41 any
pager lines 24

| oggi ng on

no | oggi ng tinmestanp

no | oggi ng standby

| oggi ng consol e debuggi ng

no | oggi ng nonitor

no | oggi ng buffered

| oggi ng trap debuggi ng

no | oggi ng history

logging facility 20

| oggi ng queue 512

interface ethernetO auto

interface ethernetl auto

ntu outside 1500

ntu inside 1500

ip address outside 172.18.124. 157 255. 255.255.0
ip address inside 10.1.1.1 255.255.255.0

ip audit info action alarm

ip audit attack action alarm

ip local pool test 192.168.1.1-192.168.1.5
no failover

failover timeout 0:00:00

failover poll 15

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

arp tineout 14400

gl obal (outside) 1 172.18.124.154

Nat (inside) 0 access-list 108

Nat (inside) 1 10.1.1.0 255.255.255.0 0 O
route outside 0.0.0.0 0.0.0.0 172.18.124.1 1
ti meout xlate 3:00:00

ti meout conn 1:00: 00 hal f-closed 0:10:00 udp 0: 02: 00
rpc 0:10: 00 h323 0: 05: 00



sip 0:30:00 sip_nedia 0:02:00

ti meout uauth 0:05:00 absol ute

AAA- server TACACS+ protocol tacacs+
AAA- server RADIUS protocol radius
AAA-server AuthInbound protocol tacacs+

AAA-server AuthInbound (outside) host 172.18.124.111

cisco timeout 5

no snnp-server |ocation

no snnp-server contact
snnp-server comunity public
no snnp-server enable traps

fl oodguard enabl e

sysopt connection permit-ipsec
no sysopt route dnat

crypto ipsec transform-set myset ESP-Des esp-md5-hmac
crypto dynamic-map dynmap 10 set transform-set myset

crypto map mymap 10 ipsec-isakmp dynamic dynmap

crypto map mymap client configuration address initiate
crypto map mymap client configuration address respond
crypto map mymap client authentication AuthInbound

crypto map mymap interface outside
isakmp enable outside
isakmp identity address

isakmp client configuration address-pool local test outside

!--- ISAKMP Policy for Cisco VPN Client 2.5 or !--- Cisco Secure VPN Client 1.1. isakmp policy

10 authentication pre-share
isakmp policy 10 encryption des
isakmp policy 10 hash md5

l-—— The 1.1 and 2.5 VPN Clients use Diffie-Hellman (D-H)

isakmp policy 10 group 1
isakmp policy 10 lifetime 86400

l--- group 1 policy (PIX default).

!-—- ISAKMP Policy for VPN Client 3.0 isakmp policy 20 authentication pre-share

isakmp policy 20 encryption des
isakmp policy 20 hash md5

!-—— The VPN 3.0 Clients use D-H group 2 policy !--- and PIX 6.0 code.

isakmp policy 20 lifetime 86400

vpngroup vpn3000-all address-pool test
vpngroup vpn3000-all dns-server 10.1.1.40
vpngroup vpn3000-all wins-server 10.1.1.40
vpngroup vpn3000-all default-domain rtp.cisco.com
vpngroup vpn3000-all split-tunnel 108

vpngroup vpn3000-all idle-time 1800

vpngroup vpn3000-all password *****x%%%

vpngroup vpn3000-41 address-pool test

vpngroup vpn3000-41 split-tunnel 125

vpngroup vpn3000-41 idle-time 1800

vpngroup vpn3000-41 password *****x%%

tel net timeout 5

ssh timeout 5

term nal width 80

Crypt ochecksum 429db0e7d20451f c28074f 4d6f 990d25
: end

VPNEAE 2 £/ & 7 T MACLE Xauth - ACSERIE

EXXECisco Secure ACS

BT TSE

isakmp policy 20 group 2

1. %% —F Tinterface Configuration., , A% 1#{#£User-Level Downloadable ACLs}#E1H,
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&RID CSCAx47975(EREMEF).

Pl X Version 6.2(2)

nanei f ethernet0 outside security0
nanei f ethernetl inside securityl00
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFOnbNI dI . 2KYQU encr ypt ed
host nanme sv2-4

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719
fixup protocol ils 389

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sntp 25

fixup protocol sqglnet 1521

fixup protocol sip 5060

fixup protocol skinny 2000

nanes

access-list 108 permit ip 10.1.1.0 255.255.255.0
192.168.1.0 255.255.255.0

pager lines 24

| oggi ng buffered debuggi ng



//www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCdx47975
//tools.cisco.com/RPF/register/register.do

interface ethernetO auto

interface ethernetl auto

ntu outside 1500

ntu inside 1500

ip address outside 10.66.79.69 255.255. 255. 224

ip address inside 10.1.1.1 255.255.255.0

ip audit info action alarm

ip audit attack action alarm

ip local pool test 192.168.1.1-192.168.1.5
pdm hi story enabl e

arp tineout 14400

nat (inside) 0 access-list 108

conduit pernmit icnp any any

route outside 0.0.0.0 0.0.0.0 10.66.79.65 1

ti meout xlate 3:00:00

ti meout conn 1:00: 00 hal f-closed 0:10:00 udp 0: 02: 00
rpc 0:10: 00 h323 0:05:00 sip

0: 30: 00 si p_nedia 0:02: 00

ti meout uauth 0:05:00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa- server RADI US protocol radius

aaa-server LOCAL protocol |ocal

aaa-server AuthInbound protocol radius

aaa-server AuthInbound (outside) host 10.66.79.244 ciscol23 timeout 10
no snnp-server | ocation

no snnp-server contact

snnp-server comunity public

no snnp-server enable traps

fl oodguard enabl e

sysopt connection permit-ipsec

no sysopt route dnat

crypto ipsec transform-set myset esp-des esp-md5-hmac
crypto dynamic-map dynmap 10 set transform-set myset
crypto map mymap 10 ipsec-isakmp dynamic dynmap

!--- This commands the router to respond to the VPN 3.x Client. crypto map mymap client
configuration address respond

!--- This tells the router to expect Xauth for the VPN 3.x Client. crypto map mymap client
authentication AuthInbound

crypto map mymap interface outside

isakmp enable outside

i sakmp policy 20 authentication pre-share

i sakmp policy 20 encryption des

i sakmp policy 20 hash nd5

i sakmp policy 20 group 2

isakmp policy 20 lifetinme 86400

1

!--- This is the VPN group configuration. vpngroup vpn3000-all address-pool test
vpngroup vpn3000-all default-domain apt.cisco.com
!--- The split-tunnel mode-config is not used, !--- which enforces authorization on a per-user
basis. vpngroup vpn3000-all idle-time 1800

vpngroup vpn3000-all password ****x*x%%*

1

tel net tinmeout 5

ssh timeout 5

termnal width 80

Crypt ochecksum 7¢c3d067232f 427e7522f 4a679e963c58

end:

VPN 7T %4 A & TRAACLA Xauth - ASA/PIX 7.X58 E

PI X Version 7.1(1)
!



host name Pl X
donmai n- nane ci sco. com
enabl e password 9j Nf ZUG3TC5t CVHO encrypt ed
nanes
!
interface EthernetO
nanmei f outside
security-level 0O
i p address 10.66.79.69 255. 255. 255. 224
1
interface Ethernetl
nanei f inside
security-level 100
ip address 10.1.1.1 255.255.255.0
1
passwd 2KFhbNI dI . 2KYQU encrypt ed
ftp node passive
dns donai n-1 ookup inside
dns server-group Defaul t DNS
ti meout 30

access-list 108 permit ip 10.1.1.0 255.255.255.0 192.168.1.0 255.255.255.0
pager lines 24

| oggi ng buffer-size 500000

| oggi ng consol e debuggi ng

l ogging nonitor errors

ntu outside 1500

ntu inside 1500

ip local pool test 192.168.1.1-192.168.1.5
no failover

icnp pernmit any outside

icnp permit any inside

no asdm hi story enabl e

arp tineout 14400

nat (inside) 0 access-list 108

route outside 0.0.0.0 0.0.0.0 10.66.79.65 1

ti meout xlate 3:00:00

ti meout conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0:00: 02
timeout sunrpc 0:10: 00 h323 0: 05: 00 h225 1: 00: 00 ngcp 0: 05: 00

ti meout ngcp-pat 0:05:00 sip 0:30:00 sip_nedia 0:02:00

ti meout uauth 0:05:00 absol ute

aaa-server AuthInbound protocol radius
aaa-server AuthInbound host 10.66.79.244 key ciscol23

group-policy vpn3000 internal

group-policy vpn3000 attributes

dns-server value 172.16.1.1

default-domain value cisco.com

username vpn3000 password nPtKy7KDCerzhKeX encrypted

no snnp-server |ocation

no snnp-server contact

snnp- server enable traps snnp authentication Iinkup |inkdown col dstart
crypto ipsec transform-set my-set esp-des esp-md5-hmac

crypto dynamic-map dynmap 10 set transform-set my-set

crypto dynamic-map dynmap 10 set reverse-route

crypto map mymap 10 ipsec-isakmp dynamic dynmap



crypto map mymap interface outside

isakmp enable outside

isakmp policy 10 authentication pre-share
isakmp policy 10 encryption des

isakmp policy 10 hash md5

isakmp policy 10 group 2

isakmp policy 10 lifetime 1000

i saknmp policy 65535 authentication pre-share
i saknmp policy 65535 encryption 3des

i sakmp policy 65535 hash sha

i sakmp policy 65535 group 2

i saknmp policy 65535 lifetime 86400

tunnel-group DefaultRAGroup general-attributes
authentication-server-group (outside) vpn

tunnel-group vpn3000 type ipsec-ra

tunnel-group vpn3000 general-attributes
address-pool test
authentication-server-group vpn

tunnel-group vpn3000 ipsec-attributes
pre-shared-key *

tel net tinmeout 5

ssh timeout 5

consol e timeout O

1

cl ass-map inspection_default
mat ch defaul t-inspection-traffic
1

!

policy-map gl obal _policy
cl ass inspection_default

i nspect dns maxi num | ength 512

nspect ftp

nspect h323 h225

nspect h323 ras

nspect netbi os

nspect rsh

nspect rtsp

nspect ski nny

nspect esntp

nspect sql net

nspect sunrpc

nspect tftp

nspect sip

nspect xdntp

!
servi ce-policy global _policy global
C}yptochecksunlecb58c5d8ce805b3610b198c73a3d0cf

&ﬂﬂ AVPNE 5 i 5 4R B B 4 31 Xauth

AVPNEFIREREREA M XauthFEELU TGS




- aaa-server server-tag protocol /ocal
- crypto map map-name client authentication aaa-server-name

#% Husernamem S EPIX EEE AR FERE,

EE%ZIKWPIXF‘HA#F“E% %%ﬁ%%ﬁﬂlﬁ & Baaa-serverin Y server-tags| 8# ALOCAL.
Eﬁﬁcrypto mapis © 2 tHaaa-serverii 1 LAE.L%@E&%E@H% LAMEVPNZE i 12 55 B PIXBh A i B
ETSORE.

LUNDE B L

J’j\—F%%ﬁi nE:IpEH’J ap T-' nl:l/

- aaa accounting acctg_service|except inbound|outbound/if_name local _ip local_mask
foreign_ip foreign_mask tacacs+|radius;

o (5.2 AYETINEE )

- aaa accounting include acctg_service inbound|outbound match server_tag
HPIXEESF , BT UATEHS

- aaa accounting23#F4E{AI A 34£0.0.0.0 0.0.0 0.0.0 0.0.0.0.0 Authlnbound ;
= (5.2 ThEE )

- access-list 150 permit ip any any aaa accounting match 150 outside Authinbound
E®E : xauthFE 1R EZEF FHsysopt connection permit-ipsecid® , M &sysopt ipsec pl-
compatiblef@ . XauthFE kT R E2sysopt ipsec pl-compatibleds & —2 M., XauthiCiR¥ TCPE
BREM. THAMBRMEREHASERGE(CMP)HMEREERTBEAWEUDP)EX,

TACACS+it W&

Fri Sep 8 03:48:40 2000 172.18.124. 157

pi xc PI X 192.168.1.1 start task_i d=0x17 foreign_ip=192.168.1.1
I ocal _i p=10. 1. 1. 40 cnd=t el net

Fri Sep 8 03:48:44 2000 172.18.124. 157 pixc PI X 192.168.1.1
stop task_i d=0x17 foreign_ip=192.168.1.1 |ocal _i p=10.1. 1. 40
cmd=t el net el apsed_time=4 bytes_i n=42 bytes_out =103

Fri Sep 8 03:49:31 2000 172.18.124. 157 pixc PI X 192.168.1.1
start task_i d=0x18

foreign_i p=192.168.1.1 | ocal _i p=10.1.1.40 cnd=http

Fri Sep 8 03:49:35 2000 172.18.124. 157 pixc PI X 192.168.1.1
stop task_i d=0x18 foreign_ip=192.168.1.1 local _i p=10.1.1.40
cmd=http el apsed_time=4 bytes_i n=242 bytes_out =338

RADIUSET 3 i {5

Acct - St at us- Type = Start

NAS- | P- Address = 172.18.124. 157
Logi n-I P-Host = 10.1.1.40
Logi n- TCP-Port = 23

Acct - Session-1d = 0x00000003

User - Nane = noac

Vendor - Speci fi ¢ = Source-1P=192.168.1.1
Vendor - Speci fi ¢ = Source-Port=1141



Vendor - Speci fic = Destination-1P=10.1.1.40
Vendor - Speci fic = Destination-Port=23

Acct - St at us- Type = Start

NAS- | P- Address = 172.18.124. 157

Logi n-1 P-Host = 10.1.1.40

Logi n- TCP- Port = 80

Acct - Session-1d = 0x00000004

User - Nane = noacl

Vendor - Speci fic = Source-1P=192.168.1.1
Vendor - Speci fic Sour ce-Port=1168

Vendor - Speci fic = Destination-1P=10.1.1.40
Vendor - Speci fic = Destination-Port =80

Acct - St at us- Type = St op

NAS- | P- Address = 172.18.124. 157

Logi n-1 P-Host = 10.1.1.41

Logi n- TCP- Port = 80

Acct - Session-1d = 0x00000008

User - Nane = noacl

Acct-Session-Tine = 4

Acct -l nput-Cctets = 242

Acct - Qut put -Cctets = 338

Vendor - Speci fic = Source-1P=192.168.1.1
Vendor - Speci fic = Source-Port=1182
Vendor - Speci fic = Destination-1P=10.1.1.41
Vendor - Speci fic = Destination-Port =80

Acct - St at us- Type = St op

NAS- | P- Address = 172.18.124. 157

Logi n-1 P-Host = 10.1.1.40

Logi n- TCP- Port = 23

Acct - Session-1d = 0x00000015

User - Nane = noacl

Acct - Session-Tine = 33

Acct - I nput-Cctets = 43

Acct - Qut put -Cctets = 103

Vendor - Speci fic = Source-1P=192.168.1.1
Vendor - Speci fi c = Source- Port=1257
Vendor - Speci fic = Destination-1P=10.1.1.40
Vendor - Speci fic = Destination-Port=23

Debug and Show — F#VPN#E #Y Xauth

goss- pi xb#show debug
debug crypto ipsec 1
debug crypto isaknmp 1
debug crypto engi ne
debug fover status
tx Of

rx OFf

open O f

cable Of

txdmp O f

rxdmp O f

ifc Of

rxip Of

txip Of

get Of

put Of

verify Of

switch Of



fail Of

fmsg OFf

goSs- pi Xxb#terminal monitor
goss- pi xb#

crypto_i saknp_process_bl ock: src 172.18.124.99, dest 172.18.124.157
QAK_MM exchange
| SAKMP (0): processing SA payload. nessage ID = 0

I SAKMP (0): Checking | SAKMP transform 1 against priority 10 policy
| SAKMP:  encryption DES-CBC

| SAKMP:  hash MD5

| SAKMP: default group 1

| SAKMP: auth pre-share

| SAKMP (0): atts are acceptable. Next payload is O

| SAKMP (0): SA is doing pre-shared key authentication

using id type |ID_| PV4_ADDR

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 172.18.124.99, dest 172.18.124.157
QAK_MM exchange

| SAKMP (0): processing KE payl oad. Message ID = 0

| SAKMP (0): processi ng NONCE payl oad. Message ID =0
| SAKMP (0): processing vendor id payl oad
| SAKMP (0): processing vendor id payl oad

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 172.18.124.99, dest 172.18.124.157
QAK_MM exchange

| SAKMP (0): processing |ID payload. Message ID = 0

| SAKMP (0): processing HASH payl oad. Message ID =0

I SAKMP (0): processing NOTIFY payl oad 24578 protocol 1

spi 0, message ID =10

| SAKMP (0): processing notify | N Tl AL_CONTACTI PSEC( key_engi ne):

got a queue event...

| PSEC(key_engi ne_del ete_sas): rec'd delete notify from | SAKMP

| PSEC(key_engi ne_del ete_sas): delete all SAs shared with 172.18.124.99

| SAKMP (0): SA has been authenti cated

| SAKMP (0): | D payl oad

next - payl oad : 8

type : 1

protocol : 17

port : 500

length : 8

| SAKMP (0): Total payload length: 12

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 172.18.124.99, dest 172.18.124.157
QAK_QM exchange

| SAKMP (0:0): Need XAUTH

| SAKMP/ xaut h: request attribute XAUTH TYPE

| SAKMP/ xaut h: request attribute XAUTH_USER_NAME

| SAKMP/ xaut h: request attribute XAUTH_USER_PASSWORD

I SAKMP (0:0): initiating peer config to 172.18.124.99.

ID = 2218162690 (0x84367a02)

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 172.18.124.99, dest 172.18.124.157
| SAKMP_TRANSACTI ON exchange

| SAKMP (0:0): processing transaction payload from 172.18. 124. 99.
Message | D = 2156074032

| SAKMP:  Config payl oad CFG_REPLY



return status is | KMP_ERR NO RETRANS109005: Authentication succeeded
for user 'pixb' from172.18.124.99/0 to 0.0.0.0/0 on

interface | KE-XAUTH

I SAKMP (0:0): initiating peer config to 172.18.124.99.

ID = 2218162690 (0x84367a02)

109005: Aut hentication succeeded for user 'pixb'" from 172.18.124. 157
crypto_i saknp_process_bl ock: src 172.18.124.99, dest 172.18.124.157
| SAKMP_TRANSACTI ON exchange

| SAKMP (0:0): processing transaction payload from 172.18. 124. 99.
Message | D = 2156497080

| SAKMP:  Config payl oad CFG_ACK

I SAKMP (0:0): initiating peer config to 172.18.124.99.

I D = 393799466 (0x1778e72a)

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 172.18.124.99, dest 172.18.124.157
| SAKMP_TRANSACTI ON exchange

| SAKMP (0:0): processing transaction payload from 172.18. 124. 99.
Message | D = 2156156112

| SAKMP:  Config payl oad CFG_ACK

| SAKMP (0:0): peer accepted the address!

return status is | KMP_NO ERROR. 99/0 to 0.0.0.0/0 on

interface | KE-XAUTH

crypto_i saknp_process_bl ock: src 172.18.124.99, dest 172.18.124.157
QAK_QM exchange

oakl ey_process_qui ck_node:

OAK_QM | DLE

| SAKMP (0): processing SA payl oad. Message | D = 2323118710

| SAKMP : Checking | PSec proposal 1

| SAKMP: transform 1, ESP_DES

| SAKMP: attributes in transform

| SAKMP: aut henticator is HVAC MD5

| SAKMP: encaps is 1

| SAKMP (0): atts are acceptabl e. | PSEC(val i dat e_proposal _request):
proposal part #1,

(key eng. msg.) dest= 172.18.124.157, src= 172.18.124.99,
dest _proxy= 10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
src_proxy= 192.168. 1. 1/ 255. 255. 255. 255/0/0 (type=1),
protocol = ESP, transfornm= ESP-Des esp-nd5- hmac ,

|'i fedur= 0s and Okb,

spi = 0x0(0), conn_id= 0, keysize= 0, flags= Ox4

| SAKMP (0): processi ng NONCE payl oad. Message | D = 2323118710

| SAKMP (0): processing | D payload. Message |ID = 2323118710

| SAKMP (0): I D IPV4A_ADDR src 192.168.1.1 prot O port O

| SAKMP (0): processing | D payload. Message | D = 2323118710

| SAKMP (0): | D_| PV4_ADDR SUBNET dst 10.1.1.0/255.255.255.0
prot 0 port O

| PSEC(key_engi ne): got a queue event...

| PSEC(spi _response): getting spi Oxeeae8930(4004415792) for SA
from172.18.124.99 to 172.18.124.157 for prot 3

return status is | KMP_NO ERROR4

crypto_i saknp_process_bl ock: src 172.18.124.99, dest 172.18.124.157
QAK_QM exchange

oakl ey_process_qui ck_node:

OAK_QM AUTH_AVWAI Tmap_al l oc_entry: allocating entry 1

map_al l oc_entry: allocating entry 2

| SAKMP (0): Creating | PSec SAs
i nbound SA from 172.18.124.99 to 172.18.124. 157



(proxy 192.168.1.1 to 10.1.1.0)

has spi 4004415792 and conn_id 1 and flags 4

out bound SA from 172.18.124.157 to 172.18.124.99
(proxy 10.1.1.0 to 192.168.1.1)

has spi 1281287211 and conn_id 2 and flags 4

| PSEC(key_engi ne): got a queue event...
IPSEC(initialize_sas): ,

(key eng. msg.) dest= 172.18.124.157, src= 172.18.124.99,

dest _proxy= 10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
src_proxy= 192.168.1.1/0.0.0.0/0/0 (type=1),
protocol = ESP, transform esp-des esp-nd5- hmac
|'i fedur= 0s and Okb,

spi = Oxeeae8930(4004415792), conn_id= 1, keysize= 0,

I PSEC(initialize_sas): ,

flags= Ox4

(key eng. msg.) src= 172.18.124.157, dest= 172.18.124.99,

src_proxy= 10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
dest _proxy= 192.168.1.1/0.0.0.0/0/0 (type=1),
protocol = ESP, transform esp-des esp-nd5- hmac
|'i fedur= 0s and Okb,

spi = Ox4cb5ee42b(1281287211), conn_id= 2, keysize= 0,

return status is | KMP_NO ERROR02101: decaps: rec'd

flags= Ox4

| PSEC packet has invalid spi for destaddr=172.18.124. 157,

prot =esp, spi =0xeeae8930(0)

602301: sa created, (sa) sa_dest= 172.18.124.157, sa_prot= 50,
sa_spi = Oxeeae8930(4004415792), sa_trans= esp-des esp-nd5- hmac,

sa_conn_id= 1

602301: sa created, (sa) sa_dest= 172.18.124.99, sa_prot= 50,
sa_spi = Ox4cbeed42b(1281287211), sa_trans= esp-des esp-nd5- hmac,

sa_conn_id= 2

109011: Authen Session Start: user 'pixb', sid 5

109015: Aut hori zation denied (acl=115) for user 'pixb" from

192.168.1.1/0 to 10.1.1.40/8 on interface outside

109015: Aut hori zation denied (acl=115) for user 'pixb" from

192.168.1.1/0 to 10.1.1.40/8 on interface outside

109015: Aut hori zation denied (acl=115) for user 'pixb" from

192.168.1.1/0 to 10.1.1.40/8 on interface outside

109015: Aut hori zation denied (acl=115) for user 'pixb" from

192.168.1.1/0 to 10.1.1.40/8 on interface outside

goss- pi xb#

goss- pi Xb#show uauth

Current Most Seen

Aut henticated Users 1 1

Authen In Progress 0 1

i psec user 'pixb' at 192.168.1.1, authenticated
access-list 115

goss- pi Xxb#show access-list

access-list 108 permit ip 10.1.1.0 255.255.255.0 192.168.1.0

255. 255. 255. 0 (hi tcnt =18)

access-list 125 permit ip host 10.1.1.41 any (hitcnt=0)
access-list dynacl4 permit ip 10.1.1.0 255.255.255. 0 host

192.168.1.1 (hitcnt=0)

access-list 115 permit ip any host 10.1.1.41 (hitcnt=0)

access-list 115 deny ip any host 10.1.1.42 (hitcnt=0)

P s MRS — {8 VPN#R B Xauth

crypto_i saknp_process_bl ock: src 172.18.124. 96,
dest 172.18.124. 157



goss- pi Xb#show debug
debug crypto ipsec 1
debug crypto isaknmp 1
debug crypto engi ne
debug fover status
tx OFf

rx Off

open O f

cable Of

txdmp O f

rxdmp O f

ifc Of

rxip Of

txip Of

get Of

put Of

verify Of

switch Of

fail Of

fmsg OFf

goss- pi xb#

crypto_i saknp_process_bl ock:
QAK_AG exchange

src 172.18.124.99, dest 172.18.124.157

| SAKMP (0): processing SA payload. nessage ID = 0

I SAKMP (0): Checking | SAKMP transform 1 against priority 10 policy
| SAKMP:  encryption DES-CBC

| SAKMP:  hash MD5

| SAKMP: default group 1

| SAKMP: auth pre-share

| SAKMP (0): atts are acceptable. Next payload is 3

| SAKMP (0): processing KE payl oad. nessage ID = 0

| SAKMP (0): processi ng NONCE payl oad. message ID =0
| SAKMP (0): processing |ID payload. nessage ID = 0

| SAKMP (0): processing vendor id payl oad

| SAKMP (0): speaking to a VPN300O client

| SAKMP (0): | D payl oad

next - payl oad : 10

type : 1

protocol : 17

port 500

length : 8

| SAKMP (0): Total payload length: 12

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 172.18.124.99, dest 172.18.124.157
QAK_AG exchange

I SAKMP (0): processi ng HASH payl oad.

| SAKMP (0): SA has been authenti cated
return status is | KMP_NO ERROR
crypto_i saknp_process_bl ock: src 172.18.124.99, dest 172.18.124.157
QAK_QM exchange

| SAKMP (0:0): Need XAUTH

| SAKMP/ xaut h: request attribute XAUTH TYPE

| SAKMP/ xaut h: request attribute XAUTH_USER_NAME

| SAKMP/ xaut h: request attribute XAUTH_USER_PASSWORD

I SAKMP (0:0): initiating peer config to 172.18.124.99.

I D = 1396280702 (0x53398d7e)

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 172.18.124.99, dest 172.18.124.157
| SAKMP_TRANSACTI ON exchange

message ID =0



| SAKMP (0:0): processing transaction payload from 172.18. 124. 99.
message | D = 2156608344

| SAKMP:  Config payl oad CFG_REPLY

return status is | KMP_ERR NO RETRANS10

I SAKMP (0:0): initiating peer config to 172.18.124.99.

I D = 1396280702 (0x53398d7e)9

crypto_i saknp_process_bl ock: src 172.18.124.99, dest 172.18.124.157
| SAKMP_TRANSACTI ON exchange

| SAKMP (0:0): processing transaction payload from 172.18. 124. 99.
message | D = 2156115984

| SAKMP:  Config payl oad CFG_ACK

| SAKMP (0:0): peer accepted the address!

| SAKMP (0:0): processing saved QM

oakl ey_process_qui ck_node:

OAK_QM I DLE

| SAKMP (0): processing SA payl oad. nessage |ID = 1697984837

| SAKMP : Checking | PSec proposal 1

| SAKMP: transform 1, ESP_DES

| SAKMP: attributes in transform

| SAKMP: aut henticator is HVAC MD5

| SAKMP: encaps is 1

| SAKMP (0): atts are acceptable.

| PSEC(val i dat e_proposal _request): proposal part #1,

(key eng. msg.) dest= 172.18.124.157, src= 172.18.124.99,
dest _proxy= 172.18. 124. 157/ 255. 255. 255. 255/ 0/ 0 (type=1),
src_proxy= 192.168. 1. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
protocol = ESP, transfornr esp-des esp-nd5-hmac ,

|'i fedur= 0s and Okb,

spi = 0x0(0), conn_id= 0, keysize= 0, flags= Ox4

| SAKMP (0): processi ng NONCE payl oad. message | D = 1697984837

| SAKMP (0): processing | D payload. nessage I D = 1697984837

| SAKMP (0): I D IPV4A_ADDR src 192.168.1.1 prot 0 port O

| SAKMP (0): processing | D payload. nessage I D = 1697984837

| SAKMP (0): ID_| PV4_ADDR dst 172.18.124.157 prot O port O

I SAKMP (0): processing NOTIFY payl oad 24578 protocol 1

spi 0, nmessage |D = 1697984837

| SAKMP (0): processing notify | N Tl AL_CONTACTI PSEC( key_engi ne):
got a queue event...

| PSEC(key_engi ne_del ete_sas): rec'd delete notify from | SAKMP

| PSEC(key_engi ne_del ete_sas): delete all SAs shared with 172.18.124.99
| PSEC(key_engi ne): got a queue event...

| PSEC(spi _response): getting spi 0x6a9d3f79(1788690297) for SA
from172.18.124.99 to 172.18.124.157 for prot 3

return status is | KMP_NO ERRORO

crypto_i saknp_process_bl ock: src 172.18.124.99, dest 172.18.124.157
QAK_QM exchange

oakl ey_process_qui ck_node:

OAK_QM AUTH_AVWAI Tmap_al l oc_entry: allocating entry 1

map_al l oc_entry: allocating entry 2

| SAKMP (0): Creating | PSec SAs

i nbound SA from 172.18.124.99 to 172.18.124. 157
(proxy 192.168.1.1 to 172.18.124.157)

has spi 1788690297 and conn_id 1 and flags 4

out bound SA from 172.18.124.157 to 172.18.124.99
(proxy 172.18.124.157 to 192.168.1.1)

has spi 2854452814 and conn_id 2 and flags 4

| PSEC(key_engi ne): got a queue event...
IPSEC(initialize_sas): ,



(key eng. msg.) dest= 172.18.124.157, src= 172.18.124.99,

dest _proxy= 172.18.124.157/0.0.0.0/0/0 (type=1),

src_proxy= 192.168.1.1/0.0.0.0/0/0 (type=1),

protocol = ESP, transfornr esp-des esp-nd5-hmac ,

|'i fedur= 0s and Okb,

spi = 0x6a9d3f 79(1788690297), conn_id= 1, keysize= 0, flags= 0x4
IPSEC(initialize_sas): ,

(key eng. msg.) src= 172.18.124.157, dest= 172.18.124.99,
src_proxy= 172.18.124.157/0.0.0.0/0/0 (type=1),

dest _proxy= 192.168.1.1/0.0.0.0/0/0 (type=1),

protocol = ESP, transfornr esp-des esp-nd5-hmac ,

|'i fedur= 0s and Okb,

spi = Oxaa237e4de(2854452814), conn_id= 2, keysize= 0, flags= 0x4

return status is | KMP_NO ERRORO5: Authentication succeeded

for user 'pixc' from 172.18.124.99/0 to 0.0.0.0/0 on interface | KE-XAUTH
602301: sa created, (sa) sa_dest= 172.18.124.157, sa_prot= 50,

sa_spi = 0x6a9d3f 79(1788690297), sa_trans= esp-des esp-nmd5- hmac ,
sa_conn_id= 1

602301: sa created, (sa) sa_dest= 172.18.124.99, sa_prot= 50,
sa_spi = Oxaa237e4e(2854452814), sa_trans= esp-des esp-nmd5- hmac ,
sa_conn_id= 2

109011: Authen Session Start: user 'pixc', sid 19

crypto_i saknp_process_bl ock: src 172.18.124.99, dest 172.18.124.157
QAK_QM exchange

oakl ey_process_qui ck_node:

OAK_QM | DLE

| SAKMP (0): processing SA payl oad. nessage | D = 3361949217

| SAKMP : Checking | PSec proposal 1

| SAKMP: transform 1, ESP_DES

| SAKMP: attributes in transform

| SAKMP: aut henticator is HVAC MD5

| SAKMP: encaps is 1

| SAKMP (0): atts are acceptable.

| PSEC(val i dat e_proposal _request): proposal part #1,
(key eng. msg.) dest= 172.18.124.157, src= 172.18.124.99,
dest _proxy= 10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
src_proxy= 192.168. 1. 1/ 255. 255. 255. 255/0/0 (type=1),
protocol = ESP, transfornr esp-des esp-nd5-hmac ,

|'i fedur= 0s and Okb,

spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0Ox4

| SAKMP (0): processi ng NONCE payl oad. nmessage | D = 3361949217

| SAKMP (0): processing | D payl oad. nessage | D = 3361949217
| SAKMP (0): I D IPV4A_ADDR src 192.168.1.1 prot O port O

| SAKMP (0): processing | D payl oad. nessage | D = 3361949217

| SAKMP (0): 1D | Pv4_ADDR SUBNET dst 10.1.1.0/255.255.255.0 prot 0 port O
| PSEC(key_engi ne): got a queue event...

| PSEC(spi _response): getting spi Oxfec4c3aa(4274308010) for SA
from172.18.124.99 to 172.18.124.157 for prot 3

return status is | KMP_NO ERROR4

crypto_i saknp_process_bl ock: src 172.18.124.99, dest 172.18.124.157
QAK_QM exchange

oakl ey_process_qui ck_node:

OAK_QM AUTH_AWAI Tmap_al l oc_entry: allocating entry 4

map_al l oc_entry: allocating entry 3



| SAKMP (0): Creating | PSec SAs

i nbound SA from 172.18.124.99 to 172.18.124. 157

(proxy 192.168.1.1 to 10.1.1.0)

has spi 4274308010 and conn_id 4 and flags 4

out bound SA from 172.18.124.157 to 172.18.124.99

(proxy 10.1.1.0 to 192.168.1.1)

has spi 798459812 and conn_id 3 and flags 4

| PSEC(key_engi ne): got a queue event...
IPSEC(initialize_sas): ,

(key eng. msg.) dest= 172.18.124.157, src= 172.18.124.99,
dest _proxy= 10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
src_proxy= 192.168.1.1/0.0.0.0/0/0 (type=1),

protocol = ESP, transform esp-des esp-nd5- hmac

|'i fedur= 0s and Okb,

spi = Oxfec4c3aa(4274308010), conn_id= 4, keysize= 0, flags= 0x4
IPSEC(initialize_sas): ,

(key eng. msg.) src= 172.18.124.157, dest= 172.18.124.99,
src_proxy= 10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

dest _proxy= 192.168.1.1/0.0.0.0/0/0 (type=1),

protocol = ESP, transform esp-des esp-nd5- hmac

|'i fedur= 0s and Okb,

spi = 0x2f 9787a4(798459812), conn_id= 3, keysize= 0, flags= 0x4

return status is | KMP_NO ERROR02101: decaps: rec'd | PSEC
packet has invalid spi for destaddr=172.18.124.157, prot=esp,
spi =0xf ec4c3aa(0)

602301: sa created, (sa) sa_dest= 172.18.124.157, sa_prot= 50,
sa_spi = Oxfec4c3aa(4274308010), sa_trans= esp-des esp-nd5- hmac
sa_conn_id= 4

602301: sa created, (sa) sa_dest= 172.18.124.99, sa_prot= 50,
sa_spi = 0x2f 9787a4(798459812), sa_trans= esp-des esp-nmd5- hnmac
sa_conn_id= 3

goss- pi Xb#show uauth

Current Most Seen

Aut henticated Users 1 1

Authen In Progress 0 1

i psec user 'pixc' at 192.168.1.1, authenticated
goss- pi Xxb#show crypto ipsec sa

interface: outside
Crypto map tag: nymap, |ocal addr. 172.18.124.157

| ocal ident (addr/mask/prot/port): (172.18.124.157/255.255.255.255/0/0)
renote ident (addr/mask/prot/port): (192.168.1.1/255.255.255.255/0/0)
current _peer: 172.18.124.99

dynami c all ocated peer ip: 192.168.1.1

PERM T, flags={}

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest O
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify O
#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conpr. failed: O,
#pkts deconpress failed: O

#send errors 0, #recv errors O

local crypto endpt.: 172.18.124.157, remote crypto endpt.: 172.18.124.99
path nmu 1500, ipsec overhead 56, nedia mu 1500

current outbound spi: aa237ede

i nbound esp sas:



spi: 0x6a9d3f 79(1788690297)

transform esp-des esp-nd5-hmac

<--- Mrre --->in use settings ={Tunnel, }

slot: 0, conn id: 1, crypto map: nymap

sa timng: remaining key lifetime (k/sec): (4608000/28519)
1V size: 8 bytes

repl ay detection support: Y

i nbound ah sas:

i nbound pcp sas:

out bound esp sas:

spi: Oxaa237e4de(2854452814)

transform esp-des esp-nd5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 2, crypto map: nymap

sa timng: remaining key lifetime (k/sec): (4608000/28510)
1V size: 8 bytes

repl ay detection support: Y

out bound ah sas:
<--- Mre --->

out bound pcp sas:

I ocal ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (192.168.1.1/255.255.255.255/0/0)
current _peer: 172.18.124.99

dynami c all ocated peer ip: 192.168.1.1

PERM T, flags={}

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest 4
#pkts decaps: 4, #pkts decrypt: 4, #pkts verify 4
#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conpr. failed: O,
#pkts deconpress failed: O

#send errors 0, #recv errors O

Il ocal crypto endpt.: 172.18.124.157, renote crypto
endpt.:172.18.124.99

path nmu 1500, ipsec overhead 56, nedia mu 1500
current outbound spi: 2f9787a4

i nbound esp sas:

spi: Oxfec4c3aa(4274308010)

<--- Mre ---> transform esp-des esp-nd5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 4, crypto map: nymap

sa timng: remaining key lifetime (k/sec): (4607999/27820)
IV size: 8 bytes

repl ay detection support: Y

i nbound ah sas:

i nbound pcp sas:



out bound esp sas:

spi: 0x2f9787a4(798459812)

transform esp-des esp-nd5-hmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 3, crypto map: nymap

sa timng: remaining key lifetime (k/sec): (4607999/27820)
1V size: 8 bytes

repl ay detection support: Y

<--- Mdre ---> outbound ah sas:

out bound pcp sas:

Debug and Show - Xauth ( EE#£EHE THAACL )

crypto_i saknp_process_bl ock: src 10.66. 79. 229,

dest 10.66.79.69

VPN Peer: | SAKMP: Added new peer: ip:10.66.79.229

Total VPN Peers:1

VPN Peer: | SAKMP: Peer ip:10.66.79.229 Ref cnt increnmented to:1
Total VPN Peers:1

OAK_AG exchange

| SAKMP (0): processing SA payload. nessage ID =0

| SAKMP (0): Checking | SAKMP transform 1 against priority 20 policy
| SAKMP:  encrypti on 3DES- CBC

| SAKMP:  hash SHA

| SAKMP: default group 2

| SAKMP:  extended auth pre-share

I SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0OxO O0x20 Oxc4 0x9b

| SAKMP (0): atts are not acceptable. Next payload is 3

I SAKMP (0): Checking | SAKVMP transform 2 against priority 20 policy
| SAKMP:  encrypti on 3DES- CBC

| SAKMP:  hash MD5

| SAKMP: default group 2

| SAKMP:  extended auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0OxO Ox20 Oxc4 0x9b

| SAKMP (0): atts are not acceptable. Next payload is 3

I SAKMP (0): Checking | SAKVMP transform 3 against priority 20 policy
| SAKMP:  encrypti on 3DES- CBC

| SAKMP:  hash SHA

| SAKMP: default group 2

| SAKMP:  auth pre-share

I SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0OxO O0x20 Oxc4 0x9b

| SAKMP (0): atts are not acceptable. Next payload is 3

| SAKMP (0): Checking | SAKVMP transform 4 against priority 20 policy
| SAKMP:  encrypti on 3DES- CBC

| SAKMP:  hash MD5

| SAKMP: default group 2

| SAKMP: auth pre-share

I SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0OxO Ox20 Oxc4 0x9b

| SAKMP (0): atts are not acceptable. Next payload is 3

| SAKMP (0): Checking | SAKMP transform5 against priority 20 policy
| SAKMP:  encryption DES-CBC



| SAKMP:  hash SHA

| SAKMP: default group 2

| SAKMP:  extended auth pre-share

I SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0Ox0 O0x20 Oxc4 0x9b

I SAKMP (0): atts are not acceptable. Next payload is 3
I SAKMP (0): Checking | SAKMP transform 6 against priority 20 policy
| SAKMP:  encryption DES-CBC

| SAKMP:  hash MD5

| SAKMP: default group 2

| SAKMP:  extended auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0Ox0 0x20 Oxc4 0x9b

| SAKMP (0): atts are acceptable. Next payload is 3

| SAKMP (0): processing KE payl oad. nessage ID = 0

| SAKMP (0): processi ng NONCE payl oad. nmessage ID =0

| SAKMP (0): processing |ID payload. nessage ID = 0
| SAKMP (0): processing vendor id payl oad

| SAKMP (0): received xauth v6 vendor id

| SAKMP (0): processing vendor id payl oad

| SAKMP (0): renpote peer supports dead peer detection
| SAKMP (0): processing vendor id payl oad

| SAKMP (0): speaking to a Unity client

| SAKMP (0): | D payl oad

next - payl oad : 10

type : 2

protocol : 17

port : 500

length : 10

| SAKMP (0): Total payload length: 14

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 10.66.79. 229, dest 10.66.79.69
QAK_AG exchange

| SAKMP (0): processing HASH payl oad. nmessage ID =0
I SAKMP (0): processing NOTIFY payl oad 24578 protocol 1
spi 0, message | D = ORADI US_GET_PASS

RADI US_REQUEST

rai dus. c: rad_nkpkt_aut hen

attribute:

type 1, length 10, content:

80917fb0: 74 65 73 74 75 73 65 72 | testuser
attribute:

type 4, length 6, content:

80917fb0: Oa 42 | .B

80917fc0: 4f 45 | CE

attribute:

type 5, length 6, content:

80917fd0: 00 00 00 O1 |

I SAKMP (0): processing notify | N TI AL_CONTACTri p 0x80791f 00
chall _state "'
state Ox7
timer O0xO
i nfo Ox5d5ba513
session_id Ox5d5ba513
request _id 0x2



user 'testuser’
app O
reason 2
sip 10.66.79. 244
type 1
rad_procpkt: ACCEPT
attribute:
type 8, length 6, content:
809186f0: ff ff |
80918700: ff ff |
RADI US_RCVD
attribute:
type 26, length 67, content:
Vendor IDO 0 0 9, type=1, |en=61:
80918700: 41 43 53 3a 43 69 | ACS: G
80918710: 73 63 6f 53 65 63 75 72 65 2d 44 65 66 69 6e 65
| scoSecure-Define
80918720: 64 2d 41 43 4c 3d 23 41 43 53 41 43 4c 23 2d 50
| d- ACL=#ACSACL#- P
80918730: 49 58 2d 56 50 4e 43 6¢c 69 65 6e 74 2d 33 64 33
| 1 X-VPNC ient-3d3
80918740: 32 37 38 31 35 | 27815
RADI US_RCVD
RADI US_REQUEST
rai dus. c: rad_nkpkt_aut hen
attribute:
type 1, length 33, content:
809186d0: 23 41 43 53 41 43 4c 23 2d 50 49 58 | #ACSACL#- Pl X
809186e0: 2d 56 50 4e 43 6¢c 69 65 6e 74 2d 33 64 33 32 37
| -VPNCient-3d327
809186f0: 38 31 35 | 815
attribute:
type 4, length 6, content:
809186f0: 0Oa 42 4f 45 | .BCE
attribute:
type 5, length 6, content:
80918700: 00 00 00 |
80918710: 02 |
| PSEC(key_engi ne): got a queue event...rip 0x80791f00
chall _state '’
state Ox7
timer O0xO
i nfo Ox5d5ba513
session_id Ox5d5ba513
request _id 0x3
user ' #ACSACL#- Pl X- VPNCl i ent - 3d327815’
app O
reason 2
sip 10.66.79. 244
type 1
rad_procpkt: ACCEPT
attribute:
type 26, length 46, content:
Vendor ID O 0O 0 9, type=1, |en=40:
80918e20: 69 70 3a 69 6e 61 63 6¢c 23 31 3d 70 | ip:inacl#l=p
80918e30: 65 72 6d 69 74 20 69 70 20 61 6e 79 20 68 6f 73
| ermit ip any hos
80918e40: 74 20 31 30 2e 31 2e 31 2e 32 | t 10.1.1.2
RADI US_RCVD
RADI US_RCVD
RADI US_ACCESS_ACCEPT: normal term nation
RADI US_DELETE

| PSEC(key_engi ne_del ete_sas): rec'd delete notify from | SAKMP



| PSEC(key_engi ne_del ete_sas): delete all SAs shared with 10.66.79. 229

| SAKMP (0): SA has been authenti cated

return status is | KMP_NO ERROR

| SAKMP (0): sending phase 1 RESPONDER LI FETI ME notify

I SAKMP (0): sending NOTI FY message 24576 protocol 1

| SAKMP/ xaut h: request attribute XAUTH TYPE

| SAKMP/ xaut h: request attribute XAUTH_USER_NAME

| SAKMP/ xaut h: request attribute XAUTH_USER_PASSWORD

I SAKMP (0:0): initiating peer config to 10.66.79. 229.

I D = 3250273953 (0xclbb3eal)

crypto_i saknp_process_bl ock: src 10.66.79. 229, dest 10.66.79.69

| SAKMP_TRANSACTI ON exchange

| SAKMP (0:0): processing transaction payl oad from 10. 66. 79. 229.
nmessage | D = 2167001532

| SAKMP:  Config payl oad CFG_REPLY

return status is | KMP_ERR NO RETRANS

I SAKMP (0:0): initiating peer config to 10.66.79. 229.

I D = 1530000247 (0x5b31f377)

crypto_i saknp_process_bl ock: src 10.66.79. 229, dest 10.66.79.69

| SAKMP_TRANSACTI ON exchange

| SAKMP (0:0): processing transaction payl oad from 10. 66. 79. 229.

message | D = 2167001532

| SAKMP:  Config payl oad CFG_ACK

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 10.66.79. 229, dest 10.66.79.69

| SAKMP_TRANSACTI ON exchange

| SAKMP (0:0): processing transaction payl oad from 10. 66. 79. 229.

message | D = 2167001532

| SAKMP:  Config payl oad CFG_REQUEST

I SAKMP (0: 0): checking request:

| SAKMP: attribute | P4_ADDRESS (1)

| SAKMP: attribute | PA_NETMASK (2)

| SAKMP: attribute | P4_DNS (3)

| SAKMP: attribute | P4_NBNS (4)

| SAKMP: attribute ADDRESS EXPI RY (5)

Unsupported Attr: 5

| SAKMP: attribute APPLI CATI ON_VERSI ON (7)

Unsupported Attr: 7

| SAKMP: attribute UNKNOAN (28672)

Unsupported Attr: 28672

| SAKMP: attribute UNKNOAN (28673)

Unsupported Attr: 28673

| SAKMP: attribute ALT_DEF_DOVAI N (28674)

| SAKMP: attribute ALT_SPLI T_I NCLUDE (28676)

| SAKMP: attribute ALT_PFS (28679)

| SAKMP: attribute UNKNOAN (28680)

Unsupported Attr: 28680

| SAKMP: attribute UNKNOAN (28677)

Unsupported Attr: 28677

| SAKMP (0:0): responding to peer config from 10. 66. 79. 229.

ID = 2397668523

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 10.66.79. 229, dest 10.66.79.69

QAK_QM exchange

oakl ey_process_qui ck_node:

OAK_QM I DLE

| SAKMP (0): processing SA payl oad. nessage | D = 2858414843

| SAKMP : Checking | PSec proposal 1
| SAKMP: transform 1, ESP_3DES

| SAKMP: attributes in transform
| SAKMP: aut henticator is HVAC MD5



| SAKMP: encaps is 1

I SAKMP: SA life type in seconds

| SAKMP: SA Iife duration (VPI) of 0xO 0x20 Oxc4 0x9b
| PSEC(val i dat e_proposal ): transform proposal

(prot 3, trans 3, hmac_alg 1) not supported

| SAKMP (0): atts not acceptable. Next payload is O
| SAKMP (0): skipping next ANDed proposal (1)
| SAKMP : Checking | PSec proposal 2

| SAKMP: transform 1, ESP_3DES

| SAKMP: attributes in transform

| SAKMP: aut henticator is HVAC SHA

| SAKMP: encaps is 1

I SAKMP: SA life type in seconds

| SAKMP: SA Iife duration (VPI) of 0xO 0x20 Oxc4 0x9b
| PSEC(val i dat e_proposal ): transform proposal

(prot 3, trans 3, hmac_alg 2) not supported

| SAKMP (0): atts not acceptable. Next payload is O
I SAKMP (0): skipping next ANDed proposal (2)
| SAKMP : Checking | PSec proposal 3

| SAKMP: transform 1, ESP_3DES

| SAKMP: attributes in transform

| SAKMP: aut henticator is HVAC MD5

| SAKMP: encaps is 1

I SAKMP: SA life type in seconds

I SAKMP: SA Iife duration (VPI) of 0xO 0x20 Oxc4 0x9b | PSEC

(val i date_proposal ): transform proposal (prot 3, trans 3, hmac_alg 1)
not supported

| SAKMP (0): atts not acceptable. Next payload is O
| SAKMP : Checking | PSec proposal 4

| SAKMP: transform 1, ESP_3DES

| SAKMP: attributes in transform

| SAKMP: aut henticator is HVAC SHA

| SAKMP: encaps is 1

I SAKMP: SA life type in seconds

I SAKMP: SA Iife duration (VPI) of 0xO 0x20 Oxc4 0x9b | PSEC

(val i dat e_proposal ): transform proposal (prot 3, trans 3, hmac_al g 2)
not supported

| SAKMP (0): atts not acceptable. Next payload is O
| SAKMP : Checking | PSec proposal 5

| SAKMP: transform 1, ESP_DES

| SAKMP: attributes in transform

| SAKMP: aut henticator is HVAC MD5

| SAKMP: encaps is 1

I SAKMP: SA life type in seconds

| SAKMP: SA |ife duration (VPI) of 0xO 0x20 Oxc4 0x9b
| SAKMP (0): atts are acceptable.

| SAKMP (0): bad SPI size of 2 octets!

| SAKMP : Checking | PSec proposal 6

| SAKMP: transform 1, ESP_DES

| SAKMP: attributes in transform

crypto_i saknp_process_bl ock: src 10.66.79. 229, dest 10.66.79.69
QAK_QM exchange

crypto_i saknp_process_bl ock: src 10.66.79. 229, dest 10.66.79.69
QAK_QM exchange

oakl ey_process_qui ck_node:



OAK_QVL AUTH_AWAI T

| SAKMP (0): Creating | PSec SAs

sv2-4(config)#

sv2-4(config)#

sv2-4(config)#

sv2-4(config)#

sv2-4(confi g) #show uauth

Current Mst Seen

Aut henticated Users 1 1

Authen In Progress 0 1

i psec user 'testuser' at 192.168.1.1, authenticated
access-1ist #ACSACL#- Pl X- VPNCl i ent - 3d327815
sv2-4(config)#show access-list

access-list 108; 1 elenents

access-list 108 permit ip 10.1.1.0 255.255.255.0 192.168.1.0
255.255. 255. 0 (hitcnt=38)

access-|ist #ACSACL#- Pl X-VPNO i ent - 3d327815; 1 el enents
access-|ist #ACSACL#- Pl X- VPNCl i ent - 3d327815 pernit ip any host
10.1.1.2 (hitcnt=15)

access-list dynacl4; 1 elenents

access-list dynacl4 pernmit ip host 10.66.79.69

host 192.168.1.1 (hitcnt=0)

access-list dynacl5; 1 elenents

access-list dynacl5 pernmit ip any host 192.168.1.1 (hitcnt=15)
sv2-4(config)#show access-list

access-list 108; 1 elenents

access-list 108 permt ip 10.1.1.0 255.255.255.0

192.168. 1. 0 255. 255. 255. 0 (hitcnt=42)

access-|ist #ACSACL#- Pl X-VPNO i ent - 3d327815; 1 el enents
access-|ist #ACSACL#- Pl X- VPNCl i ent - 3d327815 pernit ip any
host 10.1.1.2 (hitcnt=17)

access-list dynacl4; 1 elenents

access-list dynacl4 permit ip host 10.66.79.69 host

192.168. 1.1 (hitcnt=0)

access-list dynacl5; 1 elenents

access-list dynacl5 pernmit ip any host 192.168.1.1 (hitcnt=17)

sv2-4(confi g) #show crypto map

Crypto Map: "nymap" interfaces: { outside }
client configuration address respond
client authentication Authlnbound

Crypto Map "nymap" 10 ipsec-isaknmp
Dynanmic map tenplate tag: dynnmap

Crypto Map "nymap" 20 ipsec-isakmp

Peer = 10.66.79.229

access-list dynacl6; 1 elenents

access-list dynacl6 pernmit ip host 10.66.79.69

host 192.168.1.1 (hitcnt=0)

dynam c (created from dynam ¢ map dynmap/ 10)

Current peer: 10.66.79.229

Security association lifetine: 4608000 kil obytes/ 28800 seconds
PFS (Y N): N

Transform sets={ mnyset, }

Crypto Map "nymap" 30 ipsec-isakmp

Peer = 10.66.79.229

access-list dynacl7; 1 elenents

access-list dynacl7 permt ip any host 192.168.1.1 (hitcnt=0)
dynam c (created from dynam ¢ map dynmap/ 10)



Current peer: 10.66.79.229

Security association lifetine: 4608000 kil obytes/ 28800 seconds
PFS (Y N): N

Transform sets={ myset, }

sv2-4(config)
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