PIX/ASA 7.x:AEPF 4\ 88T H EAISSH/Telnetlil
1 G

{FFHASDM 5.x# 1T &
{FFHASDM 6.xHE1TH &
Telnetfit &

ACS 4.xHH#ISSH/Telnet &
B

FEASSH

AR EBSSHEFE
BIRAHRSASER

SR HEAR

wn{AHEPIX A i BRRSA & 8
SSHiIE#R 5k B

L F FISSHEARBASA
L SSHEA R B BIASA
HHEIEEA

bl

RERBRHUBNRINZ2EET xR EHMRAE REBMIAEETEH LAY R £ E (SSH)BREH A,
FERMRIRREERILZLEB S RFEATelnetsSSH, B TelnetBABA XX Eix ( BE
275 ) , HRZERERASSH, SSHREREBERNE , AR L EBMEMEES S
WE,

HREEEN K TL2EREAFHERLRERVUSSHER, RTA , T2 REAFEAZTLERE
ZERZEVSESSHER , W BB S HHNERES LFF100EER.

EHBEERESD , PIXELREWRARSSHRAIMRRE. ESSHE Fi%(10.1.1.2/2451172.16.1.1/16) %
SSHEREBNRESHTNER, ZE2EBXESSHRA 12 RHENSSHIRIHNRINEE , XX BE
RN IELE(DES)MIDESE M., SSHRA1F2TE , BEHRE,



A B R

BR

AXHEEREBR.

BRATH

AR R TR Cisco PIXBS BB BATAT 178.0,

ANHHNEARBBRBEERETREANKEMEL. XHERAINMARESREHER (R
) BVAERERRE) . MREHVEREEER | FRACECHEBEMNES IRERNZE,

EE : PIXIASA 7XRRESMASTESSHY2 |, M7 XZ BB MRA T X ESSHV2,
HRAER
LB B IS AT LA B B AR AN 7 x M BB S R ASHI Cisco ASA 5500 R 5|22 £ ERSFH.

3

2 E

\

2B DB EAR RE B AR R F 2 5 B B FIR EF

RXIE

AEREARRER SRR BER B

AR SERESRERMTEASTINEERZEXEEERASDM)AENEF.
&t : £ Command Lookup Tool(ZfREM%E F) Al EM AR E AN SR FEER,
MR 7=

RERSERAUATHEBERE

ﬁ{!ll

PIX Inside
1T2.16.5.1016
e S5H Server
I !
__:—7;‘___;_ Cloud U
.l.\. I|
Router PIX Qutside
55H Cliant 55H Cliant
A1, . . Arzd
10.1.1.2/24 10.1.1.1/24 192.168.200.172 172.16.1 1118

AERSERUATERE :
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- WL SR BEWSSHHHE
- IN{AIfE A SSH%E F ik
- PIXELE

HES K BIYSSHELM
TERUTHR , BEHZERERNSSHIMA :

1. SSHERERFEFAERABNBRRETSNRE. ARMEREZIURELER, BECRE
BRNEBALERAAAARE

pix(config) #username username password password

pix(config)#aaa authentication {telnet | ssh | http | serial} console {LOCAL |
server_group [LOCAL]}

AR RFEATACACS+EHRADIUSHIRZREETH BT  RALUEEZEKE &
AAARIBRER A AT SR At E R EREERS E, HEMMBRSRERRE K RREE

LOCAL (LOCALEZ R/IE ) . RMIBRBEELRMERESERARAAARRBFRARNERE
FENER  IRZLRERTHIEEMANRBESL %, X : =

pix(config) #aaa authentication ssh console TACACS+ LOCAL

AR U NUERAAHENEFESBEDERNETESHRES . EEATHRE , FEBRA
LOCAL, #ifl :

pix(config) #aaa authentication ssh console LOCAL

B E A AR A & & BpixF & TelnetZ WBcisco. B LAEALUL T HTE R TelnetHS :

pix(config) #passwd password

AEXE : EEBERT , LA LIEApasswordin 5. M1E M = #THBERERE,
2. APIXBE K EERRSAEIRY , ERSSHATAER :

pix(config) #crypto key generate rsa modulus modulus_size

& : modulus_size ( A BB ) ATEAR512, 768, 102432048, IEEM MR A PHEAK
, ERRSAS BB MENKENER. BRFERE1024, X . ARERRSAZBEN TGS
HRMER7 XWPIXEKBRARTREN. EREMRAS  KALRETHE , ARTHELDR,
AEE: EZ2ESEAT  VEESERBESERRSASE, I ZRRBEESERNPTZENRSD
T o

JEEATERILLEENTH., W SIEEAFEASSHERN MR, RREIHFH
NH. TAZR@ALEEH, BEINE. ELEBHP , AF—AETHRURAIE—EEH
LA LR,

pix(config)#ssh 172.16.1.1 255.255.255.255 inside
pix(config)#ssh 10.1.1.2 255.255.255.255 outside

4. W8 : FRERT , REREAFSSHRA1MRAE2, @A TGS UK ERRRABERSE

pix(config)# ssh version

Eﬁ . version_numberE_I-L;{IEE']Eizo
5. 8 : FARERT , SSHERER /B EBREMN. LWEBERTREARSE1FI607 5,

pix(config) #ssh timeout minutes
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//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094e71.shtml#sshinout

WA ASSHE F iR

FARSSHE R IFRMHPIX 500 R L RENERAERBNEAER. MBSSHERK K ELEE

B2 8 ERERdot(.) , RRBRSSHEAE S HRFERT

hostname (config) # .

HHOBERTEHESSHN IR, EXRAMFTMIESSHEMTRYBERALRBEEER , X
HHEBRERFEL ARETERAESNRE. SEEIHTREEMSTEIERKE. BREEE

ERY, ARRERERERTENICEREE REE,

SSHIRA1 xM2RE£ A ENIHE , XAETHE, THEEEFNEFiK, BE

MENERSSHE S MY .

PIXE B

FERSEAUTERE :

AEA

PIXEC &

PIX Version 7.1(1)

!
hostname pix
enable password 8Ry2YjIyt7RRXU24 encrypted
names

!

interface Ethernet0

nameif outside

security-level 0

ip address 192.168.200.1 255.255.255.0

1

interface Ethernetl

nameif inside

security-level 100

ip address 172.16.5.10 255.255.0.0

1
passwd 2KFQnbNIdI.2KYOU encrypted

ftp mode passive
pager lines 24
mtu outside 1500
mtu inside 1500
no failover

icmp permit any outside
no asdm history enable

arp timeout 14400

route outside 10.1.1.0 255.255.255.0 192.168.200.1 1
timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp
0:05:00

timeout mgcp-pat 0:05:00 sip 0:30:00 sip_media 0:02:00
timeout uauth 0:05:00 absolute

!-——- AAA for the SSH configuration username ciscouser
password 3USUcOPFUiMCO4Jk encrypted
aaa authentication ssh console LOCAL
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http server enable

http 172.16.0.0 255.255.0.0 inside

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup
linkdown coldstar

telnet timeout 5

!--- Enter this command for each address or subnet !---
to identify the IP addresses from which !--- the
security appliance accepts connections. !--- The
security appliance accepts SSH connections from all
interfaces. ssh 10.1.1.2 255.255.255.255 outside

!--- Allows the users on the host 172.161.1.1 !--- to
access the security appliance !--- on the inside
interface. ssh 172.16.1.1 255.255.255.255 inside

!--- Sets the duration from 1 to 60 minutes !---
(default 5 minutes) that the SSH session can be idle, !-
-- before the security appliance disconnects the
session. ssh timeout 60

console timeout 0
!
class-map inspection_default
match default-inspection-traffic
1
!
policy-map global_policy
class inspection_default
inspect dns maximum-length 512
inspect ftp
inspect h323 h225
inspect h323 ras
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp
inspect sglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
!
service-policy global _policy global
Cryptochecksum:a6b05fd04£f9fbd0a39flca’7328de91£f7
: end

i EFEFASSHERBIASAPIXWEENE , FRHLATS  ssh 172.16.16.160 255.255.255.255

£ FHASDM 5.x#E{THL it

TRUTHER , LUEFEAASDMASSHEERE !

1. iZ#Z Configuration > Properties > Device Administration > User Accounts , SA{& £ HASDM#t
BERAE,
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{timeout number}}

telnetin S ARIE EMLE E M LUEBTelnet?hl L £ £ B2 FI1E,

BB EMENE LB ATenetBIZ2EE, BER , R EERFFTE AN E N TelnetRE
#HZ|PseciRE., EE&FH RNAIBNERI TelnetEEE | nﬁTj_:ﬁ’#"‘B EJ:EE%P%CM@?EK%%EEEZ
HIPHRE , XENZBN EJ:E&FHTGMGR

‘%ﬁ D —RRER , MREMAN AN LR A0RIEAEAEMNE , BIPIX/ASAT i Telnet®EX%
T H.

AR BEBTEBERTenetEFAARERE. SOREBRENA (WER ) BAXEE, Telnetfd
FReER M %= Fim @A E LA X #E1T, CiscoEREASSHERERZRSNERBEN.

MR@AIPH Y | EL AW ARRER., RERRERER. FOEAAIRRE TREE, @5
HETE R P4 i 9 (BT AT IREHEMIPHEuEYEARE |, FBESE T ERH255; 5110
255.255.255.255,

MR IPseciE1T , A MEETLRLNNHEER , BEANSNEH. BEDALE Ecrypto mapin &
L)\E{Eﬁﬂtelnetup TEENHEE R,

% Hpasswordin S UG EH IR AW Telneti BV K. TAX{E Acisco. ¥ Hwhoin TR ERIFH
e ®BRFENIPHL, 3 Hkild SR IEEBN TelnetiRFIESEE,

EAINRSENEN Telnet&5E , FRBLLT RA
51
WEIGIE AT ETH10.1.1.1FZBTelnetERLZsHEF A -

pix(config)#telnet 10.1.1.1 255.255.255.255 inside



g5 2

&I A FFMEE%10.0.0.0/8FE B TelnetZlMZ £ HEFIEA -

pix(config) #telnet 10.0.0.0 255.0.0.0 inside

g5 3
WEIB AP AR ERBTelnetZFME L HEETIEA ;

pix(config)#telnet 0.0.0.0 0.0.0.0 inside
MRAFEAEHconsoleF#FWaaatn © , AILNEALEA S BRI RRSEE TelnetiZ FIEEH RIET 5 4

AE  MRACE Baaam S UERZLEE TenetiR 4B EETHHORE , YA NHBMIARR
e, AR R EESHR S EBNBENTA. At SR X EEFEAEIBAME

Flenable password s+ 5% & B B 1o

Z% Htelnet timeout@ & , AR EZRFI B TelnetRFEERZ L L EFH I UAFEENERER, T
gE#&no telnet 7S Edtelnet timeout a8 S — &2 A,

B RBIRANAERZRASHEZRFERRS

hostname (config) #telnet timeout 10
hostname (config) #show running-config telnet timeout

telnet timeout 10 minutes

ACS 4 xFHJSSH/TelnetX &

R ERIERADIUSIHAE , R BAASRADIUS R SSHIb#E,

EESRBiBTelnet, SSH, HTTPRH EFZEHIEERS L HEARERSNREFZUCER , £
LHEEEEREHERBINZE, REMBRADIUSACS)ARSEIXELER , YRBARSNER
BEFHIELECLIFHRA.,

BEFHMEN  F2REEAAAFRBEN At ENENAAAR RSB AL EREXEE S

Bltn |, ASAZ2RE7OFE—EIPHi , e RE AR MU EZER , Fla

hostname (config) #ssh source_IP_ address mask source_interface

BEEFRET , F2REEAAAGREENA i E R ERN RFFSSHEABE 2.

EZEPIX/ASA:F A TACACS+HRADIUS A AR5 i 1T HE B 5A R BV BB R IR Bl & /R 5] |, AR A RA N4l
EAACS B P FE R EPIXHISSH/Telnetsh BRI EFHAE A
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ERAXEHAR , BEEENEERE EEER.

WHEFFITES(EHEERETFER)OITXERE Eshowin . E£AOITHEshowis T LY 54T

o

FEASSH

#% Hidebug sshin 5 LABRISSHFA

pix(config) #debug ssh
SSH debugging on

I AR ®EH10.1.1.2 (AEEIPIX ) B Tpixs BEHREFRKI

pix#
Device ssh opened successfully.
SSHO: SSH client: IP = '10.1.1.2' interface # =1
SSH: host key initialised
SSHO: starting SSH control process
SSHO: Exchanging versions - SSH-1.99-Cisco-1.25
SSHO: send SSH message: outdata is NULL
server version string:SSH-1.99-Cisco-1.25SSHO: receive SSH message: 83 (83)
SSHO: client version is - SSH-1.99-3.2.0 SSH Secure Shell for Windows
client version string:SSH-1.99-3.2.0 SSH Secure Shell for WindowsSSHO:
begin ser ver key generation
SSHO: complete server key generation, elapsed time = 1760 ms
SSH2 0: SSH2_MSG_KEXINIT sent
SSH2 0: SSH2_MSG_KEXINIT received
SSH2: kex: client->server aesl28-cbc hmac-md5 none
SSH2: kex: server->client aesl28-cbc hmac-md5 none
SSH2 0: expecting SSH2_MSG_KEXDH_INIT
SSH2 0: SSH2_MSG_KEXDH_INIT received
SSH2 0: signature length 143
SSH2: kex_derive_keys complete

SSH2 0: newkeys: mode 1

SSH2 0: SSH2_MSG_NEWKEYS sent

SSH2 0: waiting for SSH2_MSG_NEWKEYS

SSH2 0: newkeys: mode 0

SSH2 0: SSH2_MSG_NEWKEYS receivedSSH(pix): user authen method is

'no AAA', aaa server group ID = 0

SSH(pix): user authen method is 'no AAA', aaa server group ID = 0
SSH2 0: authentication successful for pix
!--- Authentication for the PIX was successful. SSH2 0: channel open request SSH2 0: pty-req
request SSH2 0: requested tty: vtl00, height 25, width 80 SSH2 0: shell request SSH2 0: shell
message received

NREAERMUNEAEFERBER , HlW, Tpix1y MAR Tpixy , RIPIXBFAEIGIER 5 8=
o WIAREE LB R KMN S HERE

pix#

Device ssh opened successfully.

SSHO: SSH client: IP = '10.1.1.2' interface # =1
SSH: host key initialised

SSHO: starting SSH control process

SSHO: Exchanging versions - SSH-1.99-Cisco-1.25


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

SSHO: send SSH message: outdata is NULL

server version string:SSH-1.99-Cisco-1.25SSHO: receive SSH message: 83 (83)

SSHO: client version is - SSH-1.99-3.2.0 SSH Secure Shell for Windows client version
string:SSH-1.99-3.2.0 SSH Secure Shell for WindowsSSHO: begin server key generation

SSHO: complete server key generation, elapsed time = 1960 ms

SSH2 0: SSH2_MSG_KEXINIT sent

SSH2 0: SSH2_MSG_KEXINIT received

SSH2: kex: client->server aesl28-cbc hmac-md5 none

SSH2: kex: server->client aesl28-cbc hmac-md5 none

SSH2 0: expecting SSH2_MSG_KEXDH_INIT

SSH2 0: SSH2_ MSG_KEXDH_INIT received

SSH2 0: signature length 143

SSH2: kex_derive_keys complete

SSH2 0: newkeys: mode 1

SSH2 0: SSH2_MSG_NEWKEYS sent

SSH2 0: waiting for SSH2_MSG_NEWKEYS
SSH2 0: newkeys: mode 0

SSH2 0: SSH2_MSG_NEWKEYS receivedSSH(pixl): user authen method is

'no AAA', aaa server group ID = 0

SSH(pixl): user authen method is 'nmo AAA', aaa server group ID = 0

SSH2 0: authentication failed for pixl

!--- Authentication for pixl was not successful due to the wrong username.

B  WREAERHEERNZE , AltEFaHeBERRMEERR.

pix#

Device ssh opened successfully.

SSHO: SSH client: IP = '10.1.1.2' interface # =1

SSH: host key initialised

SSHO: starting SSH control process

SSHO: Exchanging versions - SSH-1.99-Cisco-1.25

SSHO: send SSH message: outdata is NULL server version string:
SSH-1.99-Cisco-1.25SSHO: receive SSH message: 83 (83)
SSHO: client version is - SSH-1.99-3.2.0 SSH Secure Shell for
Windows client version string:SSH-1.99-3.2.0

SSH Secure Shell for WindowsSSHO: begin server key generation
SSHO: complete server key generation, elapsed time = 1920 ms
SSH2 0: SSH2_MSG_KEXINIT sent

SSH2 0: SSH2_MSG_KEXINIT received

SSH2: kex: client->server aesl28-cbc hmac-md5 none

SSH2: kex: server->client aesl28-cbc hmac-md5 none

SSH2 0: expecting SSH2_MSG_KEXDH_INIT

SSH2 0: SSH2_MSG_KEXDH_INIT received

SSH2 0: signature length 143

SSH2: kex_derive_keys complete

SSH2 0: newkeys: mode 1

SSH2 0: SSH2_MSG_NEWKEYS sent

SSH2 0: waiting for SSH2_MSG_NEWKEYS

SSH2 0: newkeys: mode 0

SSH2 0: SSH2_MSG_NEWKEYS receivedSSH(pix): user authen method

is 'no AAA', aaa server group ID = 0
SSH(pix) : user authen method is 'no AAA', aaa server group ID = 0
SSH2 0: authentication failed for pixSSH(pix): user authen method
is 'no AAA', aaa server group ID = 0
SSH2 0: authentication failed for pix
! -—— Authentication for PIX was not successful due to the wrong password.

B EEHSSHREE

BH GRS, MECERNSSHEFEBUKFIPIXHELRAARE :




pix#show ssh session

SID Client IP Version Mode Encryption Hmac State Username
0 10.1.1.2 1.99 IN aesl28-cbc md5 SessionStarted pix
OUT aesl28-cbc md5 SessionStarted pix

i##ZMonitoring > Properties > Device Access > Secure Shell Sessions A #7 E EASDMIIZEE,

BB AN HRSAS IR

BHbG T, UMBREZ2KE ERSASRNLHEHES -

pix#show crypto key mypubkey rsa

Key pair was generated at: 19:36:28 UTC May 19 2006
Key name: <Default-RSA-Key>

Usage: General Purpose Key

Modulus Size (bits): 1024

Key Data:

30819£f30 0d406092a 864886f7 04010101 05000381 84003081 89028181 00cl72f4
95f66c34 2c2ced37 aa3442d8 12158c93 131480dd 967985ab 1d7b92d9 5290£695
8e9b5b0d d88c0439 6169184c d8fb951c 19023347 deb3£939 99ac2814 950£4422
69b67328 £64916bl 82el5341 07590da2 390fbefd 38758888 7319196c deblaefl
165c4bab 03d081d5 ddafl5cc c9ddb204 c2b451e0 £19ceO0f3 485bld69 8b020301 0001

iZ1ZConfiguration > Properties > Certificate > Key Pair , A% & — T Show Details A R RSAE &
EEASDM,

4 379
ARG T T A EHE S 1T SR B
WA HEPIXH  BRRSA S il

REBRT , SIAABPIXKEHELPIXPHISSHRAR , TRt EEMBRAE EHEIRSAE IR, 2
Hitan s, AERPIXHMERRSAE &Y :

pix(config) #crypto key zeroize rsa

i##ZConfiguration > Properties > Certificate > Key Pair , A% 1% — T Delete LAl BRRSA £ §& #1
ASDM,

SSHIEAR & B

PIX/ASA L WEEERE R, :

%PIx|ASA—3—315004: Fail to establish SSH session because RSA host key retrieval failed.

SSHE Fin B & LI AHEERER -



Selected cipher type

ATHRILEE , FHBREEMEIRSATIR, BHt T , UERASAFRERRSAZ WY

ASA (config) #crypto key zeroize rsa

BELDT , MEELEHER

ASA (config)# crypto key generate rsa modulus 1024

3= 5 FASSHESBIASA

FERER

ssh_exchange_identification: read: Connection reset by peer

ATHRILEE , FTRUATIER

1. BB AASAS MR A ESSHIEN B EMRSAS .,
2. BB ESSHR S EHMEHRRSALR,

5% 5 FiSSHEA B BIASA

EASARNH IR | SEBBVPNRRERBSSHERIBEAASA. ERREASSHREER
ERGRIBAASAR IR EH.

B

. Cisco PIX 500% 5| &Z 4+ # E

. Cisco ASA 5500R 3R A =< 58

. Cisco PIXBj X ik i

. Cisco Secure PIXps X fEfp DB E

- B SSHER — BN RAEM BN LA

. EXREM (RFC
- Bl B ¢ - Cisco Systems
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