BERBEEZEEEASARKAE

FETASDMER BHERHEE

# B S5 EISNMPE 32 v

BERBREMBRKEAE
&l

FEHAASDMELEE AR ASE

FRASARLE

EEEACLE
BRAETE{E AR ASAE & BRI A 5F

bid - 3713.13

%ASA-3-201008 : 5.} 3738

&I

AXENM BN ROIEE R R EETRBRA84HESMANASALE EREH A FCHEE,



BREMN
ASARRAS 4| A T IR BMOBBRAT | SBEATERLLRENRE RN E, A RHER

RIEBHBIERTERNRKBFEE, AXEN "S#KSyslogs &80 FR8.4MRHHIFTSyslogDh
e, FRATENRARBFERER , F2HMCiscok 2 RERK wmﬁg?a@o

EARAF

=R
AKX RBEHERER.
BRF T
AN AHNEFARRBIA T ERMBE AR
- E{RASAZKEEIRZA8.4/IASA 5515
- BNRERZ 2K EEES(ASDM)RAT.1.6

ANHHEARBBEBEERETREANKEMEL. XHPEAZNAMBERERRERER (HR
) BAERERRE) . MREHPEEREFT  FEARECHEAETAESTRERNTE,

N o HBASDMIRA7 IRESRANELEBHMET  HSWASAL2 - FAASDMEER
iﬁLHWbo

EARRMAFE

WAL T U BEaci. MR AFNRBERERE.
« logging enable -/t ¥ #%SyslogiH EEE@ ZEIFr A HV B,
* no logging enable - Z |- FE&FIFIEE LV E,
- show logging - 5l i SyslogRBEMN AR , AREEF O ERENEAMKETTER.

ASATI LU R FBFEEBASSEE N, EEERNTAAG T UEEREEERAKAFTEIAN
fIE :

1% S ie sk EAEE B ABEREE
<#root>

| oggi ng buffered

severity_level


/content/en/us/td/docs/security/asa/syslog/b_syslog.html
/content/en/us/td/docs/security/asa/syslog/b_syslog.html
https://www.cisco.com/c/zh_tw/support/docs/security/asa-5500-x-series-next-generation-firewalls/113053-asa82-syslog-config-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/asa-5500-x-series-next-generation-firewalls/113053-asa82-syslog-config-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/asa-5500-x-series-next-generation-firewalls/113053-asa82-syslog-config-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/asa-5500-x-series-next-generation-firewalls/113053-asa82-syslog-config-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/asa-5500-x-series-next-generation-firewalls/113053-asa82-syslog-config-00.html

KRR EFEEREEASARSETESR , TEE/NIBHRBRER. W Ashow loggingds & LA
REFEZHSyslogiE B, AZBEFENKRAK/NAE1 MB(FiEBlogging buffer-sizein B HEITE E).
I, ANEEREMEEHDE. TAAPERTERZFAFCEEREE  BRdE—  RAFEFHA
9 B SR SR B W SRR IEE R N B R A EEE,

#% B 3582 B FVEIA B R B S MAARER

<#root>
| oggi ng host
interface_name ip_address [tcp[/port] | udp[/port]] [format emblem]
l ogging trap
severity_level
logging facility

number

FTEETRKBFEAENNARSETEERRAFEREERINTEH, FRBERT , ASAE
UDPi£514 E{&ixsyslog , B AT SUBEWMENIE., WREBEFTCPERABFLHWE , MIESEHK
ASAZEBE| R AFRRBOTCPERBERMK A, NMRAMRP[PEEFRE , IEELHEHARIFE
MTCPER , BERBERT , ASAQF‘HJJ:FEE%TE%?O ﬂﬂiﬁﬂlﬁﬁlogglng permit-hostdown , BIa] LU=
AItt1TA. BRilogging permit-hostdownfi T HIEHMIEF , B2 HEERE.

N 18 ASAEAZEEHL1025-65535018,  FEMEAERISHe B TS .
ciscoasa(config)# logging host tftp 192.168.1.1 udp/516
4 - M EEthernet0/1Z 2R B A0,
$85R - & 516, T1E£1025-65535&FE A,

LEFBHEIXLCHER

<#root>

| oggi ng mmai
severity_level

| oggi ng reci pi ent - addr ess
email_address

| oggi ng from address
email_address

snt p- server

ip_address



EETBHPEERKAREEREESMTPRMARE. & T RAT UK E FEFEASAHEE
EENEFBHEFi , LAEESMTPARSF LETERNEE, MR BARCHEBRBFRERIE
ARV AR B (AR EFAMY) , AIETUERKRERKER , RAL BREKEEBEINEHET
BHHeEREKZEDEREZH A,

R REAEEEFIEES

<#root>
| oggi ng consol e

severity_level

PRI B SRS SR AE R B EEH R A BUE B A IR EASAR BIE(tty) £ MREE T #2518 AR
#% , BIASA LYFTE H £ RIERRH A9800 bps , BIASAR SR HIBHEE ., EWRERRKA
WHRERIFAEER , SEANEFTE. Hit , F7OYFERE B EEREHIEBFRRZEK.

# B S R B EE R Telnet/'SSHESE

<#root>
| oggi ng noni t or
severity_level

term nal nonitor

B s A A EEIBTelnetHSSHIARIASAR 4B VB RRZAFTHE | URZESE
#1Tterminal monitorii &, EE LA HFESIMNEIEFES |, 558 Aterminal no monitorfi &

#RASDM LR BFFEE

<#root>
| oggi ng asdm

severity_level

ASDMEEEE AR ERRBAFEENEERE, & Ashow logging asdmin F S E RASDM
SyslogR B EN AR .

# B 5 EEFISNMPE B uh



<#root>

| oggi ng history
severity_level

snnp- server host
[if_name] 1ip_addr

snnp-server |ocation
text

snnp- server contact
text

snnp- server conmunity
key

snnp- server enabl e traps

ERAEFE—ERENIIEHEMRBEREHESNMP)RE , MEEASNMPEERKBFHEE. &
FAALARRENEEGHERNS TN RS E K F2RARRENEEHHEENGT. BF
BEBREMRAGIHAER  F2REBREMRFIPHAES.

A% B B4 18 A0 B R B 56
RTEYHBRANEFSH , ATLUSRREEEINEsyslog. BB UEER |, LUEE B R 1R R it

BRE. ERAREE , 78 Alogging timestampii &o AT EMERKAF RS , —EREREH
, B —E%R

%ASA-6-302016: Teardown UDP connection 806353 for outside:172.18.123.243/24057 to
identity:172.18.124.136/161 duration 0:02:01 bytes 313

Jul 03 2014 14:33:09: %ASA-6-302014: Teardown TCP connection 806405 for

inside:10.0.0.100/50554 to identity:172.18.124.136/51358 duration 0:00:00 bytes
442 TCP Reset-I

#i 5 1
Ut# BER T £ fdebuggingf BRE MR B EABREEN ROIEE.

<#root>

| oggi ng enabl e
| oggi ng buffered debuggi ng


/content/en/us/td/docs/security/asa/roadmap/asaroadmap.html
/content/en/us/td/docs/security/asa/syslog/b_syslog.html

AT 28 =Bl

%ASA-6-308001: console enable password incorrect for number tries (from 10.1.1.15)

FAASDMELEE AR HF

tBRE R AT A A R4t B 5 B RASDMELE.

1. EEASAL R A BRtEEsH% , BAEREE A BFR&SIE. #EConfiguration > Features >
Properties > Logging > Logging Setup. & Enable loggingBxEX 5 #2 LA Syslog.
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|| e SATE e
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B e e T

Access IZEHIEZZESNMPLUEESNMPE Bt R HiSEB 14,

. MREBERFK EHFEASNMPIERHEE | BIXAAE EEZSNMPRARES. £Management
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6. EEAJILAEMSNMPER Y, 8 ASNMPEMEFME AL — TOK,



Add SNMP Host Access Entry [ &3 =

Inkterface Mame: _inside -
IP Address: 172.22.1.5
LIDP Pork: 162

Community String:  sess

SMMP Yersion: in P |

Server PollfTrap Specification
Select a specified funckion of the SMMP Host,

Foll

| Trap

2K H iZancel H Help

7. BEAFSAFEEARTHIREINEMEEZ , FfloggingZd s Hi&1ZFLogging Filters, EEHER
EETTREM AR E ENEEREL B ENET BitlAl. BEFMEN AFRHKEELIR—
TEdite FEAfld , TSyslog Serversy B ZEHIE R,
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8. {&Filter on severity T~ 17 iE B IR 1FiHE E 1 B E % (A1 H Klnformational), EHEIZE—T
OK,

[Ey Edit Logging Filters —— S
-

Configure logging filker settings, The severity level represents the maximum level For logging messages. The A58 will
generate syskem log messages with severity levels up ba the specified level,

Logging Destination: Svslog Servers

Syslags Fram All Event Classes

I (@) Filter on severity

(71 Use event list

(") Disable logging from all event classes

Syslags fram Specific Event Classes

Event Class Severity

Descripkion:  User Authentication

] - Delete

Ik ][ Cancel ][ Help

9. IR[ElLogging Filters& A% , & — T Apply.
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EIBVPN#E R B 555 S EE 2R A 55 MRS

EREMNWGE T RVPNRGTRENEMNEF ERRE T |, EEE TR L EASNMPR AREEH
fL A Ik BB syslog Al BR 27 B 12 AT B IR IR ASARS Kt

E B 525 2 IPsec VPNELE |, 552 BPIX/ASA 7XR EESMZA : PIXZIPIX VPNEREfL & 4l
o BRTVPNELEZH , BEEE A Ruh B F 2 it vk B AR 9 syslogfal iR 25 Bt ESNMP B BER £

Hemote
172,22 1.x ASA 5515-2 12 16.1.x

| Central A58 5515-1

172.22.1.5

—_7‘0{-@;, e ~=é:sir=-°\—

172.221.163 10.10.10.1 /24 1721641

SNMP/Syslog Server 10.20.20.1 124

R RASARLE

<#root>

!I--- This access control 1ist (ACL) defines IPsec interesting traffic.

!--- This Tine covers traffic between the LAN segment behind two ASA.

I--- It also includes the SNMP/syslog traffic between the SNMP/syslog server
!I--- and the network devices located on the Ethernet segment behind the ASA 5515.


https://www.cisco.com/c/zh_tw/support/docs/security/pix-500-series-security-appliances/67912-pix2pix-vpn-pix70-asdm.html
https://www.cisco.com/c/zh_tw/support/docs/security/pix-500-series-security-appliances/67912-pix2pix-vpn-pix70-asdm.html
https://www.cisco.com/c/zh_tw/support/docs/security/pix-500-series-security-appliances/67912-pix2pix-vpn-pix70-asdm.html
https://www.cisco.com/c/zh_tw/support/docs/security/pix-500-series-security-appliances/67912-pix2pix-vpn-pix70-asdm.html
https://www.cisco.com/c/zh_tw/support/docs/security/pix-500-series-security-appliances/67912-pix2pix-vpn-pix70-asdm.html
https://www.cisco.com/c/zh_tw/support/docs/security/pix-500-series-security-appliances/67912-pix2pix-vpn-pix70-asdm.html

access-list 101 permt ip 172.22.1.0 255.255.255.0 172.16.1.0 255. 255.255.0

!--- This lines covers SNMP (TCP/UDP port - 161), SNMP TRAPS(TCP/UDP port - 162)
!I--- and syslog traffic (UDP port - 514) from SNMP/syslog server
!I--- to the outside interface of the remote ASA.

access-list 101 pernit tcp host 172.22.1.5 host 10.20.20.1 eq 161
access-list 101 pernit udp host 172.22.1.5 host 10.20.20.1 eq 161
access-list 101 pernit tcp host 172.22.1.5 host 10.20.20.1 eq 162
access-list 101 permit udp host 172.22.1.5 host 10.20.20.1 eq 162
access-list 101 pernit udp host 172.22.1.5 host 10.20.20.1 eq 514

| oggi ng enabl e
| oggi ng trap debuggi ng

!I--- Define logging host information.

logging facility 16
| oggi ng host inside 172.22.1.5

!I--- Define the SNMP configuration.

snnp-server host inside 172.22.1.5 community ***** versjon 2c

sSnNpP-server community *****

EHASARKE

<{froot>

!I--- This ACL defines IPsec interesting traffic.

!--- This Tine covers traffic between the LAN segment behind two ASA.

!I--- It also covers the SNMP/syslog traffic between the SNMP/syslog server
!--- and the network devices located on the Ethernet segment behind ASA 5515.

access-list 101 permt ip 172.16.1.0 255.255.255.0 172.22.1.0 255. 255.255.0

!--- This 1lines covers SNMP (TCP/UDP port - 161), SNMP TRAPS (TCP/UDP port - 162) and
!--- syslog traffic (UDP port - 514) sent from this ASA outside
!--- interface to the SYSLOG server.

access-list 101 permit tcp host 10.20.20.1 host 172.22.1.5 eq 161
access-list 101 permit udp host 10.20.20.1 host 172.22.1.5 eq 161
access-list 101 permit tcp host 10.20.20.1 host 172.22.1.5 eq 162
access-list 101 permit udp host 10.20.20.1 host 172.22.1.5 eq 162
access-list 101 permt udp host 10.20.20.1 host 172.22.1.5 eq 514



!I--- Define syslog server.

logging facility 23
| oggi ng host outside 172.22.1.5

I--- Define SNMP server.

snnp-server host outside 172.22.1.5 community ***** version 2c
snnp-server conmmunity *****

BEENME EASAMRAS 4AMFFMER | 52 EEHASNMPHSyslogi®EiBVPNEZE E5 12 Cisco Secure

SESES A

ASARRABARMZEMSE , EEEAEATEENEERMKAREE, EEMHIEEERERR
Bl. HEHER, HEIDHERVMNAEREEFE., EABLEHG Sl ABRARN/NEHAR
HEENE@G S, BBEEANREsyslogh , BALUBEREEEHSANEE , MABHE
RER-BEMHAEHES.

ERAASEE

EREEREAUERBREMRBIMDESABNRK B EERERAS  RRBIERFESRR
= B R EEA B

TRATTRUREEEFE .

1. #1 Alogging list message_list | level severity_level [class message_class]ii S AR I BIEE
EEEREMBAISESBTENERNERBE,

2. B Alogging list message_list message syslog_id-syslog_id2#s > LA B BI 2 S H9E 275 E if
s AREE.

3. B Alogging destination message_listan S UAIS ER I HEEEEN B E,
&l 2

MALTHSURIGEEEE  HFSFEMERENA2 (BRE ) WHEE |, MEINT611101 to
6113230 E |, RIRNE W ASE L E B A IR HIE -

<ffroot>

logging list ny_critical _messages |evel 2
logging list ny_critical _nmessages nessage 611101-611323
| oggi ng consol e ny_critical _nmessages


https://www.cisco.com/site/us/en/products/security/firewalls/index.html
https://www.cisco.com/site/us/en/products/security/firewalls/index.html
https://www.cisco.com/site/us/en/products/security/firewalls/index.html
https://www.cisco.com/site/us/en/products/security/firewalls/index.html
https://www.cisco.com/site/us/en/products/security/firewalls/index.html
https://www.cisco.com/site/us/en/products/security/firewalls/index.html
https://www.cisco.com/site/us/en/products/security/firewalls/index.html
https://www.cisco.com/site/us/en/products/security/firewalls/index.html
https://www.cisco.com/site/us/en/products/security/firewalls/index.html
https://www.cisco.com/site/us/en/products/security/firewalls/index.html
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E TEBL ARAPBARRBENERE, EAXBIP , FEAmy_critical_messages, #&—T
Event Class/Severity Filters T BYAdd.

[Ey Add Event List (i

MName: my_critical_messageﬂ

Specify filkers For the event list, You can filter syslogs by their class and sewerity, or by their IDs, The severity level

represents the maximum level for logging messages. The 858 will filker swstem log messages with severity levels up
ko the specified level,

Event Class)Severity Filkers Message ID Filkers
Event Class Severity Add Message IDs Add
Edit Edit
Delete

Delete

Ik, ][ Cancel ” Help




3. f£Event Class FRLIEE FEEAl, ESeverity T 1 E A iZEE Critical,

-

FTEREE—TOK,

E Add Class and Seventy Filter

Event Class: :-- all --

-,
Descripkion:  All Event Classes
Severity:  CAEHCAL v
Ik ] [ Cancel
4 MBEBEIHHHEE , 55— TMessage ID Filters THIAdd, EBERT , BEE@MAIDA

611101-6113238E B

] Add Event List

]

Mame: |y _critical_messages

ko the specified level,

Event Class)Severity Filkers

Event Class Senverity s ]
-- All -- Critical

Message ID Filkers

Specify filkers For the event lisk, You can filker syslogs by their class and severity, or by their IDs, The severity level
represents the maximum level for logging messages. The &34 will Filter svskem log messages with severity levels up

Message IDs

[ Ok, ] [ Cancel

fudd

Edit

Delete

5. %£Message IDsHEF # A IDEEE I #Z — T OK.




T4 Add Syslog Message ID Filter [ 28—

Enter the syslog message ID, Use hyphen ko specify a range
af swslog IDs, For example, 101001-101010,

Message IDs: 6111D1-611323|

Ik, ][ Cancel ][ Help

6. IR [ElLogging Filters I E ¥ 1EiEConsoletE & B 1%,
7. #tUse event list N HLIRE Fi#Emy_critical_messages. K& E — TOKo

Edit Logging Filters . X

Configure logging filker settings, The severity level represents the maximum level For logging messages. The &34 will
generate syskem log messages with severity levels up to the specified level,

Logaing Destination: Swslog Servers

Svyslogs from All Event Classes

| 1 Filker on severity | Informational |

@) Use event list yiv_critical_messages! - e, ..

" Disable lagging from all event classes

Syslogs From Specific Event Classes

Event Class Sevetity

Event Class: | auth -

Description:  User Authentication

. F - . Delete
Severiby: _Emergencles -

[ QK H Cancel H Help
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