PIX 500244 B 6.xF7.xi Ak i1

Im
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S [ER
>
SR

#

Epl
%
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BIERHKEER

PIX 515/515E& BRI o B EE FH R E FR
&5l

FHRPIXZ £ EE

HETH

FiRkFERX
HEREXABPIXZLERE

A BE1RE 5C

e EE R E X ARPIX

& Fcopy tftp flash@s & HEZPIXEZ £ EE
EPIX 7 xB2 4R F6.x

FHIRS R R P RIPIXEE
ZHEEELZ S EBEEES(ASDM)
S HEAR

BRRFTPARA

1S B 3K AR 3 & £

HEEH

bl

H
5l

AIERAMMAEPIXEER6.256. 3R AKEI7 xR, BTFEHERR S EEEE IR (ASDM)AR A

500 %%,

A E R
&R
BRI FHEBRZ B , BEMLL TR,

- f# Fishow running-configsiwrite netds 1% & RIPIXEL B R 7 2 XA ERHTFTPR AR SR

- £ fshow versionfs TR RFIIHMMBA SR, BUBHREFINAER, NIRFERELE
IRAEMATE , TREEZREBAER. ﬁEﬁEﬂ(Fﬁ%ﬁﬁE’JHﬂﬂﬁ-ﬂ nﬁ/ EEPIXI?HAHE%EF‘%EO

. FERE E BT ELE 8 Bconduitzoutbound @i . 7XxFEXEELEG T , AKBESMEREM
o fEMOutput Interpreter(EHEMEFERA) TEAEERARZ ﬁuﬂ%Lﬁbﬁ%E?ﬁkﬁﬂliﬁﬁ



//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_qanda_item09186a0080094874.shtml#Q19
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- BRRPIXT# IL B EHBREHE(PPTP)ER. PIX 7T1RESHRAETN T XEPPTPHK L,

. R EMAFailover , FERALANREMRENEREEALBNENER LA, o, mEEEH
RN EHEEERREURMRESFETRNE ( AFHRERER ) | AIXBEEABRZ R
EHEYBRNEESHEZ B H. FRSERMREAB T EEBOMEERE. A, Ak
BERFRETSEBENTE,

. ERE A FBERPIXEITHRAG6.256.3,

- FEFEABRBNRANRITRE , LEERFEFGS,. CEEIAGSHNREBERANT D,

- BREAMRA6xFM7 xzEHWEMEMTSER , FSRABIEE,

5 i P
AXAHHEARBRIRA T R AEFRIRA

. PIX®R 448515, 515E, 52551535
. PIX#XBARA6.3(4). 7.0(1)
AXFHNEFRRBEREERETRENNEEFEL. XHPEAINMEEERREER (AR
) WAERERE S, MREWBREEER , FRALECEBETMES TRERNFE,

BRERBER

B AREIRAT X281 , CiscoZBPIXEITRA62HESRA, ERRAERERENEE,
s, BAEREATEEBERSTEEINRERAMAMIREICEERER :

J £
PIXE |\ vER REJ R =
i R

ER |FZRUR/EREER

(R) |(FO)
PIX- |64 .
515 |+ | 128 MB 16 MB
PIX- |64 .
515 | | 128 MB 16 MB
PIX- [128
505 |mg 256 MB 16 MB
PIX- [512
535 |mg |1 CGB 16 MB

*FrBPIX-515FPIX-515E£ B EEE RO =M,

% ishow versiondn & , AHEE BRI EPIX L ZRHRAMM R EEHI AN, THEERALRE
FHik , BATRPHFMBEPIXKEFEREZEE 16 MB.

AE T XREIBUERKEPPPIXLLEE, BRPIXLZEEE(WPIX-520, 510, 10000F]
Classic)BfEA , YAKRET7TORIESHRA, NREHEEEF—AEBYFEBT7 XxRESRAE
, FHZEHNEREFENICERBEUABEENINLZSEE, i, RAM/R64 MBRY
PIXBE A& ( PIX-501, PIX-506F1PIX-506E ) X EITHIA7.0MR A,

PIX 515/515E%¢ B HEC M A& R



//www.cisco.com/en/US/docs/security/asa/asa70/pix_upgrade/upgrade/guide/pixupgrd.html

RBEPIX-515MPIX-515ERES FEA MR, F2RETR  BEARELRE LHNCREME
HY BB AR5

AEE  BHRBURRPIX LR ENFFAE,

e T HARARR G R

AR | R (A 80t gm ArchEe (A
3 ABET ) A B )
ZBR) [32MB ,\P/:.);(,\ng: 64 MB
FZR PIX-515-

(UR) 32 MB MEM.128= | 128 MB
EHEE PIX-515-

BFo) |>*V° MEM-128= |12 MB

SE2: @ (Cisco PIX 515/515E Security Appliance Memory Upgrade for PIX Software v7.0 Product
Bulletiny LABEFEHE {1 &,

ikl
%55 B R iR TR BLLU B AR B 575 B AR BIA B H,

HEPIXZ £ 5B
T

ETHPIX 7.xE B8 |, F55H I Cisco Software Center(fE#t 5% F £ /), Cisco.com LR EiR
TFTPRIREEE. ER , ELEEANInternetiE S 5|2 LIS "titp servery B, BAILUKEIFZ
TFTPRRES. BERYAREINEBT MBI ENTFTPEE, WEFHMET , FSHIFTPEAKSER
(EREMEF).

FRER

AR, BPIXREREABIIRA7TXxBR—REARENR, FZCLIFET TN , Rt AREBNEE
ERREIFETE, REHBRRETAHR , AAARBETE-LE#ERE, NIRFERESR
6.xXMRG , KAMTEBBE. SASEHPIXEANEEENTBRER, EEEE  FELRPKE
BHPIXRERS K RREBFEFZURBEWAARAIRA .

PIXZ 5% B %
PIX-515 ER
PIX-515E copy tftp flash
PIX-525 copy tftp flash
PIX-535(k & #PDM) copy tftp flash
PIX-535(2 £ & PDM) Bl

HEREXABPIXELET
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- PN L E
ERATSR , EAPIX LM ERER,

1. FRAUTEFARESRFBEEEEFIPIX LWREIERE | 90600 T/ 8EE MY ETBRER
1M=L EREES

2. EBEREMIAPIX,. BMBHE , RFEKIETREFEABREAKRESCIAH BRI EEBME
o BEIOWWEERFPEEENSIBIBE,

3. IRESCH# = #ABREAKF T ML A B E R, SR FEAWindowsBik#& iR , AT UIRESCH# S
£ Ctri+Break A Ei%BREAKE T, MR BBKRIKMAIRESTelnetihBPIXHR4IEE | AIEER
Ctrl+] ( Control +A$Fill ) F B ATelneti TR R, A% Asend breakiE®,

4. }EFE Rroni t or > o

5. BEE A REZEXABPIXE S -

PEEE S H AR PIX

TERATESR  LEREEEXABRPIX,

AR EEEREXT  64UFEETHREZABFAIATR, LEERRTFTPRARSRFEEVNIEL
NEFNEP—E, EAEEREAcopy titp flashis TEIBTFTP T EPIXF A iEREGER,

1. BPIXE B = HIR& ( HliNpix701.bin ) ERITFTPEREMIEE .

2. EAPIX LW EREN, MRETHEENMEITIIRE , B2EAXEP R INAEAETE
NHEREA, 38 —BEEAEERER SR "2, @RETAZENEE,

3. M ATFTPfRIBRESFTERN N EMmEE , REIFBETFTPEREFMN T E. FAER{E Ainterface
1(Inside),

noni t or >interface

BisE : HEEEEXT  NEAREHXSEEMNE T, NHERETERAERS, it , @
RPIXNHBATEFREARE/EIHNIHEE NELEREREANSCEFERELABSBH
. BEEEE , PIXEEEERERERNHBILGigabit 2 KiBNH. B4 BRAREZ KB
N,

4. WAL BRIFEZN T EIPHIL,

noni t or >address

5. W ATFTPRIBRZRAYIPH#b L,

noni t or >server



6. (FIE ) M AMBEAR P, MRPIXMNEETFTPRRSRTER —ME L, AIFEEREtbL

o
noni t or >gateway

CBMAEHANTFTPAMKSR LWERNER. ERPIXTERERESR.

nmoni tor >file

. ##PIX ping TFTPfRIBREF AR ERIPEE ., WMRping kB , BHFHARESE. PIXHEHM

TFTPRIARERH Pt AR HERARYIPH#b L ( MIRFE ) o pingL AR T BEHEIE.

noni t or >ping

B AtRpABRRTFTP R &,

noni t or >tftp

10. PIXEMETHIRAMF L BBIREE. E5IE8BREP , ERRRSEERRE 25,

BR , BHRTK. FEBSIERNESHELEESR11:

EE Sk I

* * * *
** ok WARNE NG *** WARNI NG *** WARNI NG *** WARNI NG *** WARNI NG ***  **
* * * *
** ----> Current image running fromRAMonly! <---- * %
* * * *

**  \When the PI X was upgraded in Mnitor node the boot image was not **
** witten to Flash. Please issue "copy tftp: flash:" to | oad and *x

** save a bootable image to Flash. Failure to do so will result in **
** a boot loop the next tine the PI X is rel oaded. *x
* * * *

EE Rk I O

11. 5|8#% , EARABERN LB RKE —REEREIPIX, E—IXEHcopy titp flashin s, E®

HREEFIRELERERRRE, MRREHUTUHIER , AT REFRHEAPIXFESHESE
CIJE:

pi xfirewal | >enable
pi xfirewal | #copy tftp flash

&t : BEAINMIfE M copy titp flashih S ER MGV EFMEREE | S B A Acopy ttp flash@i © 7
BPIXZEEBEZD .

12. f£ Fcopy tftp flashis TEEMGE , ABBETH.

THIRR — fREREXAEPIXELER

noni t or >interface 1

0:

i 8255X @ PCl (bus: 0 dev: 13 irq: 10)



1: i8255X @PCl (bus:0 dev:14 irq:7 )
2: 18255X @PCl (bus: 1 dev:0 irqg:11)
3: 18255X @PCl (bus: 1 dev:1 irq:11)
4: 18255X @PCl (bus:1 dev:2 irqg:11)
5: 18255X @PCl (bus: 1 dev:3 irq:11)

Using 1: 182559 @PCl (bus:0 dev:14 irqg:7 ), MAC. 0050.54ff.4d81

noni t or >address 10.1.1.2

address 10.1.1.2

noni t or >server 172.18.173.123

server 172.18.173.123

noni t or >gateway 10.1.1.1

gateway 10.1.1.1

noni tor>file pix70l1l.bin

file pix701.bin

noni t or >ping 172.18.173.123

Sendi ng 5, 100-byte Oxa0l14 | CMP Echoes to 172.18.173.123, tineout is 4 seconds:
Success rate is 100 percent (5/5)

noni t or >tftp

tftp pi x701. bi n@L72. 18. 173. 123, . . .. e
Recei ved 5124096 bytes

Cisco PI X Security Appliance adm n | oader (3.0) #0: Mon Mar 7 17:39:03 PST 2005
R R R R R e e s s
128MB RAM

Total NICs found: 6

ncwa i 82559 Ethernet at irg 10 MAC 0050. 54ff. 4d80

ncwa i 82559 Ethernet at irqg 7 MAC 0050.54ff. 4d81

ncwa i 82558 Ethernet at irg 11 MAC 00e0. b600. 2014

ncwa i 82558 Ethernet at irg 11 MAC 00e0. b600. 2015

ncwa i 82558 Ethernet at irg 11 MAC 00e0. b600. 2016

ncwa i 82558 Ethernet at irg 11 MAC 00e0. b600. 2017

Bl OS Fl ash=AT29C257 @ Oxf f fd8000

ad file systemdetected. Attenpting to save data in flash

!--- This output indicates that the Flash file !--- system is formatted. The messages are

normal. Initializing flashfs... flashfs[7]: Checking block O...Dblock number was (-10627)

flashfs[7]: erasing block 0...done. flashfs[7]: Checking block 1...block nunber was (-14252)
flashfs[7]: erasing block 1...done. flashfs[7]: Checking block 2...block nunber was (-15586)
flashfs[7]: erasing block 2...done. flashfs[7]: Checking block 3...block nunber was (5589)
flashfs[7]: erasing block 3...done. flashfs[7]: Checking block 4...block nunber was (4680)
flashfs[7]: erasing block 4...done. flashfs[7]: Checking block 5...block nunber was (-21657)
flashfs[7]: erasing block 5...done. flashfs[7]: Checking block 6...block nunber was (-28397)
flashfs[7]: erasing block 6...done. flashfs[7]: Checking block 7...block nunber was (2198)
flashfs[7]: erasing block 7...done. flashfs[7]: Checking block 8...block nunber was (-26577)
flashfs[7]: erasing block 8...done. flashfs[7]: Checking block 9...block nunmber was (30139)
flashfs[7]: erasing block 9...done. flashfs[7]: Checking block 10...bl ock nunber was (-17027)
flashfs[7]: erasing block 10...done. flashfs[7]: Checking block 11...Dblock nunmber was (-2608)
flashfs[7]: erasing block 11...done. flashfs[7]: Checking block 12...Dblock nunmber was (18180)
flashfs[7]: erasing block 12...done. flashfs[7]: Checking block 13...Dblock nunmber was (0)
flashfs[7]: erasing block 13...done. flashfs[7]: Checking block 14...Dbl ock nunmber was (29271)
flashfs[7]: erasing block 14...done. flashfs[7]: Checking block 15...Dblock nunmber was (0)
flashfs[7]: erasing block 15...done. flashfs[7]: Checking block 61...Dblock nunmber was (0)

flashfs[7]: erasing block 61...done. flashfs[7]: inconsistent sector list, fileid 9,

parent _fileid O flashfs[7]: inconsistent sector list, fileid 10, parent _fileid O flashfs[7]: 9
files, 3 directories flashfs[7]: O orphaned files, O orphaned directories flashfs[7]: Tota
bytes: 15998976 flashfs[7]: Bytes used: 10240 flashfs[7]: Bytes avail abl e: 15988736 flashfs[7]:
flashfs fsck took 58 seconds. flashfs[7]: Initialization conplete. Saving the datafile ! Saving
a copy of old datafile for downgrade ! Saving the configuration ! Saving a copy of old
configuration as downgrade.cfg ! Saved the activation key fromthe flash i nage Saved the default
firewall nmode (single) to flash The version of image file in flash is not bootable in the
current version of software. Use the downgrade conmand first to boot ol der version of software.



The file is being saved as image_ol d. bi n anyway.
trrrrrrrrrrrrrrrrrrrrrrrrrrprrrrrrrrrrrrrrrrri il upgrade process complete
Need to burn | oader....

Erasi ng sector 0...[CK]

Burni ng sector 0...[CK]

Erasi ng sector 64...[ ]

Bur ni ng sector 64...[ ]

Li censed features for this platform
Maxi mum Physical Interfaces : 6

Maxi mum VLANs ;25

I nsi de Hosts : Unlimted
Fai | over : ActivelActive
VPN- DES : Enabl ed
VPN 3DES- AES : Enabl ed
Cut -t hrough Proxy : Enabl ed
Quar ds : Enabl ed
URL Filtering : Enabl ed
Security Contexts 2

GTP/ GPRS : Disabl ed
VPN Peers : Unlimted

This platformhas an Unrestricted (UR) |icense.

Encryption hardware device : VAC+ (Crypt 05823 revision 0x1)

. . | .
N N B RN
sco Systems

Cisco PI X Security Appliance Software Version 7.0(1)

E Rk S O S O O O \Mr nl ng R O O

Thi s product contains cryptographic features and is
subject to United States and | ocal country | aws
governing, inmport, export, transfer, and use.
Delivery of Cisco cryptographic products does not
imply third-party authority to inmport, export,
distribute, or use encryption. Importers, exporters,
di stributors and users are responsi ble for conpliance
with U S. and local country laws. By using this
product you agree to conply with applicable |aws and
regul ations. If you are unable to comply with U.S.
and |l ocal laws, return the enclosed itens i medi ately.

A sunmary of U.S. |aws governing Cisco cryptographic
products may be found at:
http://ww. ci sco. coml wd / export/crypto/tool/stqrg. htm

If you require further assistance please contact us by

sending email to export@isco.com
kkhkkhkhkhkkkhkkhkhkhkkhkkhkhhkhxhkkhkhkhhkhkkhkhkhkxkkhhxkkx \Mrnl ng kkhkkhkhkkkkhkkhkhkhkkhkkhkhhkhxkkhkhkhkhkkkhkhkhkxkkhhhkkx

Copyright (c) 1996-2005 by G sco Systens, Inc.
Restricted Rights Legend
Use, duplication, or disclosure by the Governnent is

subject to restrictions as set forth in subparagraph
(c) of the Commercial Conputer Software - Restricted



Ri ghts clause at FAR sec. 52.227-19 and subparagraph
(c) (1) (ii) of the Rights in Technical Data and Comnputer
Sof tware cl ause at DFARS sec. 252.227-7013.

Cisco Systens, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

!--- These messages are printed for any deprecated commands. .ERROR This command is no | onger
needed. The LOCAL user database is always enabled. *** Qutput fromconfig line 71, "aaa-server

LOCAL protoco..." ERROR This conmand is no | onger needed. The 'floodguard' feature is always
enabl ed. *** Qutput fromconfig line 76, "fl oodguard enabl e" Cryptochecksun{unchanged): 8c224e32
cl17352ad 6f2586c4 6ed92303 !--- All current fixups are converted to the !--- new Modular Policy

Framework. | NFO converting 'fixup protocol dns nmaxi numlength 512' to MPF conmands | NFO
converting 'fixup protocol ftp 21' to MPF commands | NFO converting 'fixup protocol h323_h225
1720' to MPF commands | NFGQ converting 'fixup protocol h323_ras 1718-1719' to MPF commands | NFO
converting 'fixup protocol http 80" to MPF conmmands | NFO. converting 'fixup protocol ils 389" to
MPF commands | NFO converting 'fixup protocol netbios 137-138" to MPF commands | NFG converting
"fixup protocol rsh 514' to MPF conmands I NFO. converting 'fixup protocol rtsp 554' to MPF
conmmands | NFO. converting 'fixup protocol sip 5060' to MPF commands | NFQ converting 'fixup
protocol skinny 2000 to MPF conmands | NFO. converting 'fixup protocol snmtp 25 to MPF conmmands
INFO converting 'fixup protocol sqglnet 1521' to MPF commands | NFO converting 'fixup protocol
sunrpc_udp 111' to MPF commands | NFO converting 'fixup protocol tftp 69° to MPF commands | NFO
converting 'fixup protocol sip udp 5060' to MPF commands | NFO converting 'fixup protocol xdntp
177' to IVPF COI’TTTHndS khkkhkkhhkhkhkkhkhhhkhkhkdhhhkhdhhhhhkdhhhhhhhhhdhhhhdhdhhhrdhhrhkhddhhdrrddhrhhddhrrxrddhxhhdddx*x %%
k% **%x k%% \/\ARNI’\KB * k% % \/\ARNI’\KB * k% % \/\ARNI’\KB * k% % \/\ARNI’\KB * k% % \/\ARNI’\KB k% k% ** **k **% Y Ojrrent
image running fromRAM only! <---- ** ** x*x **x \Wyen the Pl X was upgraded in Monitor node the
boot inmage was not ** ** witten to Flash. Please issue "copy tftp: flash:" to load and ** **
save a bootable image to Flash. Failure to do so will result in ** ** a boot |oop the next tinme
the PIX is reloaded. ** ** **
kkhkkhkhkhkkkhkkhhkhkhkhhhkhhkkhhhhhkhdhhhkhdhhhrdhhhhdhhhhddhrhhdhhhrkdhhrdhdkhhrhrdhxrhddxx*k Type hel p or '?' for a
list of avail able conmands. pixfirewall> pixfirewal| >enable

Passwor d:

pi xfirewal | #
pi xfirewal | #copy tftp flash

Address or name of renote host []? 172.18.173.123
Source filenane []? pix701.bin

Destination filenane [pix701. bin]?

Accessing tftp://172.18.173. 123/ pi x701. bin. .. trrrrrererrrererrrrrrrrrrrrrnl
RN R R RN RN RN R RN

Witing file flash:/pix701.bin...
RN R RN RN RN RN

5124096 bytes copied in 139.790 secs (36864 bytes/sec)
pi xfirewal | #

£ Fcopy tftp flashis R HBPIXEZLE R

TRIELLSER , LUEE FAcopy tftp flashin & FARPIX.

1. BPIXE B = HIBR & ( HlHNpix701.bin ) BRI TFTPARETAVAR B &%,
2. ERARTRAT , ¥iicopy tftp flashis

pi xfirewal | >enable
Passwor d:

pi xfirewal | #copy tftp flash



3. W ATFTPRIBRERAVIPH# L,

Address or nanme of renote host [0.0.0.0]?

4 MABRANTFTPARESR LAERNERE, ERPIXTEHEIRER,

Source file nane [cdisk]?

5. AR R TFTPERE | # Ayes.
copying tftp://172.18.173.123/pi x701.bin to flash:image
[ yes| no| agai n] ?yes

6. RIE , REERTFTPAMBFERIMITERE. REKETILER , EE@XR , BERR
BIEiBR P E &V HIRE | R A MR EHBRE,

Recei ved 5124096 bytes
Erasi ng current inage

Witing 5066808 bytes of inage
NEEERERE R R RN RN RN

I mage installed
pi xfirewal | #

7. EFTHAPIXE BB TR R

pi xfirewal | #reload
Proceed with rel oad? [confirni

Rebooting. . ..

8. PIXIRIEREH7.0B 5 , fEM TR FHRIBTE,
Bk B — £ A copy tftp flashfis & HRPIXERE

pi xfirewal | #copy tftp flash

Address or nanme of renote host [0.0.0.0]? 172.18.173.123
Source file name [cdisk]? pix701.bin

copying tftp://172.18.173.123/pi x701.bin to flash:imge
[yes| no| agai n] ? yes
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrnd

Recei ved 5124096 bytes
Erasing current image

Witing 5066808 bytes of inage
| 1 T T I T A O I A I |

I mage installed

pi xfirewal | #

pi xfirewal | #reload

Proceed with rel oad? [confirni

Rebooting. .y



Cl SCO SYSTEMs PI X FI REWALL

Enbedded BI OS Version 4.3.207 01/02/02 16:12:22.73
Conpi | ed by norl ee

128 MB RAM

PCl Devi ce Tabl e.

Bus Dev Func Vendl D DeviD Cl ass Irq
00 00 00 8086 7192 Host Bridge

00 07 00 8086 7110 | SA Bridge

00 07 01 8086 7111 IDE Controller
00 07 02 8086 7112 Serial Bus 9

00 07 03 8086 7113 PCl Bridge

00 0D 00 8086 1209 Ethernet 11

00 OE 00 8086 1209 Ethernet 10

00 13 00 11D4 2F44 Unknown Device 5

Ci sco Secure PI X Firewal
Pl at f orm Pl X- 515E
Syst em Fl ash=E28F128J3 @ Oxf f f 00000

BIOS (4.2) #0: Mon Dec 31 08:34:35 PST 2001

Use BREAK or ESC to interrupt flash boot.

Use SPACE to begin flash boot imediately.

Readi ng 5063168 bytes of image fromflash.

B R e e R
B R e e R
128MB RAM

Total NI Cs found: 2

ncwa i 82559 Ethernet at irg 11 MAC: 0009. 4360. ed44

ncwa i 82559 Ethernet at irg 10 MAC: 0009. 4360. ed43

Bl OS Fl ash=an29f 400b @ 0xd8000

ad file systemdetected. Attenpting to save data in flash

!--- This output indicates that the Flash file !--- system 1is

formatted. The messages are

normal. Initializing flashfs... flashfs[7]: Checking block O...Dblock nunmber was (-27642)
flashfs[7]: erasing block 0...done. flashfs[7]: Checking block 1...block nunber was (-30053)
flashfs[7]: erasing block 1...done. flashfs[7]: Checking block 2...block nunmber was (-1220)
flashfs[7]: erasing block 2...done. flashfs[7]: Checking block 3...block nunber was (-22934)
flashfs[7]: erasing block 3...done. flashfs[7]: Checking block 4...block nunber was (2502)
flashfs[7]: erasing block 4...done. flashfs[7]: Checking block 5...block nunber was (29877)
flashfs[7]: erasing block 5...done. flashfs[7]: Checking block 6...block nunber was (-13768)
flashfs[7]: erasing block 6...done. flashfs[7]: Checking block 7...block nunber was (9350)
flashfs[7]: erasing block 7...done. flashfs[7]: Checking block 8...block nunber was (-18268)
flashfs[7]: erasing block 8...done. flashfs[7]: Checking block 9...block nunber was (7921)
flashfs[7]: erasing block 9...done. flashfs[7]: Checking block 10...bl ock nunber was (22821)
flashfs[7]: erasing block 10...done. flashfs[7]: Checking block 11...Dblock nunmber was (7787)
flashfs[7]: erasing block 11...done. flashfs[7]: Checking block 12...Dblock number was (15515)
flashfs[7]: erasing block 12...done. flashfs[7]: Checking block 13...Dblock number was (20019)
flashfs[7]: erasing block 13...done. flashfs[7]: Checking bl ock 14...Dbl ock nunmber was (-25094)
flashfs[7]: erasing block 14...done. flashfs[7]: Checking bl ock 15...Dbl ock nunmber was (-7515)
flashfs[7]: erasing block 15...done. flashfs[7]: Checking bl ock 16...Dbl ock nunmber was (-10699)
flashfs[7]: erasing block 16...done. flashfs[7]: Checking block 17...block nunmber was (6652)
flashfs[7]: erasing block 17...done. flashfs[7]: Checking bl ock 18...Dbl ock nunmber was (-23640)
flashfs[7]: erasing block 18...done. flashfs[7]: Checking block 19...Dblock nunmber was (23698)
flashfs[7]: erasing block 19...done. flashfs[7]: Checking bl ock 20...Dblock nunmber was (-28882)
flashfs[7]: erasing block 20...done. flashfs[7]: Checking block 21...block number was (2533)
flashfs[7]: erasing block 21...done. flashfs[7]: Checking block 22...block number was (-966)
flashfs[7]: erasing block 22...done. flashfs[7]: Checking bl ock 23...Dblock nunmber was (-22888)
flashfs[7]: erasing block 23...done. flashfs[7]: Checking block 24...Dblock nunmber was (-9762)
flashfs[7]: erasing block 24...done. flashfs[7]: Checking block 25...block nunmber was (9747)
flashfs[7]: erasing block 25...done. flashfs[7]: Checking bl ock 26...Dblock nunmber was (-22855)
flashfs[7]: erasing block 26...done. flashfs[7]: Checking bl ock 27...Dblock nunmber was (-32551)
flashfs[7]: erasing block 27...done. flashfs[7]: Checking bl ock 28...Dblock number was (-13355)
flashfs[7]: erasing block 28...done. flashfs[7]: Checking bl ock 29...Dblock nunmber was (-29894)



flashfs[7]: erasing block 29...done. flashfs[7]: Checking bl ock 30...Dblock nunmber was (-18595)
flashfs[7]: erasing block 30...done. flashfs[7]: Checking block 31...Dblock nunmber was (22095)
flashfs[7]: erasing block 31...done. flashfs[7]: Checking block 32...block nunmber was (1486)
flashfs[7]: erasing block 32...done. flashfs[7]: Checking block 33...block nunmber was (13559)
flashfs[7]: erasing block 33...done. flashfs[7]: Checking block 34...Dblock nunmber was (24215)
flashfs[7]: erasing block 34...done. flashfs[7]: Checking block 35...Dblock nunmber was (21670)
flashfs[7]: erasing block 35...done. flashfs[7]: Checking bl ock 36...Dblock nunmber was (-24316)
flashfs[7]: erasing block 36...done. flashfs[7]: Checking block 37...Dblock nunmber was (29271)
flashfs[7]: erasing block 37...done. flashfs[7]: Checking block 125...bl ock number was (0)
flashfs[7]: erasing block 125...done. flashfs[7]: inconsistent sector list, fileid 7,

parent _fileid O flashfs[7]: inconsistent sector list, fileid 12, parent _fileid O flashfs[7]: 5
files, 3 directories flashfs[7]: O orphaned files, O orphaned directories flashfs[7]: Total
bytes: 16128000 flashfs[7]: Bytes used: 5128192 flashfs[7]: Bytes avail able: 10999808
flashfs[7]: flashfs fsck took 59 seconds. flashfs[7]: Initialization conplete. Saving the
configuration ! Saving a copy of old configuration as downgrade.cfg ! Saved the activation key
fromthe flash i mage Saved the default firewall npde (single) to flash Saving inmage file as
PIRIRIRE R il Upgrade process conpl ete Need
to burn loader.... Erasing sector 0...[OK] Burning sector 0...[OK] Licensed features for this

pl atform Maxi mum Physical Interfaces : 6 Maximum VLANs : 25 |Inside Hosts : Unlinmted

Fai |l over : Active/Active VPN-DES : Enabled VPN 3DES-AES : Enabled Cut-through Proxy : Enabled
Guards : Enabled URL Filtering : Enabled Security Contexts : 2 GIP/GPRS : Disabled VPN
Peers : Unlimted This platformhas an Unrestricted (UR) |icense. Encryption hardware device :
VAC (I RE2141 with 2048KB, HW 1.0, CGXROM 1.9, FWB.5) ------mmmmm oo
-------------------------------- e L L e N e B O B e O R R A NN B B A
C i S C 0 S Y S & € M S oo oo o o o oo
--- Cisco PI X Security Appliance Software Version 7.0(1) *****xxkkkxskkxkkrrdkkxkkrxkrxx* WArni ng
Frkkkkkkkkkkxkkkkkkkxkkkxkkxxkrx This product contains cryptographic features and is subject to
United States and local country |aws governing, inport, export, transfer, and use. Delivery of
Ci sco cryptographic products does not inply third-party authority to inport, export, distribute,
or use encryption. Inporters, exporters, distributors and users are responsible for conpliance
with U S and local country laws. By using this product you agree to conply with applicable | aws
and regulations. If you are unable to conply with U S. and local laws, return the enclosed itens
imediately. A sunmary of U.S. |aws governing Cisco cryptographic products may be found at:
http://ww. ci sco. coml wM / export/crypto/tool/stqrg.htm |f you require further assistance pl ease
contact us by sending email to export @i SCO.com *****Fkkxkdkkrdkkxkkkxkkrxkkxkkrx*t WArni ng

KRk kkkkkkkkkkkkkkkxkkkxkkxxkkx Copyright (c) 1996-2005 by Cisco Systems, Inc. Restricted Rights
Legend Use, duplication, or disclosure by the Government is subject to restrictions as set forth
in subparagraph (c) of the Commercial Conputer Software - Restricted R ghts clause at FAR sec.
52.227-19 and subparagraph (c) (1) (ii) of the Rights in Technical Data and Conputer Software

cl ause at DFARS sec. 252.227-7013. Cisco Systens, Inc. 170 West Tasnan Drive San Jose,
California 95134-1706 !--- These messages are printed for any deprecated commands. ERROR: This
command is no | onger needed. The LOCAL user database is always enabled. *** Qutput fromconfig
line 50, "aaa-server LOCAL protoco..." ERROR This conmand is no | onger needed. The 'fl oodguard
feature is always enabled. *** Qutput fromconfig line 55, "floodguard enabl e"

Crypt ochecksun{unchanged): 9fa48219 950977b6 dbf6bea9 4dc97255 !--- All current fixups are
converted to the new Modular Policy Framework. |NFO. converting 'fixup protocol dns maxinmm
length 512" to MPF commands | NFGQ converting 'fixup protocol ftp 21' to MPF conmmands | NFG
converting 'fixup protocol h323_h225 1720' to MPF commands | NFO converting 'fixup protocol
h323_ras 1718-1719' to MPF conmands | NFO converting 'fixup protocol http 80" to MPF commands
INFO converting 'fixup protocol netbios 137-138 to MPF commands | NFO converting 'fixup
protocol rsh 514' to MPF commands | NFO converting 'fixup protocol rtsp 554' to MPF commands
INFO converting 'fixup protocol sip 5060° to MPF commands | NFO converting 'fixup protocol

ski nny 2000' to MPF commands | NFO converting 'fixup protocol sntp 25 to MPF commands | NFO
converting 'fixup protocol sqglnet 1521' to MPF conmands | NFO converting 'fixup protocol
sunrpc_udp 111' to MPF commands | NFO converting 'fixup protocol tftp 69° to MPF commands | NFO
converting 'fixup protocol sip udp 5060' to MPF commands | NFO converting 'fixup protocol xdntp
177° to MPF conmands Type help or '?" for a list of avail able conmands. pixfirewall >

AR FRHERGINFATR , PIX515 ERZ T LA /\{EVLAN |, PIX 535&Z 0 LA =+ A @/
VLAN,

#EPIX 7 xBE 4R 26.x




PIXZ£EB7.0MERESHRAEAEEHAPIXRATENREGEERERERX. At , TEEH
copy tftp flashis S #7 OB R iR B0 xBR 1%, BN AHBEMEHdowngradeds v, A AIEEHPIXFIE
S EIREEH,

B FARPIXE | 6 xR BB A FERAKIER P EAdowngrade.cfg. BEERHIT I RIRBRER

, WEEEERRBERIESE, EEE7.0F fenabl o> RAF T % Hmore flash:downgrade.cfg
SR, UERKECIBRELREE, i, IRPIXREBEZRERN RN , BILBTH6.x=E &
& e Bimage_old.binfEFEREIFEIER . 2 HHishow flash: i , BRI LURBUHMEREEE.
E%;ﬁﬂﬂig%ﬁﬁmﬁﬁﬂ%ﬂ%ﬁ%qﬂ , ERAUERERNNSR 1P ERALREG , MARETFTPME
PR B8 S A B

TR T ZRENABRHRPIXEERKE,

1. 3 Adowngradeis & , WiEE BRI MK E.

pi xfirewal | #downgrade tftp://

AR MREEREXFARPIX , ABEN S EUHRGNRERFERPEEERES. KB keT
, DAE R AR 2 B AR AR

pi xfirewal | #downgrade flash:/image_old.bin

2. RRBTRESHE  BEARERNLREIGER T, Zenteri@ &,
This command will refornmat the flash and automatically reboot the system
Do you wish to continue? [confirni

3. REREFERIRAMA | MBEREEERAIIRAMA,
Buf f eri ng i mage

Buf fering startup config

Al'l itens have been buffered successfully
4 BRE—RESHEE , RIRALCREBRERABNL. FIPEIER , FRIRELEREY
REEIRIE, X Tenteral @R,

If the flash reformat is interrupted or fails,
data in flash will be |ost

and the system mi ght drop to nonitor node.

Do you wi sh to continue? [confirni

5. REAGEEBREEHKIL , WEALRTERS , PIXKEERRE,
Acqui ring exclusive access to flash
Installing the correct file systemfor the i mage and

saving the buffered data
|0 T A I I A I A I O A |

Fl ash downgrade succeeded

Rebooting. . ..

6. PIXRERMBE EERR. ERTRERBE.



BB R — BEPIX 7. xB&#R26.x

pi xfirewal | #downgrade tftp://172.18.108.26/pix634.bin
This command will refornmat the flash and automatically reboot the system
Do you wish to continue? [confirni

Buf f eri ng i mage
trrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr e

Buf fering startup config

Al'l itens have been buffered successfully.

If the flash reformat is interrupted or fails, data in flash will be |ost
and the system m ght drop to nonitor node.

Do you wish to continue? [confirni

Acqui ring exclusive access to flash

Installing the correct file systemfor the image and saving the buffered data
| T I A I I I T A I I |

Flash downgrade succeeded

Rebooting. . ..

Cl SCO SYSTEMS PI X FI REWALL

Enbedded BI OS Version 4.3.207 01/02/02 16:12:22.73
Conpi | ed by norl ee

128 MB RAM

PCl Devi ce Tabl e.

Bus Dev Func VendI D DeviD C ass Irq
00 00 00 8086 7192 Host Bridge

00 07 00 8086 7110 | SA Bridge

00 07 01 8086 7111 IDE Controller
00 07 02 8086 7112 Serial Bus 9

00 07 03 8086 7113 PCl Bridge

00 OD 00 8086 1209 Ethernet 11

00 OE 00 8086 1209 Ethernet 10

00 13 00 11D4 2F44 Unknown Device 5

Cisco Secure PIX Firewall BIOS (4.2) #0: Mn Dec 31 08:34:35 PST 2001
Pl at f orm Pl X- 515E
System Fl ash=E28F128J3 @ Oxf ff 00000

Use BREAK or ESC to interrupt flash boot.

Use SPACE to begin flash boot imediately.

Readi ng 1962496 bytes of inmage fromflash.
HHHBHBHIRHBH I AR R R R R A R R A R R R R R
HHHBHBHIRHBH SRR HA AR R

128MB RAM

ncwa i 82559 Ethernet at irg 11 MAC. 0009. 4360. ed44
ncwa i 82559 Ethernet at irg 10 MAC. 0009. 4360. ed43
System Fl ash=E28F128J3 @ Oxf ff 00000

Bl OS Fl ash=an29f 400b @ 0xd8000

| RE2141 with 2048KB



I
[T
codLEEEEE s T
ci scoSystems
Private Internet eXchange

Cisco PI X Firewal |

Cisco PIX Firewal | Version 6.3(4)
Li censed Features:

Fai | over: Enabl ed

VPN- DES: Enabl ed

VPN- 3DES- AES: Enabl ed

Maxi mum Physi cal Interfaces: 6
Maxi mum | nterfaces: 10

Cut -t hrough Proxy: Enabl ed
Guar ds: Enabl ed

URL-filtering: Enabled

I nside Hosts: Unlinmted
Throughput: Unlinited

| KE peers: Unlimted

This PI X has an Unrestricted (UR) |icense.

E Rk S O S O O O \Mr nl ng R R O S S

Conpliance with U S. Export Laws and Regul ations - Encryption.

Thi s product perforns encryption and is regulated for export
by the U S. CGovernment.

This product is not authorized for use by persons | ocated
outside the United States and Canada that do not have prior
approval from C sco Systems, Inc. or the U S. Governnent.

Thi s product may not be exported outside the U S. and Canada
ei ther by physical or electronic nmeans w thout PRI OR approval
of Cisco Systems, Inc. or the U S. Governnent.

Persons outside the U.S. and Canada nay not re-export, resell
or transfer this product by either physical or electronic nmeans
wi t hout prior approval of Cisco Systenms, Inc. or the U S

Gover nnent .
EE I I I R R I I I \Mr nl ng EE I I I I R I I S I I

Copyright (c) 1996-2003 by G sco Systens, Inc.
Restricted Rights Legend

Use, duplication, or disclosure by the Governnent is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Conputer Software - Restricted

Ri ghts clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Comnputer
Sof tware cl ause at DFARS sec. 252.227-7013.

Ci sco Systens, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Crypt ochecksun{unchanged): 9fa48219 950977b6 dbf6bea9 4dc97255
Type help or '"?" for a list of avail abl e commands.
pi xfirewal | >



Frif e L)L PR PIX 5 B

RPIXEECXAMKB7TXBR—EBFEAHR, MEREEH | B ETRILIRE , BIEERBERE
FRPIXtE RN, FFZfailoverin T EBEARMER. BENARBEREABERERN —E
PIXHWEIR, ABBRBAERWRAETERE , UAKCHBRERNPIX. ARTRE A6 BERE
BEEEBR , YEHBEBPIX—X , UBRHTCRELERE, —BELHBE—YEE , FEAEHHRN
PIXIWERL MRS —EPIXHWER, RBREBAXEFNRBFAMBRPIX. AHRTRE , BRREE
B, B, EFBEPIX—X , URBCREEEFRE, —BEEE—YEE , BFHEE —AEPIX,
REPIXREMYHABET XA EE, FHshow failoverit SR EMER EREN T HETHRENA,

AR PIXBEBRGERRS , EMEMERERREN T E LR K AELANRE )T E SR EH
RN E. MRENHNPIXEER —BEXANE , ZNEARNEEERERRE AR LANSFE T
BEARAREEA , YENRAR , ERREZTBEREZMH, BN EBEBNAERTEEX
o

ZEBHEE S %R EHEER(ASDM)

HLZEASDMal , BRIZBERTEELRRNRANRTRA, BTRVSBEIENZEIESR
MJavahRA , SR RAVHTSHRE MBI E S &,

E7.ORAH , REASDMHBREEBEREFE, I, —BRASDMBEER TR IRE , &
VAERETEET , WEPIXAEEAE. TRUTLHR , SASDMBER L EZIREICRE .

1. f€Cisco.com F HASDMBR G (EHEMEFFER) , YAEBRETFTPRIAREFHR B 85,
2. BB EHPIXETFTPRKRSCEREEBIPER, Alt , BHPIX ping TFTPRIR:S.
3. ERARTRET , #&icopy tftp flashis 5.

pi xfirewal | >enable
Passwor d:

pi xfirewal | #copy tftp flash

4. S ATFTP{lBRES AV IP 31t

Address or nane of renpote host [0.0.0.0]?

5. M AR ANTFTPMIARES EWASDME RN &,

Source file name [cdisk]?

6. MALHERTFERNTBREPHASDMERNERE. Renter@REMBMNES.

Destination filename [asdm 501. bi n] ?


//www.cisco.com/cgi-bin/tablebuild.pl/pix
//tools.cisco.com/RPF/register/register.do

BE

MEERTFTPRIREFERE IJ’H{BS;.EI% H
Accessing tftp://172.18.173. 123/ asdm 501. bi n.

BRELHR LR RER I,

Witing file flash:/asdm 501. bin. ..

5880016 bytes copied in 140.710 secs (42000 bytes/sec)

8. ERASDMM % , & tHasdm image flash:ir %

pi xfirewal | (confi g)#asdm image flash:asdm-501.bin

9. f£ FAwrite memoryigE ©

TR AR FIIRAKERE

pi xfirewal | (confi g) #write memory

10. EEMT R TASDMZ K

BEE,

& O AR

FEAR

AT

£ F copy tftp flashJ5 3= F &
PIXXEEFHEI R , EiGEF
ELEFRENIRE S -

Cisco Secure PIX Firewall
BIOS (4.0) #O:

Thu Mar 2 22:59:20 PST 2000
Pl at form Pl X-515

Fl ash=i 28F640J5 @ 0x300

Use BREAK or ESC to interrupt
flash boot.

Use SPACE to begin flash boot
i medi ately.

Readi ng 5063168 bytes of

i mge fromflash.

{# Fcopy tftp flashn & &
E R AR AR A4, 289
BIOSIHAHIPIXEE, &
2478 {8 FMonitor Mode /5
EFHRELEER,

EPIXET7.0LEFRE#
, BRI ENR IR
Mo

Rebooting. . ..

Cisco Secure PI X Firewall
BICS (4.0) #0: Thu Mar 2
22:59: 20 PST 2000

Pl at f orm Pl X-515

Fl ash=i 28F640J5 @ 0x300

Use BREAK or ESC to interrupt
flash boot.
Use SPACE to begin flash boot
i mredi ately.
Readi ng 115200 bytes of inage
fromflash.

Pl X Fl ash Load Hel per

MRPIXREEZEX ARE
7.0, {B7.0MRIEE —
5|87 08 ZEEMERE
REGFCIEEEF , BIEPIXE
MEAR , C8EFEE
FEEIRER ., MITER
REREXEHAATY

. BB , B AERA
copy tftp flash’5 £ B K8
S,

, S E B A KYASDMBR




Initializing flashfs...

flashfs[0]: 10 files, 4
directories

flashfs[0]: O orphaned files,
0 orphaned directories
flashfs[0]: Total bytes:
15998976

flashfs[0]: Bytes used:
1975808

flashfs[0]: Bytes avail abl e:
14023168

flashfs[0]: Initialization
conpl et e.

Unabl e to | ocate boot
configuration

i mage

Booting first inage in flash
No bootable image in flash.
Please download

an image from a network
server in the monitor mode

Failed to find an image to
boot

{§ A copy tftp flash’5 : 11T H
W, BEHILUTHERER

pi xfirewal | #copy tftp flash
Address or nane of renote
host [0.0.0.0]?
172.18.173. 123

Source file name [cdisk]?

pi x701. bin

copyi ng
tftp://172.18.173. 123/ pi x701
bin to flash:imge

[yes| nolagain]? vy
N

Recei ved 5124096 bytes
Erasi ng current inmage
Insufficient flash space
available for this request:
Size info: request: 5066808
current: 1966136 delta: 3100672
free: 2752512

I mge not installed

pi xfirewal | #

i&iBcopy tftp flashJ7 3% F+
4B PIX-5355PIX-515 ( 3
E)R, BESHANLER
, S HPDMth 3§ A 25X
PIXLWIREIFECIEE P, 2
RT3 7% =15 FiMonitor
Mode 7 3% FH % o

AEPIXTE6 xF R E7.0% , &
B ETEERER.

show startup-config
errorstn THVE LR T &
B E R BRI EE
Ro BXREIPIXE , Wi
FEETER. REEL
FHEREEHBREM

PIXE{ThHRAT7.x , HELET

FEPIXMRAT7 . xH , &AL




1% 2 (ERR 1R e 7 FE IR PO 5T
B+, PXEXEREYF
EHEM 5| ERFEREIE
il 5T, ELwTiE

EPIXEESIBRBREZR, W

BHIRE, BPIXEFRD | o000 system

flash: % Ela & , PIX5|E
| BRERARA L G E L

SlEmG, EERMME —
{ERRZ , 581 Aboot
system
flash:/<filename>1§ 515 E

CES

B , REBasdm
image
flash://<asdm_file>@ & 18
EREEERPEAN
ASDMMR G A Z|1REIGCIERE |ASDMAESR, HIX , BFE
o BERAEELEBRESRYT |http server enableds © 2
] AASDM, BURBEEF. &, B
18http <address> <mask>
<interface>1n 7 5 78 =
=EAFERETA

ASDM,

FHR & ARRBAFTPRA,
i BURA FTP AR B 6 %9 At
THMER A2 — A
FTP#RAI,

FHR®  FTPEEFER,

BAAFTP# A
AL AT MES k2 —RBUAFTPARA -
- FTPH W BIFER/ 2 HMERERE, WRTEE , FBETinspection_defaultfE¥ iR,

Pl X1#configure terminal

Pl X1(confi g) #class-map inspection_default

Pl X1( confi g- cmap) #match default-inspection-traffic
Pl X1(confi g- cnap) #exit



#1375 fm B global_policy SR B ¥ R 3t A Finspection_default Bt A FTP#AI,
Pl X1(confi g) #policy-map global_policy

Pl X1( confi g- pmap) #class inspection_default

Pl X1( confi g- pmap- c) #inspect dns preset_dns_map
Pl X1( confi g- pmap- c) #inspect ftp

Pl X1( confi g- pmap- c) #inspect h323 h225

Pl X1( confi g- pmap- c) #inspect h323 ras

Pl X1( confi g- pmap- c) #inspect rsh

Pl X1( confi g- pmap- c) #inspect rtsp

Pl X1( confi g- pmap- c) #inspect esmtp

Pl X1( confi g- pmap- c) #inspect sqlnet

Pl X1( confi g- pmap- c) #inspect skinny

Pl X1( confi g- pmap- c) #inspect sunrpc

Pl X1( confi g- pmap- c) #inspect xdmcp

Pl X1( confi g- pmap- c) #inspect sip

Pl X1(confi g- pmap- c) #inspect netbios

Pl X1( confi g- pmap- c) #inspect tftp

<1314 B A global_policy,

Pl X1(confi g) #service-policy global_policy global

BBV ERNRERBEBAFTP,

Pl X1#configure terminal

Pl X1(confi g) #class-map ftp-traffic

!--- Matches the FTP data traffic. Pl Xl(confi g-cmap)#match port tcp eq ftp
Pl X1( confi g- cnmap) #exit

Pl X1(confi g) #policy-map ftp-policy
Pl X1( confi g- pmap) #class ftp-traffic

!--- Inspection for the FTP traffic is enabled. Pl Xl(config-pmap-c)#inspect ftp
Pl X1( confi g- pmap) #exit
Pl X1(confi g) #exit

!--- Applies the FTP inspection globally. Pl Xl(config)#service-policy ftp-policy global

NEERNEBESHK

BYEARBERNBRBENTETHPIXKE, BENFSRBEEH , FRITUTHER

MR EEEBERE  MHEZNEREFER,
- EEBEREHE  BEEERNSEBADRHESE.
. {# A Profile Manager A 5 #Cisco.com it & 1% 22 3f 55 5k B AR 75 173 & A RA B

HBER

-PXZEEBITEEH

. PIX@h 8%

. EXREM (RFC)

- PIXBs X % R B

. i X B - Cisco Systems



//tools.cisco.com/WWChannels/LOCATR/jsp/partner_locator.jsp
//tools.cisco.com/RPF/profile/edit_entitlement.do?Tab=3
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094885.shtml?referring_site=bodynav
http://www.ietf.org/rfc.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_qanda_item09186a0080094874.shtml?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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