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10.99 .99 x network

10.99.99.1 (inside)

PiX "bigpool”
172.18.124.152 {nutside}u {lPSEEE PPTFP
I

> addresses)
192.168.1.1-254

— —r —

PC with CiscoSecure PC with VPN PC with
VPN Client 3000 Client 2.5.2 Win 2000198
172.18.124.99 172 .18.124.96 PPTP Client
172.18.124.179

—

PC with VPN Client 3.0.x

172.18.124.180
488
AERESEAELERE,
. CiscoZ £ PIXPh A f&
. CiscoZ £ VPN & i 1.1
CiscoR £ PIXBy X ik

PIX Version 6.3(3)
interface ethernet0 auto




interface ethernetl 100full

nameif ethernet0 outside security0

nameif ethernetl inside securityl100

enable password 8Ry2YjIyt7RRXU24 encrypted

passwd 2KFQnbNIdI.2KYOU encrypted

hostname goss-515A

fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719

fixup protocol http 80

fixup protocol ils 389

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol smtp 25

fixup protocol sglnet 1521

names

access-list 101 permit ip 10.99.99.0 255.255.255.0
192.168.1.0 255.255.255.0

pager lines 24

mtu outside 1500

mtu inside 1500

ip address outside 172.18.124.152 255.255.255.0

ip address inside 10.99.99.1 255.255.255.0

ip audit info action alarm

ip audit attack action alarm

ip local pool bigpool 192.168.1.1-192.168.1.254

pdm history enable

arp timeout 14400

nat (inside) 0 access-list 101

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc
0:10:00 h225 1:00:00

timeout h323 0:05:00 mgcp 0:05:00 sip 0:30:00 sip_media
0:02:00

timeout uauth 0:05:00 absolute

aaa-server TACACS+ protocol tacacs+

aaa-server RADIUS protocol radius

aaa-server LOCAL protocol local

no snmp-server location

no snmp-server contact

snmp-server community public

no snmp-server enable traps

floodguard enable

sysopt connection permit-ipsec

sysopt connection permit-pptp

crypto ipsec transform-set myset esp-des esp-md5-hmac
crypto dynamic-map dynmap 10 set transform-set myset
crypto map mymap 10 ipsec-isakmp dynamic dynmap
crypto map mymap client configuration address initiate
crypto map mymap client configuration address respond
crypto map mymap interface outside

isakmp enable outside

!--- Cisco Secure VPNClient_key. isakmp key *******%*
address 0.0.0.0 netmask 0.0.0.0

isakmp identity address

isakmp client configuration address-pool local bigpool
outside

!--- ISAKMP Policy for Cisco VPN Client 2.5 or !---
Cisco Secure VPN Client 1.1. isakmp policy 10
authentication pre-share




vpdn
vpdn
vpdn
vpdn
vpdn
vpdn
vpdn
vpdn

| J—

vpngroup
vpngroup
vpngroup
vpngroup
vpngroup

goss-

CiscoZ 2 VPN & 1.1

isakmp policy 10 encryption des
isakmp policy 10 hash md5

!--- The 1.1 and 2.5 VPN Clients use Diffie-Hellman (D-
H) !--- group 1 policy (PIX default). isakmp policy 10

group 1
isakmp policy 10 lifetime 86400

!-——- ISAKMP Policy for VPN Client 3.0 and 4.0. isakmp
policy 20 authentication pre-share

isakmp policy 20 encryption des

isakmp policy 20 hash md5

!--—— The 3.0/4.0 VPN Clients use D-H group 2 policy !---
and PIX 6.0 code. isakmp policy 20 group 2

isakmp policy 20 lifetime 86400

vpn3000-all address-pool bigpool

vpn3000-all dns-server 10.99.99.99

vpn3000-all wins-server 10.99.99.99

!-—- VPN 3000 group_name and group_password. vpngroup
vpn3000-all password *****%%*

telnet timeout 5

ssh timeout 5

console timeout 0

group
group
group
group
group
group
group
group

PPTP username and password. vpdn username cisco
password *khkkhkkhkkkk
vpdn enable outside
terminal width 80
Cryptochecksum:d41d8cd98£00b204e9800998ecf8427e

end

515A#

vpn3000-all default-domain password
vpn3000-all idle-time 1800

1 accept dialin pptp

ppp authentication pap

ppp authentication chap

ppp authentication mschap

PPP encryption mppe auto

client configuration address local bigpool
pptp echo 60

client authentication local

R R RRRBRRR

1- TACconn
My Identity

Connect using secure tunnel

Pre-shared Key=CiscoSecure_VPNClient_key

Authentication (Phase 1)
Proposal 1

Connection security: Secure
Remote Party Identity and addressing
ID Type: IP subnet
10.99.99.0
255.255.255.0
Port all Protocol all

ID Type: IP address
172.18.124.152




Authentication method: pre-shared key
Encryp Alg: DES

Hash Alg: MD5

SA life: Unspecified

Key Group: DH 1

Key exchange (Phase 2)
Proposal 1
Encapsulation ESP
Encrypt Alg: DES
Hash Alg: MD5
Encap: tunnel
SA life: Unspecified
no AH

2- Other Connections
Connection security: Non-secure
Local Network Interface
Name: Any
IP Addr: Any
Port: All

Cisco VPN 3000% Fi##2.5.x8 Cisco VPN Fi##3.xH4.x

iZEOptions > Properties > Authentication, Group-name#lgroup passwordE2PIX E#Y
group_nameXlgroup_passwordLHE , 20 R :

vpngroup vpn3000-all password ****#*k**
Host-name = 172.18.124.152

Windows 98/2000/XP PPTPEFiR RERE X

B LB RIEPPTPE P HER, ERNMMARERGTHNER , BZRNAE ECiscoZz s
PIXPFs A f& LA E FPPTP,

BME
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WU B RS T B (EHDEME S ER)ONXER Eshowd S, EAOITHIRshowd S K57

Bii&E : £/ debug 528l , 2B AE Debug ETHEEEH.

PIX IPsecER
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- debug crypto ipsec — #R 2 B AV IPsectii i o
- debug crypto isakmp — #8751 B ER U A PR 1B B8 R £ BB A £ 3R B 32 18 7E (ISAKMP) 175 6
- debug crypto engine — B R IMZRFRE,

PIX PPTPEEE

- debug ppp io — #’RPPTP PPPEBRNMEHNERBEN.

. debug ppp error — B&’RPPTP PPPER N 5355 2.

- debug vpdn error — BE/RPPTP1#E #8520 B0

- debug vpdn packets — # R~ EEBPPTPRENWPPTPERTEM.

- debug vpdn events — B RPPTPRRE S4B k&

. debug ppp uauth — #’RPPTP PPPERN HAAAEHE S M RFBFAFER

Microsoft$f B8 B &

- MR RIGRASEIREFY A& — feWindowsiE i35 B AR5 (RAS) & FimaE S8 8 , AT
BRASERHE S B BERER, BREFHERRITER , FHERASE P L 1Y B 848+ B

KeepRasConnectlonsIEo

) : i — Q‘SEHﬁEHAWindowsE’J T e s AR & fal AR
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E

- S E RNt ERTEEMABLMHOSTSIER — FLERT |, B TCP/IPBRE AT AL
LBINZRENEE , BFEEFHLmhostsiERRHEMNetBIOSE R, ANETFHRE I Lmhostsig
RWIERERZE , UEBNET BT ERE.
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. Bl EInternet£ M MBLIHTE

- F i IR H - Cisco Systems



http://support.microsoft.com/default.aspx?scid=kb;en-us;Q158909
http://support.microsoft.com/default.aspx?scid=kb;en-us;Q242536
http://support.microsoft.com/default.aspx?scid=kb;en-us;Q180094
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094885.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/tsd_products_support_eol_series_home.html?referring_site=bodynav
http://www.ietf.org/rfc.html?referring_site=bodynav
//www.cisco.com/en/US/docs/ios/12_1/security/configuration/guide/scdipsec.html?referring_site=bodynav
//www.cisco.com/en/US/docs/ios/12_1/security/configuration/guide/scdike.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	使用PPTP、MPPE和IPSec配置PIX防火牆和VPN客戶端
	目錄
	簡介
	必要條件
	需求
	採用元件
	慣例

	設定
	網路圖表
	組態
	Cisco VPN 3000客戶端2.5.x或Cisco VPN客戶端3.x和4.x
	Windows 98/2000/XP PPTP客戶端安裝程式

	驗證
	疑難排解
	疑難排解指令
	PIX IPsec調試
	PIX PPTP調試

	Microsoft相關問題

	相關資訊


