PIX, TACACS+HIRADIUSEIERHAI : 4.2.x

B E

FHEEBHABERE REEINER
ARE A RN [ RSB

Cisco Secure UNIX TACACS+1al fR 25 B &
Cisco Secure UNIX RADIUSAl BR85S &L &
CiscoZ£NT 2.x RADIUS

EasyACS TACACS+

CiscoZ£NT 2.x TACACS+
Livingston RADIUSr] fRE3 B &
{E{ERADIUSA ARESFLE
TACACS+& B B8 (A ARES AL &
5020 BB

R EPIXHY 5 17 5 56 = B
g

R B PIXEY 5 17 Bk 58 A 5% 8 58 54 7= 45
7 i8 EC bR

TACACS+

RADIUS
BASHEHNRAEAFHES

{# FAExceptii

HPIXEFH 5 15T
EXFEAEETNRETR

HEEH

mr

ATLAEFTP. TelnetMIHTTPEE#{TRADIUSHITACACS+E 98 ®, ZIETACACS+iE#E
- RADIUSIRETR =2,

HEPIX#®E4.224 , BORBNFZEREER. RNNEERAKBIRE4.2.2005F %,




B R

BR

AXHREBEER.

BRATH

A HFRRETRAS RN ERITA,

135 I %
AEREEANTEBRE :

Outside:

99911

1 9.9.9.12

17165118103

—

Global 9991-99495

Inside:

Inside
TACACS+ or
RADILS Server
17168118101

Inside PC Client
171658118100

PIXE &




pix2# write terminal
Building configuration
Saved

PIX Version 4.2(2)
nameif ethernet0 outside security0
nameif ethernetl inside securityl100
enable password 8Ry2YjIyt7RRXU24 encrypted
passwd OnTrBUGlTpOedmkr encrypted
hostname pix2
fixup protocol http 80
fixup protocol smtp 25
no fixup protocol ftp 21
no fixup protocol h323 1720
no fixup protocol rsh 514
no fixup protocol sglnet 1521
no failover
failover timeout 0:00:00
failover ip address outside 0.0.0.0
failover ip address inside 0.0.0.0
failover ip address 0.0.0.0
names
pager lines 24
logging console debugging
no logging monitor
logging buffered debugging
logging trap debugging
logging facility 20
interface ethernet0 auto
interface ethernetl auto
interface ethernet2 auto
ip address outside 9.9.9.12 255.255.255.0
ip address inside 171.68.118.103 255.255.255.0
ip address 0.0.0.0 0.0.0.0
arp timeout 14400
global (outside) 1 9.9.9.1-9.9.9.9 netmask 255.0.0.0
static (inside,outside) 9.9.9.10 171.68.118.100 netmask
255.255.255.255 0 0
conduit permit icmp any any
conduit permit tcp host 9.9.9.10 eq telnet any
no rip outside passive
no rip outside default
no rip inside passive
no rip inside default
timeout xlate 3:00:00 conn 1:00:00 udp 0:02:00
timeout rpc 0:10:00 h323 0:05:00
timeout uauth 0:00:00 absolute
!
! --- The next entry depends on whether TACACS+ or RADIUS
is used. ! tacacs-server (inside) host 171.68.118.101
cisco timeout 5
radius-server (inside) host 171.68.118.101 cisco timeout
10
!
!--- The focus of concern is with hosts on the inside
network !--- accessing a particular outside host. ! aaa
authentication any outbound 171.68.118.0 255.255.255.0
9.9.9.11
255.255.255.255 tacacs+|radius
!
!--- It is possible to be less granular and authenticate
!--- all outbound FTP, HTTP, Telnet traffic with: aaa
authentication ftp outbound 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 tacacs+|radius aaa authentication http outbound




0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 tacacs+|radius aaa
authentication telnet outbound 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 tacacs+|radius ! !--- Accounting records are
sent for !--- successful authentications to the TACACS+
or RADIUS server. ! aaa accounting any outbound 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0 tacacs+|radius ! no snmp-server
location no snmp-server contact snmp-server community
public no snmp-server enable traps telnet 171.68.118.100
255.255.255.255 mtu outside 1500 mtu inside 1500 mtu
1500 Smallest mtu: 1500 floodguard 0 tcpchecksum silent
Cryptochecksum:be28c9827e13baf89a937c61l7cfebdal : end
[OK]

4|
MBXAHEHINFHEET , F2HIRBARTES.

REERME

- BIBREEEREN A,

- RERAE L,

- RRERE S MBEEN.

- RIS R IR IR
flan | REREBRIBE100EERE , W EEIAFEHEFANEFERAEEHEREIAIBHAITFTP,
TelnetsHTTP, nﬁplxﬁﬁ%tljuau...s , WATACACS+/RADIUSZ £ A RES LW FTEAEFERE
IDIRHEE. EJ%F%E%@E@%‘_HT , EANECEHAETUERAFERAERBNZRRETSORE , RE
B, HhaEFERAEEEZNH, PXREREAERACHERR/ZE K ARSHERAEIBAIR

BEER TACACS+RADIUSZ £ ARES. Mok , RIZEE K ©g Faﬁﬁijiﬁﬂﬁgﬁo EANEERE
A LAEI4TFTP., TelnetHTTP,

B 1Fx"“_ﬂﬁlﬁﬁﬁ%2— MTerryy RAME, B AHFTerryHITFTP , EFREFHHTTPE
Telnet BN, EERELTEMERE, LHRAER , F?T%ﬁ‘f’éﬁﬁﬁ%%ﬁZ% EEREFERE
BEMUATEE, "‘F?Plxiﬁiﬁ?'ﬂgh PIX%ﬁEH—:TerryE’Jﬁ)ﬂ%%ﬁ*ﬂ&ﬁE Utéﬂﬂﬁ%ﬁ REE
EREFER iuﬁzzéﬂﬂb’z%%Terry HBTHL Tt , o EMREMRESR ﬂUu’T)E‘FTerryfi
A TFTP1.2.34, ,{BIEEEFEAAER "HTTP, = "Telnet, »

{58 ) 5 3318 PR Rk B 52 /15 i B B 3R

ERERARABINR (R2TR ) K, FOBRE/RERK

- Telnet — FAEEINETRNEAEEBRET , ARBRER. WREPIX/FRSE LERNETS
PERFE (NRE)  HEEIRBRETEAERAFERAEZEBNER,

-FTP —EREEINEAEEBRETHRE. FAEZEERMA T
local_username@remote_username. {EAEHRERRE @A "
local_password@remote_password fEA##E, PIX# Mlocal_usernames M ©
local_password ; X FI A% £ [ARES , MBEEPIX/ARES ERIETEHERE (MBHE
) , Bl "remote_username. # "remote_password A {EIEZE| B ZFTP{RARES.

-HTTP-BIBRTHER—EAERGBACAEEBNEBNRE, IRSORI (NEE ) XY
, BIEAERBHZEEEERER, Ficd , AEFeREAEEBNER. WRPIXEL
FREZBHTTPEMRETEE | B REERM , ARERER L RAUBEETENSORE , &
REVFEAERBNEZER "HEL EIPIX. AREHERI S HREBARS. PIXRKBFN/R


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

ARFFRETR T HRR, WRTelnetMFTPLEIF THALEE , BHTTPEEFLER , ERMERE

o

AP 75 5 &9 {r] B 25 A K

FETACACS+falfREa/0REEIHI , IR ERARERTE , BIEAE Talll . Ttelnetonlys . Thttponly
M Tftponly s #PIEFEEME, FERADIUSHIARESMEREEFIHR , FHE Mally EFEEE,

EPIXFIERER , BRT A TACACS+H R ARS[EAFEAERBANBEI , PXEEM
TACACS+RIREMi% 44 ( Telnet, HTTPSFTP ) . ##% . TACACS+AREERELFEHELE
BB ETHRE,

ERENRGIF , 171.68.118.100 LA A & & Hav Ttelnet 9.9.9.11, FEPIXKE LI TR , PIXE
HEAEER. BRMGTEERTACACS+HARIFETRE.

Hit , MRBRT SMBBCNERARE , F£HE "telnetonlys ATLUEIBPIXE{TTelneti®4E, B
= , EAZ& Thttponlys # Tftponly, FEEEIBPIX#ITTelnetiRE,

(Bt , ARBABERBHMEE , RADIUSTERE ) o

Cisco Secure UNIX TACACS+{ARES &l ik

Cisco Secure 2.x

. WEREREAEEE,
- JPIX 1P 5% 2 I 4 S WA EICSU ofg.

user = all {
password = clear "all"
default service = permit

}

user = telnetonly {

password = clear "telnetonly"
service = shell {

cmd = telnet {

permit .*

}

}

}

user = ftponly {

password = clear "ftponly"
service = shell {

cmd = ftp {

permit .*

}

}

}

user = httponly {

password = clear "httponly"
service = shell {

cmd = http {

permit .*

}

}



}

Cisco Secure UNIX RADIUSfri B B8 i =

FEHAEREFEFERENEGUNEPIX IPF &R HT8 2R ERRER(NAS)BE, RSB~ ER
Fstanza , MR :

all Password="all"
User-Service-Type = Shell-User

CiscoZ£NT 2.x RADIUS

CiscoSecure 2.1#f EMIWebXEH "HERH, HoHEARTERE ; BME6 ( REEE ) A "&EAL
= TEE, .

ERAGUITE "NASELE | B 5 #TEPIXHYIP,

EasyACS TACACS+

EasyACSXERMH T EREE .

1. E#AE 2 | L — T Shell exec ( LA FexecFFrl#E ) ,

2. EMPIXHERE | Fik— THREKSHDeny unmatched I0S commands.

3. BEEEAHNGS (HitTelnet ) BEAdJ/Edit.

4. MREAFTelnetZIFEUH , FESIBBLrBAIP, EAFTelnetEIFTEWLE , FE—TA
AT ARSI H 5 8.

5. ¥ — Tfinish editing@ -

6. HEEAKFNGS ( HliTelnet, HTTPHI/EHFTP ) B1THB1ZE5,

7. fFAGUITE "NASELE , Zo FBPIXHIIP,

CiscoZ£NT 2.x TACACS+

Cisco Secure 2 xXERMH TREEH.

1. E#AE 9 | = — T Shell exec ( LA FexeciFrl#E )

2. E@PIXFTIERE | ik — THREIKIPHDeny unmatched |10S commands.,

3. BFKEHWcommandE N F 1k , AR ALBEAFNG S (HliTelnet ) -

4. MREARFTelnetZ|HFELH , FESIEHH@AIP (0, "permit1.2.3.41 ). EAFF
TelnetEIFr B LS |, FIR— T AFRIIHA I8,

5.#% —T "SubmitJ o

6. HEEAHFHNGS (HliiTelnet, FTPF/SHHTTP ) Bi1THB1ZES5,

7. EAGUITE "NASELE ; Zh5 #IEPIXKIIP,

Livingston RADIUS{al R ER & B

AEPIX IPMESR#T I E B FiniE R,

all Password="all"



User-Service-Type = Shell-User

H{ERADIUSARESELE

#EPIX IPMESR#T I E B FiniER.

all Password="all"
Service-Type = Shell-User

TACACS+5% M EX I8 {7 BB 2R B R

# Handshake with router--PIX needs 'tacacs-server host #.#.#.# cisco':
key = "cisco"

user = all {
default service = permit
login = cleartext "all"

}

user = telnetonly {

login = cleartext "telnetonly"
cmd = telnet {

permit .*

}

}

user = httponly {

login = cleartext "httponly"
cmd = http {

permit .*

}

}

user = ftponly {

login = cleartext "ftponly"
cmd = ftp {

permit .*

}
}
HARHT B
- EFEEMHRE. RENLIRAAA)ZE , BRPIXEEILELEE. MREERIAAAZHIEL
EERE , BIBASELERM,
- EPIXH A BitrcHk | EEHREN KRR LT Mlogging console debugging@i o A LA
FAlogging buffered debugging@i 5. show logging=tlogginghs < By & i B8 & o] LAEIX B R 45 B

ARSI ETHRE,
. BIRTACACS+ZRADIUSEI R AR E K. FrEARSHYERIIEIE,

R B PIXEY 5 1588 5% 58 B 7 B

PIX#® — REF S RE — RADIUS
LT REERFRIBHNPIXARTH




109001: Auth start for user '???' from 171.68.118.100/1116 to 9.9.9.11/23
109011: Authen Session Start: user 'bill', sid 1
109005: Authentication succeeded for user 'bill'
from 171.68.118.100/1116 to 9.9.9.11/23
109012: Authen Session End: user 'bill', sid 1, elapsed 1 seconds
302001: Built TCP connection 1 for faddr 9.9.9.11/23 gaddr 9.9.9.10/1116
laddr 171.68.118.100/1116 (bill)

PIXHH — SORBER (FEAESWBAFR ) — RADIUS

LTREBHRBREORE (EAESBARE ) WPXARTH. EAEFINEERESB/ER
£, THR BHEXEFRXE., HEBEETR.

EE MRERFTPER , AIAKER. HRHTTP , AFERAEH.

109001: Auth start for user '???' from 171.68.118.100/1132 to 9.9.9.11/23
109006: Authentication failed for user '' from
171.68.118.100/1132 to 9.9.9.11/23

PIXFE — fRARAZ B8R — RADIUS

LT RAREBRFEANPIXEEES, FRESHEINEAESERE R, REMRKRSE "H#HE, YFERE
B(=R).

109001: Auth start for user '???' from 171.68.118.100/1151 to 9.9.9.11/23
109002: Auth from 171.68.118.100/1151 to 9.9.9.11/23 failed

(server 171.68.118.101 failed)
109002: Auth from 171.68.118.100/1151 to 9.9.9.11/23 failed

(server 171.68.118.101 failed)

PIX#HR — RF S R®E — TACACS+
LTREERFBRENPIXBRERH

109001: Auth start for user '???' from 171.68.118.100/1200 to 9.9.9.11/23
109011: Authen Session Start: user 'cse', sid 3
109005: Authentication succeeded for user 'cse'
from 171.68.118.100/1200 to 9.9.9.11/23
109012: Authen Session End: user 'cse', sid 3, elapsed 1 seconds
302001: Built TCP connection 3 for faddr 9.9.9.11/23 gaddr 9.9.9.10/1200
laddr 171.68.118.100/1200 (cse)

PIX#R — BRBER (FAESBRFETW ) — TACACS+

UTRERHBREMRE (EAEEBIAEN ) WPIXRATRS. EAEFINAEAERAESR/EBE
ﬁ%o rﬁ%%ﬁ Zﬁﬁﬂﬂﬁ%jigiaﬁZE§&J ﬁgﬁiﬁﬁﬂﬂﬁﬁfﬁo

R NRERFTPER  WAHER. HRHTTP | AHERRE.

109001: Auth start for user '???' from 171.68.118.100/1203 to 9.9.9.11/23
109006: Authentication failed for user ''
from 171.68.118.100/1203 to 9.9.9.11/23

PIX#& — {ABRAZBAEA — TACACS+

LT R ARBREANPIXEFESES, FHRESEIFEAERBE IR, ME@WA "ErorfR TEHE
REHRXE. HE.



109001: Auth start for user '???' from 171.68.118.100/1212 to 9.9.9.11/23
109002: Auth from 171.68.118.100/1212 to 9.9.9.11/23 failed
(server 171.68.118.101 failed)
109002: Auth from 171.68.118.100/1212 to 9.9.9.11/23 failed
(server 171.68.118.101 failed)
109002: Auth from 171.68.118.100/1212 to 9.9.9.11/23 failed
(server 171.68.118.101 failed)
109006: Authentication failed for user '' from 171.68.118.100/1212 to 9.9.9.11/23

R R

RERESHRIREEN , TUE-FVNERFTERE

aaa authorization any outbound 171.68.118.0 255.255.255.0 9.9.9.11
255.255.255.255 tacacs+|radius

XE , IRAA=ELERBERNEEE S HRE

aaa authorization http outbound 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 tacacs+|radius

aaa authorization ftp outbound 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 tacacs+|radius

aaa authorization telnet outbound 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 tacacs+|radius

2 B PIXHY & 4788 58 F 5 FE B = B

PIXFAE — SR ANBZMIENR — TACACS+
UTREEAERFHRFINEBENVPIXAZR R

109001: Auth start for user '???' from 171.68.118.100/1218 to 9.9.9.11/23

109011: Authen Session Start: user 'telnetonly', sid 5

109005: Authentication succeeded for user 'telnetonly' from
171.68.118.100/1218 to 9.9.9.11/23

109011: Authen Session Start: user 'telnetonly', sid 5

109007: Authorization permitted for user 'telnetonly' from
171.68.118.100/1218 to 9.9.9.11/23

109012: Authen Session End: user 'telnetonly', sid 5, elapsed 1 seconds

302001: Built TCP connection 4 for faddr 9.9.9.11/23 gaddr 9.9.9.10/1218
laddr 171.68.118.100/1218 (telnetonly)

PIX# — SRBRIF , BRAAB — TACACS+
UTREERFEHEFERELBMOPIXFARRH

109001: Auth start for user '???' from 171.68.118.100/1223 to 9.9.9.11/23
109011: Authen Session Start: user 'httponly',6 sid 6
109005: Authentication succeeded for user 'httponly'
from 171.68.118.100/1223 to 9.9.9.11/23
109008: Authorization denied for user 'httponly'



from 171.68.118.100/1223 to 9.9.9.11/23

PIXFE — SOREER , REESM — TACACS+

ER—EEASMREBNZENPXERTS , EARFHRBIRR (ERAERBWIARE ) , RKE
ARE., ERAEFINEACAERHERE. "HR I BERREFARH. "ETRHER

A MREZRFTPER , AIRKFER. HRAHTTP , AFERKER.

109001: Auth start for user '???' from 171.68.118.100/1228 to 9.9.9.11/23
109006: Authentication failed for user '' from 171.68.118.100/1228
to 9.9.9.11/23

PIXF& — SRR/ A , [IREIPAE — TACACS+

LXT%EFEE*%%HE*EE’JPIX?Hﬁa—K@UO AR CEE. FREREEINFERERTE, V@A "
Errorri BHBZEXERXE " BT,

109001: Auth start for user '???' from 171.68.118.100/1237 to 9.9.9.11/23
109002: Auth from 171.68.118.100/1237 to 9.9.9.11/23 failed
(server 171.68.118.101 failed)
109002: Auth from 171.68.118.100/1237 to 9.9.9.11/23 failed
(server 171.68.118.101 failed)
109002: Auth from 171.68.118.100/1237 to 9.9.9.11/23 failed
(server 171.68.118.101 failed)
109006: Authentication failed for user '' from 171.68.118.100/1237
to 9.9.9.11/23

18 FT R

TACACS+

aaa accounting any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0: tacacs+

EmCIREFMBEREMN  ARTERFER. BR , £ "HE. B, 862 "Hin. RIREHK.
O T TIRER B, BEE TR BERS

109011: Authen Session Start: user 'telnetonly', sid 13
109005: Authentication succeeded for user 'telnetonly'
from 171.68.118.100/1299 to 9.9.9.11/23
109011: Authen Session Start: user 'telnetonly', sid 13
109007: Authorization permitted for user 'telnetonly'
from 171.68.118.100/1299 to 9.9.9.11/23
109012: Authen Session End: user 'telnetonly', sid 13, elapsed 1 seconds
302001: Built TCP connection 11 for faddr 9.9.9.11/23 gaddr 9.9.9.10/1299
laddr 171.68.118.100/1299 (telnetonly)
302002: Teardown TCP connection 11 faddr 9.9.9.11/23 gaddr 9.9.9.10/1299
laddr 171.68.118.100/1299 duration 0:00:02 bytes 112

TACACS+5CIREC Sk FE LU LA T & HH ((E L 52 #% 2K B CiscoSecure UNIX; BRI Z £ WindowsH B 5o #%
AT LLAIE SR 2 FR):

Tue Sep 29 11:00:18 1998 redclay cse PIX 171.68.118.103
start task_1d=0x8 foreign_ip=9.9.9.11



local_ip=171.68.118.100 cmd=telnet

Tue Sep 29 11:00:36 1998 redclay cse PIX 171.68.118.103
stop task_id=0x8 foreign_ip=9.9.9.11
local_ip=171.68.118.100 cmd=telnet elapsed_time=17
bytes_in=1198 bytes_out=62

Tue Sep 29 11:02:08 1998 redclay telnetonly PIX 171.68.118.103
start task_i1d=0x9 foreign_ip=9.9.9.11
local_ ip=171.68.118.100 cmd=telnet

Tue Sep 29 11:02:27 1998 redclay telnetonly PIX 171.68.118.103
stop task _id=0x9 foreign_ip=9.9.9.11
local_ip=171.68.118.100 cmd=telnet elapsed_time=19
bytes_in=2223 bytes_out=64

WA RO T AT RETASD

DAY MO DATE TIME YEAR NAME_OF_PIX USER SENDER PIX_IP START/STOP
UNIQUE_TASK_ID DESTINATION SOURCE
SERVICE <TIME> <BYTES_IN> <BYTES_OUT>

RADIUS

aaa accounting any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 radius

EmCIRERMEREE , AEAFERIBMER. B2, & "BEL ¥, 8% "KL RIREK.
sk, & TiRRBRL B, 88 TR, SRR

109001: Auth start for user '???' from 171.68.118.100/1316 to 9.9.9.11/23

109011: Authen Session Start: user 'bill', sid 16

109005: Authentication succeeded for user 'bill’
from 171.68.118.100/1316 to 9.9.9.11/23

109012: Authen Session End: user 'bill', sid 16, elapsed 1 seconds

302001: Built TCP connection 14 for faddr 9.9.9.11/23 gaddr 9.9.9.10/1316
laddr 171.68.118.100/1316 (bill)

302002: Teardown TCP connection 14 faddr 9.9.9.11/23 gaddr 9.9.9.10/1316
laddr 171.68.118.100/1316 duration 0:00:03 bytes 112

RADIUSEC BRAC 8& 8 0LAA It Ba Hi (3B LE 52 8% SR B Cisco Secure UNIX;cisco Secure Windows A #3318
LLES 2 8):

Mon Sep 28 10:47:01 1998
Acct-Status-Type = Start
Client-Id = 171.68.118.103
Login-Host = 171.68.118.100
Login-TCP-Port = 23
Acct-Session-Id = "0x00000004"
User-Name = "bill"

Mon Sep 28 10:47:07 1998
Acct-Status-Type = Stop
Client-Id = 171.68.118.103
Login-Host = 171.68.118.100
Login-TCP-Port = 23

Acct-Session-Id = "0x00000004"
User-Name = "bill"
Acct-Session-Time = 5

WAL RMT AT RETHSD



Acct-Status-Type = START or STOP

Client-ID = IP_OF_PIX

Login_Host = SOURCE_OF_TRAFFIC
Login-TCP-Port = #

Acct-Session-ID = UNIQUE_ID_PER_RADIUS_RFC
User-name = <whatever>

<Acct-Session-Time = #>

BAREBARGEAFEAER

HLTACACSHIRADIUSAIAREFEHE "max-session B "view logged-in users That, #iTmax-
sessionszcheck logged-infE f & F hREBURA ECIRAC 8k, EELEIR "G, BHERE TFiE
1 FC8%EF , TACACSERADIUSTAIIRES R ABNMAZEA(E ; BiBPIXE —EE5E). HMER
WME | EFFEARATenetFIFTPER, Hlun :

A EBBPIX{E171.68.118.100%9.9.9.25% 1T Telnet , FEIRFETHPERTE -

(pix) 109001: Auth start for user '???' from 171.68.118.100/1200
to 9.9.9.25/23
(pix) 109011: Authen Session Start: user 'cse',6 sid 3
(pix) 109005: Authentication succeeded for user 'cse' from 171.68.118.100/12
00 to 9.9.9.25/23
(pix) 302001: Built TCP connection 5 for faddr 9.9.9.25/23 gaddr 9.9.9.10/12
00 laddr 171.68.118.100/1200 (cse)
(server start account) Sun Nov 8 16:31:10 1998 rtp-pinecone.rtp.cisco.com
cse PIX 171.68.118.100 start task_1d=0x3 foreign_ip=9.9.9.25
local_ip=171.68.118.100 cmd=telnet

HRRRIECER "R, SLRERE =1k, o8k (R ) |, Rt ARESET "Telnety £
RAEEEA, NRFEAEERNTESNRIENS —ER (TTERXRBESZ—APC) , HILFERAEN
max-sessionsTEfREF LERES "1, |, ARESASIEEER.

ERAEEEREIHELRARER K ARERYH (FE1020E ).

(pix) 302002: Teardown TCP connection 5 faddr 9.9.9.25/80 gaddr 9.9.9.10/128 1
laddr 171.68.118.100/1281 duration 0:00:00 bytes 1907 (cse)

(server stop account) Sun Nov 8 16:41:17 1998
rtp-pinecone.rtp.cisco.com cse PIX
171.68.118.100 stop task_id=0x3 foreign_ip=9.9.9.25
local_ip=171.68.118.100
cmd=telnet elapsed_ time:S bytes_in=98 bytes_out=36

vauthR B AR0(ED ; BXETHNRE)SES (FuauthRET RS ORE ) &, KASHEE
9 35 B8 TSR IR0 R,

ERHERBENMEE , HTTPR ISR EMTE,. SEHWT :

5/ & BBPIX{£171.68.118.100:2|8 %|9.9.9.25,

(pix) 109001: Auth start for user '???' from 171.68.118.100/1281
to 9.9.9.25 /80 (pix) 109011: Authen Session Start: user 'cse', sid 5

(pix) 109005: Authentication succeeded for user 'cse'
from 171.68.118.100/12 81 to 9.9.9.25/80



(pix) 302001: Built TCP connection 5 for faddr 9.9.9.25/80 gaddr 9.9.9.10/12 81
laddr 171.68.118.100/1281 (cse)

(server start account) Sun Nov 8 16:35:34 1998 rtp-pinecone.rtp.cisco.com
cse PIX 171.68.118.100 start task_id=0x9 foreign_ip=9.9.9.25
local_ip=171.68.118.100 cmd=http

(pix) 302002: Teardown TCP connection 5 faddr 9.9.9.25/80 gaddr 9.9.9.10/128 1
laddr 171.68.118.100/1281 duration 0:00:00 bytes 1907 (cse)

(server stop account) Sun Nov 8 16:35.35 1998 rtp-pinecone.rtp.cisco .com
cse PIX 171.68.118.100 stop task_id=0x9 foreign_ip =9.9.9.25

local_ip=171.68.118.100 cmd=http elapsed_time=0
bytes_ in=1907 bytes_out=223

EAERNTROBEE.

ARRE, WTHARS—Y (RENFLEEZBTE - ), EFHERENEAZREY XA
EARARBIRK ? 5%

SASHBEREEACAERSELREIE?S , RAHTTPHMNERKEAE. "28ix, M
"HRBR. ( "BR%RL A TEb. REER) LENEBARY, MRRE B, 0% AREHE
ftE. fiix  RASLREKER EER —KRHE, ERuauthiFREROERARIERO , NEA
BEEHEOMAMRF[ESE "FHE) M EFiL) BB, BR , HRHTTPEENME , EREFEBA R
HREBAERAEREEZTH.

{# FlExceptip &

ERMOMES | MERMRE—BEEERE(171.68.118 100 FTEEETEHRE , BATH
BT T e

aaa authentication any outbound 171.68.118.0 255.255.255.0 9.9.9.11
255.255.255.255 tacacs+

aaa authentication except outbound 171.68.118.100 255.255.255.255 9.9.9.11
255.255.255.255 tacacs+

HPIXZE 5 1Y &R RE

BIHEE FmE R EIBPIXE Telnet ( LARHTTP, FTP ) REEITE MR, 74.2.27F , EPIXH
TelnebER AT LUBRB H 1 8RFE. F£EE , RPIEZ T UTelnetEPIXHIEHNIP:

telnet 171.68.118.100 255.255.255.255

REREMTelnetZ 15 - passwd ww.

MEFHNSS  BECAEEBTenetEREIPIX:

aaa authentication telnet console tacacs+|radius



EFEAETelnetEPIXE , RAESIR IMME ATelnetOS( "ww, )o PIXIEFERTACACS+H;
RADIUSfE i & & B Z .

EXfEAETINRETR

MEFHEEH S : auth-prompt YOU_ARE_AT_THE_PIX , BiBPIXWEREKERUTIERF :

YOU_ARE_AT_THE_PIX [at which point you enter the username] Password:[at which point you enter
the password]

IESKREHR BT EREEE 0N TER L BR. WRTEXEEREER
PIX , MAEEPIX,

AE R A HBREPIXTEDR K iSRS # o

R

. Cisco PIXBh 2 ek 8 2 7 ¥
. Cisco Secure PIXB5 X R $8 &

. ERE#E (RFC)
- Bl B # - Cisco Systems



//www.cisco.com/en/US/products/sw/secursw/ps2120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094885.shtml?referring_site=bodynav
http://www.ietf.org/rfc.html?referring_site=bodynav
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