HIPSIFERHE 4. x BB H5.x

B %

AiA

BEE

&R

RE T4

151

HB754.x SDFARARE 09 5 BB

#1TCisco I0S IPSEBIETHE
1ECisco IOSEBRAR12.4INTH BB FE B A ZICisco I0S IPSH
1HEEE A

i

FECisco |IOSCERA12.4(11) THIEFKRAF |, Cisco IOS A B E R #(IPS)&Cisco IPSEL B bR A
SxEBFAEHRIE, SxBFEHBEEXZEERBREANBFBBEEXMLES , HitE R CiscoEM
IPSEREFEREE®RR. Cisco IPS4XRTHXERZNERERIER(SDF) , AR EHA
Cisco |0S T-TrainE B RA B {FE 1L 7 &,

E1T4 xR 4FEISHE X SDFAY Cisco I10S IPSHEF aJ AR #HELECisco I0S IPS |, AERAERIEAER
HESEEER . EXANSRISEEEDCisco I0S IPSERBREARER | WENS EHIREA4.x SDFIER
B ZE|Cisco IPS 5. xR AFHIBE,

AR A RECisco IPS 4 x18NSDF B , LK t{AIR A Cisco IOShRZA12.4(11)THE S R4 H
WEBBHELE. BENTTECisco IOSHRA12.4(11)TRE S MAFE ECisco 10S IPSHIFEMIE A
, B2 RIPS sxBEARA X EM A AMEE,

R : CiscoEZETE R FICisco IOSHRA12.4(11) TR E & MR 4B {5 2 51 iE 1T Cisco 10S IPSEE,

HE Y

=R

AXHREREER,

R T

AR EARRIMCisco I0SKIA12.4(11) TREFHIRA.

ANHFHNEFRRBREEREREANEENEL. XPEAINMEREERREHER (AR
) AAREREE ., MREHEREEFER , FRACCHEBIMNES TREKNEE,
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47l
MBXAEOINFEET , FSHENEMRTE.

BE4.x SDFIRTERNS B

BEESHEEEZCisco IPS4.xEANASDFERM ( i ) CLIREER , REITSETEMCisco
|OSKRA12.4(11) THY 2% Fa 88 L FA# Cisco 10S IPSE B & .

EBBESHESKHREEERP I Eip ips signature <sigid> [<sigsubid>] disabled®I &, R
EEERTISUCLIGS , AIEEEBESBRENCLEEER, HEBNWERERMNSDF,

MR EAHCisco 10S IPSH KL EICisco IOSHRA 124N TRESRAZ BNHEITEBIESTE |, HiRRH
{ICisco 10S IPSEBIESEHHIBRERE,

N R ARIEHECisco 10S IPSFHEEICisco IOSHRA12.4(1) TR ESRAKETBEBIESH , FEMLL
TR -

i

1. MEFMR , REBERSFTEEMRCLIGNS |, ip ips signature <sigid> [<sigsubid>] disabled.

2. f£ 5 % copy running-config flash:ipscfg.cfghé i s ICLIEER FRIE R, kW SHRER
HEREEE 128 Ripscly.clgfNERFHIRFEEERY, ERBRESEALERETIXEIS.XH
STEEFERAELR,

3. #EBH1TCisco I0S IPSEXEIETIE.

$#1TCisco I0S IPSEBIESH

BRIESHB IR TURLK Cisco.com¥15 : http://www.cisco.com/cgi-bin/tablebuild.pl/ios-
v5siqup, HERIETHEMEIRASNIRCERNIRAR[USBENNE K NEEAERERHE
(TFTP)ﬁﬂﬁﬁﬁo

BB IE T HAESDF#ECisco IPS 4 xR G N A5 xIRIEX . EBETHEIBUTEESIH

- BEM

- Bk

. BRA
A EBESIHETURIOS IPSEERERETEE , IWEBHCLI ip ips signature <sigid>
<sigsubid> disabledds = E KA Cisco IOSKRA12.4(1MNTH AP EENZAES,

AR BER (FEHM ) 2R T SHRLESHEIR,

1t R I35 BA 20 4AT £ A Cisco 10S IPS 5.x# & B X X TIPS 4 x#8 X AE R sdmips.sdfi@# 2| Cisco
|OSHRAS12.4(11) T # Cisco 10S IPS,

C2821#tclsh flash:ios-ips-migrate.tbc

This migration script will nmigrate Signature Definition Files
from4.x format to 5.x format.
The migration script will migrate only the follow ng signature

parameters - severity, action, enabled - for G sco (non-custom signatures.
Do you want to continue? [y/n] y
Pl ease choose an I0S config file fromwhich to migrate 10OS | PS configuration.
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Config File: [startup-confiqg]

The following SDF | ocations were found configured in startup-config:
flash://sdm ps. sdf

Pl ease provide SDF to nmigrate fromthe above list or of your own

choi ce: flash:// sdm ps. sdf

Mgrating following SDF file (this will a take few m nutes):
flash://sdm ps. sdf

Ti me El apsed: 0:02: 23

M gration conpleted successfully. The migrated file is
C2821- si gdef - del t a. xn

C2821#

B, EBETHBEREEEDENEEXSR, BTR , ZESHRMAET AR REZERMEERCisco
|IOS IPSHYE R (EBa ) BLEMEE, T8 EQ%E&E’J%‘HM@. o MBRZHIEKEERES
TFTPAARESRIE HESHIRPIGCIERE + , BERTITREEMNE,

Hlgn -

{5 Ftftp:// 192.168.1.5/<router CLI configuration>& H3g S B TFTP{R ARE$192.168.1.58 ACLIE
B,

f Aflash://<saved-configuration>#¢ 1R B3 52 B B P R F AV A5 SR E AT B EL
#Cisco IOSH BIRA12.4(11) TH GBI &Yy 3 & M A FCisco 10S IPSH

TEREBREB R , MR RKEHRREAREICisco IOSIRA12.4(11)T, EMHARKBRE
, ma:uﬁELX_Tfﬂ3§¥o

1. BXFCisco 10S IPS, Jttﬁ”!tljﬁﬁ/_TTilﬂﬂECisco 2821¥ M 28 LB A Cisco 10S IPS., EEM1A
F ECisco |0S IPSHIFFHHERA , 782 RIIPS 5.xE AR A T ERN v A 1EE,

C2821#mkdir ips

Create directory filename [ips]?

Created dir flash:ips

C2821#conf t

Enter configuration conmands, one per line. End with CNTL/Z.
C2821(confi g)#ip ips name MYIPS

C2821(confi g) #ip ips config location ips

C2821(confi g)#ip ips signature-category
C2821(confi g-i ps-cat egory) #category all
C2821(confi g-i ps-category-action)#retired true
C2821(confi g-i ps-category-action)#exit
C2821(confi g-i ps-cat egory) #exit

Do you want to accept these changes? [confirnmy
C2821(config)#

2. MU T|MERAY LRRART | UREEBREZSNLR.

crypto key pubkey-chain rsa

nanmed- key real mci sco. pub signature

key-string

30820122 300D0609 2A864886 F70D0101 01050003 82010F00 3082010A 02820101
00C19E93 A8AF124A D6CC7A24 5097A975 206BE3A2 06FBA13F 6F12CB5B 4E441F16
17E630D5 C02AC252 912BE27F 37FDDOC8 11FC7AF7 DCDD81D9 43CDABC3 6007D128
B199ABCB D34EDOF9 085FADCl 359C189E F30AF10A COEFB624 7E0764BF 3E53053E
5B2146A9 D7A5EDE3 0298AF03 DED7A5B8 9479039D 20F30663 9AC64B93 C0112A35
FE3FOC87 89BCB7BB 994AE74C FA9E481D F65875D6 85EAF974 6D9CCBE3 FOBO8B85
50437722 FFBE85B9 5E4189FF CC189CB9 69C46F9C AB4DFBA5 7A0AF99E AD768C36
006CF498 079F88F8 A3B3FBlF 9FB7B3CB 5539E1D1 9693CCBB 551F78D2 892356AE
2F56D826 8918EF3C 80CA4F4D 87BFCA3B BFF668E9 689782A5 CF31CB6E B4B094D3
F3020301 0001

qui t

exit
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exit

3. AR RBIFTR , T E LA Cisco I0S IPS:
C2821(config)#
C2821(confi g) #interface gigabitEthernet 0/0
C2821(config-if)#ip ips MYIPS in
C2821(config-if)#ip ips MYIPS out
C2821(config-if)#exit

4. FEAcopyr TUBARTNER D

C2821#copy tftp://192.168.1.5/I0S-S253-CLI.pkg idconf

S 68 B B 10S-S253-CLIpkgHh B %% B A FICisco 10S IPS, MIEE : ios-ipsd X5l
AESRIPEE K ZLTREREMEEE. RNBAEEIR  TEEENFERTAES.
5. AT HS$EBHXMLIEZRE A ZFCisco 10S IPS:<router-hostname>-sigdef-delta.xml 5l

o

copy flash:C2821-sigdef-delta.xml idconf

— BB AR RS xR LM BB ER |, EBTH.
6. i Fshow ip ips signature countin TR E4FHIE R EARAE , A E Ashow ip ips signature
detailsin SR B BT B BN EFMBEA

HEE

- BB ERE
. B2 ERRIPEHA ( BFECiscoSecure Intrusion Detection )
. F1iiz# - Cisco Systems
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