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B K e & 7E ED I Al R B AR B KRR 5T B ER

TEFE FR BB X fERF |, Cisco IOSERRA K R RIFEE IR M B DoS I EHIBhEE ., HMBH A MRS EE
ARENEREBREIGE  EEAABN A ONFIEERAREN A E LBADSHRE., Classic
Firewall 2t ZE AT FAEMNE , UAPHIEDoSKE, R1FPBERNERERBRECRERAE12411)TZ
BT BB RG) INRR T ER R R BB TR ENRE PN E SRR T BRAETEE , RTEEgT
BEROBERERE, T LEHexecti$show ip inspect configi#RDoSERE , ELREBE1Esh ip
inspect allfy&i i #

CBACHEABERNHEREEEESHMBEANERE , URBEEMREZRATLEIYNERE. &
LCHEENRESEEEARMEEE.

=1k SRR DoS iR MR
12.4(11)T/12.4(10 | 12.4(11)T/12.4(10

max-incomplete

high value 500 AR
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Bt iE R FEACisco I0S VRFEAIPS K i HY % B8 A B EVRFHEE —HFT 8IS,

Tip inspect one-minute highy # Tip inspect one-minute low. YT BB ER HSFIRIEN G — 2 &2
WHEEFTAETCP., UDPHIBEMMEEESIEEME(CMP)ESRELAWERN , BWERIERII. EF
ERFAARER TERAMR LN IE RN EY AR EITDoSHE,
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2. #max-incomplete highlEREAIEESHE :
ip inspect max-incomplete high 20000000

ip inspect one-minute high 100000000
ip inspect tcp max-incomplete host 100000 block-time 0
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show ip inspect statistics reset

G ER ERRIFUCIRAE — RS | ATRERIE24 48/ iF , EREE T AR EERREEBHA
EL-—RBEEMEBREN, X HAKEFAEISEESHKE | BEVERKREEZ N Cisco
|IOSPFs X &=k IPS DoS{RE.

BEPR  ERANA T SREDOSFTHER

show ip inspect statistics

EFREDoSKRE , MABEN 5| M HEBREETR:
Packet inspection statistics
[ process switch:fast sw tch]
tcp packets: [218314:7878692]
udp packets: [501498: 65322]
packets: [376676: 80455]
packets: [5738:4042411]
sntp packets: [11:11077]
ftp packets: [2291:0]
Interfaces configured for inspection 2
Session creations since subsystem
startup or last reset 688030
Current session counts
(estab/hal f-open/term nating) [0:0:0]
Maxever session counts
(estab/half-open/terminating) [207:56:35]
Last session created 00:00: 05
Last statistic reset never
Last session creation rate 1
Maxever session creation rate 330
Last hal f-open session total O
TCP reassenbly statistics
recei ved 46591 packets out-of-order; dropped 16454
peak nenmory usage 48 KB; current usage: 0 KB
peak queue length 16

. i%ip inspect max-incomplete highfi & 4 Lt #% H 85 15 & FImaxever session count half-open{&
=25%. 1.25FH LTI ITRIEIN25%KZ=M |, il

Maxever session counts
(estab/hal f-open/term nating) [207:56: 35]
56 * 1.25 = 70

HE:
router(config)
#i p i nspect max-inconplete high 70

AR A XENBEAGSE.25EHNERAREHREZEBEBDoSRENRS, MRMEIHA
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DoS/EE) , W ERERFI RS LM THEHNE , FAEip inspect max-incomplete highFl/zk
ip inspect one-minute highBR # E & #5232 DoS, A LUEIBLAT B HENFEREBIDoSH



EEAER
7. #&ip inspect max-incomplete lowz% & &3 H 2R B T R KEER R HBENE , fila

Maxever session counts
(estab/ hal f-open/term nating) [207:56: 35]

o

AR AE:
router(config)
#i p i nspect max-inconplete | ow 56

8. ip inspect one-minute high#lone-minute lowst Bles S B BB IREC I — P ERAFTE
TCP., UDPHIABEREFIASEABE(ICMP)ERERNWEN , EREHRETRI, ERF
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|OSBh KRR A 12.4(11) THYAR BEAR R AR MO B ZE R B , Maxever8FM B RR AT EHIB "
maxever@FEETEL F=EE ( 2. ¥HBFAMKL ) WEFMKN10%, &7 & Eip inspect
one-minute low value , FE#§IE RHY established) EFRI1.1, Hil40 :

Maxever session counts
(estab/ hal f-open/term nating) [207:56: 35]
(207 + 56 + 35) * 1.1 = 328

RE:

i§ i nspect one-mnute | ow 328

IR BE HES#1TCisco IOSEBBMA1241 ) THREFRA , R124(10)HEFRE , LEEH
MMaxever session creation rate; BEHKFTEATERNE :

Maxever session creation rate 330
BN

AR E:

ip inspect one-mnute | ow 330

9. ST EME EBip inspect— 2 $E M . ip inspect one-minute highE A AT E B HKY 1-minute
low{B X25% , a0 :

ip inspect one-mnute low (330) * 1.25 = 413

FRIE:

ip inspect one-mnute high 413
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