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IPSec VPNHY & #1188 I8 1L 7T VPNIEARIBS A RIS ELE . IPSecEEEENE(VTHH
GRE+IPSecA BB BENHERIEENZ £ EERAGVPN B BHER N 6 A & mERR 245
EZLEE, MREHFVIBEZRHERBNWERE , ATLAEVPN DMZHREHELR, & , RVPNELR
2EXEFEH , MU VPNERENREZETHADBRRMEENEZEESE,

WMRER T IEVTIIPSec , IFERTBEEVPNERB NEREUMKELZ M, MRLEFTHE
VPNE Fim N2 E R R B EAE , AIEESRELERR AFFRRGEHERNVPNE Fimay
IPibutF5 R, MRFEEKEETE  LYEARBNIRERSIRERTEENEETERIH. F2
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FREMER ABARBEAZRENRE, F4BEEHRBRERILES HAEERGEREETHR
o ATHRMAEEHRPBBmatchid TIEE :

- Access-group — EZEHEACL, ERACLE G BACLAILURRIRA B ZIPtb it LARREH B ZBiBR
HE.

- Protocol — SE4EHE ( TCP., UDPHICMP ) MEMAR ( MHTTP, SMTP, DNSZ ) A3
EERERAHMREANEMSHAREREERNRE,

. Class-map — 1Rt H ICELR AR B R B AT LR ARTE 5 — EEEmAP,

- Not - notffRH{EE ABYHMBRZFEIEERSE (HE ) . FEEIRBEHRFCHENERE

o

&0f TR &4 : "Match-Any, B8 "Match-AllL

¥R 7] LLFE A match-anySimatch-alliE & F 3R 5 E W{a FE A L EL iR . 21 R$EE T match-any , Al
RESARAREEHRPN —ECTEGYSE. WREEmatch-all , BIREX B FTA EERGSES
BEBRAXBESR,

MBREREZEFEG , MIXSBEERACERGS , EFREERITAER, flm, FEEBUTES
AR -

class-map type inspect match-any my-test-cmap
match protocol http
match protocol tcp

HTTPHREXEE BRI Ehttp , MBERBBHTTPRENRFISEDREERE, WMRITE

TR , BliRE®IEE match protocol TCPEEA , A% A% HEEmatch protocol httpE1TELE , RE#
ZHEHEMSEATCPHRE |, YARBH XBTCPRAI TN INAEITRE, EYRE LRI
FTP, TFTPHRIZEZREBMESZE SR ( HlINH.323, SIP, Skinny, RTSPZ ) KRR 2ERE,

EERBEEHNNRERRE D , UEBELRBNEESH T,

HRACLER R L R

BEMULASACLEERAARKERN R FEG2—. MRERHMITE KRG ZACL , BEYREEME
ARERENREEMER  RRASSEACLAHNFIERERBEARTCPRUDPRE | {8
ZFWiRHERABRABRENRERN. HPaE (EFRRR ) FTP, SIP, Skinny(SCCP), H.323,
Sun RPCHMITFTP, MRS EEARATA , BACLAHFETESRLFIEE , AIERZACLEB AR
B, BAFEFTE/EHMEBHN TSR EREE,

INRFEMERHAACL 101/EA B K4 , RIACL 10188 R

access-list 101 permit ip any any

AFFBERENEANGERSEHNRERKE S DEH , W H AFFELERNIRLERERER G 6
B, Hitt , ACLKXAEARBIRGRERFIZFENFAEZERR, FEE , PAMFEZEHTTP,
NetBIOS., H.323MIDNSHFEARK, ER , EEPAMAEREENRERAENER , B AR
ERAEANERAEAREYERRERARARENCANER, Fit , GERARE ( Hlw



telnet, SSHMHEMEBEBEER ) E/EATCPHEITRE , W Eshowin T L PAFELERNMREE
AEEE—RE. NMREEREREANMEREETRAY , ITERERAEBRERENRE (BE
EEBEHTTP, EE#HEtelnetE )

H& I B i 81 H B9 show policy-map type inspect zone-pairgs S#IH AN A A EALEBEE F AR
MY SR BT By X AR SRR EIT LR, LLAHREA MR E R BCisco IPEFUREASERE (2
HTTP. FTP. NetBIOS. SSHFIDNS ) K% T T EH AR -

class-map type inspect match-all all-private
match access-group 101
1
policy-map type inspect priv-pub-pmap
class type inspect all-private
inspect
class class-default
!
zone security private
zone security public
zone-palr security priv-pub source private destination public
service-policy type inspect priv-pub-pmap
1
interface FastEthernet4
ip address 172.16.108.44 255.255.255.0
zone-member security public
1
interface Vlanl
ip address 192.168.108.1 255.255.255.0
zone-member security private
1

access-list 101 permit ip 192.168.108.0 0.0.0.255 any

HANREZNEEZELAMFREERARENFAERE ( RERSBEEE, PAMERINE E’Ji&i-%

) , EEHREIBHNTRUEER , YETEABERFINRERAZFWHEEN RS, L
show policy-map type inspect zone-pair priv-pubir PHIH R AR ERENER , ZEEE Eﬂz%
Z B{EE Fpermit IP [subnet] any ACL, I&HJLLEE] , k&% I1’|51£i};’ﬁ,§%‘ll.:‘I')\EZIKTCPZRUDP%’v’R
FFEMAS -

stg-871-L#show policy-map type insp zone-pair priv-pub
Zone-pair: priv-pub

Service-policy inspect : priv-pub-pmap

Class-map: all-private (match-all)
Match: access-group 101
Inspect
Packet inspection statistics [process switch:fast switch]
tcp packets: [413:51589]
udp packets: [74:28]
icmp packets: [0:8]
ftp packets: [23:0]
tftp packets: [3:0]
tftp-data packets: [6:28]
skinny packets: [238:0]

Session creations since subsystem startup or last reset 39
Current session counts (estab/half-open/terminating) [3:0:0]
Maxever session counts (estab/half-open/terminating) [3:4:1]
Last session created 00:00:20

Last statistic reset never



Last session creation rate 2
Maxever session creation rate 7
Last half-open session total 0

Class-map: class-default (match-any)
Match: any
Drop (default action)
0 packets, 0 bytes

M2 T TREEREAERXNENEURETURAERHENEREXRTEANERES X E
TSR T] LAA M B 1E 2 B R A S 1T AR B 58 — (B R Bl BB R Y IR IS SEE AR B Y BRES | BT AR LD
ACLIER REEHMPHNRERKES !

class-map type inspect match-all all-private
match access-group 101
class-map type inspect match-all private-ftp
match protocol ftp
match access-group 101
class-map type inspect match-any netbios
match protocol msrpc
match protocol netbios-dgm
match protocol netbios-ns
match protocol netbios-ssn
class-map type inspect match-all private-netbios
match class-map netbios
match access-group 101
class-map type inspect match-all private-ssh
match protocol ssh
match access-group 101
class-map type inspect match-all private-http
match protocol http
match access-group 101
!
policy-map type inspect priv-pub-pmap
class type inspect private-http
inspect
class type inspect private-ftp
inspect
class type inspect private-ssh
inspect
class type inspect private-netbios
inspect
class type inspect all-private
inspect
class class-default!
zone security private
zone security public
zone-palir security priv-pub source private destination public
service-policy type inspect priv-pub-pmap
!
interface FastEthernet4
ip address 172.16.108.44 255.255.255.0
zone-member security public
!
interface Vlanl
ip address 192.168.108.1 255.255.255.0
zone-member security private

access-1list 101 permit ip 192.168.108.0 0.0.0.255 any

¥ B — LK E Ashow policy-map type inspect zone-pair priv-pubis S iR EEMN ERE H



stg-871-L#sh policy-map type insp zone-pair priv-pub
Zone-pair: priv-pub

Service-policy inspect : priv-pub-pmap

Class-map: private-http (match-all)
Match: protocol http
Match: access-group 101
Inspect
Packet inspection statistics [process switch:fast switch]
tcp packets: [0:2193]

Session creations since subsystem startup or last reset 731
Current session counts (estab/half-open/terminating) [0:0:0]
Maxever session counts (estab/half-open/terminating) [0:3:0]
Last session created 00:29:25

Last statistic reset never

Last session creation rate 0

Maxever session creation rate 4

Last half-open session total 0

Class-map: private-ftp (match-all)
Match: protocol ftp
Inspect
Packet inspection statistics [process switch:fast switch]
tcp packets: [86:167400]
ftp packets: [43:0]

Session creations since subsystem startup or last reset 7
Current session counts (estab/half-open/terminating) [0:0:0]
Maxever session counts (estab/half-open/terminating) [2:1:1]
Last session created 00:42:49

Last statistic reset never

Last session creation rate 0

Maxever session creation rate 4

Last half-open session total 0

Class-map: private-ssh (match-all)
Match: protocol ssh
Inspect
Packet inspection statistics [process switch:fast switch]
tcp packets: [0:62]

Session creations since subsystem startup or last reset 4
Current session counts (estab/half-open/terminating) [0:0:0]
Maxever session counts (estab/half-open/terminating) [1:1:1]
Last session created 00:34:18

Last statistic reset never

Last session creation rate 0

Maxever session creation rate 2

Last half-open session total 0

Class-map: private-netbios (match-all)
Match: access-group 101
Match: class-map match-any netbios
Match: protocol msrpc
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol netbios-dgm
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol netbios-ns
0 packets, 0 bytes
30 second rate 0 bps



Match: protocol netbios-ssn
2 packets, 56 bytes
30 second rate 0 bps
Inspect
Packet inspection statistics [process switch:fast switch]
tcp packets: [0:236]

Session creations since subsystem startup or last reset 2
Current session counts (estab/half-open/terminating) [0:0:0]
Maxever session counts (estab/half-open/terminating) [1:1:1]
Last session created 00:31:32

Last statistic reset never

Last session creation rate 0

Maxever session creation rate 1

Last half-open session total 0

Class-map: all-private (match-all)

Match: access-group 101

Inspect
Packet inspection statistics [process switch:fast switch]
tcp packets: [51725:158156]
udp packets: [8800:70]
tftp packets: [8:0]
tftp-data packets: [15:70]
skinny packets: [33791:0]

Session creations since subsystem startup or last reset 2759
Current session counts (estab/half-open/terminating) [2:0:0]
Maxever session counts (estab/half-open/terminating) [2:6:1]
Last session created 00:22:21

Last statistic reset never

Last session creation rate 0

Maxever session creation rate 12

Last half-open session total 0

Class-map: class-default (match-any)
Match: any
Drop (default action)
4 packets, 112 bytes

wEIFTd  MREAERANEHRNREEREE , B85 —@AENMED . JUESFNERE
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THC I 77 [ 1 Y S oy X il SR S AR

RESHMEH BRI IRIEEAR — B S AEEM , LEREARZRLESHNRERE. B
inspect-type policy-maph¥ , £ 581 K2 FE A & Aclass class class-defaultf FTE5% ¥, class class-
defaultEE% SR E& IR 4E Adrop , BRI LAE i Apass., AFFEE R LAEEMBRIRE—EFIE, J|EEclass
class-default L FEFA R Z,

E 1A I I3 9 S B A iR 4
ZFWAR—ERED S —ERENRERHE = ERE

. Drop — ERFIERENTARRIE , HR LS ERE R B KIEE M class class-default R
A LSRR PN EMEEMEEAZETEENRE, ZFWEFRRERRERIERE
NWHE (ERETDKREENEXIEEKRIEER )  EEACLITANEK , EZFWRIEXIE
BRENETHMEEICMP "TEREXLER, AAEE, Bol , REFHNBREETENRE, B
B IE T AT drop LB AR i A SR EWMF B EE,



BB — REAFEHFSRER —ARHERD S —FAEL. SERETRILEEANNER
HEFERE, PassERFEORE. LARALITREIUAFFRERERGEIB, passiRiFH
RBE ( BlIIPSec ESP. IPSec AH, ISAKMP ) At A S EEAEATANZTLMEIE
BER, B , RKZHEAREEZFWHEBREREBIEHFNEE,

- Inspect — RERFEREENRERNREEZES, FlH , MRBERLHHIBEEFNLARESE
FinternetEHARE , BRHBRSHERBTCPHER & BRI B HE(UDP)FR B KBRS 1F KPR
RE&EM. At , BRARAFEInternetEBFHEHEXREREREREF EHERFR. LA

, REALUATRARZ ZRNENHREAREBENELRB G ERHUEAMEMIES, AJUUE
Rs| B RERAFTIEH  URHER/SFNFKE, Flk. FERE, BANENEURRL
A EZEb i,

R B SRR YT AR b Y ST AR BRI

configure terminal
policy-map type inspect zl-z2-pmap
class type inspect service-cmap
inspect|drop|allow [service-parameter-map]

SI B BUR 1 A PME e E B AR B SR B AV B4R 5| BV IR IR,
1C 1 [ 30 5% It By X 5| BB AR

SIBHMRIEEZFWHRETA , flMDoSRE. TCPEMR/UDPEFEETIFERMESTIRKE B FFC&ZRE
5|8, SIBHMEEETEENRKER —ERA , UERBARABENTA , WHTTPHR,
POP3HIMAP S 3B ER UK Eib B AR ENEH.

ZFWHI 2 5| BUE AR EL B B 2 Bllinspect , FEIAHAZFWEMKIBER -

stg-871-L(config) #parameter-map type inspect zl-z2-pmap stg-871-L(config-profile) #?
parameter-map commands :

alert Turn on/off alert

audit-trail Turn on/off audit trail

dns-timeout Specify timeout for DNS

exit Exit from parameter-map

icmp Config timeout values for icmp

max-incomplete Specify maximum number of incomplete connections before
clamping

no Negate or set default values of a command

one-minute Specify one-minute-sample watermarks for clamping

sessions Maximum number of inspect sessions

tcp Config timeout values for tcp connections

udp Config timeout values for udp flows

BERBING|IHERIEEETEEARERKEANSIE, RegexB B3| BEMEREREXRRN , A
RAERAERERRNBEREMHTTPEA A -

parameter-map type regex [parameter-map-name]

Protocol-info-type parameter-mapsE&ZARIMERAEXRENFAREFEE .

parameter-map type protocol-info [parameter-map-name]

HTTPRIME A#AIM TR E BFMEFAFS RAXEN S EE AR



AL [ 30 RS SRR B JORE SR B PE A F RS RC 8%

ZFWARREEZSRENRESEENP A BREIRERM AR GRE, BRMAFKETH
RZFWREBNRE, oI 8EMAEREXBR Y REYMPERESREIRENSIBY M
, #S FE FAFERZ ER Bt -

configure terminal
policy-map type inspect zl-z2-pmap
class type inspect service-cmap
inspect|drop|allow [parameter-map-name (optional)]

EEZHAFRHKUTARZFWEENRE, EXRBREMAFEEEEZRENEFEE  aREEEAFE
FO8% -

configure terminal
policy-map type inspect zl-z2-pmap
class type inspect service-cmap
inspect|drop|allow [service-parameter-map]

A9 R I 3 Sk Py X sl 257 S R ) S A S R

ZFWEB AR B A SMERBEZFWER ( MRKIEHEIR, JHBRAN I BHM ) iRESR. HEREHM
FREEEAERXPHmatchFAEH I RBHRDESHZEEHR , FETRUA TSR

1. B EREBERD N A{RESS ( WMicrosoft Windowsit B4 ) HimEERS ( WLinux/UnixEA L
Bvi ) o

2. RRERHBLETMBRERFEE,

3. ENARERTRELZE,

4. BEBERERHEECLL,

AE R 43 51

LB B RHIEMCisco 181MB RS XMINMARR. MRARMK TMEZEM ZARBLANBR 2EERIPE
. VLANEEMZRBENEAEEET ., BERsATEES !

. N #internetiE R EIFastEthernet 0 ( Internet[E13] )

- A R A AR 2R IE 4R B FastEthernet 1 ( DMZ[E 1] )

- SRR IGMEE T MEVLAN: THEEERIIVLANT ( BEFIREE ) . [ARSFERE
VLAN2 ( fRlfREEEHE ) » BEFmMMARSEEFSMVRE —EFRP, EEEzEEAEH AR
, A EME M LW ESEREREXETFnNGAREES BN RE.

- VLANTHFIVLAN2S T EBBRAEERN BBV EEMEKRER. ENEIEREAESE., (&F
2HE2, )

W2: B AER


https://www.cisco.com/c/zh_tw/support/docs/security/ios-firewall/98628-zone-design-guide.html#appa

BB
FERLATREE , WRARIEERWHERES

- Internet@E 1A HY E T LLFEDMZHF — A R IRES EBIDNS, SMTPHISSHARIE . % — & AR
RHESMTP, HTTPRIHTTPSHR#S. BAAMBRREEPRFIEI = A 8 £ A4S ERE VAR .

- DMZE ML ER I M HE b R A A 8,

- BEEmEE PN EM A LUER T AR ES P HFTETCP, UDPHICMPAREE LAY E#E,

- AR EEPHN FRELERIEFIRESPHEE , BERUNIXE EREX [RSS T UAREK
3% Fi% [E15#6900%16910 L 2EPC L KX Windows A BREFHIX Windows & F it & 5E,

- EAESFHMEEIE (ZEFHMNARSENES ) FLEHEDMZFHSSH, FTP, POP,
IMAP, ESMTPFIHTTPIR#E E#E , LAXRHTTP, HTTPS. DNSHRFEFICMP L InternetEiF
HEE, i BRIFAEFHIInternetEZMHTTPESZEARE | UBERIENIMAMP2PE
RATEEs 0 LEH, (2RES. )

E3EERBRRGIFEANEESYREF T

SMTP

HTTP
DM Internet

EF B ET AP B E 2
HR 7% 5 o

EL AR IREMEREETEER

1. & Fi% — fAREFTCP/UDP/ICMPAg Al
2. Private-DMZ SSH/FTP/POP/IMAP/ESMTP/HT TPl



3. Internet — Z F ¥ 1t FREIFIDMZ SMTP/HTTP/DNSH &

4. A IREE — B F X Windowsi & & 12 FE FA 12 =\ ¥ R (PAM) 18 & B9 BR %%

5. EHTTPEARARENEABRBEEHTTP/HTTPS/DNS/ICMP
HRAZETRRBEBIEEEAZTRNBE K RUFEEHSEE K ERRERES PR , B
SRAEEHTCHEBENER, fln , BESAEEE , EAEEPH EMAE K EZEDMZAFEBERE
HHER  BERERT S BHKEE,

ARG AR A 2% £h By X

Bl B XA Internet K ig

B4R 7 EfInternet R ELE,
M4t E A EE T Internet BBV R ZE

Private

R EH [E 13 P Internet E 12 HY IR
Bz

EHInternet KB H R E A E1H Z Internet EFAIICMPRIHTTP, HTTPS. DNSHE4ERAIERE
ABRRE, ERAFREREDZInternct BIFAER , W AFFRERE, FTEREEEERENE
AR, EFNEZeHNEEESENERER N IENES, B2 , WFIFd , E7ERRE
EFEHHERERTE  RAESCETANEERETRANETEIHE.

1. BRBAEMENKE K ERHAEEERHEAFNREMNELR
configure terminal
class-map type inspect match-any internet-traffic-class
match protocol http
match protocol https
match protocol dns
match protocol icmp

2. MERBEMURERRERNEHR LWRE
configure terminal
policy-map type inspect private-internet-policy
class type inspect internet-traffic-class
inspect

3. Bl EFEAEE MInternetEE , WHEHRHASRNHEHIREGESENES :

configure terminal
zone security private
zone security internet



int bvil

zone-member security private
int fastethernet 0

zone-member security internet

B i [ 35 3 30 FE P E B BV SRR

iz : CEREHREZAInternctEiTY , IR EFRHInternetEA BEIER , ZEHAE
BeE#E D Internet@E , MTFATR :

configure terminal
zone-pair security private-internet source private destination internet
service-policy type inspect private-internet-policy

EATHRERInternetEBig¥ FNE7TERBRBENEE , UAHREFKESDFAREEEN
HTTP, HTTPS, DNSHICMPELR , ¥ HZHTTPHREEREARE  UBRFAAFFTEENTRE
HEIBTCP 80 ( HTTPHYARIEIE ) .

A EEADMZERE

Es8 R T EFADMZEHNEE,

[H5: 4 A B S BIDMZ BB RS

\

IMAP
ESMTP
HTTP

¢ E A EEFIDMZ B BH) AR 7%
BE

HADMZEREEM T M  RACTEEFHBREESCHNMAKRRE, LREEE7TERAK
HEHREHERAEIDMZ, ERAFRERAEHIIDMZIER , YAFRERE, F7TERELEFER
ZHEAERES, EFNZe2HNATREEENERAR NIXENER. B2 , WA , F78
BRATEEFERRRED  RAESCEBTAHEERETRANETEHE.

1. RBAEMENKE K EREAEEERB B AFFNREAEFLR
configure terminal

class-map type inspect match-any L7-inspect-class

match protocol ssh

match protocol ftp

match protocol pop

match protocol imap

match protocol esmtp



match protocol http
2. MERMBMURELR T ERNEHR ENRE
configure terminal
policy-map type inspect private-dmz-policy
class type inspect L7-inspect-class
inspect

3. ERESAEMNDMZES , YKARNTEIRETENES !

configure terminal
zone security private
zone security dmz
int bvil
zone-member security private
int fastethernet 1
zone-member security dmz

4. BB [ ¥ 30 FE A E B B SRR,
M ZEMAFEESEADMZESY , BITRERBDMZERA BEMNER , TR

configure terminal
zone-pair security private-dmz source private destination dmz
service-policy type inspect private-dmz-policy

EMSTEHEADMZEME7TERAEHMNEE , LAKFREFRESZFARSE BN PTETCP,
UDPHMICMPE#R, RRBIESHKBRERMABE  BRHT —EHEXRRRA  TEEAZH
FE A2 E KR

AC R AABRARER DMZ SR B

E68E R 7 #HFR AR DMZ R RV EL B .

M6:ttInternetE i BIDMZ [E 2 #Y R M 48 2=

#&internet B EIDMZ [E 139 AR
BwE

WERBEAS S 7 E M Rl PR A BR B FE A BIDMZ, E o fF #Internet BIF BIDMZAYELR |, b R FFHRE
DMZ E# B 32 B AR A AR ARE AR EIRE ., Internet DMZREEAS £ 7E MBI EEACLE R AY 31k
HRES , RS ETH, TREITFRELNEBERBNGFE. EERLEAN , EEER—E
BYM | ZEEMES —EEEMRPEERYE  ZEEMRS|FHACLRIEEIPHUL,



1. BRIFRTEFTRR R |, EREHMRNACL , UHREEEHEAFNRE, LAERRBEH
ZEFEHER , RNAYHWEEMRFAEAERATEREE R REFInternetE#iEIB
DNSHIHTTPEREE172.16.2.2 , AFFSMTPEREE172.16.2.3, FHIEERIHMNER,
15 E BRI R BB R M match-anyB& 7 5T 5 W VAR AR 5. ASACLEE fRFZEEI R BB AY 48
¥R A match-allBA 8 7 R E K A R B M RV ER A T BEARFTRE

configure terminal
access-1list 110 permit ip any host 172.16.2.2
access-1list 111 permit ip any host 172.16.2.3
class-map type inspect match-any dns-http-class
match protocol dns
match protocol http
class-map type inspect match-any smtp-class
match protocol smtp
class-map type inspect match-all dns-http-acl-class
match access-group 110
match class-map dns-http-class
class-map type inspect match-all smtp-acl-class
match access-group 111
match class-map smtp-class

2. MMERBEMURELRN T ERNEHR EHRE
configure terminal
policy-map type inspect internet-dmz-policy
class type inspect dns-http-acl-class

inspect
class type inspect smtp-acl-class
inspect
3. BEInternetNIDMZEFH A KB MHBNEH I REETANER, WREL-HPREDMZEE
S EEA -

configure terminal
zone security internet
zone security dmz
int fastethernet 0
zone-member security internet
int fastethernet 1
zone-member security dmz

4 BEERSHYEAEENRIEEM, B SEIREEEInternet DMZEIFY | I BER
HinternetZid B R M DMZ[EIHAYEL , M FAIR :

configure terminal
zone-pair security internet-dmz source internet destination dmz
service-policy type inspect internet-dmz-policy

EHS S BRI MR DVIZE Y E R R bk B BT KM R B
AR M 328 8 s Kk
REARE — 2R

TERHA T ARSREFiRRENEE
W74 R AR B B BB & Fis ERN RERE



Clients

servers-clients IR E A E ERRREEA WA, F7TERARARFESIEAIEFKED. E
JSEFFX Windows E#REI (A RBREHE T FinEEN S EREE ¥ AFFRERE, X WindowsE
PAMA R EAMX BN IHE , ML AAEPAMAESEAEREN R , UEZFWT SR E L RE

BENRE.

FIEEERBETEEMELZERHAFZNEHAREESKANMBIZE(RB) , AETRB/EFNTE

ZEREEE  LEBBEEREN E(BVI)E%EE |H At F#8, FJEAR A REEER "HBE) WRE
Eﬁl‘ﬁkﬂ“*ﬁﬁ 1ET¥TEJ_BVI§EEM§%%EE’J/»LEE§FHFﬁkﬂmﬁﬁ BREXREEARBBRE

HRRE. At , ZHESEF , @RUEERAREEFHNARSEESZERBNRE , BEREE
ﬂj(T:T:Eﬁzlln__niJZWo rgﬂﬁ,EEJ_BVIﬁﬁﬁﬁﬂﬁ%ﬁﬁ-r EEARE., AR EFHNDMZESE 2 EERM

KRITEREER, EREBEBVIRRE PN ﬁﬁﬁﬁ%ﬁlﬂa_ﬂiﬁﬁﬁﬁﬁ% , AN ERA RS XK

1. AX WindowsE B #E A& EHENPAM, X WindowsEFis ( HP&ASHEARER ) BRUER , &
EG00R BN EENEF iR (HRAE TN ) BREA. SEMINEFERGEREFE
, Ak, MREEFIRE—AEM EBEROBTRNEEE , BIFIRESFHE6900-6909, ALt
, MREMEHE6900F|6909FVREE |, FIRIZFI6909 A /MR A ELRAE KB -

configure terminal
ip port-map user-Xwindows port tcp from 6900 to 6910

2. BIEPAMME A A HPAMBIE , IMERMB EREE | BB EREPAMA Cisco IOSH;
KR AR 2 B B R EME RV E Ao
3. RIBEIH TR RE , ERHEARE RS B AN RENFTLHM

configure terminal
class-map type inspect match-any Xwindows-class
match protocol user-Xwindows

4. BERBERUBESN S ERMVEHR EWRE

configure terminal
policy-map type inspect servers-clients-policy
class type inspect Xwindows-class
inspect

5. BEEFmMARBES  IHRASINTEHIEAESEBENES, MREClients-Servers
Policy ConfigurationZf 2Bl E TIELEFHM 2NN E , AIURZEESHER, ATEMR
#TBEIRBEE :

configure terminal
bridge irb

bridge 1 protocol ieee
bridge 1 route ip

zone security clients



zone security servers

int vlan 1

bridge-group 1

zone-member security clients
int vlan 2

bridge-group 1

zone-member security servers

6. MiERBY L EREENFEREM, M KB IR ER EserversclientsEEHY% |, Bl A/l E
JRBserversEFAMNEEREFIRETNER , TR :

configure terminal

zone-palilr security servers-clients source servers destination clients
service-policy type inspect servers-clients-policy

iERG T Miservers-clients B P ERAEERNRERBNVEE , UAFRAKRBESIER
i [E 1A X WindowsiE#R

A BE Fis — fal RER R

B8R T & Fif — AR/ RBNEE.

8 ft & = i R B (A B s B WA IR &=

=

Servers r/f j _::i“a
TCP | | ]

Clients

FFim — RSFRELEHMRKEGE, F4ERAREFHRESEAIIAKEES, EAFRE
FinEEHEFARREHNER , X RFEORE. B4BRAEAHAREEGHENER K RARTE
E-SRANATRFAZSBERARE. B2 , FIERELAMBETZERE

- FIPRERRESFEACE HRtARRIATEFRNMNEEEE. WIREF S EERE
HBEHEA AL R RBRENREEED. WIREESIERAUFRTA,
- BABRMAAETFERARRE. NRAFARGMEBRER , MEEAFLBEREBR AR
, AIXAEHERE EEREACL , ARSI RFFEIB RS A MR AR
W18 2% B 25 /) [ #PEC EFE IEEEMB AR S |, Rttt By ARE SR i e FEBA RS AE Rl LSRR AR
IEEE IPREBHEFHMENH. REXREEARNBBEBENRE. EREBTEFRNARKSRER
EREEARIRNER,

1. RIBETEMMEN KR , ERERETES 2B AFFHNREMNIFLH R
configure terminal
class-map type inspect match-any L4-inspect-class



match protocol tcp
match protocol udp
match protocol icmp

2. MERMBMURELR T ERNEHR ENRE
configure terminal
policy-map type inspect clients-servers-policy
class type inspect L4-inspect-class
inspect

3 EEFEFHMNARFERLEERFNEIEEESTENES :
configure terminal
zone security clients
zone security servers
interface vlan 1
zone-member security clients
interface vlan 2
zone-member security servers

4. BEEEIEIEREENRIEEMR, M5 BB RFBLE EBclients-serversEiF ¥ |, BlawmE
R Bclients[E 18 & 2)iE @ k=5 [EEAGER , WTRFIR

configure terminal

zone-pair security clients-servers source clients destination servers
service-policy type inspect clients-servers-policy

ERMTK T FFin — ARSFESHNEIBRARBNEE , UAFEEFiRESDT ARR
EZEFTRTCP, UDPHMICMPER, RRBEIASHKRBRERABE , BRHT —EHER
BERGl , TERA S HEARENER,

B I 555 Y 5 W By A SR Y SR R SR

ERREEEARFBERRRER NN EEERER | WRFIBEELIEFNRENE S EKEE
HHEENTE  FEMZiE. Cisco IOSHEBEBREES ( WRFIREZHERNZRE ) R4t INE
o Cisco IOS##8 BCisco IOSHRA&12.1(5)TEE X B REE .

BB EEREFESEENEMNERMHERNRER , EERt—EL2EHFHHAEE S
—EZR£EEE |, Cisco IOSEBEIMAN12.4(9)TAZFWIEIN T ERREITHEE, EHRE T LUEIR —EE
ENRERBERE. EABABRBEEEHRERTERE, ZFWEHERNENTRAZEER , ©
REAARE—BMEMERNIRE , URARKERMEZNRE, ZFWELEZEBDSCPHRE.

ZFWREESML Ti/®, BN AENEEREER  YEFRHBEEA L. ZFWALIERA
RNERTEAERNHEN, Hit , MRFEHMINGE , ELYDETUEBERNEHER. WRE
RN HEEpAXBESER , FERARBTIER.

EREZFWERK

ZFWERBE A R R IR P AV RBREAEAEEHRHERE , $§E7£8,000%/2,000,000,0001
1¥zE , AJEERNREETE1,000%]512,000,000/ T#E 2 Ao

ZFWERBEHRBEHRAN S —TEERE  ZEEERBRIFCRER

policy-map type inspect private-allowed-policy
class type inspect http-class
inspect
police rate [bps rate value <8000-2000000000>] burst [value in bytes <1000-512000000>]

3R BRI bl



ZFWREHES|IA T EE42H , SRR EEHMITHRAN RENHRPRENSEZTH. E-BNTE
M ASEEHRERDSRERMNIIAE, ERE EANBELEHERRINIELENYENG
TENRCRENEEBE. NRESEERYRAESY FERARNEER | ATNEREEY

RIEM ERAT RN SRR S,

EREQESHMESESHNCIBEME  BASHEES , RESSIBHE R IR REHR T BARE
MR ERE

parameter-map type inspect my-parameters
sessions maximum [1-2147483647]

policy-map type inspect private-allowed-policy
class type inspect http-class
inspect my-parameters

SIBERAEARRERE , TRARBERERRE,
ERAUTH S AU ZFWERFRRFIN KT

show policy-map type inspect zone-pair
AR

BAMARZFWEIATMMNEE. RARSKBBALOSIEANETRE  £XET  fRAARAE
EMEBCER  EEARAREEANR, FLEAEXTUARHETIZENI S THENIIEE
 E S A BELE LT A ABA S | URSERRR RS L858,

Cisco IOSEXBRZFW R £t LA FE A AR %5 A9 JE FR A R A 422 )

. HTTP

. SMTP

. POP3

. IMAP

. Sun RPC

. P2PEERRE

- BEEEER

ﬁ%ﬁaﬂﬁﬂmmwmx@WﬁﬁﬁoHﬂP@EE&ﬁ%Eﬂ%%@%Eﬁ%E%%M@E

, WIRHEPR HI{EE K/, Webib it REFBIBE TS IEE , Lk EFEARENTAZEENLRF
ﬁLWﬁ%ﬁmmﬁmﬂoﬁFSMWMNCTMEﬂWQEFEEHﬁE #Ei, POP3HIMAPH:
EAERRFEAECAZESSORBEFIR LEAEREZIE,

FER R RIE B A — MY B RS E E B IR A SR HT AR | B ST A R SR B ST AR P E 3R 1 A AR 75 SR
B | I8 LE 3 AR FE A 1A B w A0R) S BR M SR B S BR o

HTTPREA#® A

ALEHTTPRERAEA®RE |, LURHIEaER (fliniM, P2PERAEHNPRERR ) TEEMN
FEAHTTPIRISIE | E%@mﬂuﬁLﬂmaﬁmmE@%A#ﬁﬁo

i & FE R R U IR E R ARFHTTPREN R E -



! configure the actions that are not permitted
class-map type inspect http match-any http-aic-cmap
match request port-misuse any
match reg-resp protocol-violation
! define actions to be applied to unwanted traffic
policy-map type inspect http http-aic-pmap
class type insp http http-aic-cmap
reset
log
! define class-map for stateful http inspection
class-map type inspect match-any http-cmap
match protocol http
! define class-map for stateful inspection for other traffic
class-map type inspect match-any other-traffic-cmap
match protocol smtp
match protocol dns
match protocol ftp
! define policy-map, associate class-maps and actions
policy-map type inspect priv-pub-pmap
class type inspect http-cmap
inspect
service-policy http http-aic-pmap
class type inspect other-traffic-cmap
inspect

HTTPF& A ¥ Rl o e

Cisco IOSE BB IRA12.4(9) THZFW HTTPREIHREHEIT T K., Cisco IOSks X &£ Cisco IOSE f2
RA12.3(14)THEIATHTTPEARIRE, EEFIBUTRER , Cisco IOSEEERA12.4(9)THE

77T BRIRIZHEE :

- BEARIRMER BWNIRFE R, EENMERFRNER. EYRNELFRZZREBNHRER

VA ERNEREERH,

- BRARFIHTTPERNERBFRFTEXTEN KRN , MEAURLRE, RAHTERE, ZRAHHE

B, BABRTRES. EHRBLEGEEVIERERA.
- BESME LIS E — BB S EREBRNFERNERE ; fl , IeMBEATRERENFER,

- BESFE L B A FASCIRERNBRNER, EHXNEILERA S EMHMEMWIEASCIF T ER
MHEHMEZARBEETWebARFNEEREIFREEA,

- BEAASHTTP A A EBIERERENER , WEIRMPE L/ RF/EREMEHE. HTTP RFCAEF
—HEZREFNHTTPE 2. REREFZRRARTZ 2 , RAEFMTARIAWebf R £
KiEE. SFZFEBELEZHRREFTRNE LK,

- BIBREAEREENERRRABLEREURING E, HWIHEEEEMAEEAMELLEEERURINES

-EEMERACRAETEEENFRAERBRE (B 2FAREFHRERR ) ., EHEEDT
WebfAREFEELEEVR B SN EN , AR BREMBUFI A EWebAREEPHFHHNER
T, LLIhee3EEERA,

MR —ESRZEHTTPSI BEEFERAEEAERRRNEAWELTE , AIAESHMHE IR
HTTPERER, —LAgEMWHTTPEL T X EBEHRE., EX,. FRAERE. ZiH. FRAERE
. FBSRIT. MREETHNMBIBCGIEE,

HTTPRE AR SGER BB R AR EMIREE , B9,
O 8 P 4 0 15 R P B T B



J FI AR A A B
B K iEHS R ED AW

. HTTPHRE
. TEE#ME®BETCP. UDPHICMPHE

HTTPRZFH , A AFEWebREETIEERE, EBX , REUUEANENE —BoPEER
B W1E B = 55 TR ELEBHTTPE A8, A BUE AR SRR 2 = 255 m%Pzpiulm,,.bgﬁE.EﬁE
BFHMAREEWR, AHRBEAERGESINHKED, RBHELAKESDERA RGN ER,

A RMRCENERNBRBN TREE
AC I HTTP 8 A 42 R 58 ThRe

HTTPFEFH*,@%‘EU (ARHMEARAEKR ) FELEAFIEREFTEMNIE, BXEAREETE
REDBEHNKRE  LEBINERHNESEERE , YEMEREEANMENTEENRE.,

HTTPEA®R ( BEREME BN EARR ) RERARHTTPRE, Bt , EXAHEE
HTTPREEZRF7TEEHMARBEHIR  AR/BEHTTPERFIBEHM , WiKFE7EREEH
REABEBE BT WHTTPRE | M :

lconfigure the layer-7 traffic characteristics:
class-map type inspect http match-any http-17-cmap
match reg-resp protocol-violation

match request body length gt 4096

!

lconfigure the action to be applied to the traffic
'matching the specific characteristics:
policy-map type inspect http http-17-pmap

class type inspect http http-17-cmap

reset

log

!

ldefine the layer-4 inspection policy

class-map type inspect match-all http-14-cmap
match protocol http

!

lassociate layer-4 class and layer-7 policy-map
'in the layer-4 policy-map:
policy-map type inspect private-allowed-policy
class type inspect http-1l4-cmap

inspect
service-policy http http-17-pmap

FAELHTTPEARAIRERERERTBREERPES

- BERERSREAN/IEE/ERERREREN ERRIACENFERNELAIEE, LT
EBERETEARNTSEERFRGNFERIERE, FEAFRESEIRMKBAFEER



APPFW-6-HTTP_HDR_REGEX MATCHED

mEAE

match {request|response|req—resp} header regex <parameter-map-name>

R BI B

. BLEhttp appfwR BELAPR I HIZEE EIEASCIFE T B RN EHE,

parameter-map type regex non_ascii_regex
pattern “["\x00-\x80]"
class-map type inspect http non_ascii_cm
match reg-resp header regex non_ascii_regex
policy-map type inspect http non_ascii_pm
class type inspect http non_ascii_cm
reset

BERERE — KD TREFRJIEEBTENRE , IRREBBRENRE  SEARE, 1F

FEERF. MEAFRFEFSERRKBFER -

APPFW-4- HTTP_HEADER_LENGTH

meEE

match {request|response|reg-resp} header length gt <bytes>

R 516l
BLEhttp appfw R & LARE 1 $RER R B KR 4096 AR FE R MEFE,

class-map type inspect http hdr_len_cm
match reg-resp header length gt 4096

policy-map type inspect http hdr_len_pm
class type inspect http hdr_len_cm
reset

HETERE — U SREFBR/EBHORET (WL ) BE , YEHEBEENREREA

BRI, RHREERF. MEARRFEERRMBFTER -

APPFW-6- HTTP_HEADER_COUNT
DDA Ay .
wmH AT

match {request|response|req—resp} header count gt <number>
Rl R4l
Bt Ehttp appfwiR BE SAPE 1L BB HIB 16E HKBHM AL AVFER

class-map type inspect http hdr_cnt_cm
match request header count gt 16

policy-map type inspect http hdr_cnt_pm
class type inspect http hdr_cnt_cm



reset
BRI — TRt J’T:n‘F/TE,%@/Et}"“@EﬁEHTTP%hE#E%ﬂ%MEE’J ‘R/@EEE’JIJJﬁm JEEF
FEERFETEANTESEHREHNBERIER, HERFRESERRKAFTER -

APPFW-6- HTTP_HDR_FIELD_REGEX_MATCHED

meRE:

match {request|response|reg-resp} header <header-name>

R 51 Bl
BLEHTTPREAR N MERR L 1L BIFRK B/ EE R

parameter-map type regex ref_ regex
pattern “\.delfinproject\.com”
pattern “\.looksmart\.com”

parameter-map type regex host_regex
pattern “secure\.keenvalue\.com”
pattern “\.looksmart\.com”

parameter-map type regex usragnt_regex
pattern “Peer Points Manager”

class-map type inspect http spy_adwr_cm
match request header refer regex ref_regex
match request header host regex host_regex
match request header user-agent regex usragnt_regex

policy-map type inspect http spy_adwr_pm
class type inspect http spy_adwr_cm
reset

BEMURERE — koS AIRHKBERUITHRE. AHNEERFTERARTSEHREAHN
ARIER, MEAFRFEERRKAFTEE -

APPFW-6- HTTP_HDR_FIELD_LENGTH

meEE

match {request|response|req—resp} header <header-name> length gt <bytes>

R BIR B
Bt Ehttp appfwiR A& LAPE 1k Hcookie M E A E N ERM U RE 7 BB iB256 K 128MFF K

class-map type inspect http hdrline_len_cm
match request header cookie length gt 256
match request header user-agnet length gt 128

policy-map type inspect http hdrline_len_pm
class type inspect http hdrline_len_cm
reset

BEKFRMVEE — LB TREFRYEEETEFEENHTEML. AHIEERFETERARKT
SRYRRENFERIER, AR , ARRESERRKBAREHEER



APPFW-6- HTTP_REPEATED_ HDR_FIELDS
DA e .
me A%

match {request|response|req—resp} header <header-name>

R BIp

BlEhttp appfw R L HIE EAZEARRERBRITHFRINEE, ERARMLEFELNRE
AEyREZ —o

class-map type inspect http multi_occrns_cm
match reg-resp header content-length count gt 1

policy-map type inspect http multi_occrns_pm
class type inspect http multi_occrns_cm
reset

. BERE —HTTP RFCAMF—HEZRHRHINHTTPA %, B2 , AIEELEE A ZHIFRART
Z2H , RABEEHETUARFAWeb AR LM RE, FZIFEEFEZRERAREETEEH
c EMFERELFEZSATRNER K YEFAEASEENRERE, LG SAFRER
T —BEENS L, A2 ASEER , flZes5E, FEEH%E,. webdavhii,
RFCHZENMBER FE. AR EERFEVTEANFTSEHBRGENBERIEE, 8 AFRE
SEFRKAFEE

APPFW-6-HTTP_METHOD
DA Ay .
me A%

match request method <method>

ABIRBI
EiEhttp appfwiREE , HTTPHZD A= : ££. TX2Mwebdav, EEARARETRETFRT,
FeiE AT IR 4E -

- REFFEREAEMAEERR
- IBERLEN A EBAFEAFZSHEA
- FiBwebdavs £ & #logPfE Ik
-9 &2 WebDAV
GET. HEAD, OPTION POST, PUT, CONNECT., TRACE BCOPY., BDELETE., BMOVE

http policy:

class-map type inspect http safe_methods_cm
match request method get
match request method head
match request method option

class-map type inspect http unsafe_methods_cm
match request method post
match request method put
match request method connect
match request method trace



class-map type inspect http webdav_methods_cm
match request method bcopy
match request method bdelete
match request method bmove

policy-map type inspect http methods_pm
class type inspect http safe_methods_cm
allow
class type inspect http unsafe_methods_cm
allow log
class type inspect http webdav_methods_cm
reset log

URIBE — o S REA IR/ ERHURIEREENERREMCEMNBRNED. EAFERAE
BRI BAERBURLNEH, AHAIEERFETEARTESEHRRGNBERIEE, B AFRES
‘Ezk;f"sﬁ‘ub H m:,\/\ﬁ .

APPFW-6- HTTP_URI_REGEX_ MATCHED

meRE:

match request uri regex <parameter-map-name>

A5 7=
f Ehttp appfwR B SAPE 1IE HURICE A TR ER R RNHFEK -

. .*cmd.exe
M
. EEY

parameter-map type regex uri_regex_cm
pattern “.*cmd.exe”
pattern “.*sex”
pattern “.*gambling”

class-map type inspect http uri_check_cm
match request uri regex uri_regex_cm

policy-map type inspect http uri_check_pm
class type inspect http uri_check_cm
reset

- URIRERE — Ik TRIFFRPEEINUVRVEE  YEREBEBRENREREREEN
BE, AAFREERFETEARTSEHRFANFRIEE, FMEARRESEHRRMKAFE

JE .
V] = R

APPFW-6- HTTP_URI_LENGTH

DA A .

L

match request uri length gt <bytes>

FA 651451
B Ehttp appfwiREg , LMEERERNURIRERIB30764 TAH B3 HER,

class-map type inspect http uri_len_cm
match request uri length gt 3076

policy-map type inspect http uri_len_pm



class type inspect http uri_len_cm
log

Sl¥eE — TR, EERERESIH (518 ) BRRENERREMTERENFERNED.
AHFREERFETEARTSEHRFHNFERIER, HERFREFERRKAFTER

APPFW-6- HTTP_ARG_REGEX_MATCHED
DA Ny .
wme A%

match request arg regex <parameter-map-name>

BLEhttp appfw R & SARE 1k H 5| BB LA TR IER KRR A LB AYFE

S 10
- I

parameter-map type regex arg_regex_cm
pattern “.*codered”
pattern “.*attack”

class-map type inspect http arg_check_cm
match request arg regex arg_regex_cm

policy-map type inspect http arg check_pm
class type inspect http arg_check_cm
reset

- SIHRERE — K TRIFEFRPEENCIBHNRE W EREEBREENRERERARE
HRE. AFREERETEARFTSEHRFGNFRUEE, FiEAFRESERRRA
FOHE
APPf;—6— HTTP_ARG_LENGTH
meAE:
match request arg length gt <bytes>
R ER

Bl Ehttp appfwiR B LATEFE RV S| BIR EBiB512 oA FF 3 B3R,

class-map type inspect http arg_len_cm
match request arg length gt 512

policy-map type inspect http arg_len_pm
class type inspect http arg_len_cm
log

- EXHRE — HCLIAEAEEEERRTIANEE , UEEFRLEENIESGETEE, 2
AREERFETERARTSEHREANFERIEE, FEARRESERRKBTHER

APPFW-6- HTTP_BODY_REGEX_MATCHED
meAE:
match {request|response|reg-resp} body regex <parameter-map-name>
R R
Bl Ehttp appfWABHIEEF B I EERX, *(aa) (7t1(Tt] [2a] [Ce [Kk]

parameter-map type regex body_regex
pattern “.*[Aa] [Tt] [Tt] [Aa] [Cc][Kk]"”

class-map type inspect http body_match_cm



match response body regex body_ regex

policy-map type inspect http body_match_pm
class type inspect http body match_cm
reset

EX (AR ) RERE — ko vREBBFRNEREEN ié],_\El’Jj(/J\o RAREERFTEAR
RHEEYHRIRANFERLER. HEAFRFESERRRBFHER

APPFW-4- HTTP_CONTENT_LENGTH

meRE:

match {request|response|reg-resp} body length 1t <bytes> gt <bytes>

ABIRBI
B E http appfw R B& LABH 1E 555K 2 &8 FE FR 8 %5 B 1 OK L JT 4B S 2 BV http & §5

class-map type inspect http cont_len_cm
match reg-resp header content-length gt 10240

policy-map type inspect http cont_len_pm
class type inspect http cont_len_cm
reset

RETRE — ZHTAFEREEEERRTANBE , UEEEEAREBITAHTE, RHFNEE
BAETERR S EHREANERREE, e IR SHRAAHENE

APPFW-6-HTTP_STLINE_ REGEX_MATCHED

meEE

match response status-line regex <class-map-name>

b

BlEhttp appfWAEBARERFEZ LN EHEFCHEER,. HEIINEMBEEIS403MERT , I
BRBEIT B R R BRurre/1.0 403\r\no

parameter-map type regex status_line_regex
pattern “[Hh] [Tt] [Tt] [Pp][/]1[0-91[.1[0-9]1[ \t]+403"

class-map type inspect http status_line_cm
match response status-line regex status_line_regex

policy-map type inspect http status_line_pm
class type inspect http status_line_cm
log

. Content-type inspection — M H 5T H EHMB M content-type R B EZ BN AR R BIFEH,
CIEBFEEERNcontent-type R REEEERREREXH»WAR TR, NMREE TEREFT
T ZHTSREEREENESHAUERZEREENcontent-type, AFREERETE
ARFEREHMRGNERIERE, FMEAFRESEBHENRKAFESR

APPFW-4- HTTP_CONT_TYPE_VIOLATION
APPFW-4- HTTP_CONT_TYPE_MISMATCH
APPFW-4- HTTP_CONT_TYPE_UNKNOWN



DA Q .
DDTUFHﬁE.
match {request|response|reqg-resp} header content-type [mismatch|unknown|violation]

A B RHIE Ehttp appfwR B AR IE A EE R ANARE BN ERNEENhttpEEE.

class-map type inspect http cont_type_cm
match reg-resp header content-type unknown

policy-map type inspect http cont_type_pm
class type inspect http cont_type_cm
reset

BEARE — AR EhttpRBO) B ERAREMEARARER , IM, P2P, BBEZE., AHHE
ERETEARGTSEHMRENERRERE, ﬁiﬁﬂﬁhfﬁﬁ%ﬁﬁﬁlﬁﬁ%& HEHEE

APPFW-4- HTTP_PORT MISUSE_TYPE_ IM
APPFW-4-HTTP_PORT_MISUSE_TYPE_P2P
APPFW-4-HTTP_PORT_MISUSE_TYPE_TUNNEL

meEE

match request port-misuse {im|p2p|tunneling|any}

A HIRBI
Bt Ehttp appfwiRBE SAPH IE BIMEARER R A httpEEE,

class-map type inspect http port_misuse_cm
match request port-misuse im

policy-map type inspect http port_misuse_pm
class type inspect http port_misuse_cm
reset

. Strict -http inspection — WL ar S AIYHTTPE R MEEMABRENIHE —BHERE, R
BRETEARFTEEHRRGNBERIER, HEAFRESERRKAFER !

APPFW-4- HTTP_PROTOCOL_VIOLATION
A A FHTE .
wre A%
match reg-resp protocol-violation

B RBIE Ehttp appfwiRBE LAPE 1L 12 R RFC 2616KY 55 R EFE -

class-map type inspect http proto-viol_cm

ﬂg
g%
L
[

|

match reg-resp protocol-violation

policy-map type inspect http proto-viol_pm
class type inspect http proto-viol_cm
reset

- Transfer-Encoding Inspection — ki TR AR, EENERHERFHENECRERFIME
EEHFER/EENIIGE. ATREERETEARFTSEHREENERIERE., MEAFRER
EEERRMKAFER

APPFW-6- HTTP_TRANSFER_ENCODING

DA A .

AL

match {request|response|req—resp} header transfer-encoding
{regex <parameter-map-name> |gzip|deflate|chunked|identity|all}

B ROIBEhttp appfwREE AR 1L EE B #E R Bl RIGH B R NEFE,

class-map type inspect http trans_encoding cm
match reg-resp header transfer-encoding type compress

policy-map type inspect http trans_encoding_pm
class type inspect http trans_encoding cm
reset



. Java Appletiifll — T REEREE R EFJava applet , 7 #R BlappletbF fE AEL B RV IRE
o NHREERETEANTSEHMBRHENBERIEE, FMEEFRFEFSERRKBFHERE

APPFW-4- HTTP_JAVA_APPLET

DDA N .

DDTUFHﬁE.

match response body java-applet

A HIRBIE Ehttp appfwR BE LABH Lkjava applet.

class-map type inspect http java_applet_cm
match response body java-applet

policy-map type inspect http java_applet_pm
class type inspect http java_applet_cm
reset

HARREANBSBARHNZFWXE
Cisco [0SR 12.4(9)TBI A T @A RIMAP2PEA N ZFWX &,

Cisco IOSERBE & #]1ECisco IOSERBEIRA12.4(4)THAIMEREHIRHEXE, ZFWHBRAT X
BZFWHEPHWIMERER, MREFZIMEREZES , AIFERESELEBIZFWEENHE. Cisco
IOSEREEIRA12.4(9)TEIA T HIMBENZFWXE , & Yahoo!Messenger(YM), MSN
Messenger(MSN)FIAOL Instant Messenger(AlM), Cisco IOSEXEERA12.4(9)T=Cisco IOSEXEEHY
F—ERAE , BP2PERALAEARENRME AR Cisco IOSP K X &,

IMFIP2PiRIER A FER RERMEIBNE7TE R, EEREZFZFWI M AR IIEERENER
AR &R | LX&%T%EB%EEFE’JﬁE/EEUJ_ﬁ*E%HE’J%7J§T“$U mmARLERZEmMEEEM
@Fﬁiﬁ@jo

P2P F& FA & 31 f1 322 41

SDM 22 EHBF A BB E 2 5| A TP2PEARER T, SDMER 7 ERMEREH AR EI(NBAR)F
QoSEEERWALEHP2PEMAEE , FHEKERAT  WPHILFAEP2PRE. ERSIHTEK

—{ER9%E : CLIEA % ( Cisco |OSBS X JECLIth T HIHIP2P 3% B ) FETECLIRELEP2PRELE | BRIE

ft{P9 H B A ERINBAR/QOSELE ., Cisco IOSEXRRRRA12.4(9)TEZFW CLIF 5| A 7 R 4EP2PIZ ]

, AFIFANBARKRIP2PFERSEB) . LLERBBRR A IBLEP2PEAE

- BitTorrent

BT

- FastTrack

RS

- KaZaA | KaZaA2

- WinMX
AR MENKE, TANHEMERERNET , UREEEXRNERERIBETRANP2PEAF S
WOREIRE , P2PFE A EL 8 LARRRI, ZF\VHE 25 i B X 8 4R R4 B SEENBAREY 7 B 2 Bl Th B AR S & , &
ZFWHICPLELE A P12 HtP2PRE M 125, NBARIZ (LTS MM B -

- IENERBEANERENRL ARSI FEEMAHURATANEREN
- AIRENERRGE , CRAEMME | oK% KB AR i E E R AE R

B EP2P# A



METFR | P2PAR R AR FIR A B4R BB N E7 B R ARG, MR RARBERERD
 AI4ERENEERHE tEARBKEL

class-map type inspect match-any my-p2p-class
match protocol [bittorrent | edonkey | fasttrack | gnutella | kazaa | kazaa2 | winmx ]

[signature (optional)]
|

policy-map type inspect private-allowed-policy
class type inspect my-p2p-class
[drop | inspect | pass]

#2 X Ematch protocol [service-name] PRI H {2 % #IE, EEmatch protocolFERAREFHIBEH R IE
B , NBARBEXNEARARE , UMESEREEPPERAZBHNRETNES. ESLRBENREN
EARNTANIEMER , ABRRERD, EBEMRATRERA R RS CPUFARMEEBEE
FHERNANREN. MRKREAZREE , IITSERERNBARK IR X 2 T R AR R B & 1T
A, TEFRSHCPURARELHERENTE,

i REWMENRYER - WREABAREIFERVNBEFE  RENREAERERAFRKY
LR B AVRRMTIRE | AR RISTHEP2PEARERXAES

RARS Aihi#(H12.4(15)T PAMEER 5I)

bittorrent TCP 6881-6889

edonkey TCP 4662

fasttrack TCP 1214

K450 TCP 6346-6349 TCP 6355,5634 UDP 6346-6348
kazaa2 HURRAPAM

winmx TCP 6699

MEEAR (BRE )P2PHRE , Mt EERHEMEE, FEEABEXTUSEAZEP2PHRERE , =
EEREMABEETEEIENRETS , UAHFERAERXIE

- BitTorrent® Fin B B BIBETHER LIFFER FANtpER TIRMEZR, ( WERHARSR ) BA

o EEHERTCP 6969 , BATRERERE Torrenti S EMNRMLET R, MREFLEARF
BitTorrent , RMEBEN BN RES ZEZBHTTPREA CEIFEZ — , XFEHip port-mapis T
TCP 6969%T 8 EIHTTP:

ip port-map http port tcp 6969

IR EE i httpMbittorrentE & 4 FE AR B MR A TR R4
. eDonkey {3 & Bh Eh [F B 42 Bl BeDonkey M GnutellakyE#R o
KaZaAR Rl E £ KB ANBAREE B R,

SB7E (FER ) mAER T F4BE AN IIRE , ARARERARSERBRBNRE , MAREMWBEIES
RFFERES,. BEREANXEHRIEE, HERBRBEHHERREmE.

P2PFER#BIBEEHT TP FE A AR5 L -

lconfigure the layer-7 traffic characteristics:

class-map type inspect [p2p protocol] match-any p2p-17-cmap
match action

!

lconfigure the action to be applied to the traffic
Imatching the specific characteristics:
policy-map type inspect [p2p protocol] p2p-17-pmap

class type inspect p2p p2p-17-cmap

[ reset | allow ]



log
!
ldefine the layer-4 inspection policy
class-map type inspect match-all p2p-1l4-cmap
match protocol [p2p protocol]
1
lassociate layer-4 class and layer-7 policy-map
lin the layer-4 policy-map:
policy-map type inspect private-allowed-policy
class type inspect p2p-1l4-cmap
[ inspect | drop | pass ]
service-policy p2p p2p-17-pmap

P2PER A AE4ARMAFENER FREMBERERAINEE :

- edonkey
. fasttrack
- BB
- kazaa2

ELEARATHE —EBRABENEAEXACE FHAEE

edonkey

router (config) #class-map type inspect edonkey match-any edonkey-17-cmap
router (config-cmap) #fmatch ?

file-transfer Match file transfer stream
flow Flow based QoS parameters
search-file-name Match file name
text-chat Match text-chat

fasttrack

router (config)#class-map type inspect fasttrack match-any ftrak-17-cmap
router (config-cmap) #match ?

file-transfer File transfer stream

flow Flow based QoS parameters

SRS

router (config) #class-map type inspect gnutella match-any gtella-17-cmap
router (config-cmap) #

kazaa2

router (config) #class-map type inspect kazaa2 match-any kazaa2-17-cmap
router (config-cmap) #fmatch ?

file-transfer Match file transfer stream

flow Flow based QoS parameters

R P2P 1% E /& ¥ E 51 P2P 1% E MY E £ A LUBIBNBARK B EEpd mE ST ThBEETER A, LUT R
HAFPDLMABEER T ¢

ip nbar pdlm <file-location>

89 15 %2 °] A A FE 2 Bllinspectfymatch protocol@i . MEFHMPP2PIHE S SRS ( FIHE ) ,



57 Einspect EH R BI AR 557 REL RS FT Ao
|V 78 48 R 2

Cisco IOSE R R4~ 12.4(4)TEI AIMEARXERIEEERF, 12.4(6)THRBEEZFWHEIAIMZE , &
It 68 A & SRR M R RV B AR SR B R FE R IMIZBIMZFW |, RAZFWHE B K S Th B R RE AR E N
HEHE

Cisco IOSEXBRIRA<12.4(9) TX BH LU T IMBR IS Ay AR REA R M FE FR #2261

- AOLENFFEEAT R
- MSN Messenger
. MR | Messenger

IMBRERASHREEETE , RAIMBRERFHSEGEERBHFETRBENTE. MREES
RBEREE KA — B B AR , FFimAARABIRIEL B RAMRR T EABIMBER. EHE
FRBHAERE , IMERTEREERS, #RELRARXNGENG AR EEIMMAMRSR
EI‘J;DEFEﬁo

B EIMAR R

MR A 42 I B SR L S5 4 B AR e A
MEETE RS,
BABRENEERLNHEER R -

class-map type inspect match-any my-im-class
match protocol [aol | msnmsgr | ymsgr ]
1
policy-map type inspect private-allowed-policy
class type inspect my-im-class
[drop | inspect | pass

IMEEARRX TUBEHESEE N RARI[UAHEEIIE, EAFEERERENBEIMERE , BF
T EMRFFEREZAFFIBIMBRENRRSE. B2 , ELEREEEREIMARTE ( AOL Instant
Messenger ) FYE¥BR Y FE BRI RSP EA ERRER , JE2ERUMEFHRER LK L
FHEZREInternetI T RE, MRETEAFERIBERE , HEFERIMBRIEThEER R A LA
X, AN BEEERFRESEE , LMEZFWTT LAEE B B2 IMFE F BB 0 TR & -

lconfigure the server-list parameter-map:
parameter-map type protocol-info <name>
server name <name>
server ip a.b.c.d
server ip range a.b.c.d a.b.c.d

Hlan , Yahoo IMfABRERFENERUT :

parameter-map type protocol-info ymsgr-pmap
server name scs.msg.yahoo.com
server name scsd.msg.yahoo.com
server ip 10.0.77.88
server ip range 172.16.0.77 172.16.0.99

BEERARFFECRANBEES



class-map type inspect match-any ym-14-cmap
match protocol ymsgr ymsgr-pmap

& BBLEip domain lookup#lip name-server ip.ad.re.ss@h = BERR A B B AEAT o
IMARRESREBREEDEN., AREEHRECRENMARFEERETTEILER,

SE7E (FER ) mRERR T F4BE AN TIRE , ARAR Y RABSERBRBNRE , EEMEIES
RFFXAWKRIRE , ARIEEE RIS ThRE,

IM Application Inspection B BIRESI[E 0 X AW K EEB M AT E HiERARKE. & THIMEERRELR
KX , BEEETERRE

class-map type inspect ymsgr match-any ymsgr-text-cmap
match service text-chat

class-map type inspect ymsgr match-any ymsgr-default-cmap
match service any

policy-map type inspect im ymsgr-17-pmap

class type inspect im ymsgr-text-cmap
allow
[log]

class type inspect im ymsgr-text-cmap
reset
[log]

H& S5 7B SR BE FE A 1A Yahoo! 2 B BL & A Messenger K B

class-map type inspect match-any my-im-class

match protocol ymsgr
!
policy-map type inspect private-allowed-policy
class type inspect my-im-class
inspect
service-policy im ymsgr-17-pmap

URLIE ®8%

ZFWRHURLIBRINEE , ¥ Web AR EIRHEAKHER FERNHRERERE Fﬂ‘a;’iaﬁﬁm
, REFE A ER F|URLIBE AR B B H S = i S5M. Cisco |OSERBE IR A12.4(6) TE
12. 4(15)THHZFW URLBRZ2EABHANWRRAEEMER , REAREE L,

HRAERMARESHURLABR , X AEZHERurlfiter IRESE B HY 51 B AR -

parameter-map type urlfilter websense-parmap
server vendor [n2h2 | websense] 10.1.1.1

NMRBEEAFEARERNRBE  BUNERBRIAFNEENARTFHNEE , MR OEES
FERMELEERTERARE

parameter-map type urlfilter websense-parmap
exclusive-domain deny .disallowed.com
exclusive-domain permit .cisco.com

NREBEHEETEAEEREERURLEBRE , RIAFMAEHME, MRERTEM "RFF.



Ex , AIXERBIEEAFTVWESE , BURIPFHREEGIEENIIEE,
REEHTTP R 2 P By ¥R

class-map type inspect match-any http-cmap
match protocol http

E &SRB Hinspect M urlfilteris 4= BA B R SR B ¥ AR -

policy-map type inspect http-filter-pmap
class type inspect http-cmap
inspect
urlfilter websense-parmap

EXEERURLERAKFBEFANREER, FEEEZETHRERHLMURLBRITA,

RERRNEBFENN ) T FHEEAURLER , MY EMEIREBURLBRE, flW, EEIF
BB TR ATE MBS ERMURLABAREREHTTPRE | K= EH#192.168.1.101B 4k

[ 10: URL &8 7= 5l 3 3

ul

URL filter
sernver

URL1BE TPl
N R E &= M B B R EEE R A LASE R LR 1E -

- —EEHR , ETEZERURLEBHBRAKERENHTTPRE.
- —EEERARTRRURLBRH BN EHE, £ -EHEHRITEHATTPRE N S ERURLIEBIR
RIS EHTE,

MEEHRGEREERTEE , BRI/ —EEEBRERurfiterRF :

class-map type inspect match-any http-cmap
match protocol http
class-map type inspect match-all http-no-urlf-cmap
match protocol http
match access-group 101
!
policy-map type inspect http-filter-pmap
class type inspect http-no-urlf-cmap
inspect
class type inspect http-cmap
inspect
urlfilter websense-parmap
1

access-list 101 permit ip 192.168.1.101 any



SR h RV RA R

MBERZEBELZETIEMSREIOEENT (Hl0 , SSH, Telnet, HTTP, HTTPS,
SNMP% ) 2F 3| N Hinternet , BIIFIREIFEFR. ERFEBRT , EEEH K AHESAILANGSEE
1T#2#l, Cisco IOSEBREANZBERREHEZTENANER , SR BRERRENFP)IIAERT
. BEARBENENSEFIURHME | URZFWH B EEAK., S0 ERESEMINGE , i
VT;SDEF‘&?%%IL EELHARZBANSNMPEARERS | LIFEE HESE I Thaefy BEHR S RES BN
E,Uﬁﬁo

—RRER , NFPIHAERFIRES N RH BRI HRA TN RE. FSBCisco IOSEREE A A2 | [
Z &R AR AR A BAE AINFPIIsE R B AR B fAlo

WMRLREFERAZFWIRIZFIE HEXABRA S Pt (R E |, BLEBRARRL X AR TR R M IhRET

EIRAAAREERERNRENINEE, PEREESRASIRN B Kk IPA kB2 R PMERE R =R E

B EMIPA AR ERRE Y AXRETSEIXHREEERIZHAL , HIAICMP TTLE
HA SR/ E L ENERA R

ZFWH B 2 BB BN RERARRNdeny-all XKk , BUERRAUAR , BXRFFEEREERE
SR HB N EMESFNRE, ERRS RS AEEERAZRMERE , RIFERHRER
ITHRER, WMRE—Edeny-all R EEZIXMBRNER , IXNAEBHR LEER2HE
ATBNERRKEE, IREKERTEREBAIRFER  EWRSPEERER,

ENEEREARSKER  ERIMTENIWESEEEDP, B2 , EHEHRNEHIPHBUAR
EFZEEREES (E10NRATARNERRA ), MRERBZFWE , BBE:J[ ENAAIPH
HEEBHABDEEN—Hr, HTERHKEEF LNTEAEABBIRARNTENIPRE , &
ARAKKRELRAF/REESEEHFEERCBANRE K R2TFR (F2RE1 ),

M1 1 FE AR B [ 3 1 B R 2R B 5 i T S R SR

. E 740010 1721690040

HAMHBEMEEGNEEScEREEERATRE , ENRREEMEDL B ESEERE , I

BREREESNRHSNERETEEN N MEREHEERE , AIFfEREBHEBNRELER

ERR 2SR AR =B Bl connected-zone to self-zone KRG #KFHIE, HIt , X BEREFREHBHENTE
, UAHFHIRE E EiF,

BMEE : Cisco IOSE B —EFEAENE "&iEE, B FEEFRHH IPALuL REHTRE , Hiw
KRB, titp, teinetFE RS FHERK , XFENREERE B B XBEERERA, B2, MR
R 7% 15 F§ 24518 FBR M logging source-interface [type number] . ip tftp source-interface [type
number]#ip telnet source-interface [type number] & & # 4% & /" E & & A source-interface

,AIRREERINARIENTE.

AR RERK (LERRAERNPETRYE ) EARRIAIRENTE , TrEEIERR


https://www.cisco.com/en/US/docs/ios/sec_control_plane/configuration/guide/sec_control_plane_overview_external_docbase_0900e4b180dd3acd_4container_external_docbase_0900e4b180de08f9.html#:~:text=The%20Control%20Plane%20Policing%20feature,%2Dservice%20(DoS)%20attacks.
https://www.cisco.com/en/US/docs/ios/sec_control_plane/configuration/guide/sec_control_plane_overview_external_docbase_0900e4b180dd3acd_4container_external_docbase_0900e4b180de08f9.html#:~:text=The%20Control%20Plane%20Policing%20feature,%2Dservice%20(DoS)%20attacks.

Z2EH. IRELRBFNRERZECEEN LT EHMEE , IELERFEEERITF,

B i R BE PR
HEHREERSH TANKEEL , BESRKBNINEEER
- ERHENERERE—K | BBAHESSERANRERMAH.3238WTCP, UDP, ICMPH#8 3 i & % 8

- TEREARE, TATRARABEEERK,
- TREEHEHRMK LB ESFENERRH,

B 3 SR e i R
ERZHBIERAT , U TEREHREERBHEREHE R

- B ATelnetEfR , RATenetWANMERETZREEAEBRIENEMBHBRER,

- RARBEMAEEPEMEAENSSHER, SSHEMEERERENEXRERER , REHRER
# BLEREERENAHENTERREAEEE , YEREAEBRUIRHREBSH
REH . SSHRA2RHUERANRE , WHRSSHRE 1B BN ERE.

- MRERAERFHAE , AAFREAEAIEHBOHTIPER, TR , IRVEEFHTRERE
FHEREEN , HTTPAEEAMBRREBEEERE , YATASRERBES , NEHAER
B E.

- AFFREEMEEHHTTPSER, ESSHEL , HTTPSENE SR ERNEAERE.

- PREIEHSE E M FHERISNMPEARE . SNMP AT FME SR AR ELEN B R EE A . SNMPL
AESEER LRESHBES,

- FIER A HinternetZ| S/ BB AYICMPFER (RRXEABEMBU R TIRARN ) . NELE
, TLBICMPRERE —ERNSEL A LUETRR B ESER, BEEICMPHRETANE
ERARERNETHEBRRERNER

BREER T LA AL RE: AL ARGFNESEREFEWERSY., ARG LKA EFEEHD
RENSEESEHLAHER T EANEEREIE  RERETRREMART M, TTAEH—E
REEHR , SEARBYRARABNBEESYE , ARERMERE , tTUEASERIHENE
ERBHR, SAXBERPVBEEIHRERH T RARSEREHRTENEBFARNNE.

LASNMPEE1£172.17.100. 11 FTFTP{EARRE172.17.100.17 54 , k@ HIEE TEESENEHE
REEHY R

class-map type inspect match-any self—service-cmap
match protocol tcp

match protocol udp

match protocol icmp

match protocol h323

!

class-map type inspect match-all to-self-cmap
match class-map self—service-cmap

match access-group 120

!

class-map type inspect match-all from-self-cmap
match class-map self—service-cmap

!

class-map type inspect match-all tftp-in-cmap
match access-group 121



class-map type inspect match-all tftp-out-cmap

match access-group 122

policy-map type inspect to-self-pmap

class type inspect to-self-cmap

inspect

class type inspect tftp-in-cmap

pass
I

policy-map type inspect from-self-pmap

class type inspect from-self-cmap

inspect

class type inspect tftp-out-cmap

pass
I

zone security private

zone security internet

zone-pair security priv-self source private destination self

service-policy type inspect to-self-pmap

zone-pair security net-self source internet destination self

service-policy type inspect to-self-pmap

zone-pailr security self-priv source self destination private

service-policy type inspect from-self-pmap

zone-pair security self-net source self destination internet

service-policy type inspect from-self-pmap

interface FastEthernet 0/0
ip address 172.16.100.10
zone-member security internet

interface FastEthernet 0/1
ip address 172.17.100.10
zone-member security private

1
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list

120
120
120
120
120
120
120
121
122

permit icmp 172.17.100.0 0.0.0.255 any
permit icmp any host 172.17.100.10 echo

deny icmp any any

permit
permit
permit
permit
permit
permit

tcp
tcp
tcp
udp
udp
udp

172.17.100.0 0.0.0.255 host 172.17.100.10 eqg www
any any eq 443

any any eq 22

any host 172.17.100.10 eg snmp

host 172.17.100.17 host 172.17.100.10

host 172.17.100.10 host 172.17.100.17

RiER K BEEXRBETERETFTPERE ., it , MRTFTPAERIBR XM | Ay K ESHBEHFTE
,,.LEE)\TFTPHHE%%:MQTFTPHHE%%EtHo

IR X HEEH IEIPSec VPNER |, BIEXNAEERKRIELUBIBIPSec ESP, IPSec AH, ISAKMPA
NAT-T IPSec(UDP 4500). EEUARRIBEERANREEEMLRLS ., BRERKEN , ETLER
T—EXKE, TEURREMNER , EFVPNHRENEYHREHEABBRE, ¥ , IBRER
AEN , RIELELFEBREEMSAATFEHIEERRNNZRE,

class-map type inspect match-all crypto-cmap

match access-group 123

policy-map type inspect to-self-pmap

class type inspect crypto-cmap

pass

class type inspect to-self-cmap

inspect



class type inspect tftp-in-cmap
pass
!
policy-map type inspect from-self-pmap
class type inspect crypto-cmap
pass
class type inspect from-self-cmap
inspect
class type inspect tftp-out-cmap
pass
!
access-list 123 permit esp any any
access-list 123 permit udp any any eqg 4500
access-list 123 permit ah any any
access-list 123 permit udp any any eqg 500

1G5 350 B X 5 0 20, 18 i 72 =X B %

FRERHEERAMERERNEAENRY K F2EINESERRE (#EMmAE4.013) — &K
E%JWZIK4.O.13E'J¥EIJJ AE R 2 5% B

{# Fishow#debugp > Es R B 7 [E 15 B9 5K & By XM

ZFWE| AT #i8p & SRR SR e B M S 1B AR B o

ArRESRANEERSHESHNME :

show zone security [<zone-name>]

MRERLEEHER , *HETHECEEERSNER.

Router#show zone security =zl
zone zl
Description: this is test zonel
Member Interfaces:
Ethernet0/0

ERERIESHNREDS. BEREERIMERE

show zone-pair security [source <source-zone-name>] [destination <destination-zone-name>]

REERSBER , #EREER, BEENEEXBNEESYE. IRARIFBEEES , Bg
BRestESESR BENRAEEEY.

Router#show zone-pair security
zone-pailr name zp
Source-Zone zl Destination-Zone z2
service-policy pl

B EERREEHR

show policy-map type inspect [<policy-map-name> [class <class-map-name] ]


/content/en/us/td/docs/app_ntwk_services/waas/waas/v4013/release/notes/ws4013rn.html#wp288072
/content/en/us/td/docs/app_ntwk_services/waas/waas/v4013/release/notes/ws4013rn.html#wp288072

WMRAIEERBHRNERE |, AITETREB RinspectIFTERBHR (URBTE FEBINETEXR
BEHTAR ) o

Router#show policy-map type inspect pl
Policy Map type inspect pl
Class cl
Inspect

BrEERESY FANETRREE BRI HRETET.

show policy-map type inspect zone-pair [zone-pair-name] [sessions]
MEREREFHHER , WBERIE R LR RBEEHR,
sessionsEEMTHRBENEAE X TEEESE LEYNBES,

Router#show policy-map type inspect zone-pair zp
Zone-pair: zp

Service-policy : pl

Class-map: cl (match-all)
Match: protocol tcp

Inspect
Session creations since subsystem startup or last reset 0
Current session counts (estab/half-open/terminating) [0:0:0]
Maxever session counts (estab/half-open/terminating) [0:0:0]

Last session created never
Last statistic reset never
Last session creation rate 0
Last half-open session total 0

Class-map: c2 (match-all)
Match: protocol udp
Pass

0 packets, 0 bytes

Class-map: class-default (match-any)
Match: any
Drop
0 packets, 0 bytes

urlfiltterB3 88 7 R R B 45 E 1Y SR ARG HARAR B MY urlfilter M BAMRET B A ( WRKREEEHHER , AIETR
FIA B R LRI )

show policy-map type inspect zone-pair [zone-pair-name] [urlfilter [cache]]

E [E#F1E E cache BB F Murlfilter’¥ , & &8 Rurlfilter cache ( BRIPH#EL ) .

FARinspect policy-maps#Ishow policy-mapir THZE :

show policy-map type inspect inspect { <policy name> [class <class name>] |
zone-pair [<zone-pair name>] [sessions | urlfilter cache] }
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ZFWIRHDoSIREE , MIREEIMES TI26ML SRS AY BIZNEME , WERMASED , (€M kRS
EHBLNPE, ZFWASEERYRIEERETEBOHNE, Dl DRE—EEERAR
W E T E EEHE YRR | ASEAMET R DoSKRET B,

ZFW7TE12.4(11) T2 BRI Cisco IOSE B IR AP ASDoS I B IR R E B TRERIE IR, TARXDoSIRETAME
Cisco IOSEXEE IR A12.4(11) T E Ko

BEATCP SYN DoSHEMWFMEN , FSRAEELETCP SYNIES RIE HWER KK,
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ip subnet-zero
ip cef
!
bridge irb
!
interface FastEthernetO
ip address 172.16.1.88 255.255.255.0
duplex auto
speed auto
!
interface FastEthernetl
ip address 172.16.2.1 255.255.255.0
duplex auto
speed auto
!
interface FastEthernet2
switchport access vlan 2
!
interface FastEthernet3
switchport access vlan 2
!
interface FastEthernet4
switchport access vlan 1
!
interface FastEthernet5
switchport access vlan 1
!
interface FastEthernet6
switchport access vlan 1
!
interface FastEthernet?7
switchport access vlan 1
!
interface Vlanl
no ip address
bridge-group 1
!
interface Vlan2
no ip address
bridge-group 1
!

interface BVI1


https://www.cisco.com/c/zh_tw/support/docs/ip/ip-multicast/14760-4.html

ip address 192.168.1.254 255.255.255.0
ip route-cache flow

1

ip classless

ip route 0.0.0.0 0.0.0.0 172.16.1.1

1

bridge 1 protocol ieee

bridge 1 route ip
1

Piék B : Bi& (A ) BR

ip subnet-zero
ip cef
!
ip port-map user-Xwindows port tcp from 6900 to 6910
!
class-map type inspect match-any L4-inspect-class
match protocol tcp
match protocol udp
match protocol icmp
class-map type inspect match-any L7-inspect-class
match protocol ssh
match protocol ftp
match protocol pop
match protocol imap
match protocol esmtp
match protocol http
class-map type inspect match-any dns-http-class
match protocol dns
match protocol http
class-map type inspect match-any smtp-class
match protocol smtp
class-map type inspect match-all dns-http-acl-class
match access-group 110
match class-map dns-http-class
class-map type inspect match-all smtp-acl-class
match access-group 111
match class-map smtp-class
class-map type inspect match-any Xwindows-class
match protocol user-Xwindows
class-map type inspect match-any internet-traffic-class
match protocol http
match protocol https
match protocol dns
match protocol icmp
class-map type inspect http match-any bad-http-class
match port-misuse all
match strict-http
!
policy-map type inspect clients-servers-policy
class type inspect L4-inspect-class
inspect
policy-map type inspect private-dmz-policy
class type inspect L7-inspect-class
inspect
policy-map type inspect internet-dmz-policy
class type inspect dns-http-acl-class
inspect
class type inspect smtp-acl-class
inspect
policy-map type inspect servers-clients-policy



class type inspect Xwindows-class
inspect
policy-map type inspect private-internet-policy
class type inspect internet-traffic-class
inspect
class type inspect bad-http-class
drop
!
zone security clients
zone security servers
zone security private
zone security internet
zone security dmz
zone-pair security private-internet source private destination internet
service-policy type inspect private-internet-policy
zone-pair security servers-clients source servers destination clients
service-policy type inspect servers-clients-policy
zone-pair security clients-servers source clients destination servers
service-policy type inspect clients-servers-policy
zone-palr security private-dmz source private destination dmz
service-policy type inspect private-dmz-policy
zone-pair security internet-dmz source internet destination dmz
service-policy type inspect internet-dmz-policy
1
bridge irb
!
interface FastEthernet0
ip address 172.16.1.88 255.255.255.0
zone-member internet
!
interface FastEthernetl
ip address 172.16.2.1 255.255.255.0
zone-member dmz
!
interface FastEthernet2
switchport access vlan 2
!
interface FastEthernet3
switchport access vlan 2
!
interface FastEthernet4
switchport access vlan 1
!
interface FastEthernetb
switchport access vlan 1
!
interface FastEthernet6
switchport access vlan 1
!
interface FastEthernet?7
switchport access vlan 1
!
interface Vlanl
no ip address
zone-member clients
bridge-group 1
!
interface Vlan2
no ip address
zone-member servers
bridge-group 1
!
interface BVI1
ip address 192.168.1.254 255.255.255.0



zone-member private
!
ip classless
ip route 0.0.0.0 0.0.0.0 172.16.1.1
!
access-list 110 permit ip any host 172.16.2.2
access-list 111 permit ip any host 172.16.2.3
1
bridge 1 protocol ieee

bridge 1 route ip
1

O C - A A T S

RGIIREEENERE , EARIFCisco IOSEBEZFWIEMIhEEMWER, EER 18118 BT LA
ENMEREHERRE. EAESEANKEHSENEERRMIE | it JBRHEE FH A %8
EHEFIVLAN 1, NH[EiFHE R EFastEthernet 0L ( E2REE12) .

[ 12:FastEthernet 0 & 9 2 3t (R 15,

FastEthernet 0L EFFRY 20 £ [E

class-map type inspect match-any private-allowed-class
match protocol tcp
match protocol udp
match protocol icmp
class-map type inspect match-all http-class
match protocol http
!
policy-map type inspect private-allowed-policy
class type inspect http-class
inspect my-parameters
class type inspect private-allowed-class
inspect
!
zone security private
zone security public
zone-palr security priv-pub source private destination public
service-policy type inspect private-allowed-policy
!
interface fastethernet 0
zone-member security public
!
interface VLAN 1
zone-member security private
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